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			Somewhere around 1978 the technology to transmit data over phone lines became available to the average computer user. Up until that time it had pretty much been only the geeks at the colleges and the military were capable of data transmission. 

			And it wasn't long until after that that software was developed which allowed a person with a modem (short for modulator/demodulator) to dial up another modem where software was set up that allowed people to leave messages and talk about computing. 

			There were several companies that had developed a bulletin board software and computer heads were eager to connect to these bulletin board systems. 

			There were a few problems with this system. One of them being only one person at a time could access the bulletin board system and that made for a lot of busy signals which made for a lot of frustration when trying to access your favorite BBS. 

			As they gained popularity and more and more bulletin board systems came online if one was busy users will go to another one. Someone soon figured out that programs could be transferred over the phone lines and soon files were being swapped between system operators known as sysops and users on the board. The major drawback was modems could only send or receive data at about 1200 or in some cases 2400 baud a very slow transmission rate. In an attempt overcome this often time file downloads or uploads were started late in the night time and allowed to run all night. The problem with this is often times the connection would be lost or some features such as call waiting would knock the user off-line. If a file was only partially downloaded when the connection was lost the file would have to be restarted from the beginning which could be not only frustrating, but time consuming. 

			It was only a little while later that 2 things occurred which would change the face of bulletin boards. Up until then Hayes modems were pretty much the standard with only a  few challengers. 

			That all changed with the introduction of the US Robotics Courier HST Dual Standard. At 9600 baud the Courier was not only many times faster than the Hayes but could send data both ways simultaneously plus as an added bonus US Robotics allowed verified bulletin board operators to purchase the Courier from US Robotics at a deep discount. The Courier was eventually made to run bulletin board systems at 33.6 baud. 

			US Robotics later attained a rate of 56 baud, but by then the Internet and blazingly fast Internet speeds by cable modems had pretty much killed the dial-up market in marketing and of bulletin board systems. Also about that time BBS software had been developed to the point that dropped downloads could be picked right back up at the point at which connection was lost. It wasn't long until users started uploading and downloading files from the sites and in no time at all pirated files were being uploaded and downloaded. 

			Soon Pirate sites began popping up with names like The Sponge, Nocturnal Dreams, Street Spyders, and Cycle sluts from Hell. Initially there were no download limits but sysops got tired of the constant file leaching and soon imposed restrictions. Most boards required that you upload a file to get a file. Some of the more liberal boards only required you to upload one file so you could download two files. Since you were usually getting the latest games and apps it was required that you upload a file of quality or you would soon find yourself banned from that particular board. 

			As modem speeds increased users with the slower 1200/2400 baud modems found themselves "locked out" of BBS`s who began favoring users with faster modems.

			In order to expedite the uploading and downloading of files, files were compressed into a format called PKZIP. When a file is "zipped" at the end of the file is a single byte known as the least significant byte. This bite has no function but rather acts of a space at the end of a file and has no bearing on the compressed contents of the file. 

			A computer science student wrote a small program that would detect when a zipped file had reached the least significant byte and would abort the download. This accomplished two things. 

			First even though the file had been aborted it would still unzip perfectly fine. 

			Second and this was the best part was that since the file had aborted the user was not charged for a download thereby keeping his racial intact the matter how much he downloaded. 

			Many pirated applications and games were sent across the phone lines in those early days. But all that was about to change.

			 

			 

		



			In 1989 America On Line began its meteoric rise quickly overtaking services like prodigy and CompuServe. For most people AOL was perfect. They had never seen a site that would do so much, but for people who had been active on the bulletin boards that felt like something was missing. 

			Luckily AOL offered as one of their services the ability for you to "step out" of AOL and get on Internet relay chat (IRC). This was probably a big mistake for AOL because to the delight of many users they found that preferred IRC to being on AOL and it probably costs AOL quite a few users. And went through AOL's portal no software was required. 

			If you wanted to go there without going through AOL you needed a software much like mIrc or pirch. 

			With over 200 different networks and each network having numerous "rooms" and in addition to host servers all around the world even in Budapest. IRC was the largest underground or unadvertised network in the world. 

			Initially IRC was much like the bulletin board systems that proceeded it. It started out with chat boards, some trivia games, but it wasn't long before apps and games files were being swapped. 

			What really brought IRC to life was when different rooms added MP3s to the mix. You can go to rooms and download country music, rock, jazz, heavy metal, and even classical music. Much of the music offered at that time had not even been released yet so users are able to get songs from their favorite artists before they ever hit the airwaves. You could download complete albums and some rooms even allowed you to download movies. 

			In it's time IRC made bit torrent sites look like they were offering shareware. But alas in the Internet world nothing is king forever. For all of its offerings many people found the interface intimidating, but that soon changed with the introduction of

			 

			 

		



			The concept behind peer-to-peer sharing was that I give you a file and you give me a file person-to-person instead of getting them from the site. 

			In theory this kept the site from facing any lawsuits that could have arisen from giving pirated files to users. 

			The problem with this was the operator might plead innocence, but since they knew that users were sharing pirated files they were sure to be shut down the maybe even fined or worse spend some time in prison. Another downside was often times files you downloaded were filled with viruses. 

			Then in 1999 Napster appeared on the scene and with its music sharing soon had millions of users. But the music industry quickly stepped in and shut Napster down. In an attempt to legitimize Napster made deals with record companies but never came back is strong as it originally was and was eventually sold off. 

			Of course peer-to-peer sharing would have never been possible had it not been for users being able to find files from software cracking groups such as Razor 1911, the Dream team, Fairlight, and others like them.

			 

			 

		



			In 2003 Pirates Bay probably the most famous of all the bit torrent sites and a host of others like it came upon the scene. Initially many of the bit torrent sites just allowed users to download pirated serial numbers or programs known as keygens which would generate several numbers or the code keys to register programs. Eventually as time went on different sites began packaging the program along with the keygen or the serial number to register it. 

			Much like IRC there were multiple sites all around the world and many sites were shuffled around so that he made them harder to be found by law enforcement agencies who were looking to crack down these illegal sites. 

			The problem with many of the sites was the owners felt the need to brag about the fact that they were dispensing pirated files. This in turn has brought law enforcement agencies around the world to take a closer look at these sites. 

			The bit torrent sites are actually just a pale comparison to the juggernaut that IRC was. And bit torrent sites brought too much publicity upon themselves. 

			Any time the majority of the Internet population knows about bit torrent sites they are far too commercial and are truly not the dark side of the net as many think.

			*NOTE* At the time this was written the original Pirates Bay has been shut down by the authorities and the owners have stated they have no interest in bringing it back up. 

			 

		



			Before we talk about the dark side of the web. Again I must strongly urge you that if you go there you can end up with a passel of troubles. If you decide to go there I warn you to take plenty of caution.

			*NOTE* At the time of this writing both the original Silk Road and Silk Road 2 had been shut down and there is almost no chance of them ever coming back.

			How many times have you been trying to find some information and all you’ve found on Google, Bing, or Yahoo are links to companies trying to sell you something or some cobbled up description on Wikipedia that is at its best poor and usually inaccurate.

			What exactly is “The Dark side of the Web?”

			First let's start with a short explanation on how Google and other major and minor search engines index sites.

			Google has spiders that continuously crawl the web hunting for not only new sites, but all sites to see if they had been updated. That way search engines keep their search content of fresh. The spiders or rather bots (short for robots) as their known will not index a site if the owner request that it not be indexed via a file called robots.txt. 

			The problem with robots.txt is some aggressive search engines will index the site anyway. To thwart this some site owners will place a alternative text in the file sending the robot somewhere else.

			There other reasons that web sites won't be indexed

			Content is data stored in databases.

			Content is dynamically generated by the site so it does not exist until someone looks for it.

			Some sites are only up sporadically or at specific times.

			The dark side of the web is also referred to by other names. Such as; 

			The dark web

			The deep web

			DeepNet

			 

			It has been estimated the dark side of web is 600 times bigger than the web we access daily. Google claims the late that they have indexed over a trillion pages and that number is growing every day, so you can just imagine how huge the dark side of web is.

			 

			Getting to the dark side of the web

			Think about this nothing is ever totally anonymous.  

			Much like the regular web, you can pick what you want to click on and what you don’t want click on.  So proceed with caution.

			There is content that can be viewed from your ordinary web browser. This is non-indexed content that can be found if you know where to go.

			There is a large amount of non-search indexed data on different Government sites which won't get you in trouble.

			For example: http://search.usa.gov http:// or healthdata.gov http://data.gov

			But for the most part the bigger part of the Dark side of the Web is the resources that need some form of tool or browser plug-in to access.

			There are two main projects connected with this. One is called “The Freenet project” and can be found at https://freenetproject.org/

			But the better known one and the one with its own special links is the TOR network. TOR stands for “The Onion Router” and at its core is a way to bounce the requests via a number of other servers and proxies. 

			While this provides some cover and anonymity do not assume by any means that it is not traceable. For a start the TOR project was made as a result of military research. So there are definite a link back to the government.

			*NOTE* Recently some government agencies have been cracking down on groups using Tor for illegal activities. Remember they developed the software so that gives them an edge in tracking down illicit sites.

			But we are not worried, because we are not looking to use it for anything illegal so we have nothing to fear. So carry on intrepid explorer.

			Installing the browser.

			Go to TorProject.org and download the latest version of the Tor Browser Bundle for your operating system.

			Then run the downloaded exe file and follow the instructions.

			Using the TOR Browser Bundle.

			1) Start the Tor Browser Bundle. After a short time a window will appear.

			2) Click on "Connect" to connect to the Tor network.

			3) The Tor Browser (a modified version of Firefox) should open. You can check your new IP address by clicking on the "Test Tor Network Settings" link on the start page — it should say you are successfully configured to use Tor.

			Most people who download TOR only use it to mask their IP address but this specially modified version of Firefox does much more.

			But before we start browsing, here is a little tip to make things a little more safe and secure: We want to disable any scripts that try to run (you can allow scripts that you  trust). To disable scripts, simply click on the NoScript  icon to the left of the navigation bar and click "Forbid  Scripts Globally".

			Now while the TOR browser can be used to visit any web site, it can also access special servers that are hidden to the normal internet.

			This is achieved by using “Onion Links”.

			The first place you should go to is the “Hidden Wiki” as this is like the master page that contains links to everything on this hidden part of the Dark side of the Web.

			The Hidden Wiki: http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page

			 

			 

		



			Some helpful links you might want to try out. Again keep in mind just because you go to a site and it's not up doesn't mean an hour later it won't be.

			http://dirnxxdraygbifgc.onion

			http://torlinkbgs6aabns.onion

			http://jh32yv5zgayyyts3.onion

			http://3g2upl4pq6kufc4m.onion

			http://xmh57jrzrnw6insl.onion

			http://32rfckwuorlf4dlv.onion

			http://e266al32vpuorbyg.onion/bookmarks.php 

			http://5plvrsgydwy2sgce.onion

			http://2vlqpcqpjlhmd5r2.onion

			http://nlmymchrmnlmbnii.onion

			http://kpynyvym6xqi7wz2.onion/links.html 

			http://wiki5kauuihowqi5.onion

			http://torwikignoueupfm.onion/index.php?title=Main_Page – Tor Wiki

			http://kpvz7ki2v5agwt35.onion 

			http://torlinkbgs6aabns.onion

			http://jh32yv5zgayyyts3.onion

			http://wikitjerrta4qgz4.onion

			http://xdagknwjc7aaytzh.onion

			http://2gxxzwnj52jutais.onion/phpbb/index.php

			http://3fyb44wdhnd2ghhl.onion/ib

			http://bx7zrcsebkma7ids.onion 

			http://npdaaf3s3f2xrmlo.onion

			http://jv7aqstbyhd5hqki.onion

			http://xdagknwjc7aaytzh.onion/20/http/1.4.7.9/forummain.htm

			http://sbforumaz7v3v6my.onion

			http://kpmp444tubeirwan.onion 

			http://r5c2ch4h5rogigqi.onion

			http://hbjw7wjeoltskhol.onion

			http://t4is3dhdc2jd4yhw.onion

			http://zw3crggtadila2sg.onion/imageboard 

			http://bitmailendavkbec.onion

			http://365u4txyqfy72nul.onion

			http://sms4tor3vcr2geip.onion

			http://notestjxctkwbk6z.onion

			http://torbox3uiot6wchz.onion 

			http://u6lyst27lmelm6oy.onion/index.php 

			http://wi7qkxyrdpu5cmvr.onion

			http://u4uoz3aphqbdc754.onion

			http://www.reddit.com/r/DarkNetMarkets

			http://thehub7dnl5nmcz5.onion/

			http://agorahooawayyfoe.onion/register/Gc2h4eoFAE 

			http://lacbzxobeprssrfx.onion

			http://www.reddit.com/r/AgMarketplace

			http://thehub7dnl5nmcz5.onion/index.php?board=3.0

			http://hydrampvvnunildl.onion/register/ktgvv60br5et

			http://hydrafmchvpq5yc6.onion/

			http://n6tzonxy7sod7eqt.onion/Register?refid=AGGEHU

			http://andromedam363aux.onion/register.php?invite=jJnXk8

			http://andromedam363aux.onion/forums.php

			http://www.reddit.com/r/AndromedaMarket

			http://yjhzeedl5osagmmr.onion/index.php?s=register&referral=vbfgf556671

			http://thehub7dnl5nmcz5.onion/index.php?board=6.0

			http://topixslhezyytrvm.onion

			http://outfor6jwcztwbpd.onion/indxx1.php

			http://outforumbpapnpqr.onion

			http://http://www.reddit.com/r/Outlaw_Market

			http://thehub7dnl5nmcz5.onion/index.php?board=9.0

			http://xvqrvtnn4pbcnxwt.onion/ 

			http://www.reddit.com/r/c9marketplace

			http://k5zq47j6wd3wdvjq.onion

			http://i25c62nvu4cgeqyz.onion

			http://www.reddit.com/r/EvolutionMarket

			http://thehub7dnl5nmcz5.onion/index.php?board=24.0

			One last piece of advice. Do Not go to TOR Twitter. Tor Twitter is not normal twitter. It is an illegal porn site and you can go to prison.

			 

			 

		



			Thanks so much for buying book.

			I couldn't have done it without the aid of my research assistant.

			And a special thanks to Brad Shirley for the cover art.

			And of course you my dear reader.

			                            

			                                          Sarah Marcus

			 

		cover.jpeg
Think You Know The Internet?

Saral Marcus





