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CHAPTER 1

How Email Works

Everyone wants to save the world one click at a time, but before traveling
down the road of the interwebs and dodging dangerous international
hackers, to protect yourself, you need to understand how electronic
messages (also known as email) work. Email is one of the top forms of
communication in the twenty-first century, and its use continues to grow
rapidly. With this rapid growth has been a continuous increase in the use
of email to trick users and deliver malicious software. Understanding the
basic components of an email message and its path from the sender to the
recipient can pay exorbitant dividends to you as the network defender, end
user, or helpful friend lending a hand. Most likely, every reader of this book
has sent and received an email message at some point in your technical

or personal career. Although the use and platform vary for each user, the
process of sending a message using a mail application remains constant.
Let’s start where it all begins: the application or program used for email
messages.

Understanding Email Architecture

Email messages require applications (also known as programs) that enable
the ability to create, send, and receive messages. These applications

come in two main forms: a desktop and a web application. A desktop
application is installed, run, and resourced by the local computer to
provide email functionality. The web application is running on a web

© Nicholas Oles 2023 1
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server. All functionality is available through the website, and resources
for using email are provided by the web server. Both of these applications
are also referred to as mail clients.

The most common mail clients are available in both web and desktop
application forms. These include mail providers such as Gmail, Outlook,
Yahoo!, and for some of our more seasoned Internet users, AOL(if you
don’t know, look this one up). Both web and desktop applications typically
contain similar functionality and features to the end user. It is usually the
“shooter’s preference,” meaning individuals choose their preferred mail
provider and client. Unfortunately, clients do not work autonomously and
need connected infrastructure and devices to send and receive electronic
messages. All mail, regardless of application or provider, must be routed
through a series of servers, starting with the sender and ending with the
recipient.

A picture is worth a thousand words, and explaining the concept of
email traffic is no exception. The flowchart in Figure 1-1 (from How It
Works) shows how email messages traverse networking devices from your
mail application as the sender to the recipient’s mailbox as the receiver.
The following explains each step in more detail.

Step 1

The message is composed in the mail application. This is where you—the
sender—open the email and input an email message. This includes the
recipient’s email address, the subject, a brief description of the email
message, and the body—the content of the message. The mail client
should preconfigure the sender’s address. Once you click the Send button,
the message disappears and begins a mystical journey.
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Figure 1-1. From www.howitworksdaily.com/how-does-email-work/

Step 2

The sender’s email server is always the first stop for your email message.
This can be a Windows or Linux server, and communication from your
device to the sending email server is done over port 25 using the protocol
Simple Mail Transport Protocol, or SMTP. Ports are only discussed briefly
in this section, the overall concept is more important than memorizing
specific port numbers. The message travels from your desktop through a
series of routers and network switches and stops at its first destination—
the SMTP server.

Once the SMTP server receives the message, it examines the sender
and recipient information. The message is delivered internally if the
recipient and the sender are members of the same domain. The domain
for email purposes is simply the name after the @ symbol in the email
address (@aol.com, @gmail.com, @yahoo.com). For instance, suppose
nick@thenetdefender.com sends an email to frank@thenetdefender.com.
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Because the message domains (thenetdefender) are the same, the message
can be delivered internally. The SMTP server sends the message to a
POP3/IMAP server to be delivered to the recipient.

Step 3

If the sender address and recipient address have different domains,
the message needs to be sent out externally through the Internet to

be delivered. This would occur if nick@thenetdefender.com sent an
email to nick@aol.com. The SMTP server would identify the domains’
differences and must resolve the domain @aol.com to an internet
protocol (IP) address. Networking equipment on the Internet function on
IP addresses instead of domain names. This means the devices resolve
and communicate with unique IP addresses; for AOL, this might be
106.10.248.150 or 124.108.115.100. To resolve or look up a particular IP
address for a supplied domain name, the SMTP server uses a domain
name server, also known as a DNS server.

The DNS server operates similarly to a phone book. For those
unfamiliar, phone books were physically delivered to every residential
home and contained the names and phone numbers of individuals and
businesses within the area. This allowed residents to look up an individual
or business name and find the associated phone number to call.

A DNS server works similarly but with domain names and IP
addresses. For example, a server has no idea where www.cnn. comis
located or where any email addresses with the domain @cnn.com might
be located on the Internet. It must resolve cnn.com to an IP address. The
DNS server checks a list of internally stored domains and IP addresses to
see if it has a match for cnn.com. If it does, it locates and provides the IP
address, which for cnn.com is 151.101.1.67. The DNS server then sends the
data packet containing the email message to the appropriate SMTP server
identified through the domain to IP address lookup.
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Step 4

The message packet has arrived at the recipient’s SMTP server. The path
it takes from here is executed in reverse order of the sending mail traffic.
After hitting the SMTP server, the data packet travels to the POP3/IMAP

server over port 110/143. It then waits on this server for the appropriate

mail client to request any new messages and deliver the message.

Step 5

Contrary to popular belief, a message doesn’t simply appear through
sorcery and magic in your inbox. Once you open your mail client, the
application checks in with the POP3/IMAP server and requests any
messages it has for delivery. The POP3/IMAP server checks its mail and
delivers any messages stored in the queue for the identified mailbox. It is
then delivered to the recipient and downloaded for your viewing pleasure.
Now you know the basic path an email message takes—from the
client, through a series of servers and networking devices, to the intended
recipient. This happens flawlessly in most cases. But what happens if the
recipient’s address is mistyped or no longer a valid email address? What
if the company closes and or the person has moved on? In this case, the
recipient cannot receive the email message; but hopefully, the sender will
receive a notification that the email was undeliverable. An undeliverable
message is sent to the sender, informing them that the intended recipient’s
address is invalid. The following are some of the common reasons emails
are not delivered.

o Non-existent or mistyped email address
¢ Recipient’s email SMTP server down
o Recipient’s mailbox is full and not accepting messages

o Recipient blocked the sender address
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Undeliverable messages appear differently depending on the chosen
mail client and the reason the mail was not delivered. The issue can often
be resolved by confirming the recipient’s address and resending the email.
Now that you understand the basics of email delivery, let’s explore the
details of the message beyond the recipient address, subject, and body.

Email Header and Content

Now that you understand the basic route an email message takes, let’s dive
deeper into the data associated with the email message. Your computer
and networking devices break your intended email message into data
packets. The data packets represent small portions of your email separately
and are combined to complete your message. As the data packets travel
through the various servers and networking devices, they receive and store
information on the sender and recipient, the path taken by the email, and
any potential errors. This information is stored in the email header, and
with a few simple tools, you can help display this information in an easily
readable format. First, let’s discuss the basics of collecting an email header.
Most of us receive and read emails daily, and are oblivious to the email
message header. Accessing the email header takes mere seconds, but the
data can sometimes be overwhelming at first glance. The viewing options
vary depending on the client and operating system. The next section
explains how to view email headers in Outlook, Gmail, and Yahoo! mail
platforms. Other platforms follow a similar process, and searching for
“viewing email header in XXX mail application’, where XXX contains your
mail platform, likely results in ample results to aid in your examination.

Gmail Web Mail

Figure 1-2 is a screenshot of a test email received in the Gmail web
application. On the far right are three dots containing more information.
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Figure 1-2. Email in Gmail
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8:00 PM (8 minutes ago) Y1 4

4 Reply

B Forward
Filter messages like this
Print
Delete this message
Block "mrrobot6638°
Report spam
Report phishing
Show original
Translate message
Download message

Mark as unread

Figure 1-3. The More options associated with a Gmail message
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Once you have entered the More menu, you can locate and click the
Show Original option. This should open a new browser tab and return the
results shown in Figure 1-4. You are now accessing the header information
for the email you selected. You can follow this process for any message
received in the Gmail web application.

Original Message

<ug¥Km amed, 0 DidtaTMZqmi YEANBINF seShAk F on com>

Messege 10

Created at: Tue, Mar 15, 2022 o 7:50 PM [Bebveced ahier 3 saconds)
Froex maCoiES3 smTobotsE Bipevicnmal com>
- - -
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PASS with IP 105.7040.135 Leam mone.
D PAES' with domain prolonmal.com Lean more

DMARC: PASS' Learm mors

it e

W08y
b
LisyE - §8TE o6/
e

® Salp AeEAA-ARATIA: Eerelamen)almed; Ssgosgle.cen; Seare- 2o1eanie;

oML s B3 dgbA R v TRR DM LaTextL0e ¢
AT

2 R To0SGH asen R

TiY
PAFTITERRET Prh

2 2 Suberm:
wasigraves 14, 10

43,408 a8 pATELITAA mendsr) emep,matlframesyronoeds BEpTatarastl, cons

1.c5, [103,70.40.1381)
b ABII0I0TSI0TT FALTTAATAREL 7 194 vmg . 191, 2022, 00. 15,10, 80,08

OCM SHANY kdbs=296 /2561

11.ne TH.40, LN A% pavminees mansar) clisatsipeiss 70,46, 105;

ted mendec] ety mellfros-ss robctid Mbprotornell con;

1 Br E=164TIE1650; BheS lnve i hedete,

3 bptanp e

A1 RAC] Farplo! 53 LHph | T A T YT
1413y 3 s

Rexd§ AMEG1T 48
01 e s

deBabMypddial 5 ! {akaXTae IEBTH 2
w03 P b TS0 1k PAT I Ty Ty T {n LR 15D T 08§ IV TS My THEALCRL D
- ErT Shetss ity

S

AW Rben BT GTR AT AL AKREAGY ]+ DOANLE H 148 gon
--bl_131EAdnC eaTTOLOLqHE oSUTIm Eodigaly  TelNag-

Figure 1-4. Raw email header in Gmail
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Yahoo! Web Mail Application

Let’s start with a similar test email delivered to a Yahoo! mail account (see
Figure 1-5).

oo w W Boeve Bves Bowes Qe o x E@EPeo femage B
This is & Test Emai

ik O
st

Figure 1-5. Email screenshot in Yahoo!

When using Yahoo!, you must locate the More options menu. In
Yahoo!, this is located in the center of the page when hovering over the
original email. See Figure 1-6 below for a screenshot of a current message,
the More options button is in the bottom and center of the page. Once
located, you must select the View Raw Message option. This opens the raw
message header in a new browser tab.

= Back W W B B Actee (B9 Mow St 08 waesd ass *

This is a Test Email -

Archve
Nick Oles.

PR gtes!l nyderma” @,aho0 “om Uewte mossage
sencer
Holo, Block
This 1 & tes! emal, | woncer how it got 10 my nbox? Vew i message
Gooabye! Prea

Figure 1-6. The More menu in Yahoo!
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The raw message header appears similar to the screenshot shown in
Figure 1-7. It is important to note that no two messages have the exact raw
message header. This information is specific to the data transmitted from
this specific email traffic.

Received: from 10.253.31.116
by atlasllé.free.mail.gql.yahoo.com with WTTPS; Thu, 17 Mar 2022 08:47:05 +0000
ishi il.coms

X-griginating-Ip: [209.85.115.181]
Received-SPT: pass (dosain of gmail.con dtlignatn' 209.85.219.181 as pormitted sender)
Authenti atlaslis. hoo.

dkim=pass header.i=igra. o Mm: O-202101I2’

apfepans n=tp.=ailfraseganil.cos

P L ap header. 1.com;
X 1y-Ta: com; Thu, 17 Mar 2022 08:47:05 +0000
X=¥Mail1sc: i _et_EdMn
TSaTy08
i sqol

A VGRS RG] P

REKSDY. okzdl 30_TBkewan
GrOUSUF Teey 8N
B70LngEaYEJOCTnLITRANIALOP S AMOHE ak22ye] . £52CANued25C fKaN
WRLoeTZZIvINT

Beqe _eDdzp
VEpqy2R :_ GRKewLFiP7
e i7pinm1
LT _rE | £3¥SDIdLTlpkAdsL _ts0is
Todéiul ngler:
£7C_BEASOUPCLAVSER 5T aNNyn_ l\XUWJJ1J7lr!trulkt|5mu=xnl
TTSRATEVFY._pePk_RISVI s
UxhE_| g
3 VAEEBm_LNADNF
ks E IEKI-

Received: from 209.85.219.181 (EHLO mail-ybl-1181.google.com)
by 10.253.31.116 with SMTPs
iversion=TLS1_J cipher=TLS_AES_118_GCM_SHAISG);
Tha, 17 Mar 2023 0Br4Ti0% *0000
Received: by mail-ybl-f181.g00gle.com with SHTP id 11eo@9088€0ybe.d
for <phishingt ngdescliyshoo.cor>; Thu, 17 Mar 2022 01:47:05 -0700 (POT)
ORIM-Signatuze: vel -8ha256; ceralaxed/relaxed;

degmail.com; 8=2021011%;
\ ge-id:subject ito;
BhemeSTFaMEzEN
DeF y jETvEcKIl
AATLOLL/yBFlvall
ToBLAAFKIE
1\!!1’:(0\‘ '
g1 e waly ha2sé laxed/relaxed;

delelD0.net; s=20210112;

= P go-idisubjoct:to;
bhemc5TFoME TN THNGE Y TURYhSVER/ 264 1 10wT+ HuMv ki |

THITpADS ILyBORmi] 1 Ip/t

1 ;] 3

i
Ll le/E7

7 P y 4/PLO/XE/KVE 4+ eHCDCISEAS IFUSAVANL ggACT sot=
¥-Received: by 20021a251e8c7101b0s6291182a14b75 with SHTP id
T066Iybg. 519, Thu, 17

Mar 2022 01147104 -0700 (POT}
MIME-Version: 1.0
Trom: Wick Oles <phishingtestingdesclignail.coar
Date: Thu, 19 Nar 2032 11146153 +0300
1 TYHEEU 1.gmail.com>
Sub)ﬂ:v.r This ia a Teat Email
To: phishingtestingdesallyahoo.com

Content-Lengths 1047

-=0000000000000c420505datéldla
Content-Type: toxt/plain; charset="UTF-i"

Hello,

This is a test emall, I wonder how it got to my imbox?
Goodbyel

-=0000000009000c42e505datélla

Content-Type: text/htal; charset="uTr-4°
intabl

<div dir=3D"ler"><div style=1D"font-size:lépx ><font color=3DT#221221" faces
10" Rebote, Rebotobraft, Helvetiea, Arial, sans-merif®>Helle,</fomt></divecs
div styles3n”font-size:l4pe”><font colorslD"#212211° faces1D"Robote, Robotos
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1a1, nn--urir >This a test email, I wonder how it got to my inbox?</fom
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Figure 1-7. Raw email header in Yahoo!
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Outlook Desktop Mail Application

The Microsoft Outlook desktop mail application regularly updates the
interface, or appearance, of the mail application. For this reason, collecting
the email header from the older application interface is covered first.

Once you have identified the email to examine, locate the File menu
and select Properties, as shown in Figure 1-8.

Untitled - Message (

Untitled

E] Move item to a different folder
Move or copy this item to a different folder.
Move to ®  Current Folder How-To-Geek

Message Delivery Report
[?1® g Yy Rep

Review delivery report for this email message. Delivery report includes when the
Open Delivery message was delivered and'which rules, if any, were applied to it.

Report
Office
Account 81 Messa .eserld and Recall - »
9] email message or attempt to recall it from recipients.
Resend or
Feedback Recall v

Options

E Properties
Set and view advanced options and properties for this item.
Properties = Size: 44KB

Figure 1-8. Outlook File menu

The Properties dialog box appears, showing a box labeled Internet
headers. This information can be copied, as depicted in Figure 1-9 (from
howtogeek.com). Highlight all of the information in the Internet Headers
box and press Ctrl+C on your keyboard to copy the data.

11
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Properties X

Settings Security

Importance Mormal 1w E Encrypt message contents and attachments
Q Add digital signature to outgoing message
Request S/MIME receipt for this message

Sensitivity  Normal

[J Do not AutoArchive this item
Tracking options

B— Request a delivery receipt for this message
|.,_|
\// Request a read receipt for this message
Delivery options

] Expires after 'None ~ | |00:00 |

Contacts...

Categories w |None

Internet headers | Received: from DB7P194MB0268.EURP194,PROD.OUTLOOK.COM =]

(2603:10a6:4:81::18) by 1
DB7P194MB0443.EURP194.PROD.OUTLOOK.COM with HTTPS via
DESPROS01CAQ008.EURPRDOS.PROD.QUTLOOK.COM; Sat, 27 Jul 2019

12:05:08 +0000

Authentication-Results: dkim=none (message

not

Figure 1-9. Properties dialog box in Outlook desktop application

The newest Outlook interface makes the process of viewing email
headers much easier. Simply right-click the email of your choosing and
select the View Source option (see Figure 1-10). A dialog box appears with
message header information similar to the previously identified processes.
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Open
Print...

Reply

Reply All

Forward

Forward As Attachment

Create
Mark as Unread
Snooze
Sender

Move to Other
Always Move to Other

Report Junk
Flag

Pin
Categorize
Rules

Move

Ignore Conversation
Delete
Archive

Figure 1-10. Outlook email options

HOW EMAIL WORKS

You have now learned some options to view and collect email headers

from three main email applications. A number of other mail applications

exist, but covering each application would be exhausting and minimally

useful. Instead, it is far better to understand the basic concepts and

apply them to your specific mail application. Finally, it is important to

understand that you must locate the mail header for the original message.

A forward or reply to the message results in a new and vastly different

email header. Always locate the original email and use it to examine the

header information. It provides the most forensically sound and accurate

information.
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CHAPTER 1  HOW EMAIL WORKS

Email Header Analysis Tools

Asyou have seen in previous examples, email headers are extremely data-
rich. To help break out the pertinent information, a number of open source
tools are available for free online. These tools do not alter the data but display
the information more readably and effectively. Three of my favorite tools are
MxToolbox, Google Admin Toolbox, and Microsoft Message Header Analyzer.
https://toolbox.googleapps.com/apps/messageheader/
https://toolbox.googleapps.com/apps/main/
https://mha.azurewebsites.net/.

MxToolbox

The MxToolbox Email Header Analyzer is a mail vendor-agnostic tool that
parses and reads headers from any mail client or application. It also offers
several free and paid services to analyze IP addresses, domains, and email
traits. Figure 1-11 shows the initial landing page at https://mxtoolbox.
com/Public/Tools/EmailHeaders.aspx.

*"Om Prioig  Tooh  DebveryComer  Monkng  Froduhs  Support

=" Email Header Analyzer

Faans Hasse

ABOUT EMAIL HEADERS

Tivn 0k i sk sruat haschers Fsman eacisble Gy parving fiam sccondng ¥ FEC K22, Eimad hassdors are present on wvery sl pou recases i i e s e papeide sss oot intarmalion ks hop detsy, art-wasem rewsts sed mave,
v ks o] 5028 o yina il s, 11 a0 |

Figure 1-11. MxToolbox Email Header Analyzer
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CHAPTER 1  HOW EMAIL WORKS

Simply paste the raw header information into the dialog box and click
the Analyze Header button. The page refreshes with a report showing
the information analyzed from the raw header message. The information
displayed is much easier to read and identify key details from the message.
Let’s review each section, as shown in Figure 1-12, and highlight some
of the relevant points.
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Figure 1-12. Analyzed Message Header from MxToolbox
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The Header Analyzed section covers the email subject
provided from the raw email header. In our example,
the subject is This is a Test Email.

Delivery Information checks if the email is compliant
with DMARC, SPF, and DKIM. These are email
authentication methods organizations can use to
validate authentication. Think of them as additional
verification steps an organization has taken to show
they are who they say they are.

Relay Information shows the path the email message
took. This is likely going to be SMTP servers and mail
exchanges.

SPF and DKIM Information offers additional
specific information for the SPF and DKIM records.

Headers Found is probably the most important
section. It has Header Name and Header Value
subsections. The following are a few fields of interest,
which will be relevant in the coming chapters.

¢ Return-Path is the email address that
undeliverable messages are sent to. If the recipient
address is invalid or unavailable, messages will be
sent here.

e Tois the email address or addresses to which
the email message was sent. Also known as the

recipient.

¢ From is the email address of the person who sent
the message. It may be different than the address
that appears in the message.

17
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o Reply-To is the email address that receives replies
from the original email. If you reply to a message,
this is the address it goes to which can be different

from the sender.

¢ Received shows a list of servers the message passed
through with the associated IP or server name and
the corresponding date and time. These servers are
listed in reverse chronological order, meaning the
first server is the last stop before being delivered.
This section may also show the client’s IP address
used when the message was sent.

Google Admin Toolbox

In some cases, you may want to use a message header analyzer specifically
designed for a mail client or the sender’s mail client. Specialized header
analyzers can provide additional information and resources during

your analysis. The Google Admin Toolbox is a great option for Gmail
messages and works similarly to all other message header analyzers (see
Figure 1-13). Start by collecting the raw header from the original message

and pasting it in the text box.
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Figure 1-13. Google Admin Toolbox screenshot

After providing the raw header information, the output shown
in Figure 1-14 is received. The output varies vastly compared to the
MxToolbox header analyzer. The top box shows basic message details and
the compliance for email authentication. SPF, DKIM, and DMARC were
mentioned previously. These are a set of email authentication methods
used to validate to Internet service providers and mail services that
senders are authorized to send mail from a particular domain. The
specifics of each can get rather technical. It is important to know that they
are for email validation. If any of these fail, it could be a sign of cause for
greater concern. The second box shows the path the message took, starting
with the Proton Mail server, moving to the Google mail exchange, and then
two SMTP servers before delivery. It is important to note that the same
header was used in both tools and provided different levels of summarized
information.
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Figure 1-14. Google Admin Toolbox Messageheader

Microsoft Message Header Analyzer

The final tool covered is the Microsoft Message Header Analyzer. The
header analyzer is geared towards Outlook messages and offers an
interface and functionality similar to other header analyzers. Figure 1-15
shows a screenshot of the Microsoft Message Header Analyzer in

action. Copy and paste the original raw message header into the dialog box
and select the Analyze Headers button.

Once the message has been analyzed, the basic information is listed in
the top section, followed by the route the message took, and finally, a chart
with more detailed information. The output is similar to the MxToolbox
analyzer.
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Massage Header Analyzar

Figure 1-15. Microsoft Message Header Analyzer

Summary

This chapter discussed many of the technical details and topics regarding
email. This information is crucial in beginning your journey investigating
and identifying malicious email messages. Understanding the path and
underlying technologies associated with a particular message aid in your
adventures and thwarting activities. You explored how a message goes
from a mail client through a series of servers and is delivered to its final
destination anywhere in the world. The chapter also explained email
headers, how to locate email headers on various mail platforms, and tools
to help read and use the information stored in an email header. Now it is
your turn to try analyzing email headers on your own; find some email
messages and plug them into a few tools!

This chapter explained how email works, starting with the desktop or
web application, through multiple servers, traversing the Internet, and
being delivered to the intended recipient.
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CHAPTER 2

Phishing Tactics
and Techniques

Chapter 1 covered the basic components of email messages and headers.
Now it is time to get into attack techniques. Attackers use techniques

and tricks to entice end users to click a link, open an attachment, or send
sensitive information unwittingly. Understanding these techniques helps
you identify and scrutinize email messages that employ these or similar
tactics. Before jumping into the nitty-gritty details, let’s go over some of
the basics.

Social engineering is the art of manipulating people to provide
sensitive information or take a specific action. Art is an important word
here, as this typically requires some soft skills and persuasion to achieve
the desired results. The types of information sought varies, but the
attackers usually try to trick you into providing sensitive information such
as passwords or sensitive banking information, or attempt to access your
computer secretly using installed malicious software. This software is often
referred to as malware.

Social engineering is a technique that can be used both in person
and remotely. In this book, I refer almost exclusively to the remote or
digital use of social engineering. Figure 2-1 shows some of the main social

engineering tactics.
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Social Engineering Tactics to Watch For

Knowing the red flags can help you avoid becoming a victim.

a o
I

Your ‘friend’ sends you Your emotions The request
a strange message. are heightened. is urgent.

el X S
E v

The offer feels too You’re receiving help The sender can’t
good to be true. you didn't ask for. prove their identity.

Figure 2-1. Social Engineering Tactics (from antivirus software
specialist Norton (us.norton.com)

« Your “friend” sends you a strange message. This
typically involves social media or email platforms. You
have a previous contact or acquaintance that sends you
a message that is out of character or context, such as a
request for money, information, or to check out a link
they are sharing with you. If this doesn’t seem normal,
it probably isn’t, and your friend’s account could be
compromised. Contact your friend on a different mode
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of communication separate from the method that you
were contacted on. For instance, if the initial message
is an email, call your friend on a previously used or

confirmed phone number.

Your emotions are heightened. Attackers use fear,
guilt, or sympathy as a catalyst in this approach, such
as during a major disaster, pandemic, or incident. For
instance, during the COVID-19 pandemic, attackers
quickly created phishing campaigns related to the
COVID-19 vaccine and related information or funds
for assisting pandemic victims. They come in a variety
of formats. Be cautious; if necessary, wait a few days to
respond or act. In most cases, nothing is as urgent as
it seems.

The request is urgent. No one likes missing deadlines.
Attackers use deadlines to make you think an action

is needed immediately. It is commonly executed

in password reset or account lockout-themed
messages. The attacker’s message claims an account
is disabled, deleted, or reset if the user does not click a
particular link.

The offer feels too good to be true. Have you ever won
the lottery without having bought a lottery ticket? This
typically doesn’t happen. Attackers often promise fame
and fortune for completing a desired action. It could
be the promise of a large sum of money if you first send
a small amount, provide your banking information,

or click a link to claim your prize. If it seems like your
lucky day;, it probably isn’t.
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e You're receiving help that you didn’t ask for. This often
comes in the form of technical support in which the
attackers offer to fix a problem you didn’t know existed.
If you didn’t request help, it’s likely suspicious and
potentially malicious. Verify the assisting party through
a different mode of communication, like a phone call,
before providing information.

o The sender can’t prove their identity. If a message
doesn’t seem right and your attempts to verify the
individual fail, it is likely a sign of malicious activity.
It is better to be safe than sorry, and requesting
additional information or verification is a safe and
logical approach to dealing with these abnormal or
unsolicited requests.

In addition to social engineering tactics, impersonation and account
takeover are other common methods that attackers use. In impersonation,
the attacker uses technology to appear that they are someone else,
potentially a trusted third party. The attacker then uses the assumed
identity to communicate, request information, or persuade a victim to
click a link or interact with an attachment. Figure 2-2 shows a visual
representation of impersonation.

Figure 2-2. Impersonation
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In an account takeover, the legitimate account of a user is
compromised and used by the attacker. The attacker then uses the
compromised account to target victims leveraging the compromised
account’s reputation. The FBI classifies this activity as Business Email
Compromise (BEC) and claims it is “one of the most financially damaging
online crimes.”BEC attacks exploit the fact that many of us rely on email
to conduct personal and professional business. Figure 2-3 from FBI.gov
details the BEC process in four steps.

In a BEC scam, criminals send an email message that appears to come
from a known or trusted source, making a legitimate request, like in the
following examples.

e Avendor your company regularly deals with sends an
invoice with an updated mailing address or account
information.

e A company CEO or trusted senior executive asks an
assistant or vender to wire money to a third party
immediately.

¢ A homebuyer receives a message from his title

company with instructions on how to wire his down

payment.
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oL
Identi a Target

ess E-Mail Comprom

w the business g«ma

Figure 2-3. Business E-mail Compromise Timeline, FBI.gov

Attack techniques and methods are developed and altered every day.
No single, fully comprehensive list exists that can cover every possible
scenario. These attacks have been continual and are rising in popularity.
The methods explained can and are often combined to increase
effectiveness. Visually inspecting and identifying suspicious traits is a
critical step in catching a phish.

Figure 2-4 shows a message sent regarding a password reset for a
university account.
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Google KM ~= 01

Gmail ~ - a 0 & - - o
Important: Your Password will expire in 1 day(s) Inbox  x = &\

MyUniversity 12:18 PM (50 minutes ago) - -

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

Ny
}“,‘ﬁ. k; Thank you
\{1@2 g{ggg MyUniversity Network Security Staff

MY UNIVERSITY
Figure 2-4. Suspicious message from imperva.com

In Figure 2-4, you first read the subject and see it instantly portrays a
sense of urgency and panic in the reader, stating their password will expire
in one day. This instantly heightens our emotions and makes the request
time-sensitive. The message contains a link that could be suspicious and
uses a generic greeting instead of the recipient’s name. Stay calm, don’t
click, we will examine this in more detail later.
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There's issue with your American Express account

- o R ¥ R An » Forward
American Express <administraciones@pentagon-seguridad.cl> ) Reply ) Reply Pl

Te

Fri 11/8/2019 5:29 AM

() This message was sent with High importance.
If there are problems with how this message is displayed, click here to view it in 3 web browser.

AMERIAN
format EXPRESS

Yourl

Due to recent activities on your account, we placed a lemporary suspension untill you verify your account
You need 10 review your information with us now on 11/82019 10:28:38 AM.

To continue using our Amerncan Express Online service, we advise you lo update the information aboul
your account ownership

Click here to review your account now

For the secunity of your account, we advise nol 10 notity your account password 10 anyone. If you have
probiems updating your account, please visit Amenican Express Support

Sincerely,
American Express Company. All rights reserved

Figure 2-5. Suspicious banking message cheapsslsecurity.com

In Figure 2-5 we review another suspicious that is banking
themed. Building off the previous example, let’s look at the subject and
incorporate the sender’s address. The subject conveys urgency and panic
regarding an American Express account issue. Also, the sender address
appears odd, coming from administraciones@pentagon-sguridad.cl.
That does not appear to be an email address that your bank would use.
Your “spidey senses” should be heightened at this point. Once you open
the message, you see a logo that looks similar, but not identical, to the
American Express logo. This is enough information to believe the sender
is trying to impersonate or appear to be from American Express. The
message informs you to click a button to review your account. This is the
action the attackers are seeking.
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Summary

This chapter covered some of the many methods used by attackers.

These techniques continue to change and evolve over time. The chapter
also explored various attack techniques, defined social engineering, and
provided some key indicators of suspicious messages to look out for. The
coming chapters expand on these methods and identify ways to handle
suspicious messages safely. This is an iterative process, which we continue
to build on as you progress through this book!
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Incident Response

In addition to identifying suspicious messages, you need to have a plan to
respond appropriately. Several frameworks or models exist to help support
and lead the response efforts. The SANS organization has created and
teaches one of the easiest and most relevant frameworks, PICERL, which is
explained in this chapter. First, let’s discuss some terms that help us better
understand this framework and then we will dive into PICERL.

A security incident is an occurrence that jeopardizes the confidentiality,
integrity, or availability of an information system. The incident can come
in many shapes and sizes, but this book focuses on suspicious email
messages. The messages are sent from attackers to victims, containing
malicious links,attachments, or eliciting sensitive information. An attacker
could compromise the system if a user interacts with a nefarious message.

Incident response is an organized approach to addressing and
managing the aftermath of a security incident. It is the combined effort or
actions taken to investigate, mitigate, and recover from an identified event.

Malware is software designed to disrupt, damage, or gain unauthorized
access to a computer system. It is commonly delivered in malicious links
or attachments through email messages. We previously referenced this as
malicious software in a previous chapter.

An incident response framework is a process or procedure used to
guide the response efforts of an incident. PICERL is near and dear to
my heart and is my recommended response framework, although other
frameworks exist and contain similar or overlapping information.
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PICERL

Sans.org is one of the world’s leading cybersecurity training and
certification organizations. It attracts some of the communities best and
brightest researchers, students, and instructors. They created the PICERL
process; and teach this incident response framework to students in several
certification courses. Figure 3-1 depicts the six-step incident response
process.

Preparation — Identification — Containment — Eradication — Recovery — Lessons Learned (PICERL)

- People - Policies -Tools - Training
Preparation - - Notes - Procedures - Mgt Tng - Jump Bag —_
- Relationships - Coms plan
- Awareness - Alert Early - Primary IR Handler - Unusual Files
% * = Need to Know - Use O0B Comms - Passive monitoring - Analyze Logs
Identification Uil K . ; :
processes - New Accts / Privs Odd 5ch Tasks - Chain of Custody

- Unusual Security Evts
- Stop Bleeding - Short-term - Back-up - Long-term

|’_ - Categorize - Criticality - Sensitivity - Document Actions _'l

Containment —_ - Notify Mgt - Asgn Primary IRH - Low Profile - Infected Vian

| - Remowve LAN Cbi - FW/IDS Filters - ISP coord - Forensic Images

=— - Memory Captures - Adjacent HostLogs - Patch Exploited Vuln(s)
- Chg Pswds - Kill Backdoors
- Del Artifacts - Root Cause - Restore Back-up - Remove Malware

Eradication - Apply All Patches - Addl FW / IDS Filters - Chg DNS Names - Rescan network
- Black Hole IP’s - Seek other Host footholds - Wipe/Format/Rebuild
Racove - Return to Ops - Test /Doc Baseline - Move to Production (Approval)
ry - Monitor (signs/shells/artifacts/events) - Script searches for attacker artifacts
~ - Document Incident - Immediately upon recovery Phase - Assignto on-Scene IRH
— - Allaffected parties review / comment on draft - Reach Report Consensus —
Lessons Learned - Finalize Report - Provide Exec Summary - Address Process not people

- Seek Required Changes = Seek Funding = Update Procedures

Figure 3-1. PICERL framework (Sans.org)

Let’s break down each phase and discuss how it applies to phishing
emails and responses.
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Preparation

Preparation entails everything done before an incident occurred. These are

the security controls you are using, any data you have proactively restored,

and the plan you must execute if your machine becomes compromised.

Users should back up sensitive data daily or weekly to minimize the impact

of lost or compromised information systems. Ideally, data should be stored

on two different media types, such as a USB drive and an external hard

drive. The following cyber-hygiene recommendations help users minimize

the impact of security incidents and recover faster.

Use a reputable antivirus software and ensure it
is updated regularly. Examples include Windows
Defender, McAfee, Symantec, and Norton.

Continuously update your operating system and
installed applications. Most applications allow auto-
update, this is a feature you should enable in most cases.

Store and check copies of data regularly to ensure the data
is relevant and usable. You should be able to restore data
with little to no loss and quickly return to an operational
state. Testing this will save you time and headaches.

Think before you click, and be cautious when
interacting with suspicious emails.

Have a redundant or backup system if your primary
information system is unavailable.

Identification

Identification involves searching, documenting, and researching indicators

of suspicious or malicious activity. Phishing messages focus on the sender,

the body’s content, and any links and attachments. These are all potential
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indicators or clues that could lead us to determine the message’s validity.
So far, you have explored some of these indicators, and the book continues
expanding on them in the coming chapters. Let’s review Figure 3-2 from
Virginia.edu to understand this more. All of the circled and referenced
points should be indicators of a suspicious message as they show signs of
urgency, entice an action, or are suspicious in nature.

Sent: Monday, May 09, 2016 10:07 AM
To:
Subject: Fwd: [UVa Library - Circulation] VIRGINIA WARNING: Closing & Deleting Your Account in Progress!

VIRGINIA WARNING: Closing & Deleting Your Account in Progress!

Hello User!

@ur instructions to delete@ 1

We will process your request

Thank You, hitp: /foit. [y IWTXQz8

Account Team

Please do not reply to this message. Mail sent to this m@

Figure 3-2. Virginia.edu suspicious email example

Containment

Containment involves isolating the impacted information system and
preventing any further damage. You want to place the information system
in a self-contained space to keep it from interacting or spreading to other
systems. With phishing emails, you should immediately disconnect the
machine from the wireless or wired network to stop or limit the spread to
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other devices on the network. If not done already, you would then begin
to scrutinize the links and attachments you received in emails. You should
run a full antivirus scan and ensure you are up to date with your operating
system and installed applications. Figure 3-3 depicts a potentially infected
machine being isolated and contained on the network.

Compromised endpoint
is isolated from the
rest of the network

Figure 3-3. Containment (it-explained.com)

Eradication

Eradication removes the malicious software from the machine. Often this
is done automatically by the antivirus program, but if not, you may need
to remove the malware manually. In most cases, if malware is identified
and cannot be removed using antivirus software, it is advised to reimage
the laptop or restore it to its factory default settings. Any data stored on the
laptop that was not backed up is likely lost. This is why daily and weekly
backups are critical to minimizing a computer incident’s impact.

The following are steps to eradicate malicious software from a machine.

1. Use antivirus or anti-malware software to remove
malicious software. If your native antivirus software
cannot remove the software, try using Malwarebytes
or a similar application. Malwarebytes is one of the
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top anti-malware removal tools and should be tried
if unsuccessful proceed with steps 2 and 3.

2. Perform a factory reset of the PC. All data that is
not stored offline or in the cloud is lost. The factory
reset process is usually simple, with ample online
instructions. Identify your operating system and
research the most updated process for this using
Google or your search engine of choice.

3. Attempt to reimage the machine using a fresh copy
of the operating system.

Recovery

Once you have identified and removed the malware, it is time to return
our machine to a good, known working state. This entails installing all
necessary software and ensuring the proper configurations are in place.
You want to test your machine and confirm that you can do everything on
the machine that you could do prior to the incident. You are putting the
device back into full functionality, and now is the time to ensure things are
set up correctly and safely. Figure 3-4 depicts a machine being restored to
its good known state prior to the incident.

38



CHAPTER 3  INCIDENT RESPONSE

Figure 3-4. Recovery (Newyorkcomputerhelp.com)

Lessons Learned

The final phase of the incident response process is to identify ways to
improve your system and incident response plan moving forward. You
should identify what went well before, during, and after your incident. You
should then identify what didn’t go well and ways to improve. Examples
might include restoring and testing your stored data monthly, reviewing
emails closer, or switching to better antivirus software. The lessons
learned section is intended to make this an iterative and self-improving
process. See Figure 3-5 depicting the PICERL process in a flow chart.
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Preparation

Identification

Containment

Figure 3-5. PICERL interative process

Summary

You learned about the PICERL process and how you can apply this to your
environment while responding to security incidents. This iterative and
extensible framework can be applied in any environment, regardless of
size, including your home network or office environment. The process is
intended to help guide you through responding to an incident. Your plan
should be practiced and prepared before the incident occurs for the best
results, which helps minimize the impact of an attack and quickly recover.
The more time and thought put into your plan before the incident, the
better chance that the results will be in your favor.
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CHAPTER 4

Analyzing Message
Content

How you say something is often far more important than what you say.
This saying is relevant in our digital age as more human-to-human
communication is moved from in-person to discussion using digital
communication. The latest and greatest gadgets have given us the pleasure
of carrying around supercomputers in each of our pockets capable of
nearly any form of communication imaginable, including voice, data,
video, and screen-sharing abilities. Attackers understand that more
communication occurs in the digital realm and have looked at non-
technical ways to persuade, illicit, and trick victims into providing sensitive
information through message content. This chapter explains some of these
techniques and how to identify things that don’t seem right.

What Is Content?

Before diving into all the details of how and why attackers craft

messages the way they do, let’s discuss the content of an email message.
The information in the email message is typically written words, but
sometimes images or symbols. It is how the sender of the message conveys
information to the recipient. This comes in all shapes, sizes, and levels of
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sophistication, but nearly all email messages have some form of content
to convey information from one entity to another. Figure 4-1 shows an
example of message content.

Lunch inbex =

mrrobot6638 <mrrobotbE3B@pratonmail com>

tome -

Hello Friend,

It is great to finally catch up with you! | would love to have lunch with you tormorrow at the diner on Main Street. Can you meet me at 1 for pizza?

Thanks!

Sent with Proton Mail secure email.

Figure 4-1. Example of written message content

The highlighted box in red shows the message content from the sender
to the recipient. By reading the content, you can see that the sender starts
with a greeting to the recipient of Hello Friend and then requests a location
and time for lunch. The sender finished the message with a simple closing
stating Thanks!. The greeting and closing become more pertinent as you
progress through the chapter. Right now, focus on understanding the
content is the written information the sender provides to the recipient.

Text is not the only method to communicate an intended message
via email. Many messages, frequently marketing related, contain images
and graphics that convey the intended content. This can be as simple as
an advertisement for your favorite movie, clothing brand, or sports drink.
The advertiser could send a billboard-type message to the recipient to
promote the product or service of their choosing. Clicking any portion of
the image directs you to a website determined by the sender. This activity
can be used for marketing or advertising purposes and nefarious activity.
Figure 4-2 shows an example of a message containing a clickable image
with some text built into the image.
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Confirmation receipt = ses

g LA W a0 S g s s

Rae: 2nd attempt for Michelas

YOU ARE A LUCKY USER

A BRAND NEW
MAKITA POWER DRILL

FOR FREF

Dear Lucky customer,
Congratulations!

We Ara Gaving The Opportunity To Gat One Of Our Limited Rewards For FREE (Shipping Not Included).
Answer The Queshons About Your Expenence With Us On The Next Page For Your Chance To Recerve The
Brand-New Makita Power Drill

Your opinion is very valuable Click OK to bagin

Kind Regards,

Figure 4-2. An image-based phishing message

Now that you understand the basics of message content let’s discuss
how attackers use content to target victims. In most phishing campaigns,
the attacker’s desired outcome is for the victim to act. The attacker plans
out his strategy much like a sports team or the coach plans out a game
strategy. They first evaluate the intended audience learning as much as
they can to help improve their odds of success. This information gathering
process is often referred to as reconnaissance. They then evaluate the
technologies and processes needed to create, deliver, and capitalize on the
phishing message sent to the victim. This is often referred to as the actors
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infrastructure. Infrastructure can include many things, but to simplify, let’s
think of this as the tools the attacker needs to send the email, like a laptop,
server, router, and switch. Once created and finalized, the attacker sends
the message to entice the victim to complete the desired action.

Figure 4-3 explains spear phishing, a targeted attack toward a specific
individual or user. This is very similar and often overlaps with the general
concept of phishing. The key takeaway is that spear phishing is often very
targeted and has a much smaller victim pool. In contrast, phishing can
generally be sent to any number of individuals or sizes. For example, a
spear phishing campaign might target five high-ranking individuals at a
large company, and a phishing campaign might target 5,000 individuals
in the same company. You can see by the numbers that one is much more
targeted and specific than the other.

Spear Phishing Explained

Spear phishing is a targeted cyberattack toward an
individual or organization with the end goal of receiving
confidential information for fraudulent purposes.

0

~

A cybercriminal The cybercriminal The cybercriminal
identifies a piece of researches the convinces their victim
data they want and individual and to share the data and

identifies an individual poses as one of their uses it to commit a
who hasit. trusted sources. malicious act.

Figure 4-3. Spear phishing, as explained by Norton
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The way the attacker convinces the victim to click the link is often
referred to as a tradecraft. They use this specific theme or process to
convince the victim to click the link, download the attachment, or provide
sensitive information. Each attacker takes a slightly different approach,
but it is possible to identify these trends with enough time and resources.
Using well-crafted content is the easiest and fastest way for an attacker to
spin up a campaign. This requires very little technology or infrastructure
setup to send a convincing email. These are often the hardest emails to
detect with modern security tools and technologies that focus on link
analysis and email attachment scanning.

The best way to defend against these attacks is through training. To aid
in the training value, look at some phishing emails, such as Figure 4-4, and
review each message’s suspicious components. This habit becomes more
natural with practice and time, and soon you are catching phishing emails

on your own without even realizing it!

/2019 11:03 AM
Rackspace <info.9912U8d-uxohm@ambergris.it>
Ticket ID 9328321743

To Billing - The S5L Store

Dear Cosumer,

Beadl

We inform you that our has detected an unpaid sum (invoice n ® 9328321743) on your
rackspace invoices for this year, and to solve your situation we propose you to devote 2 minutes of your time and go
on our page to settle your bill.

I li
Note: Please perform the activation within 24 hours as the link above is only valid during this time period.

Thank your for using rackspace.

Figure 4-4. A sample phishing email, thesslstore.com

Figure 4-4 shows an email message sent from one email account to
another. The content of the message looks to be an automated email
regarding an invoice. The sender appears to be from an organization
or person named Rackspace, which happens to be a large information
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technology organization that specializes in data storage. The message is
asking for payment of an overdue invoice with a link provided to pay the
outstanding balance. Does anything look suspicious?

This section ignores the email sender and recipient. The first part
of the email starts with a greeting from the sender to the recipient. This
particular message starts with Dear Cosumer,. Analyzing this greeting
tells you a few things. First, the sender made a mistake and misspelled the
word Consumer. This is suspicious but not uncommon; every one of us has
sent an email with a grammatical error. What is more interesting is that the
sender sent this very generic greeting. You don'’t see a name or account
information, just the words Dear Consumer with a spelling error.

Message Greetings

Attackers often use these types of generic greetings to reach a larger
audience without needing customization. Greetings such as Valued
Vustomer, Friend, Dear Account Holder, Hi Dear, and other variations
should all alert you that this greeting is not specific to you and therefore
has the potential to be an indicator of suspicious activity. Furthermore,
misspellings of these or other greetings could also cause concern.
Attackers are located all over the world, and English is often not always
the first spoken language. Spelling errors could indicate an attacker hastily
writing a phishing email and sending it out without proper proofreading.
These are both signs of potential suspicious activity. None of them should
be used as sole sources for identification, but rather a series of clues with
other factors that can aid you in your determination.

Next, let’s look at the body of the message. The message says you have
an unpaid balance. To solve this situation, you must click the provided link
to settle your bill. The link is only good for 24 hours, insinuating that you
only have a short period of time to take action. The content of this message is
inciting a sense of urgency and action for the recipient. A past-due account
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and a link to remediate the issue within only 24 hours puts the reader on
edge. Seeing all these things makes the reader think they must act quickly
to fix this problem or face some adverse action. This is a good example of
inciting urgency and eliciting the action of clicking a specified link.

Threatening or Urgent Requests

Another tactic commonly used by attackers using specifically crafted
content is to make threatening or urgent requests that result in adverse
actions. The actors want you to ignore all indicators that a message is
suspicious and instead focus on the adverse action that occurs if you fail to
comply with their request. This scare tactic continues to work on victims
across many industries and platforms.

Figure 4-5 is a well-crafted threatening email request. The message
is supposedly sent from McAfee, a leading antivirus and cybersecurity
organization with decades of experience in the industry. Some might call
them an OG, or original gangster, meaning they have been in this game for
along time.

Let’s start at the top of the message and work our way down. This is
typically a logical and easy-to-follow approach to reviewing messages
for indicators. The top of the message is enhanced to make things easier
to read. The message starts with the subject Confirmation Receipt. This
subject was selected to make the reader think they recently purchased this
product. It is a good hook to get the reader to open the email to review the
receipt and see what they purchased. This should be your first suspicious
indicator if you didn’t purchase anything, specifically from McAfee, or
don’t have any McAfee products.

Next, look at the sender of the message. At first glance, it might appear
that the sender is McafeeRenewal, but if you look closer, you see the email
address is vastly different. This message appears to come from info_
M0aGsQlnu54@xypkathgtvpg.waylytic.com. A few things are going on
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here. First, the sender is trying to appear as if the message is coming from
McAfee by displaying the name McafeeRenewal. However, the attackers
did a poor job of masking the sender address, and the mail application
rendered a different sender address. This could have also been determined
using email header analyzer tools that we discussed in previous chapters.

The sender’s address looks suspicious at best and likely malicious. It
contains several letters and numbers that appear to be thrown together
randomly. The domain, which is everything after the @ symbol, is almost
unreadable. When reviewing the sender’s message, you want to ask if this
looks like something the sender should be using as a valid email address.
For example, someone working at McAfee likely has an email address
that ends in @mcafee.com, like nick@mcafee.com. I wouldn’t expect any
legitimate organization to use the domain xypkathgtvpg.waylytic.com.
Would you?

Confirmation Receipt = Inboxx

2 MecafeeRenewal <info_M0aGsQ1nuS4@xypkathgivpg waylytic.com>
: W to Micholas, Nicholas -

Confirmation Receipt = weex & @

b el st _MNGAS AP g iy s - JATL WM ) fr k|

GET MCAFEE NOW!

)

I McAfee
Tal

Keep your Devices Safe

Figure 4-5. Sample phishing email
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After reviewing the subject and sender address of the message, let’s
now look at the content in the body of the email. The top of the email
contains a hyperlink informing you it’s your “final notice” on your
McAfee subscription expiring. They are nice enough to tell us that our
devices will no longer be protected. No one wants to have expired licenses
or unprotected devices. As you continue reviewing the content of the
message, you see a photo of a smiling woman using her laptop and a
limited offer for a 50% discount on McAfee Antivirus. This deal is too good
to be true. How could you ever pass this up?

Did you pick up any these or other indicators while reviewing the
content of this message? If so, what were they? Below are some points to
consider.

The initial line is an urgent request that results in our devices no longer
being protected if you do not take immediate action. This claims to be
our final notice, but did you get any notices before this? Do you use this
product at home or in the office? If the answer is no, add these to your list
of growing indicators regarding the validity of this message. You see the
woman smiling at her laptop in the photo. Images like this are often used
in the message to entice or further distract the recipient. We close out the
content with a lucrative offer to save 50% on purchasing the software and a
large red button to redeem this offer. Looking at the totality of the indicators
identified, this message would be suspicious at best and likely malicious, as
it uses urgency and adverse activities occurring if an action is not taken.

Impersonation Attempts

Attackers often impersonate or mask their identity to appear as someone
they are not, as a figure of authority or a trusted party to achieve a desired
action. Research is conducted before the attack to determine the ideal
individual to impersonate and potential targets to send messages to.
Often, the attackers impersonate a person with prestige and power within
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an organization, such as the chief executive officer (CEO), chief financial
officer (CFO), or, my favorite, the chief information security officer (CISO).
The attacker attempts to make the message look like it is sent from a figure
of authority and is received by a subordinate in the organization. Victims
often feel empowered or fear repercussions if they do not take the desired
action. It could be interpreted that reporting or ignoring these emails
might result in disciplinary action.

Look at Figure 4-6 and use a top-down approach to review the
message. Start with the message’s subject, which asks, Are You Free?.
This is a generic subject, but at this time does not raise any imminent
questions or causes for concern. Start with the sender and recipient
addresses. The sender here is mrrobot6638@protonmail.com, which
could be suspicious or expected. Note this for now and continue working
through the email.

Are You Free? Inboxx

mrrobot6638 <mrrobot6638@protonmail.com=
tome -

Hello Tim,

| am in a meeting at the moment, bul | have an urgent request that | need from you. Reply to my email as soon as you can.
John Smith

CEO

Mr. Robot Corp

Sent with Prolon Mail secure email.

Figure 4-6. Impersonation email

Next, look at the greeting and content of the message. The greeting
used in this message is a basic Hello Tim. You see that the sender is using
the recipient’s first name, which could be a sign that they trust, respect,
and know this person well enough to use the individual’s first name in
the greeting. It might be a sign of rapport or verification that the sender
knows who they are talking to. When you get to the content body, the
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sender states they are in a meeting and have an urgent request asking for a
response as soon as possible. The signature says the message is from John
Smith, the CEO of Mr. Robot Corp.

Now that you've read the entire message, let’s work through what
was identified and discuss potential suspicious indicators. First is the
subject, no apparent signs of suspicious activity in the subject by itself.
The sender claims to be the CEO of Mr. Robot Corp. Usually, you would
expect the email to come from someone like John@mrrobot.com or CEO@
mrrobot.com. This sender’s address is suspicious, but by itself is not
enough for us to stamp this email as malicious. If you look at the content,
the sender claims to be in a meeting and needs you to respond as soon
as possible. Is this normal activity? Does the CEO regularly email you
during meetings with immediate requests? Possibly, but in most cases,
probably not. The recipient would have to evaluate the totality of the
circumstances and determine if this is normal. In most cases, the CEO is
not making this request, which is the start of an impersonation attack. The
attacker typically asks the recipient to purchase gift cards, money orders, or
to send money in some other form to the CEO quickly while they are still in
a time sensitive meeting. The employee often oblige to avoid letting down
the CEO or in hopes of earning some brownie points with the company’s
leadership.

Multiple indicators lead us to believe that messages are suspicious
or likely malicious. To analyze email message content effectively, it is
important to review the email slowly and understand what the sender asks
you and the details surrounding the request. Does this make sense? Is this
something the sender should be requesting of me? Are there any specific
flags or areas of concern? Have I reviewed this email from top to bottom
to understand the full context and indicators that might exist? Answering
these questions and using the tips covered in this chapter and others help
you determine if the message is valid and how to proceed.
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Summary

This chapter dove deep into message content and how attackers can use

it to trick you. It explained spear phishing and different methods attackers
use to quickly establish credibility and entice a recipient to act. This
information should help you pick up on additional suspicious indicators as
you continue learning and improving your “Spidey senses”.
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CHAPTER 5

All About Links

So far, this book has discussed many of the components of an email
message and some indicators that can help us determine the validity of

a message. The last chapter focused on content and various ways that
content can be used as an attack method. Email messages can contain far
more than just content. Often, messages are sent with links or attachments
to help convey additional information to support the content in the main
body. This chapter focuses on links and how attackers use them to exploit
and attack victims.

What Is a Link?

Alink is short for hyperlink and refers to a data point. The data point is
usually a website, but it can also point to files, folders, or documents stored
locally on the network or workstation. For phishing and email purposes,
most links are associated with websites. The website contains content that
is created and maintained by the website owner. This content can cover
any topic desired and contain various forms of data such as text, audio,
software code, or video. The content is created, stored, and modified on
aweb server. Let’s pause here and help explain this a little better with an
example.

Mr. Nick wants to create a website detailing the latest cybersecurity
news articles he reads daily. Once he comes up with this idea, he must
determine how he shares it with his intended audience. He decides that a
website is the best way to attract and share content with his fellow nerds.
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(Think computer enthusiast if the word nerd offends you.) Mr. Nick has
two options for storing his content. He can buy and manage his own web
server or rent one from a company. Mr. Nick decides to rent a server from a
company, as it is cheaper, easier, and faster than managing his own. Once
the server is up and running, he can start creating his content.

Next, Mr. Nick needs to make his web server accessible to the
Internet through an Internet Service Provider (ISP). Everyone with an
Internet connection has dealt with an ISP. An Internet connection allows
you to create and publish content. Mr. Nick finds a website-hosting
platform where he can quickly create and publish content. For most sites,
this free or cheap platform, such as WordPress, allows users to create
and publish content in minutes with little technical knowledge and no
development needed. Platforms like WordPress let you publish the site
through their domains for free, but many serious content creators register
their own domains.

Finally, Mr. Nick is super savvy and needs to register a domain for his
new site. The domain is the website’s name; it is used to find the content
Mr. Nick publishes. Examples of domains include cnn.com, yahoo.com,
and espn.com. Domains are registered through a domain registrar, which
is an organization that buys and sells domain names. Typically domains
are purchased for one to three years with the option to renew if desired.
The domain is very important for people to remember and recognize your
page. Once you've created the content, domain, and platform, you can share
hyperlinks directing people to your site. Again, the hyperlink is simply the
pointer or reference to a resource; in this case, it would be your web page.

Links in Emails

Email messages are sent at an alarming rate across the Internet, with
some resources estimating nearly 300 billion emails are sent each day.
Many of these emails are marketing and advertising; a small percentage
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of the overall messages are used for legitimate email purposes. Links
often accompany email messages to help direct the end user to a resource
typically related to the email content. Email links are embedded into the
content of the email message. Chapter 4 discussed content, and the links
can be stored in various locations. Attackers can add links to message
content in various locations to entice the recipient to click the message and
visit an intended page.

Let’s look at a few examples of embedded links in the coming figures.
Figure 5-1 shows a full-size image of a delivered phishing email, followed
by a zoomed-in picture of the message content.

Conirmesion Recelpt IDIM0106T0

o 4 et Ay i <
P

fistantc-=py

Michalas Camp Lejeune Justice Act of 2032 - New Clabe.

FENT'ON
lili a‘ 4

D

»~

Over a millian military and chvilian staff and
thele tamilies might have bean exposed to the
canmaminated drnking water.

Mew Luwt May Allow fou to Gat Compensated!
Gt & Frow wnd Confidential

WHAT'S MY CLAIM WORTH?

Figure 5-1. A link in a phishing email
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Nicholas Camp Lejeune Justice Act of 2022 - New Claims

ATTENTION

Over a million military and civilian staff and
their families might have been exposed to the
contaminated drinking water.

New Laws May Allow You to Get Compensated!

Get a Free and Confidential
Case Evaluation

WHAT'S MY CLAIM WORTH?

you wish 0 unsubscribe from future mailings please glick herg

or write to: 30 N Gould St Ste N Shendan, W 82801

Decoration Ideas - 408 2nd Streel SW Bowman, ND 58623 US
No more incoming messages will be delfivered. Just e us and within a few days this will update

Figure 5-1. (continued)
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Asyou scan through this message from top to bottom, you can start
to evaluate this message for suspicious indicators. Let’s focus on the links
within the message. The very top of the message contains a hyperlink named
Nicholas Camp Lejune Justice Act of 2022 - New Claims. The senders have
inputted the first name of the intended recipient and a bogus government act
that appears to be new, all inciting the recipient to review this message closer
and click something sooner rather than later. As explained in Chapter 4, the
personalized greeting is a way to build rapport and convey trust quickly with
the recipient. This should have raised a few flags initially.

Continuing down the message content, you are greeted with the word
ATTENTION in large block text. The image then conveys information
regarding one million military and civilian staff being compensated for
contaminated drinking water. The image ends with a WHAT’S MY CLAIM
WORTH? button. What the reader can'’t see is that in addition to the
hyperlink at the top of the email and the button at the bottom of the email,
the entire image is a hyperlink. Clicking anywhere in the image direct the
recipient to the sender’s intended resource. Attackers use this little trick to
increase the odds of the recipient clicking the message potentially in error or
purposefully. The end user might not be aware that the image itself contains
a hyperlink. This is why it is especially important to interact with suspicious
messages with caution. It is a good practice to use the scroll bar or down
arrow when examining an email in question to avoid accidental clicking.

Let’s now discuss the footer, which is the end portion of an email
message. This typically contains two sections. The first is the ability to
unsubscribe or remove the recipient’s address from the mailing list or
preferences that the company used to send the message. The unsubscribe
button or feature can sometimes work by removing the recipient from
the list. But, attackers have caught onto this feature and can use the
unsubscribe link as a final attempt to dupe the recipient into clicking a
malicious link. Be cautious with interacting with the unsubscribe link.
Blocking the recipient or closely examining the link before clicking it is
typically preferred. Figure 5-2 enhances the message, focusing on the footer.
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The final section in this and many emails contain the sending
organization’s contact information. In Figure 5-2 you see an address and
yet another link to stop incoming messages from being delivered. This is
oddly similar to the unsubscribe link provided and is commonly used by
attackers to insert a link in another section of the message. The bottom
line is that links in any part of the message can be malicious. They are
strategically placed throughout the content and disguised as a multitude of
things used to obscure their intended purpose.

WHAT'S MY CLAIM WORTH?

Decoration ldeas - 408 2nd Street SW Bowman, ND 58623 US
No more incoming messages wil be delivered Justted us and within a few days this will update

Figure 5-2. A footer in a message

Another method of using embedded links is to focus less on images
and more on the written content to entice the end user. Figure 5-3 also
uses embedded links to entice the recipient to click an intended hyperlink.
Take a few minutes to examine the email from top to bottom.

Hey Mate,

This is John and | work for The Net Defender as a consultant. We are offering free services to all our customers if you sign
up this week. Click on the link here to check it out.

John Doe

Cyber Consultant
www.thenetdefender.com

Figure 5-3. Embedded links in email
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Let’s start by reviewing the message from top to bottom, disregarding
the sender, recipient, and subject for this exercise. The message starts
with a greeting using an informal nickname or greeting. Although slightly
different than using the first name, it still conveys a sense of rapport
and trust. The sender is offering services free for a limited time. A link
is provided, followed by the signature of the sender. The sender has
communicated an offer that incites action with the hope that the user
clicks the hyperlink.

What to Do

Unfortunately, attackers have continued to embed malicious links in emails
for many years. This technique is quite effective and continues to have a
rapidly increasing pool of potential victims. Several hardware and software
solutions exist to scan emails for malicious links, but these are typically
only feasible in corporate offices. For everyday end users like you and me,
the best risk mitigation method for these attacks is through training and
vigilance. To further help detect malicious activity, you need to examine
links manually or with tools. If you are not tech-savvy—fear not, we will
walk through this process slowly, and it is something any email user can do.

Link Hovering

One of the easiest approaches to reviewing a link for validity before
clicking is to hover over the link. This simple method typically displays
the website or resource the hyperlink points to. The key here is to review
the resource the link is directing you to and ensure that it coincides with
the supporting content. For instance, a hardware store sends an email
to potential or previous customers regarding a sale of lumber. The email
contains a link to the hardware store website with the sale details. So

far, nothing in this theorteical message appears abnormal or suspicious,
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but being a computer enthusiast, you want to review the link before
clicking. You simply hover your mouse slowly over the link and review
the intended resource that it is pointing to. You expect to see a domain
or resource that aligns with the hardware store, like the name of the
hardware store. If you see a domain name or resource that isn’t related
to the hardware store or lumber, it could indicate a malicious message.
It is important to do this before clicking, as once the link is clicked, your
computer starts its journey to the intended resource, which could result
in a malicious page or code.

Figure 5-4 shows an example of link hoving.

Malware Variants Used Against Ukraine — What you should know - &~
O Recorded Future <info@recordedfuture.com> Thursday, May 12, 2022 at 8:23 PM
To: (5 Nick Cles

liI- Recorded Future’

Analysis and Mitigations of Wiper
Malware Variants Used Against Ukraine |

Tuesday, May 24th at 10AM ET

Register now >

The ongoing Ukraine War has involved components across all threat dimensions
including physical conflict, disinformation, supply chain disruptions, and of course,
cyber.

Join threat intelligence analysts from Recorded Future's research arm, Insikt Group
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Figure 5-4. Benign link hovering
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The email in Figure 5-4 references a webinar with a link to register to
attend. By simply placing the mouse on the hyperlink, the preview feature
of the browser or mail application should provide the intended resource.

It is important to note that we did not click the link, we placed the pointer
over the link. Some browsers or mail applications may not have this setting
turned on or enabled, but at this time, most do. While reviewing the link
details in Figure 5-4, it appears to go to the organization’s website that sent
the email. It would not raise any immediate flags at this time.

Unfortunately, links do not always direct to a safe resource. In Figure 5-5,
hovering over the link reveals a message with suspected malicious
intentions. The short message offers a deal for free services. The sender
mentions The Net Defender organization and links to its website in the
signature block. You would presume that the here link in the email would
direct you to The Net Defender website or something similar. Instead, it takes
you to www.thisisaviruspleaseclickhere.com.ru.cn. It looks nothing like
what you expected and is a strong indicator of malicious activity.

' lo: *) Nick Ules
Hey Mate,

This is John and | work for The Net Defender as a consultant. We are offering free services to all our customers if you sign
up this week. Click on the link h%Eg to check it out.

http:jf
John Doe www.thisisaviruspleaseclickhere com.ru.cn./
Cyber Consultant
www.thenetdefender.com

Figure 5-5. Link hovering shows malicious indicator

Now that you understand link hovering make it a part of your review
routine. You are learning additional tips and tricks to help improve
your email evaluation process. The good news is that the more you do this,
the better you become. The bad news is link hovering sometimes isn’t
enough. Sometimes it is necessary to extract the link and use additional
tools to check the site’s validity. Doing this may sound advanced, but
anyone can safely analyze embedded links with a few free tools and a
working mouse.
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Link Extraction

A computer mouse is the first and potentially most important link
extraction tool. Every computer has a mouse ( an input device) that allows
the user to navigate a pointer throughout the monitor. You can use your
finger on the touchpad or display screen to act as a mouse for laptops or
tablets. For desktops and laptops, it is typically more common for the user
to have a physical hardware mouse that connects to the computer using
the universal serial bus (USB). For effective link extraction, it is strongly
recommended that you purchase a mouse if you do not have one natively.
Extracting links can be done without a hardware mouse, but it is much
easier and lessens your odds of clicking a suspicious link in error. They cost
less than $20 online or in any retail store with an electronics section.

The mouse can come with bells and whistles, but you are concerned
with only two buttons. They are the right-click and left-click buttons.
Figure 5-6 shows a graphic of a mouse depicting the left and right mouse
click buttons. The left-click button is the default to click, select, or highlight
an object with the pointer. The left-click is what you use every day on your
computer. Clicking a hyperlink with the left-click button takes you to the
intended resource. The right-click provides additional functionality, often
in drop-down menus or additional options. Clicking a hyperlink with the
right-click button in an email presents additional options but does not
direct you to the intended resource. This is very important to know when
extracting links.
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Left-click

Figure 5-6. Mouse left- and right-click buttons

Figure 5-7 uses the right-click button on the mouse to click the link.
Again to stress these very important points, if you use the left-click button,
you visit the intended resource, which could be malicious. To extract
links safely, you must use the right-click button for the additional menu
options and features. The example shows that the option to copy the link
appears at the top of the menu box, which is precisely what you want to
do for link extraction. You are attempting to copy the link to review it in a
safe environment. You do not want to visit the link if you are unsure of its
validity until you can further research and decide on its validity. Select the
Copy Link option at the top of the menu bar to copy the link.
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Hey Mate,

This is John and | work for The Net Defender as a consultant. We are offering free services to all our customers if you sign
up this week. Click on the link he

X Copy Link
John Doe Share 5
Cyber Consultant :
www.thenetdefender.com soices 2

Figure 5-7. Mouse right-click

What to do with the copied link now? Wouldn't it be swell to view the
page on the link or see if others identified the site as malicious? This can
be done in seconds with just a few more mouse clicks. The best part is all
of the tools needed for this are also free and readily available to anyone on

the Internet.

VirusTotal

VirusTotal (www.virustotal.com) analyzes links and attachments to
detect malicious software and content. It leverages information from over
94 different antivirus and security companies. The number of security
organizations that participate changes, so this ebb and flow over time.
Once alink is provided, VirusTotal scans the page and checks to see if any
security vendors have classified the page as malicious or benign. It also
features a community option for users to comment or discuss a site or
malware sample. Figure 5-8 shows the landing page of VirusTotal and the
sample URL.
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> ] VIRUSTOTAL

Analyze suspicious files, domains, |Ps and URLs to detect malware and
ather breaches, automatically share them with the security community

FILE URL SEARCH

a

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the
sharing of your Sample submission with the security community. Please do not submit any
personal information; VirusTotal is not responsible for the contents of your submission. Leam more

www.thenetdefender.com

() Want to automate submissions? Check our AP, free quota grants available for new file uploads

Figure 5-8. VirusTotal link submission page

You simply need to right-click the search box and select paste. You
then click the search button to begin the page analysis. The results return
rather quickly, displaying any known matches for malicious activity based
on the security vendors. Figure 5-9 shows the link submitted had zero signs
of malicious activity.
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DETECTION DETAILS RELATIONS COMMUNITY

Security Vendors' Analysis
Abusis

ACKENUSLAbS i

Figure 5-9. VirusTotal benign link

2 poars ago 3 monihs ago

Figure 5-10 demonstrates what a malicious page might look like.

This link was pulled from an email and submitted for analysis similarly.
Thirteen of 87 organizations had classified this as malicious or suspicious.

Many of the vendors have classified the suspicious link as phishing or

malware in nature. Typically, one or more organizations classifying the
link as malicious is a sign that this site should be avoided. VirusTotal, nor

any tool, is accurate 100% of the time and should not be used as a sole

indicator of the validity of a message. You need to analyze all aspects of
the message and make the best-unbiased determination based on your

findings.
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1 3 (T) 13 sacurity vendors flagged this UAL as malicious

\\-/ P TGS 20 20220713 13:53:58 UTC =

(&
bitdo -
® Y
DETECTION DETAILS LINKS COMMUNITY

Security Vendors' Analysis

AumaSean

CyRadar

Fornet (1) Pristing Kaspersky

Lionic Mgscratl

PREBYTES SCUMWARE ceg

Trustvanve

Abusix Clean

ADMIMUSLabs Clean

AICC MOMITORAPF) Ciaan Abarivauh ) Glaan

aphaliountan Cioany Antry-AVL Claan

Figure 5-10. VirusTotal malicious link

VirusTotal is one of the best tools for link analysis. It provides a safe
way to leverage the knowledge and expertise of the world’s best and
brightest security companies. Sometimes using VirusTotal is not enough,
and if a link is new and has never been seen by one of the security
companies, it might not have been evaluated yet. The site also could
be highly targeted and specifically created for a user. For this and other
reasons, seeing the page or resource the sender is trying to point you to
might be useful. Visiting the page yourself could be dangerous, but having
a service visit the page on your behalf and take a screenshot would be

much better. This might sound difficult and expensive, but this is free and
takes mere seconds.
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uriscan.io

urlscan.io (https://urlscan.io) is a free service that scans and analyzes
submitted links. It has an automated process that browses the page like
aregular user and records the activity that the navigation creates. The

page analysis is stunning, providing a very in-depth analysis leveraging

IP information, geolocation services, a screenshot of the page, statistics,
and if it classifies the site as malicious. If you can only use one tool for
your analysis, urlscan.io is the Swiss Army knife you want in your arsenal.
Figure 5-11 shows the landing page for where you begin. Again, safely copy
the link of choice, right-click to paste, and select the Public Scan button.

urlscan. A Home QSearch  #uve ERAP 4 Blog ocs riting ogin Seé'l'.urityTrails
urlscan.io
A sandbox for the web
Recent scans
@ uRL Bge sie S IPs
14 second: 332KB 5
o 19 seconds 2MB 12

'TRERE

[T R S ] L]

=] 28 seconds 155 KB 6

Figure 5-11. urlscan.io landing page

Once the scan is submitted, the page load momentarily while the
automated process visits the page. You are then delivered a complete
report of the page detailing the information available. Study this
information from top to bottom and review the screenshot. You can click
the screenshot to view the page but be cautious. Clicking other links on
this page could direct you to the site you intended to scan. urlscan.io does
not stop you from visiting a malicious site. It only provides a snapshot at a
specific time.
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For this purpose, however, you want to focus on the screenshot section
and the urlscan.io verdict. Refer to Figure 5-12 for more details on the
benign page. These are two critical pieces of information that help us
determine more about the submitted link. The screenshot is a snapshot
of the page. This visually displays what the page looks like in a safe
environment. The urlscan.io verdict is the determination made by urlscan.
io on the site’s validity. Much like VirusTotal, urlscan.io checks security
vendor organizations for known signs of malicious activity associated
with a site. The completed report has far more information which can be
useful as you get more advanced in your analysis, including the IP address,
hosting provider, and certificates. For our purposes, let’s focus on viewing
the page screenshot safely and checking the site verdict.

SecurityTrails

Submitted URL
Effective URL:

Summary

The main 1Pl

tocated in United States and belongs i

3em June L4th 2022 Valid for: 3 year.

This inthe only thenetiefender.com was

urlscan ic Verdict: -]

Live information

Googee Safe Browsing: ©

Current [0S A record: 14210212
Domaincreatect Ageil 191h 2020, 02:20:50 (UTC)
Domain registrar: Google LLC

Page URL History [ 5o BB URLs |

1

Darnain & IP information

Detected technologies

o ==
1P Addewin A5 [ Font A [eaoe |
FAOUORARENET] -] Fant

OO o -

IPUAS NS,

w o BN
nane

(25T Page Statistics

Figure 5-12. urlscan.io benign page
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Not all sites submitted are benign. For this reason, I have provided
a malicious site for reference. Let’s submit the link in the same manner
as previously explained and again review the screenshot and urlscan.
io verdicts. Figure 5-13 shows the urlscan.io report. Reviewing the same
sections as the previous submission, the urlscan.io verdict identifies
this site as potentially malicious. The screenshot can be viewed as an
additional indicator.

O uriscan. M Home  Q Search ive P j Seél.ii'ityTraiIs

ul757476.plsk.regruhosting.ru
mm Malicious Activity!

URL: 1757474 plsk.regruhosting. ru/pgss?/
Submissicn: On August 17 via apl (August 17th 2022 80525 am UTC) from JP @ = Scanned from JF &

Msummary SHTTP #  #Redirects  WBehaviour © | indicators | & Similar  [JDOM | Content  EHAPI

Summary Screenshot

This website contacted 111Ps in 7 countries across 10 domains to perform 49 HTTP
transactions. The main IPis 3 8.21¢, located in Russian Federation and belongs to A
AU The main domain is plsk.regruhosting.ru.,

rscanned 12 times on uriscan. o m

urlscan.io Verdict: Potentially Malicious [:]

Targeting these brands: = Generic Gaming
Live information

Google Safe Browsing: ©
Current DNS A record: 31,31.198.216

Domain & IP information

IPfASNS.
= 1P Address As
+24 1.1 - (AS-REG]

1 ¢ M 13335 (CLOUDFLARENET)
1 e BN 35 [CLOUDFLARENET)
10 2 M8 23470 RELIABLESITE) Page Statistics
6 ) . 240 [AKAMALASN1) 49 53 64 10 11
1 = 20444 [STACKPATH-CON)

-366054s85b0regdomaindetall © 504 55 » Bl 15169 1GOOGLE) 11 7 4104 .= 4461 0

Figure 5-13. urlscan.io malicious page
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URLVoid

Sometimes a tool cannot analyze a link or is not functioning properly.

For this reason, it is important to always have a secondary or tertiary tool.
URLVoid (www.urlvoid.com) checks the reputation of a submitted website
against a list of security vendors. It is similar to VirusTotal, but they do not
share the same security vendors. The process for copying and submitting
links remains constant. Figure 5-14 shows the landing page for URLVoid'’s
website reputation checker.

Q URLVOID wHois ons  PING SO T Pa R0  SORT  DNSSEC  BASESY @~

Website Reputation Checker

This service helps you detect potentially malicious websites.
Check the online reputation/safety of a website.
@ Try the new URL Reputation AP by APIVoid.

Need to scan an P address? Try

Scan Website

Data submitled here is shared with security companies |
+ Multiple Blocklists + Threat Analysis + Safety Report
With URLVMoid you can analyze a URLVoid is used by cyber security ‘When you submit a website you can
website through 30+ blocklist engines companies and IT researchers to view its safety report. which includes
and online website reputation speed-up the process of cyber threat names of blocklists used for scanning
services to facilitate the detection of analysis. you can better identify and a link to their respective report.
fraudulent and malicicus websites. potentially malicious websites that details about the website's IP address,
Identify websites involved in malware have been classified as a threat by domain creation date, server location,
and phishing incidents. multiple trusted sources. and more.

Figure 5-14. URLVoid website reputation checker
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To submit a link, right-click and paste it in the box and click the Scan
Website button. The tool takes a few seconds to run and returns a report
on the submitted link. Figure 5-15 shows a site that returned no signs of
malicious activity. It is important to reiterate that the results of these tools
should not be taken as sole sourcing for the validity of a site. Figure 5-16
shows a site that had signs of malicious activity.

Q URLVOID wHois Dns SCR oT  PA SORT DNSSEC BASEEs @~

Domain Registration

SPOMSORED: AFis for Threat Analysis & Detection - Remave Malware from Website - Compress Multimedia
Report Summary
Website Address Thenetdefendercom
Last Analysis 20 hours ago | & Rescan
Detections Counts

2020-04-18 | 2 years ago

Domain Information B WHOIS Lookug | DNS Records | Ping

IP Address 35200.67183 Fing Websites | IPVols | Whois
Reverse DNS 183 67209 35 be googleusercontent com

ASN AS15160 GOOGLE

Server Location &g (US) United States

Latitude\Longitude 412591 7 -95.8517 @ Gooole Map

City Council Bluffs

Region lowa

Figure 5-15. URLVoid benign site
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Report Summary

Website Address

Last Analysis

Detections Counts

Domain Registration

Domain Information

IP Address

Reverse DNS

ASN

Server Location

Latitude\Longitude

City

Region

U1757476.plskregruhosting.ru
11 minutes ago | & Rescan
4744 |
2008-04-17 | 15 years ago
&8 e sokup | DNS Record:
3131198216 Find Websites | |PVoid | Whoi
splo6.hostingregru
=, Demain names registrar REGRU, Litd
mm (RU) Russia
557386 / 376068 9 Coo
Unknown

Unknown

Scanning Engines

Engine
B Avira
4 CRDF
P PhishStats
© SURBL

© Artists Against 419

Result Details
 Detected 3' view More Detail
*® Detected & View More D

% Detected & View More Deta
* Datected O Vigw More Deta
v & View Mor

Figure 5-16. URLVoid malicious site
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You now know how to safely extract links from a website and analyze
them for malicious activity. The tools explained in this chapter are highly
regarded and used in some of the top cybersecurity organizations in
the world. It is important to be cautious when interacting with links in
email messages, an error when interacting with an email could result in
the machine being compromised. Following the steps discussed in this
chapter and exercising caution, give you one more tool in your arsenal for

detecting malicious activity.

Summary

This chapter focused on identifying and investigating links in emails. You
learned a safe process to copy links out of emails without interacting with
the intended resource. You saw multiple tools that can be used for link
analysis to help determine the legitimacy of a link. This is one of the more
important chapters because a large percentage of phishing emails use
malicious links as a primary infection vector. The chapter also featured
some sample content containing links with malicious content; visiting
these or other malicious sites can infect your machine. Be extremely
cautious when interacting with the malicious links in this book or other
materials.
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CHAPTER 6

How to Handle
Attachments

The next component to explore is email attachments. You know now

that emails can contain content and links to help convey a message to

the recipient. The possibilities do not stop here; attachments can also be
included to supplement the links and content. Many attachments are used
legitimately, but attackers have taken advantage of this email component
and used it to deliver malicious software to recipients.

What Is an Email Attachment?

An email attachment is simply a computer file sent with an email
message. It is attached to the email message and delivered as an
additional component of the email message. The file is limited only to
the imagination of the sender. This can include an image, video, data,
zipped folder, or nearly anything else the sender wants to send digitally.
Most attachments sent today are Office documents such as Microsoft
Word, PowerPoint, or Excel. The next most common attachment is zipped
or compressed files and folders typically containing multiple files. If
you've had an email address longer than a day, chances are you've seen
or received an email with an attachment. Figure 6-1 lists some common
file types that can be used as attachments. This is followed by Figure 6-2
showing an example of an email with a simple attachment.
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Figure 6-1. File attachment types

wyr o wwNckues

Attached Document....
@ fiske i

Download All  «  Preview Al

Hey Sam,

Here is the document you requested with all the information. Take a look at it and let me know what you think.

Cyber Consultant
The Net Defender

Figure 6-2. Example email with attachment

Different mail applications render the email attachment in different
formats. Covering how each mail application visually depicts attachments
would be extremely time-consuming and not very beneficial. Typically
double-clicking the attachment opens the file. If the file contains malicious
software or code, it could then execute on your machine similarly to
malicious links. What is important to understand is the concept of email
attachments. They come in various shapes and sizes and can be used
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for legitimate and malicious activities. They need to be examined and

handled with caution to avoid compromise. Let’s discuss some suspicious

indicators and tools used to evaluate attachments.

Does the Attachment Make Sense?

The first and easiest thing to do when evaluating an email attachment is to

ask one simple question. Does this email attachment seem normal? The

answer may not be a simple yes or no.

Here are some additional questions and explanations to help

determine normalcy.

Would the sender of the email include this type of
attachment?

If you know the sender, would they use this type of
attachment? For instance, if someone is responsible
for sending you a budget spreadsheet every month
that is a Microsoft Excel file, suddenly sends you

a Microsoft PowerPoint attachment stating it is

the new budget spreadsheet. Would a PowerPoint
presentation make sense when expecting a budget
spreadsheet that is typically an Excel file? Probably
not, and it would be a cause for concern. Make sure
that the file type aligns with what the sender claims
to be sharing with you as an attachment.

Did I ask for this document or file?

This simple question is fairly self-explanatory. Did
you request the file that has been sent to you? If
not, this might signal someone trying to get you to
interact with the attachment. If you requested the
file, it is part of your job duties, and the file type
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makes sense. It is plausible that the attachment is
intended for you and is safe. If not, you should think
twice before interacting with the attachment since it
could be malicious.

e Do Ineed this information for my job?

An example of this is a person sending what is
conveyed as bonus information for the entire
company to the marketing team in an organization.
Would the marketing team need to see what every
employee received as a bonus for the year? Typically
the answer would be no, and the reason it is being
sent is malicious. If the attachment isn’t meant

for you, it probably really isn’t meant for you to be
opening.

e Does the attachment align with the email content?

Would it be normal for someone to email you
requesting that you view an attachment that is an
audio or video file? Use the content as a guide to
help you determine what the attachment should
likely contain. If this seems off or out of place,

it likely is and should be a sign of caution when
interacting with the attachment.

These are all questions you want to consider when evaluating the
attachment and can also help you with content and link analysis. As you
work through the email from top to bottom, ask yourself these questions
while looking at all the email components. While doing this, take note of
the suspicious indicators and, when complete, review and make the best
determination of how to proceed. Sometimes asking these questions won’t
be enough, and you must evaluate the attachments closer for signs of
malicious activity.
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Malware

Attachments come in various shapes and sizes. You can use the content
and behavior of the sender to determine some level of confidence in
the validity of a message, but in some cases, you need to take this a step
further. Luckily, there are tools that examine attachments and provide a
report with additional context and information. First, let’s discuss a few
terms and concepts.

You must first understand the basic concept of computer code before
exploring signatures. Computer code is the written language used to
execute specific functions on a computer. A human programmer writes
the code the computer reads and executes to complete a specific task. This
compiled code is often called an application or, more commonly known,

a program. Programs provide functionality on a computer and are part of
every interaction with a computer.

Malicious software, also known as malware, is written in computer
code. The code is used to damage data or software. Malware comes in a
variety of shapes, sizes, and levels of complexity. In addition to stealing or
damaging data, most malware is written for financial gain of the attackers.
In most cases, attackers are trying to monetize the implications of the
malware and generate money. This can come in direct payment, sensitive
information that can be sold, or access to the infected machine for another
party. The intricacies of malware can be a very technical and difficult topic.
This book focuses on malware being bad software sent from an attacker to
avictim. It is sent to users for bad things to happen, and it is our job to try
and identify this and avoid interaction.

79



CHAPTER6  HOW TO HANDLE ATTACHMENTS

Evaluating Attachments

You now know that attachments contain files capable of many different
things and can be safe or malicious. But what if you review the content
and behavior of the email and are still unsure? How can you evaluate
an attachment if it is potentially dangerous? Luckily, another suite of
free online tools allow you to learn more about attachments. The tools
discussed operate in two main fashions when evaluating the file for
suspicious or malicious activity indicators: static and dynamic analysis.

Static and Dynamic Reviews

The first file attachment review approach is to scan the attachment
statically. It is static because the file is not executed; you are reviewing

the code contained in the file. This method determines if the reviewed
code matches any known malicious code that has already been previously
analyzed and recorded. This known and evaluated code is called a
signature. The signature allows us to alert or detect software that a
company has deemed malicious. It is important to note that the file is not
executed during static analysis. Instead, the code is scanned and checked
against known repositories of computer code for matches. Security
companies do this thousands of times a day and continuously update a list
of ever-growing signatures. As new malware is created, security companies
quickly try to create additional signatures to detect and help protect their
customers.

The second file attachment review approach is to scan an attachment
dynamically. This approach requires us to execute the file in a safe
environment and monitor its activity. You can then document what the
file does and determine suspicious or malicious indicators. This typically
includes closely monitoring the file activity, any website requests, and any
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new or altered files created. Dynamically analyzing a file is great for new
malware not previously categorized. It can help determine the validity of a
file based on its actions rather than the code. This approach sounds more
difficult than static analysis, but some tools can help.

Extracting Attachments

Before evaluating the files, let’s discuss how to safely collect the email
attachments for analysis. This must be a direct and deliberate process

to ensure that you handle the attachment in a safe matter and avoid
unnecessary risk or potential infection. These files may be malicious, and
itis important to act with caution until deemed otherwise. Fortunately,
you only need a mouse and a few clicks to start. Our goal is to save the
attachment to our computer and not open or execute the file inadvertently
in the process.

The first step depends on your mail application. Figure 6-3 shows a
menu option on the far right of the attachment; it looks like a downward-
pointing arrow. Right-clicking the arrow offers additional features,
which include the Save As option. You want to save this attachment,
without running it, to use for further analysis. This can be accomplished
in many ways, depending on the preferred mail application. I provide
a few examples, but these are not the only platforms or ways to save
email attachments, but rather a guide to aid in the process you take
with your specific mail platform. Figure 6-4 shows a symbol highlighted
showing a Download button. Clicking this button downloads the file to a
specific location without executing it.
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m Attached Document
1 12KB

Preview
Download All « Preview All

Open

Here is the document you requested with all the necessary information. Take a look at it and let me know what you think.
Thanks,

Mike

Cyber Consultant

The Net Defender

Figure 6-3. Attachment extraction example

Sam,

Here is the document you requested with all the necessary information. Take a look at it and let me know what you think.
Thanks,

Mike

Cyber Consultant
The Net Defender

m Attached
Document.docx

(Y 4
2 Ll

Figure 6-4. Attachment extraction example

Once the file has been saved or downloaded, it typically stores the
file in the Downloads folder of your operating system unless otherwise
specified. You can find this by navigating to this folder on your C Drive in
Windows or through the Finder feature on your Macbook.

VirusTotal

VirusTotal (www.virustotal.com) checks a repository of security vendors
to identify malicious activity for websites. It also does this for attachments
and works in a similar process. In addition to links, VirusTotal conducts
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static analysis of submitted files. As mentioned earlier, this means the file’s
code is scanned and checked against a repository of known signatures for
malicious activity. VirusTotal then produces a report of the findings, which
can aid in determining the validity of the file.

Once the file is saved, visit the same initial VirusTotal webpage to
submit the attachment for analysis. Click the File button at the top left of
the page, then navigate to the centrally located Choose File button. Once
you click this button, you need to navigate to the location of our stored file.
In most cases, this is in the Downloads folder on your computer. Figure 6-5
shows the initial landing page highlighting the Choose file button for
submission.

> ] VIRUSTOTAL

Analyse suspicious files, domains, |Ps and URLs to detect malware and
other breaches, automatically share them with the security community

FILE URL SEARCH

[ Cho oie file ]

Max size 650ME
By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of your Sample
submission with the security community. Please do not submit any personal informalion; VirusTotal is not responsible for
the contents of your submission. Learn more

@ Want to automate submissions? Check our AP, free quota grants available for new file uploads

Figure 6-5. VirusTotal file submission page
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Once the file has been chosen, you can submit it for analysis. The
tool quickly produces a hash of the file, which is a fingerprint or unique
value assigned to this specific file. Any changes to the file would produce a
different hash. The concept of hashing gets more prevalent with advanced
analysis. For us, it’s just good information to know at our level. VirusTotal
takes a few seconds to analyze the file and check against its repository.

If no known security vendors have identified this file as malicious, you will
receive a report like the one shown in Figure 6-6.

The file submitted in Figure 6-6 shows that 0 out of 62 vendors
classified this file as malicious. You can tell this by looking at the top left of
the page. In the center of the page are additional details of the file analysis
process, including the size, name, and when the file was last scanned.
VirusTotal checks internally to see if a submitted file has previously been
scanned. If the file has been scanned previously, it produces the most
recent report. If not, it runs a new report for the submitted file. In large
phishing campaigns, it is common for hundreds or thousands of users to
get the same link or attachment. This could result in the same attachment
or link being submitted multiple times to a tool such as VirusTotal for
analysis. To remove redundant scanning and information, VirusTotal can

review a previously submitted report to save time and resources.

. belteaa

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Security Vendors® Analysis

A (1 ehoud

Figure 6-6. File submitted with no malicious flags
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Figure 6-7 shows a file submitted with multiple malicious flags. This
time in the top left, 9 out of 60 security vendors identified the file as
malicious. Looking again at the file details in the center of the page, this
is a .zip file and was submitted on August 29. VirusTotal has provided
us with a hash for the file and listed the nine security vendors that have
identified this file as malicious. Next to each security vendor is the
detection name for the signature that identified this file. The signature
name can sometimes allude to additional details about what the file does.
Figure 6-6 shows BitDefender on the second column of security vendors.
Next to BitDefender is the signature as JS.Heur.Backdoor.2.9930B40D.Gen.
This likely means the file submitted is malicious and used as a backdoor
for actors to enter the system. You ascertain this information from the
signature name that lists Backdoor with unique numbers and characters.

9 {1} 9 security vendars and no sandboxes fagged this M as malicicn us

DETECTION DETALS RELATIONS COMMUNITY

Security Vendors” Analysis

Trelfix (FeaEyal

VIPRE (T} 25 Honr Backdoar 2 H030R400 Gon Acronis [Static M

Figure 6-7. File submitted with malicious flags

VirusTotal was used to statically scan a file and tell us more about the
file in question. Specifically, what if any security vendor has classified
this file as malicious? If any security vendors have flagged the submitted
file, you should proceed very cautiously because it is likely malicious.
You can learn more about the potential nature of the file by looking at the
name of the signature provided by the security vendor. If the file returns
no flags, that does not inherently determine that the file is safe to interact
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with. It is possible that no vendors have seen the file previously, or this is
a new attack for which signatures are not yet available. For this reason,
it might be necessary to use additional tools to execute the file in a safe

environment.

Sandboxing

You previously discussed static and dynamic analysis. You know that
dynamic analysis is when the file is executed in a safe environment and
monitored for suspicious activity or changes to the system. A sandbox

is a specially prepared environment that mimics an end-user personal
computer or device. The sandbox prevents compromise by blocking
communication out to the Internet, containing no user or critical data,
and maintaining the ability to restore and remove any previous artifacts.
Sandboxing can be done in hardware, software, and web or cloud-based
environments. Utilizing a web or cloud-based service is the easiest and

most reliable method to run a file in a sandbox. Let’s explore a cloud-based

dynamic sandbox environment to aid our attachment analysis.

ANY.RUN

WWW.any.xrun

ANY.RUN is a free online tool offering both web-based sandboxing and

link analysis. Access to ANY.RUN requires a user to sign up for the platform

using a valid email address. It is available to anyone with an Internet
connection and can quickly execute a file in a controlled environment
for analysis. Once a file is submitted, it creates a detailed report of any
suspicious findings. When registered and logged in, you begin this journey
at the home page shown in Figure 6-8. To submit a file for analysis, click
the New Task button in the top left of the screen.
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Figure 6-8. ANY.RUN landing page

When clicking the new task, a dialog box shows the new options.
Figure 6-9 shows the available options for the new task. Here you have the
option to submit a file or URL. To analyze an attachment, select the Upload
button on the right side of the box and navigate to our saved attachment.
Next, select the desired operating system. This is the virtual system the file
is executed on. Once this is done, select the Run a Public Task button.
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Create a new task Pro mode

1. Type URL or upload a file

1. Upload

drag and drop a file here

rA s public task

Figure 6-9. Create a new task dialog box

Before proceeding, you must acknowledge that the submitted file
is available to the public and not be kept private. This should not be
a problem in most cases unless you are in an advanced cybersecurity
organization. Figure 6-10 shows the “Public task” acknowledgment box;
select I Agree to proceed.
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A Public task

All data will be in the public access, in the
“Public tasks" section.
If you want to run private tasks and use the

service for commercial purposes, check out
our Paid plans.

Close | Agree

Figure 6-10. Public task acknowledgment

Once submitted, it takes a few minutes for the file to process. Upon
completion, you are directed to a page similar to Figure 6-11. As you
examine this page, you start with the left side of the screen, which shows
a screen capture of the file executed in our virtual operating system. This
sample file contained a simple Word document with no malicious activity.
The screen capture shows the document opened and a preview of what is
contained in the file.

WOVE YOUR MOUSE TD VIEW SCREENSHOTS
s
')

Figure 6-11. ANY.RUN benign file submission
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On the right-hand side are the file details. At the top is the file name,
which for this example is Attached Document (1).docx. You then see the
file hash, start time, and total time run. There are a series of additional
buttons and a list of all the executed processes in Figure 6-12. The first box
allows you to download the sample file. Since you submitted the file, this is
not very useful to us but could be for security researchers. The next option
is labeled IOC, which stands for indicator of compromise and contains
specific details or clues that can identify compromise associated with this
particular file. The MalConf is not available in the free account, and the
Restart button restarts the machine and runs the sample again.

Moving to the second row reveals more report and graphics-based
options. The Text Report button leads us to a detailed technical description
of the file submitted. The process graph shows any processes executed by
running this file. A process is a set of instructions executed to complete a
task. Executed files often call processes to complete tasks. This behavior
and the specific processes can be signs of malicious activity when
analyzed. Finally, there is the ATT&CK matrix. The ATT&CK matrix is a set
of techniques attackers use to accomplish a specific objective. The details
are outside this book’s scope, but you can learn more at attack.mitre.org.

Attached Document (1).docx

Start h
+ Addtags

¥ Get sample MalConf () Restart

Text report Process graph ATTECK™ maltrix Export -

Processes

WINWORD.EXE /n *C:\Users\admin\AppData\Local\Temp\Attached Document (1).docx"

Figure 6-12. ANY.RUN file report details
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Figure 6-13 shows a sample malicious document. The left pane shows
that an application has been executed and a password box has appeared.
The right side of the page shows that ANY.RUN has flagged this file as
malicious. The file has several processes that are executed that have been
identified as malicious. You can learn more by exploring the various details
and reports made available.

¥ Get sample & loc valCor > Restart

Text repart Process graph & watrix Export -

Processes

i WinRAR.exe 'C dmin\AppDat

SUS SearchProtocolHost.exe Global\UsGthiFitPipeMssGthiPipe2_ Globa thrCtriFitPipeMssGth
421 ¢ TR 63

4 KeePass.exe PE

Figure 6-13. ANY.RUN malicious file
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The report from 6-13 has flagged this file as suspicious and identified
processes that indicate malicious activity. This is a strong indicator of a
malicious file, and it would be highly recommended not to execute this
on your personal devices. Other tools exist for dynamic file analysis, and
itis advantageous to have additional options for analysis. Hybrid Analysis
is another great option for dynamic analysis.

Hybrid Analysis

www. hybrid-analysis.com

Hybris Analysis is a web-based sandboxing and link analysis tool.
Much like our previous tool exploration, you must safely save the
attachment for submission and navigate to the Hybrid Analysis home page.
Figure 6-14 shows the home page for file submission. Centrally located on
the page is the file submission button with the instructions Drag & Drop
For Instant Analysis. You can drag the saved file to this box or click for the
file explorer to appear and locate the file in question for analysis.
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H ]

A NALYSIS

X File/URL X File Collection Q, Report Search = YARA Search £ String Search

This is a free malware analysis service for the community that detects and analyzes
unknown threats using a unique Hybrid Analysis technology.

Drag & Drop For Instant Analysis :
I

or

http://www.example.com/suspicious.zip é

Figure 6-14. Hybrid Analysis file submission

Once afile is selected, an additional box appears to help prepare

the environment for your file submission. This has been captured in

Figure 6-15, where you see the file name you selected. For our example,

we chose the file named Attached Document (1).docx. The first box under

the file name allows you to provide an email address for notification when

the analysis has been completed. This will email you when the file is

completed and provide a link to the report. This is unnecessary for most

files as the analysis typically completes rather quickly, but it can be a good

feature to take advantage of. Below the email box is a comment section
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where you can provide additional context for your records. This might
include the email sender, identifying context, or the topic of the message to
allow you to reference this at a later date and time if needed.

Below the comments section, there are a few options and a captcha.
Options include three boxes, with only one being mandatory to proceed.
To proceed, you must consent to the Terms & Conditions and Data
Protection Policy to submit a file for analysis. You should review these
terms closely, but the files submitted are shared amongst the community.
This typically only becomes a concern for specific malware or advanced
cybersecurity organizations. For most users sharing the sample is not
a major concern. The remaining boxes can be checked based on your
preferences to share the information submitted. Finally, you have a
captcha that determines that a human submitted the request and not a
computer-automated process. Check the captcha box at the bottom and
select continue.
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Getting Things Ready

Attached Document (1).docx (i1.skig)

Your E-Mail (analysis completed notification, optional)

Your Comment (optional)

This is an example comment with a #tag ...

Do not submit my sample to unaffiliated third parties £\
Allow community members to access sample @

| consent to the Terms & Conditions and Data Protection Policy *

™

reCAPTCHA
Privacy - Terms

100%

\/ I'm not a robot

Continue »

Figure 6-15. Hybrid Analysis file submission details

Once you select Continue, you are brought to a pop-up box
displaying the options available for the analysis environment. This is the
operating system that the file is executed on. Ideally, you select the same
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operating system you are using to mirror how the file would act on your
PC. Unfortunately, that isn’t always possible. For our example, let’s select
Windows 7 32-bit and click the Generate Public Report button, as seen in
Figure 6-16.

Analysis Environments

Name Attached Document (1).docx
Size 11.6KiB

e EZIEZIO

MIME  application/vnd.openxmiformats-officedocument.wordprocessingml.document
SHA256 bdleaad3a21711..d5503bech8f95 £

Available:

® S Windows 7 32 bit

O B8 Windows 7 32 bit (HWP Support) @
O = Windows 7 64 bit

O ) Linux (Ubuntu 16.04, 64 bit)

O 4B Android Static Analysis @

O & Quick Scan @

There are 14 files in the processing queue.

Currently, the average processing time per sample is 6 minutes and 53 seconds seconds.

« Back Runtime Options te Generate Public Report [+

Figure 6-16. Hybrid Analysis environment details

Once the file is processed, it displays a report of its findings. The report
is captured in Figure 6-17 with a summary of the analyzed file. At the very
top are the file details, which show us the file name, size, type, and hash.

If any threats are identified, they are shown both on the top right of the
screen and within the Anti-Virus Results section. Our antivirus results are
provided by three reputable security vendors: CrowdStrike, MetaDefender,
and VirusTotal. The report summary is at the top of the page, and more
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detailed technical information is below. Not all files submitted are

clean. Figure 6-18 shows a malicious file report you can examine more
thoroughly.

Analysis Overview Asequest Report Detetien
Submission name:  Attached Document (1).docx no specific threat
Size:  12KiB
Tee  EEEZO ) [ &t Jrnee | ot
Mime: pplicationjvnd of ced ingrl
SHAZS6:  bdleaad3a2171111953eb8520e9e3bf5668BechdcBS646183d145503bechBI9S B
Last Anti-Virus Scan:  08/31/2022 1:04:06 (UTC)
Last Sandbox Report:  08/31/2022 11:04:03 (UTC)
Anti-Virus Results D hetresh

| CowastikeFaicon [l MeuDetender W ViwsToul ___|

CLEAN CLEAN CLEAN
Static Analysis and ML @ Multi Scan Analysis Multi Scan Analysis
Last Update:  DB/31/2022 TEO4:06 (UTC) Last Update: 083172022 TEO4:06 (UTC) Last Update:  08/31/2022 1E04:06 (UTC)
View Detals: 1A View Detalls: ™= View Detalls: [
Visit Vendor: [ Visit Vendor: [ Wisit Vendor: [

Figure 6-17. Hybrid Analysis Report With No Indicators

The file submitted in Figure 6-18 has multiple suspicious and
potentially malicious indicators. The top right of the report shows that
the file is classified as malicious with a threat score of 100/100. This
information is useful, but you should look closely at the technical details to
see why this file has been classified as malicious.
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js-beautified-1js & [ malicious |

I-— v [| ooy [ p—e] vo 4ot Saun B " sies |k Rnqumt Aeport Dirletion [ s | 9 e [ 0
Incident Response
@ Risk Assessment

Network Behavior  Contacts 1 domain and 1 host. [[SREEINEE ]

EB MITRE ATTECK™ Techniques Detection

This report has 12 indicators that were mappsed to 8 atack technigques and 4 tactics.

Indicators

10 Hot all malicious and suspicious indicators ane displaved. Get your own dioud service or the full version to view all details,

Figure 6-18. Hybrid Analysis report with indicators

The report contains a vast amount of technical information, much
of which is outside the scope of our process. You want to focus on the
malicious and suspicious indicators to help add more information in
determining the file’s legitimacy. For this file, there are two indicators, as
shown in Figure 6-19. The first indicator is network-related and has an IP
address and port number the file tried to contact.

Suspicious network traffic is typically a sign of malicious activity, as
most files do not need to interact with an external website. This is often
seen as a sign of malicious software checking into a controller, delivering
additional instructions. The key here is that if a file communicates with an
external IP address that is not expected, it is a sign of potential malicious
activity.

Unusual Characteristics is the name of the next set of indicators. The
details here show that a script, or sequence of computer instructions,
produces Internet activity and is obfuscated. This aligns with the previous
malicious indicator and is not regularly seen in email attachments.
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Indicators

O Not all malicious and susplcious indicators are displayed. Get your own clowd service of the full version to view all detalls.

Malicious Indicators [:]
Network Related
Uses netwark protacols on unusual ports -
detaits TCP trafhic 1o FLWLI00.56 on port 7141
source Metwork Traffic
relevance 710
ATTBCK IO TIST1 {Show technique in the MITRE ATTECK™ matris)

Unusual Characteristics

Script file shows a combination of malicious behavior -

details The seript produces intemnet activity
is obhascated and draps files
source Indicator Combinations
relevance 7710
ATTRCKID T1204.002 (Show technique in the MITRE ATTECK™ matro

Figure 6-19. Malicious indicators found

After reviewing the malicious indicators section, seeing a visual
snapshot of any activity that occurred when the file was executed could
be useful. The screenshot feature captures an image of the desktop
once the file is executed. If a pop-up box, web browser, or another
application is launched, it may show here in the screenshot. Reviewing
this and determining if this is expected activity can be another indicator
of malicious activity. In addition to the screenshot, the Hybrid Analysis
section shows any analyzed processes. These processes were deemed
suspicious. The chart lists the process details. Figure 6-20 shows a
screenshot and the Hybrid Analysis section of the report. The screenshot
identifies no activity for this file, but a suspicious process is identified.
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Screenshots

Eyrivern

Hybrid Analysis
b Tip: Click an analysed process below to view more details.

Analysed 1 process in total (System Resource Monitor).
L w1 WScript.exe "C)\js-beautified-1js" (PID: 3364) =

O Logged Serigt Calls > logged Stdouwt (M Extracted Sueams £ Memaory Dumps

I Reduced Monitoring = Network Activityy £ Network Eror & Multiscan Match

Figure 6-20. File screenshot and Hybrid Analysis

The final section to review is the Network Analysis section. Network
activity can be a strong indicator of malicious activity in a file. If you think
logically, for example, would it make sense for a Microsoft Word document
to communicate with an IP address in Switzerland? Does my business have
any customers or activity in Switzerland? Chances are that most Office files
are static documents containing information that is being shared between
two parties. You should consider this when evaluating a specific file type
and its associated activity. Very rarely does it make sense for abnormal
network activity to occur, and it is something you can only see when
executing the file.

The Network Analysis section of the report shows detailed information
on the traffic generated from the file. This can be seen in Figure 6-21,
which shows the DNS requests, contacted hosts, and contacted countries.
The tool reveals that the IP address and domain are in Switzerland. In
most cases, this would not be expected, but it takes some analysis from the
recipient to determine what is a normal activity.

100



CHAPTER6  HOW TO HANDLE ATTACHMENTS

Network Analysis
DNS Requests

wmicad DNS Requests {CSV)
Domain Address Registrar Country

hiandfriqurders serveblog net FLIGLIOO.S56 TLDS LLC. dib/a SRSPlus [ Switzerland
=3 méo Oegarization: NerlBrom

N Server: NFLNO-IPCOM

Createn Date 1005-11-0IT00.0000

Contacted Hosts

IP Address Port/Protocol Associated Process Details

9119210056 N4l wseript.exe [ Switzerland
T | T PID: 3076

Figure 6-21. Network Analysis report findings

Summary

This chapter reviewed the basics of email attachments and ways to identify
suspicious attachments. You learned the fundamentals of static (think
code review) and dynamic (think file execution) analysis and explained
how some tools could aid your analysis. The tools explored in this section
can scan attachments and gather signs of potentially malicious activity
before interacting with them on your computers. Attachments can be used
in both malicious and nefarious ways; understanding how to identify signs
of suspicious attachments and tools to evaluate attachments are critical to
catching a phish.
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CHAPTER 7

Log Searching
and Response

This chapter explores log records on a local machine and from a
centralized repository. This section is useful to home techies, security
analysts, and technicians working in corporate environments that might
ingest and store log sources from multiple devices for correlation. Now
might be a good time to start if you work in a corporate environment and
aren’t storing log records. Tell your boss you have a great idea that pays
huge dividends when an incident occurs. First, let’s discuss local logs that
are stored natively on Windows devices and then discuss searching using
common log repository tools.

What Are Logs?

Alogis a time-stamped record of a particular event occurring on a
computer. The record is of an activity that often involves an application
on the computer. These log sources help explain activities that occur on a
computer and can correlate activity with specific times.

Although Linux logs are also prevalent, this book focuses on the
Windows operating system and Window log sources. Log records are
rapidly generated every few seconds detailing what occurs on a Windows
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machine. They are stored locally on the machine and viewable in the
Windows Event Viewer. This easy-to-use program lets you review and
search for log records on your local machine. The Windows Event Viewer is
installed natively on all modern versions of Windows.

So, the Event Viewer can show you the logs, but how do you get to it?
You can find it by searching for Event Viewer using the magnifying glass on
your taskbar or following these instructions: Start menu » Control Panel
» Administrative Tools » Event Viewer.

The Event Viewer (see Figure 7-1) organizes your local log sources and
allows for quick and easy access for viewing. It is important to note that the
log sources stored in the Event Viewer are not natively saved externally to
the program and, thus, typically, are overwritten within a few hours. It is
often referred to as “logs rolling’, which means newer log records overwrite
older log records as they come in. If anyone mentions that the log records
have likely rolled, they are no longer available.

I—il Event Viewer
File Action View Help
e 2@ HE
B St Vo G pro
7 Customn Views
. i Name Type Number of | | Windows Logs 2
6 Application Applicati inistrative 753 i Open Saved Log-
[s] security Security Administrative 25,339 W Create Custom View..
[ setup Setup Operational ¥
- I Custom View..
[+] System System Administrative 6,174 ARG UrIRNY Vi
[7] Forwarded Events Forwarded Events Operational 0 View »
O Applications and Services Loc & Refresh
. Subscriptions
Help »
Application -
Open
|_ Properties
Help
[ —

Figure 7-1. Windows Event Viewer
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Select the Windows Logs on the far-left panel in the Event Viewer.

Expanding this menu option reveals five subfolders. The following are brief

descriptions of each.

Application: These events are related to a software
or application hosted on the computer, such as the
starting, stopping, installation, or errors occurring
with a specific program being executed or run on the
computer.

Security: These events are triggered by the systems
audit policy and are used to track events such as login
and logout information, failed login attempts, and
other security-related activity.

Setup: These log records contain information for
all actions that occur while the operating system or
applications are installed.

System: These are events are driven by system
components such as drivers. Drivers are installed
to allow the operating system and a device to

communicate.

Forwarded Events: It allows events to be sent from
one host to another. The events can then be stored on
a separate host and saved for review at a later date and
time. This helps eliminate the log rolling issue and can
play major dividends in incident response activities

and investigations.
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Next, let’s look at the different types of log records. Windows has the
following five different log types.

o Information: Typically means the application or service
is operating normally. These are low-level alerts or
records typically showing normal activity. A large volume
of these are generated throughout normal operations.

e Warning: These hint toward potential issues that may
occur. The log records show signs of a potential issue
or problem that may occur if no further action is taken.
An example might be warning messages for low or

unavailable storage on a device.

o Error: These events are more serious and are usually
associated with a system malfunction. Software
crashing or failing to open might have error log records
that provide more detail. Error messages are probably
the most useful when troubleshooting issues or
suspicious activity on a machine.

¢ Success Audit: This log type shows valid authentication
attempts to a computer or network with the correct
credentials. It happens when you log into your laptop
or desktop using the correct username and password.

o Failure Audit: These are the opposite of the success
audit logs. They show failure to access or authenticate
to a computer or network. It occurs when the incorrect

username or password is used to access a resource.

The various categories and types of log sources can help explain
what the log record shows in the system. Reviewing log records is a good
troubleshooting approach to learning more about a technical problem
on a pc and determining the next appropriate action. Figure 7-2 shows an
example log record for a successful logon event.
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If you accidentally clicked on a suspicious link or attachment when
examining an email, reviewing the local log records on your PC might
provide additional context into what happened and where to look next.
Pay special attention to the Security, Application, and System logs. Since
these logs are generated rapidly, try and search as close to the time you
received and interacted with the email as possible. The log records contain
details about the logged event, which include the event ID, level, date and
time, and the task category. These details can help further investigate any
suspicious activity from the email.

e L L S T T L e S T s PR R L e

uditing.

General Details

/An account was successfully logged on.
Subject:
‘ Security ID: SYSTEM
Account Name: HACKINGPCS
Account Domain: WORKGROUP
Logon ID: Ox3ET
Log Name: Security ®
Source: Microsoft Windows security : Logged: 1/4/2023 8:00:15 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A Computer: HackingPC
OpCode: Info
More Information: Event Log Online Help
Copy Close

Figure 7-2. Windows event log example

107



CHAPTER 7  LOG SEARCHING AND RESPONSE

Centralized Log Management

All computer and networking devices generate log records. The busier the
device, the more log records it generates. A router or switch with multiple
connected devices constantly sends data and generates thousands of logs
in minutes. These logs are quickly rolled or overwritten if not shipped off
somewhere for storage. Centralized log management sends multiple log
sources from multiple devices to a specified location for storage. As you
can imagine, the number of logs grows rapidly, and it is soon very difficult,
if not impossible, to use and search through these log records, which is
why centralized log management is important.

Centralized log management is a system for collecting, storing, and
analyzing log files from various sources in a central location. The purpose
of centralized log management is to make it easier to monitor and
troubleshoot issues across multiple systems and applications. Without log
management, you are stuck with a large volume of useless data.

Centralized log management typically involves the following
components.

o Alogcollector is a software agent or tool that runs on
each host and collects log files from various sources,
such as system logs, application logs, and security logs.
The log collectors are installed on the various devices
that generate logs and send the logs off to an external
source. The log collectors come in various shapes and
sizes and are versatile.

o Alogaggregator is a central server or service that
receives log data from the log collectors and stores
itin a centralized repository, such as a database or
a file system. Typically, this is a server located on
the network that can communicate with the various
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devices generating logs. The log collectors select and
forward the relevant log records to the aggregator for
storage.

A log analyzer is a tool that allows you to search, filter,
and analyze the log data stored in the centralized
repository. It enables you to identify patterns, trends,
and anomalies in the log data and generate reports and
alerts. For security analysts, this is the most important
piece of the puzzle. The analyzer lets you filter and
investigate log records searching for the relevant desired
information. Log analyzers are among the first places for
most incidents when starting an investigation.

Alogviewer is a user interface that allows you to view
and interact with the log data stored in the centralized
repository. It provides a view into the actual log records
that can be used for further investigation or evidence.

Centralized log management helps improve the systems’ security,

availability, and performance. It also enables IT teams to troubleshoot

problems, identify and respond to security threats, and comply with

regulatory requirements. You've heard about how great and useful log

management can be, but what tools can you use?

Security Onion and Splunk

Chances are, if you work in an environment that conducts log

management, you use a paid or free service. The top two platforms for

log management from a cybersecurity perspective are Security Onion

and Splunk. Security Onion is a free platform allowing users to collect,

sort, and search log records. The only cost for the business or user is the

hardware needed for the software to run on. Splunk is the industry-leading
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log management tool for cybersecurity customers and is typically paid on
a subscription model. Other tools exist, but discussing every tool available
today would be nearly impossible. Let’s focus on the two most popular
platforms.

Security Onion

Security Onion is a Linux distribution designed for network security
monitoring (NSM) and event correlation. It is based on Ubuntu and
includes several open source tools for network analysis, such as Snort (an
intrusion detection system), Suricata (another IDS), and Sguil (a security
information and event management tool).

Security Onion also includes many other tools for network analysis,
such as Bro (a network analysis framework), ELSA (an event-based logging
and analysis system), and OSSEC (a host-based intrusion detection
system).

One of the key features of Security Onion is its ability to automatically
detect and analyze network traffic to identify suspicious activity. This is
done through intrusion detection and prevention systems known as Snort
and Suricata, which can detect a wide range of network-based attacks.
These systems use pre-defined or custom-made rules to detect and alert
on identified traffic that may be malicious or suspicious.

Another important feature of Security Onion is its ability to collect
and store large amounts of network data for analysis. It is done using
Sguil, designed to help security analysts quickly and easily search through
large amounts of network data. Sguil is useful for analysts searching for
phishing email records to see how many people at the organization were
targeted, when the emails were sent, and any unique characters that can
be identified from the metadata.
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In addition to its core features, Security Onion has other NSM and
analysis tools. For example, it includes tools for visualizing network data,
such as Kibana and Grafana, and tools for automating network data
analysis, such as Moloch and Squert.

Overall, Security Onion is a powerful and flexible NSM and analysis
tool. Its combination of open source tools and automation capabilities
make it well-suited for use in a wide range of security-related tasks, from
incident response to threat hunting.

You can download Security Onion for free from
securityonionsolutions.com. Locate the Software tab to take you to the
webpage to download the software (see Figure 7-3).

o &)
S@S

Security Onion

Security Onion 2

Latest version: 2.3.200

o

Overview
Security Onion is a free and open Linux distribution for threat
= 1 . hunting, enterpr ecurity monitoring, and log management. The
Secu rlty @)nlon easy-to-use Setup wizard allows you to build an army of distributed
sensors for your enterprise in minutes!

Onion includes a native web interface with built-in tools
se to respond to alerts, hunt for evil, catalog evidence into
monitor grid perform. and much more. Additionally, third-
party tools, such a rch, Logstash, Kibana, Suricata, Zeek
(formerly known as Bro), Wa Stenographer, CyberChef,
NetworkMiner, and many more are included.

Figure 7-3. Security Onion download page
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Setting up Security Onion is not instructed in this book. Several online
tutorials and resources have been created to assist with this. The Security
Onion website also offers instructions for installation and setup.

Splunk

Splunk is a mostly paid software platform that allows users to collect,
analyze, and visualize machine-generated data from a wide variety of
sources. Splunk does offer a free version for small amounts of data, but
most organizations quickly outlive this restriction and need a paid model.
Splunk is commonly used for log analysis, security, IT operations, and
business intelligence.

One of the key features of Splunk is its ability to collect data from
various sources, including log files, network traffic, and system metrics.
This data can then be indexed and searched using Splunk’s powerful
search engine, allowing users to quickly and easily find the information
they seek. Figure 7-4 is a sample image of the search engine used
for Splunk.

New Search Sweds>  Croobe Tatlo View  Clos

*categoryldesparts” _-|!':'r.-._\--.-

5 events [AT/71 6:04-55000 PM to 47721 60456000 PN No Event Samping » Joty® 4 & 4  standard_per fueorch defsuf}= % Smart Moo

Everts (18]  Patterns  Stasitic Visuakzation

STERESTING FIELDS e LonAGr 2487 *PoS ONID-SORELIFFTACFFSITI8 WTTP
EIZABO00PM 1,17 290 JAEE “ME1p:/wee uttarcy . Teu o 5.0 (Macimtosh; Intel Mac 05
X M_T_4) Aplew 1

Figure 7-4. Splunk search engine
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Another key feature of Splunk is its ability to analyze and visualize
data in various ways, such as using pre-built dashboards and reports and
creating custom visualizations using Splunk’s built-in visualization tools.
Analysts love this feature as it helps explain complex technical findings
in simple charts and graphs. Figure 7-5 shows an example of a dashboard
created in Splunk.

Year o date

Defender 365 Overview

Piet Specified

7,593

S0.8,

Figure 7-5. Splunk dashboard

In addition to its core features, Splunk includes several other tools and
capabilities that can aid in data analysis and visualization; for example,
tools for real-time data analysis, machine learning, predictive analytics,
and a software development kit that allows users to create custom
applications and integrations.

One of the most powerful aspects of Splunk is the ability to create and
use search commands that allow users to retrieve specific information
from the indexed data and perform specific actions such as filtering,
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counting, sorting, and transforming the data. This allows an analyst to
strategically filter and review results as needed. Figure 7-6 shows some
search commands applied to sample data.
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Ut sFormat  20PorPage s | V|2 ¥ w8 8 F w8 [
¢ Hiidhe Fiicds B A Fieids 1. Time it
PR > 3o o Mar 19 20:15:13 2018 Info: MID 19950744 ready 15284 bytes from <rotifydessnple.com
BISTACOOPM  won Mar 15 20:15:28 2018 Info: MID 19590744 Message-10 *<114510800F c20TCES6T 2003007 | cedtn) atingvin,
& durntica W00+ il
at 1 .
L on Mar 19 20:16:33 3018 Info: MID I9VPITAS SUbJect “STUTF-STATMpAlTF LvaSBIVAZIIGERTRVIIEZEALIRICFOTEND
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@ soacetype !
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ouration = M0 ROR = DUSIMCLO-MODMS.SVEDILNKCOM  S0un0d = CIHCO_0SITN

¥ 318 Mon Mar 19 20:14:19 2018 Info: MID 19558744 Outbreak Filters: werdict regative
BAL19000 PM Mon Mar 19 20:14:30 2018 Info: Start MID 15990744 ICID J6006582
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Mon Mar 19 29:14:59 2018 Info: Start MID 15990744 ICID 260043582
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Figure 7-6. Splunk search commands

Overall, Splunk is a powerful and flexible software platform well-suited
for use in a wide range of data analysis and visualization tasks. Its ability
to collect and analyze data from many sources and powerful search and
visualization capabilities make it a popular choice for organizations of all
sizes. Splunk offers many free courses to learn about the product offerings
and how to use them. Training is at Splunk.com; navigate to the Free
Training tab shown in Figure 7-7.
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5p||_|nk> Products - Solutions - Why Sphink? - Resources - pt Q B & Free Sphnk

Tralning & Certifloatlon  LeamingPaths.  CourseCatalog.  FreeTralning  Certfication . Parinerships -

Free training

Start your Splunk education with our self-paced,
free courses. Train anytime from any location with
elearning.

Figure 7-7. Splunk offers free training.

Both Splunk and Security Onion store and categorize data differently
depending on the data provided and the specific configurations. If you
can ingest email log records, you should be able to search through logs
and find metadata records, such as date/time, subject, sender, recipient,
IP information, and email size. When a phishing email is reported or
investigated, these centralized log management tools can help you quickly
identify how widespread the issue may be. With simple search terms, you
can determine how many emails were sent, to whom, and when they were
delivered. I recommend the following search approach to identify the
targeted audience of the attacker.

1. Search for the sender’s address. This tells you if the
specific sender sent emails to other individuals in
the organization.

If a unique sender address, try and use the domain
if possible. It might be something like *@thehacker.
com. Depending on the domain, it could be easy or
difficult.

2. Search on the subject of the reported email. It might
be something like Invoice #444353. The subject
might be specific to the campaign or randomly
generated for each recipient.
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3. Search the specific time the email in question was
sent. Chances are the emails came in around the
same time and could lead to additional context in
the investigation.

4. Combine some of the criteria when possible. It
might include using the domain of the sender *@
thehacker.com and searching for a specific time
range. It could lead you to find additional email
addresses the attacker was using.

You could also try the size of the email or the
sender’s IP. Both of these can get tricky depending
on the configuration of your mail environment.

This chapter covered some fascinating stuff regarding log records in
this section. If it seems like a lot of information at once, it might make
sense to revisit this a few times. Log records on computers are critical for
incident response as they provide valuable information about the activity
on a system. This information can be used to detect and diagnose security
incidents, track down the source of a problem, and determine the extent of
the damage.

Summary

This chapter explored log records and how valuable they can be when
investigating incidents. Log records can be reviewed on any computer and
aid in troubleshooting benign and nefarious activities. You learned how to
search these records and some of the information that can be contained in
various records. Go ahead and try it out. Review some log records on your
own devices!
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CHAPTER 8

Remediation and
Lessons Learned

Thus far, this book has largely discussed identifying and detecting
phishing messages and suspicious activity deriving from email messages
impacting a computer or network. Once you identify this behavior, what
should you do next? You learned the PICERL process and are nearing
the final stages of our incident response process. These stages include
eradication, remediation, and lessons learned. When complete, this
closes out our process and brings our systems back to a normal state while
analyzing what you've learned.

I discussed and demonstrated how to detect and handle a suspicious
email message, but what should you do with the message once identified?
Should you simply delete the message, ignore it, or share it with all of
your friends? The answer lies somewhere between these responses and
depends on your internal factors and circumstances. In many cases
deleting the message makes sense. However, if you want to help improve
detection methods and help prevent others from receiving similar email
messages, most mail applications allow the ability to report or block a
suspicious message.

Reporting suspicious messages allows a security team or automated
process to analyze the message, adjust security controls, and help
protect others. When a message is reported, it gets broken down in a
similar process explained in the book, and key indicators are removed.
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The indicators include sender, recipient, subject, malicious links, and
attachments, all of which are used to detect and block future messages
from being delivered. This process is conducted manually or automatically
by a series of super smart computer programs and people.

Reporting messages helps improve and secure the mail environment
for everyone. This practice helps the security teams identify what they
missed and attempt to prevent future messages from being delivered.
Reporting is not mandatory, but it is a nice way to use what you've learned
and try and help out other security enthusiasts like yourself to get better.
Most mail applications have a built-in reporting button or option that
quickly forwards and deletes the message from your mailbox. If you
work in a corporate environment, the internal security team should have
a process for reporting suspicious emails. If they don’t suggest this be
implemented, it is an easy process to set up and encourages employees to
report suspicious activity. Figures 8-1, 8-2, and 8-3 are screenshots of how
to report messages in Gmail and Outlook.

In Gmail, click the three vertical buttons at the far right of the message.
Alist of additional options appears, and you simply need to click the
Report Phishing button. The message is then sent to Google’s security
team and deleted from your mailbox. An additional dialog box appears
detailing what happened upon reporting the message.
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@ 8:51 AM (7 hours ago) YT¢ &
4. Reply
® Forward
Filter messages like this

Gladky | Print
Delete this message
Block "Nichole Gladky"
Report spam
Report phishing {}_,.)
Show original

Translate message

Mark as unread

Figure 8-1. Report phishing in Gmail application
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Report Phishing X

Phishing is a form of fraud in which a message sender attempts to trick
the recipient into divulging important personal information like a
password or bank account number, transferring money, or installing
malicious software. Usually the sender pretends to be a representative
of a legitimate organization. Learn more

If you believe this message is a phishing attack, you can report it
to our abuse team and help us thwart this attack and others like it.
Reporting this message as an attack will send the entire message
to our team for review.

Cancel Report Phishing Message

Figure 8-2. Report phishing notification

As seen in the phishing notification dialog box, Google describes
phishing, and the Learn More button provides additional details and
descriptions. The notification informs the user that reporting phishing
messages help them thwart this attack and others like it. To finish the
process click the Report Phishing Message button, and the message is then
removed from your inbox.

Microsoft Outlook handles phishing email reporting a little differently.
Natively, Microsoft Outlook only provides the ability to report messages as
junk. These are categorized more generally but tend to associate spam and
marketing emails and malicious phishing messages. The Junk reporting
button is located on the Home ribbon in Outlook, this can be seen in
Figure 8-3. By clicking the drop-down button, you can block the sender.
The Junk E-mail Options feature provides additional email options to help
prevent messages from the specific sender from being delivered.
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© No Automatic Filtering. Mail from blocked senders is still moved to
the Junk Email folder.
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caught as well. Check your Junk Email folder often.

() safe Lists Only: Only mail from people or domains on your Safe
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Junk Email folder

e

Warn me about suspicious domain names in email addresses.
(recommended)

OK Cancel Apply
Figure 8-3. Outlook junk options
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A built-in process does not natively exist to enable users to report
phishing messages in Outlook. Rather that needs to be turned on and
managed by the Outlook administrators in your organization. If the
security team has a reporting mechanism, you should learn and use the
process they designed to report messages.

Reporting phishing emails to your security team is important for a few
reasons.

o Earlydetection: Phishing emails can be used to gain
unauthorized access to an organization’s networks and
systems. By reporting phishing emails to the security
team, the organization can take action to contain the
incident and prevent further damage.

o Identification of trends: Reporting phishing emails
to the security team allows the team to identify trends
in phishing attacks and develop strategies to prevent
similar attacks in the future.

o Employee education: Reporting phishing emails to the
security team can help to educate employees about the
types of phishing attacks they may encounter and how
to recognize and avoid them.

o Compliance: Many regulatory requirements mandate
reporting of security incidents, including phishing.
Failure to report can lead to penalties and legal issues.

¢ Reputation: Phishing emails can harm an
organization’s reputation if they successfully steal
sensitive data or disrupt operations. Reporting phishing
emails to the security team can help to mitigate
this damage.
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This activity is important for protecting an organization’s networks
and systems, identifying trends in phishing attacks, educating employees,
compliance, and protecting the organization’s reputation.

Once you have identified that an email is malicious and gleaned all
the necessary information, what should you do if you don’t want to report
the email? Why is the best solution to simply delete the email? The email
has no legitimate purpose or uses on our device, and it can only lead to
additional potential compromises and issues if left alone. What if you are
searching through your email months from now, and you accidentally
click an attachment from a malicious email? All that hard work you put in
to detect and avoid this phishing email has vanished, and you are back at
square one. Deleting an email is very straightforward; I provide some basic
instructions that should work with all mail applications.

You can select the email message and hit the Backspace or Delete
button on your keyboard, which should delete the message and move
it to the Deleted Items or Trash folder in your mailbox. This simple
method removes an unwanted email from almost any mail application
in the world. Each application also has a delete button on the web or
client. application You should be able to quickly identify these buttons,
and if not, a simple Google search leads you to the proper ways to delete an
email using your application of choice. Figure 8-4 shows the delete button
in the Gmail and Outlook mail applications.
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You've learned how to report a message if you want to; if not, you can

simply delete the message. But what if you accidentally click one of those

pesky links or attachments you are trying to avoid? This could infect your

machine with malicious software, commonly known as malware, and may

impact your machine’s operation or the data stored on your device. If you

suspect your machine is impacted by malicious software, remove it quickly.

In our process, this is the eradication stage in which you strive to remove

unwanted software from your device with as minimal impact as possible.

Eradication involves permanently removing a threat or vulnerability

from a system or network. Eradication can be accomplished through a

variety of methods.

Removing malware: Malware, such as viruses, worms,
and Trojan horses, can be removed from a system using
antivirus software or manual methods. This may involve
running a full system scan with your native antivirus
system, installing and running a program created to
remove the malware, or manually deleting infected files.

Resetting accounts: Accounts compromised in an
attack may need a reset and new credentials issued.
In some cases, if a password is hardcoded or cannot
be reset, the account should be deleted, and a new
account be created. If you provided your username
and password as part of a phishing email, you should
immediately reset the password for any impacted
accounts or accounts with shared passwords.

Employee training: Employee training can also be
considered a method of eradication. By educating
employees on how to spot, remove, and avoid phishing,
suspicious links, and other attack methods, they can
reduce the chance of falling victim to cyberattacks or
repeating behavior.
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The most common eradication methods are removing malware and
resetting accounts. Most phishing emails are sent to install malware or
harvest account credentials. In many cases, malware is removed by an
antivirus application installed on the device. Windows operating system
computers have Windows Defender installed and run natively. If you
have a Windows machine that is not running antivirus, stop reading
this book and go install antivirus! Microsoft has made major strides in
information security, and its antivirus software works great for most home
and professional users. However, if you want an antivirus with different
features or capabilities, you have many options, usually for around $100 a
year or less. The following is a list of common antivirus applications that
work great at stopping malware.

e Symantec
o McAfee
¢ Trend Micro

o Bitdefender

e Avast
e AVG
o ESET

e F-Secure
e Avira
e Sophos

Each antivirus program must be installed, updated, and continuously
run to detect and remove malicious software. The great thing is that once
installed and configured, this should all happen automatically. Each
application has a different interface, but the suggested programs can
conduct the following tasks with the proper configuration.
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Update automatically. This involves new detection
mechanisms for malicious software. The detection
methods are called signatures and triggers based on
identified computer code or behavior. New signatures
are released daily and must be updated to provide
protection.

Schedule scans. This prompts the antivirus program

to scan the computer’s hard drive for malicious files.
The scans run in the background and check each saved
file against a repository of malicious files for matches.
These are typically run daily or weekly. I recommend

a daily scan if possible. If files are detected, they

are deleted or quarantined. Deletion is better than
quarantined.

Real-time scanning enabled. Many programs offer
real-time scanning or a similar feature in which the
antivirus software scans live programs while running on
the machine. This helps catch applications not installed
on the hard drive and stored in memory on the device.
The intricacies of programs running in memory versus
on disk are outside this book’s scope. For our purposes,
just know that real-time scanning monitors files as they
are executed and run in memory while scheduled scans
monitor files saved on the hard drive.

If you find that the antivirus software cannot remove the malware, you

may need to install and run another program for removal. One of the best

programs that specializes in removing malware is called Malwarebytes.

Malwarebytes is an anti-malware software that detects and removes

malicious software, including viruses, trojans, worms, spyware, and other

potentially unwanted programs from a computer system. It offers real-time
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protection against online threats and can scan for malware on demand.
This is a great supplement to run in tandem with your antivirus software. It
can help detect and remove malware your antivirus software fails to detect.
An initial trial version can be run for 14 days on your computer, which can
help remove a pesky malware file you cannot get off of your pc. If you still
want to use the program after the trial period, it costs you a few dollars

a month. At the time of writing this book, it was under $5 a month for
personal use. See Figure 8-5 for the Malwarebytes homepage.

COMTACTUS COMPANY  SIGN
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CYBERSECURITY.

FOR EVERY ONE.
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download plans

Get cut fres prodhact 1o clean Compare the plan leatisres Explose our award wineung Let our ED8 and MDR experts
and pactect your personal and prices 1o peotect your EF. ED# and MOR hellp you find the right
devaces devices 207 ExbersCu Ty souton secunty sobutsn

Get protected Geta quote

Trusted by
mu_, Tiaa t’:} ":- )

Figure 8-5. Malwarebytes webpage
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Downloading the program is a simple task that takes just minutes to
get up and running. Selecting Free download or Personal plans sends
you to the install page identified in Figure 8-6. A setup file called MBSetup.

exe is downloaded; it must be run on your computer.

Malwaretlvtes Personal  Business Pricing Partners Resources  Support

Thanks for downloading Malwarebytes!

Your download should have started automatically. If it didn't, glick here.

0 DON'T WANT TO BE INFECTED AGAIN?

Upgrade to Malwarebytes Premium and get our advanced 24/7
real-time protection. Malwarebytes Premium actively blocks
threats like viruses, trojans, malware, spyware, exploits, bots,

ransomware, malicious sites and more. Use your computer and

mobile devices with confidence and peace of mind.

IN THE LAST 30 DAYS, GLOBALLY WE'VE STOPPED

44m+ 35mM+ 2mM+ 35k+

malware and PUPs malicious sites exploits ransomware attacks

Figure 8-6. Malwarebytes download page
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Click the MBSetup.exe file once downloaded to start the installation
process. An installation wizard appears that walks you through the
program’s installation (see Figure 8-7). The default recommended settings
are good for getting Malwarebytes up and running.

©

Welcome to the Malwarebytes setup wizard

Advanced options

By installing or using this product you agree to its End User License Agreement snd Privacy Policy

Figure 8-7. Malwarebytes install wizard
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When the installation is complete, your system may need to be
rebooted. Upon reboot, you can launch the program and scan your PC. It
can be executed in a few minutes with instant access to your results. Once
the application has been started, you simply need to click the Scan button
in the lower center of the screen (see Figure 8-8).

P —— v - - . e = —_— — = -

" Malwarebytes Premium Trial 4.5.20 S E

™ | Premium Trial [ Activate license lm ® 0 & @
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Your device is protected
One or more recommendations are available
View details

g b i ] A | % ;% &

7--?ET; {} :::iaEIIIT

Detection History Scanner Real-Time Protection

tems quarantined last scan 0 Scheduled scans Tomorrow
2:33 AM

Total items in quarantine 0

8848

Figure 8-8. Malwarebytes console

Figure 8-9 depicts an active scan and Figure 8-10 shows the results
from our recent scan. This scan took 3 minutes to complete and had
12 findings. To remove the findings, click the Quarantine button on the
bottom right of the screen. By default, Malwarebytes has many of the
settings enabled. It automatically checks for, and installs updates every
hour. It is set to scan weekly with the ability to adjust this to daily if desired
and has real-time scanning enabled. Other anti-malware programs
exist and are successful at removing malicious files. Malwarebytes has
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been tried and true for many years and continues to lead in this space.
If you haven'’t played around with Malwarebytes or another reputable
anti-malware software before, it is a good tool to add to your arsenal of
detection and eradication applications.

™ Malwarebytes Premium Trial 4.5.20 o

 Premum i ®aso0

€} Secanner "4

Scanner Scan Scheduler Reports

Threat Scan in progress... i
2Can

" Checking for updates duration
€ Scanning memory 8s |
‘ Scanning startup items e‘:u H
Scanning registry 277
— Scanning file system e
[ Pause ‘ I Cancel 2 I

FrE— Stop malware infections before they happen
< 2\ & .. Upgrade to Malwarebytes Premium to get real-time protection that intercepts new malware >
before it can strike. Buy now

. = L__|

Figure 8-9. Malwarebytes scan running
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" Malwarebytes Premium Trial 4.5.20
™ | Premium Trial Activate license @ 0B O
C} Scanner
Scan time tems scanned

Threat Scan results SR 284070
B Name Type Object type Location
PUP.Op._onduit Potentially._.ted Program File CAUSERS\NOLES\APPDAT. . DATAIDefaultiWeb Data
= PUP.Op..onduit Potentially...ted Program File Clsersinoles\AppDatail... DatalLevelDBEV0D0005 Idb

1 B PUPOp.cnduit Potentially..ted Program  File ClUsersinoles\AppDatall... Data\LevelDB\000562 log F

B PUPOp.onduit Potentially..ted Program  File ClUsers\noles\AppDatalL... DatallevelDBW000564.Idb
= PUPOp._onduit Potentially._ted Program File CAUsersinoles\AppDatal_nc Data\LevelDB\CURRENT §
PUP.Op..onduit Potentially..ted Program File CWsers\noles\AppDataiL..tiSync Data\LevelDE\LOCK
= PUP.Op..onduit Potentially...ted Program File ClUsersinoles\AppDatalL... 14 Sync DatalLevelDBILOG

Save results Vv | Close

Figure 8-10. Malwarebytes scan results

In some cases, malware is so severe and sophisticated that it cannot be
removed by antivirus or anti-malware programs. In this case, I recommend
the nuclear option, which involves reimaging the computer. This removes
all installed files and provides a fresh operating system install. By doing
this, you lose any data stored locally on the machine that does not exist
on any alternative or cloud-based storage system. It is advised to back up
critical data on two different storage platforms and have them physically
located in at least two locations. An example would be saving files to a USB
or an external hard drive and storing them in a bank vault, at a relative’s
house, or in a data storage facility.
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Reimaging Your PC

Reimaging or resetting a machine is one of the most secure ways to remove
a malicious application from an end-user device. However, this is the most
drastic and time-consuming process that could remove important data
you failed to back up elsewhere. The operating system gets a fresh start,
and you can be relatively sure that whatever infected you before does not
infect you moving forward. The Windows operating system is likely what
most of you are using, and they have made this process easy. A quick
reminder, if you have critical data, you need to back this up somewhere
right now and periodically moving forward. You will likely have malware
or experience a hardware issue at some point in time on your machine that
could result in the loss of data. This should also only be done if you own
the pc, do not reimage your employer-provided laptop without checking
with the IT department.

Reimaging a device can be done in several ways and varies slightly
based on your operating system version. Windows allows you to remove
or attempt to keep all your files and transfer them to a fresh install. It is still
advised to save critical files regardless of which option you choose.

You can find your operating system by navigating to the My Computer
settings or reviewing any documentation you received with the computer.
Chances are you are running Windows 7, 10, or 11. Start by searching for
the Windows Settings in your Windows search box. Once on the main
settings page, you can select the Recovery menu option and be brought to
the screen in Figure 8-11.
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System > Recovery

If you're having problems with your PC or want to reset it, these recovery options might help.

ﬁ Fix problems without resetting your PC 3
Resetting can take a while — first, try resolving issues by running a troubleshooter

Recovery options

& Reset this PC

Choose to keep or remove your personal files, then reinstall Windows

Reset PC

’ Advanced startup
(& Restart your device to change startup settings, including starting from a disc or Restart now
USB drive

Related support

@ Help with Recovery ~

Creating a recovery drive

Figure 8-11. Windows reset PC

The image in Figure 8-12 shows two options for resetting your device.
The first attempt is to save your files and applications. When the device is
booted up, it will likely look similar to how you left it. The problem is that
if the malicious application isn’t removed, it can remain stored on your
device and execute again. The malicious file executing could reinfect your
machine and bring you back to square one. The remove everything option
is preferred, removing all files and applications and providing a fresh start.
It is difficult for the malware to remain on the device with a fresh restart.
Upon resetting the PC, you should ensure that functionality is resumed,
and you can begin restoring necessary applications and files.
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7 Reset this PC

Choose an option

Keep my files
Removes apps and settings, but keeps your personal files.

Remove everything
Removes all of your personal files, apps, and settings.

Help me choose

Figure 8-12. Windows reset options

Remediation

Now it is time to move to remediation. In this step, you must ensure that all
artifacts are removed from the machine or network and that the impacted
device or devices are restored to a good known and operational state. You
want the impacted devices to return to the same or better state before the
incident, with the same permissions, features, and applications needed

to perform the intended purpose. This is a critical component of an
organization’s incident response plan and is designed to return operations
to normal after an incident has occurred.

Eradication focuses on removing the artifacts left by malicious
software or actors. Now let’s focus on restoring access, fixing any identified
vulnerabilities, and hardening the system to prevent this from happening
again. Once the malicious software or artifacts are removed, complete the
following remediation steps.
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1. Install all available software updates. The most
critical software updates are Windows operating
system updates, called Windows Update. You should
then focus on installed application updates.

2. Confirm necessary accesses. Make sure you can
visit the necessary sites, local resources, and
network resources. You are striving to have the same
privileges and accesses you had before. Nothing
more and nothing less.

3. Harden the system. This is where you need to
install additional security programs or processes
as needed.

Windows Updates

Periodically updates are released containing bug fixes, security updates,
and new features for the Windows operating system. These fixes can
sometimes address security or configuration issues and vulnerabilities
that have been identified and impact Windows operating systems. The
updates must be installed and run on the local computer, often requiring
areboot to complete the update process. Microsoft releases updates on
a monthly interval, currently on the second Tuesday of every month. It
is often called Patch Tuesday, the day when all available patches for the
month are released. Microsoft also releases patches that are deemed
critical or emergency in nature outside of the Patch Tuesday cycle. This is
less common but does happen.

The update process involves downloading and installing updates onto
a user’s device to keep their system up-to-date and secure. The updates
are usually installed automatically, but users can manually check for
and install updates. Windows users can quickly check the status of their
last update, any missing updates, and the next scheduled update. In the
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Windows search box, type Windows Update. You are brought to a screen
that shows your update status and allows you to check or install updates.
Figure 8-13 shows a system that has all available patches installed.

Windows Update

m You're up to date
u Last checked: Today, 4:10 PM Check for updates

More options

|] [l Pause updates Pause for 1week  ~
@ Update history »
% Advanced options >

Delivery optimization, optional updates, active hours, other update settings

ece  Windows Insider Program 5
Get preview builds of Windows to share feedback on new features and updates

Figure 8-13. Windows updates applied

It is impossible to have a system that is updated at all times. The
updates need time to be downloaded and applied to the system. Errors
with downloads or installation files will occur, so checking for updates
periodically or when a major cyber event occurs is a good practice.

Figure 8-14 shows a system that is missing two updates. On the right, the
top update encountered an error; the one below is pending a restart. You
can fix this issue by clicking the Restart now button. It is good practice to
check your update status again after the reboot to ensure the patches were
correctly installed.
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Windows Update

m Restart required (estimate: 4 min)

R 'j Your device will restart outside of active hours.

2023-01 Cumulative Update Preview for .MET Framework 3.5 and 4.8.1 for

Windows 11, version 22H2 for x64 (KB5022404) Error encountered
Download error - 0x8024a206

2023-01 Cumulative Update for Windows 11 Version 22H2 for x64-based Systems

(KB5022303) Pending restart

More options

ﬂ ﬂ Pause updates Pause for 1week  ~

@ Update history >

&, Advanced options 3
@ Delivery optimization, optional updates, active hours, other update settings

ote  Windows Insider Program 5
\22 Get preview builds of Windows to share feedback on new features and updates

Figure 8-14. Windows updates missing

Updating your operating system is critical to preventing and hardening
your system. These updates fix known issues and vulnerabilities and must
be done regularly. Failure to apply patches correctly results in additional
breaches over time.

Once the patches have been applied, testing the system’s functionality
is important. This is where the user needs to log back into the device and
ensure you have all the necessary access needed. Can you browse the
web pages you want to access? Can you open the files and folders that you
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need? Are you able to print? Can you download and install files if needed?
These settings must be restored to ensure that the computer is returned to
a good known state with the proper accesses in place.

Lessons Learned

Reflecting on the lessons you learned is the final step in the process, where
you take a step back, look at what happened, how you responded, and
what you can do to improve our process moving forward. It focuses on past
security incidents and identifying areas for improvement to better prepare
for and respond to future incidents. This keeps your process continuously
improving, making it better and harder for attackers to successfully exploit
and steal your data.

To be effective, you should focus on a few key simple elements. These
work for all shapes and sizes. Let’s focus on the following.

¢ What went wrong
e What went right

e What you can do to improve the process
moving forward

One key aspect of lessons learned is incident analysis, which involves
reviewing the details of past incidents to identify the root cause and
understand how the incident occurred. It can include analyzing log files,
network traffic, and other forensic data to determine the scope of the
incident, the systems and data that were affected, and the actions taken to
respond to the incident. Where are you missing any information? Would
you benefit from more tools? Did you miss some critical data? Incident
analysis is important because it helps organizations to understand the
nature of the incident and identify areas for improvement in their incident
response plans and protocols.
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You should evaluate the overall process, including the effectiveness
of the incident response process and identifying areas for improvement.
This can include evaluating the timeliness and effectiveness of incident
detection, the appropriateness of the response, and the effectiveness of
incident containment and eradication. Did you stop the incident from
spreading? Did you have the right tools to remove the malware and update
our system? How can you make this process faster or better? Incident
response evaluation is critical because it allows organizations to identify
areas for improvement in their incident response plans and protocols and
make changes to better prepare for future incidents.

A final aspect of lessons learned is sharing information and best
practices with other organizations or people. This can include sharing
information about the incident, the actions taken to respond to it, and the
lessons learned, as well as sharing best practices for incident response
and vulnerability management. Sharing information and best practices
is important because it helps other organizations better prepare for and
respond to security incidents and can help improve the industry’s overall
security.

Finally, the lessons-learned process should include the incident’s
documentation, the actions taken, and the outcome. This help to track
the progress and improvements made over time and can be used as a
reference for future incident.

In conclusion, lessons learned in cybersecurity are a critical process
that allows organizations and people to reflect on past security incidents
and identify improvement areas to better prepare for and respond to
future incidents. It involves analyzing the details of past incidents,
assessing the effectiveness of the incident response, identifying areas
for improvement, and sharing information and best practices with other
organizations. By implementing effective lessons-learned processes,
you can improve incident response capabilities, reduce the likelihood
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and impact of security incidents, and better protect systems, networks,
and data. Additionally, it is important to note that lessons learned are an
ongoing process that requires constant monitoring and review to ensure
that the organization is always prepared and ready to respond to security
incidents.

Summary

You've come a long way, and it’s time to finish strong. Lessons learned in
cybersecurity are a critical process that allows organizations and people

to reflect on past security incidents and identify improvement areas to
better prepare for and respond to future incidents. This involves analyzing
the details of past incidents, assessing the effectiveness of the incident
response, identifying areas for improvement, and sharing information

and best practices with other organizations. By implementing effective
lessons-learned processes, you can improve incident response capabilities,
reduce the likelihood and impact of security incidents, and better protect
systems, networks, and data. Additionally, it is important to note that
lessons learned are an ongoing process that requires constant monitoring
and review to ensure that you are always prepared and ready to respond to
security incidents.

You now have the proper training and information to catch a phish!
Remember, this is a continuous and evolving process that requires
repetition and diligence. Stay vigilant and always be learning. Attackers
tend to modify techniques. With the skills you have learned here, you are
now ready to begin phishing and help protect others!
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