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		PREFACE

		 

		Alex Tapscott

		 

		As the Internet was the first digital medium for information, blockchain is the first native digital medium for value. Our research at the Blockchain Research Institute continues to look beyond the enterprise and the industry, to understand how blockchain will transform the economy and society at large. The financial services sector is a key lever in such transformation. Blockchain-based applications such as digital identities and smart wallets running in a trust-minimized manner on mobile devices will enable over a billion people to participate in the global economy.

		 

		This book looks at blockchain’s impact on our notions of money, banking, and financial markets. In Chapter 1, we explore the nine major disruptions to our global financial system in the areas of identity verification and compliance with know-your-customer and anti-money laundering regulations; checking and value transfer services; savings and deposits; loans and credit accounts; trading and exchanges; venture capital and securities markets; insurance and risk management; financial analysis; and accounting and financial reporting. It’s quite a list!

		 

		Facebook’s new digital currency Libra is only the beginning. Even though seven of its original 28 backers have dropped out of the project—Mastercard, PayPal, and Visa among them—the project has the support of the Bank of England Governor, Mark Carney. He said that Britain must face up to the problems of its payments system. “In this day and age, those payments should be instantaneous, it should be the same as us exchanging a bank note online,” he said. “It should be instantaneous, it should be virtually costless, and it should be 100 percent resilient.”¹ We consider how the other FAANG companies—that is, Amazon.com, Apple, Netflix, and Google—might respond with their own digital tokens. The chapter provides direction for incumbents, innovators, and central bankers alike. Finally, we preview the world of financial services in the year 2030, so that readers get a clear sense of the unintended consequences of going it alone in financial services and the potential costs of doing nothing now.

		 

		In Chapter 2, Michael Casey lays out his vision for a token economy. A token such as bitcoin represents digital scarcity—finite, immutable, not copiable—in a global financial system where digital goods tend to be abundant, duplicative, and adaptable. What’s more, tokens as programmable money could potentially automate internal governance over our common resources. As Michael writes, “It’s money with a dynamic use”—not just a unit of exchange but also a direct means of achieving community objectives, a completely new approach to managing our increasingly digitized economy. With scarce digital tokens, communities with a common interest in value generation can embed their shared values into these tokens and use them as instruments of those values.

		 

		According to Michael, “The implications of imbuing digital money with policy and incentives” are far-reaching. A chasm has emerged between those who see a game-changing shift, not simply in fundraising activity or economic strategy but also in mitigating the tragedy of the commons, and those who warn of reckless initial coin offering (ICO) scams and an impending regulatory crackdown. Everyone should read Michael’s lucid chapter and participate in the debate.

		 

		Speaking of ICO scams, the authors of Chapter 3 dig into the regulatory implications of blockchain-based systems, some of which qualify as ecosystems, such as Bitcoin and Ethereum, and some, as decentralized applications. While the ICO addresses the weaknesses of the initial public offering (IPO), it presents its own challenges, highlighted by some high-profile swindles that WIRED magazine called “straight-up trolling.” Among them was Prodeum, which appeared on a Thursday, raised barely any money, and disappeared by the following Monday, along with its website, its press release, and its social media accounts.² Hacking is also a problem. The professional services firm Ernst & Young analyzed more than 300 ICOs and determined that roughly 10 percent ($400m) of the $3.7 billion raised had been siphoned off, with phishers nicking as much as $1.5 million a month.³

		 

		So ICOs represent a conundrum to securities law regulators. The US Securities and Exchange Commission (SEC) and its equivalents in other jurisdictions are gauging the level of regulatory oversight required to balance the viability of blockchain start-ups with the risk to investors, especially retail investors caught up in the hype. The chapter’s all-star team of researchers—Fennie Wang, Primavera De Filippi, Alexis Collomb, and Klara Sok of Coalition of Automated Legal Applications (COALA)—deftly describes various legal solutions that could support ecosystems that are innovative and streamlined, yet fair for all stakeholders. It is among the most thoughtful and definitive studies to date.

		 

		In Chapter 4, Bob Tapscott explains how distributed ledgers will dramatically improve international clearance and settlement by replacing layers of complex systems for communicating with each other and adding fees and delays at each step of the payment process. With blockchain technology, proven mathematics instead of fallible or sometimes corrupt human beings will bolster users’ trust in the system by providing a much-needed single version of the truth. In addition, dramatically reduced fees, micropayment capability, and mobile infrastructure will help a billion unbanked people to participate in the global economy. Bob details how our current payment system evolved, and what we can do to transform it for the digital economy. Blockchain start-ups are disrupting the banking industry’s arcane procedures with distributed ledger technology. The incumbent powers may be slow to embrace blockchain; according to Bob, if they resist change, then they may find themselves without a role in the global economy. It’s a powerful message.

		 

		
			Chapter 5 explores the possibility of blockchain transforming how we record, store, and manage information (not necessarily financial), with a deep dive into government use cases, though the same fundamental principles apply entirely to financial services. More than ever, engaged citizens expect to be heard and informed—indeed, to be active collaborators rather than passive recipients. They expect elected officials to spend tax funds wisely. Blockchain technology makes these goals easier to accomplish. In this chapter, Anthony Williams focuses on ways to simplify and improve government services through a single digital ledger for all government accounts. He assesses Canada’s current general ledger system, compares it with best practices in places like Estonia and Sweden, and presents a possible blockchain-based solution. The analysis is not cheerleading; Anthony lays out the relevant challenges and implementation costs, including managing risk and connecting with existing policies and procedures.
		

		 

		The book’s final chapter brings to mind the words of US Supreme Court Justice Louis D. Brandeis, “Sunlight is said to be the best of disinfectants.” Transparency is critical to the robust functioning of markets, corporations, and governments. Consider the murkiness of Enron’s balance sheet and the opacity of the US subprime mortgage market: the former contributed to the largest corporate failure ever at the time, the closure of a storied accounting firm with 85,000 jobs lost, and the convictions of several C-suite executives; and the latter factored into the 2008 market crash. Today trillions of dollars of underfunded derivatives—and some experts peg that amount much higher—threaten to trigger an economic crash that would make 2008 look like a tremor.

		 

		That’s why transparency is one of the most important benefits of blockchain; it makes such obfuscation more difficult, if not impossible. For starters, two people cannot claim ownership of the same asset—the ledger will not allow it. That reminds me of the next part of Justice Brandeis’ quote: “Electric light [is] the most efficient policeman.”⁴ The chapter’s author Andreas Park is a finance professor at the Rotman School of Management. He studies equity markets and advises regulatory bodies on the economic impact of technology within the financial industries. In this final chapter, he demonstrates that transparency is a design choice and argues for public disclosure even on permissioned blockchains. His is a compelling argument, and one well worth considering for those weighing their public/private blockchain design options.

		 

		As you can see, this book is a preview of the fast approaching future of financial services, markets, and money. It is a global industry ripe for disruption, and blockchain start-ups around the world are targeting every aspect of it. Time has become the scarce commodity. Nobel laureate Robert Schiller observed, “Hesitation is often like procrastination. One may have vague doubts and feel a need to mull things over; meanwhile, other issues intrude on thought, and no decision is taken.”⁵ There are ideas and opportunities here for every forward-looking leader to act on now.

		

	
		CHAPTER 1

		 

		

		 

		THE COMING CATACLYSM

		 

		Blockchain and Financial Services

		 

		Alex Tapscott

		

	
		 

		 FINANCIAL SERVICES IN BRIEF

		 

		•In the first era of the Internet, software ate the world, transforming many industries in the process, from advertising and television to retail and education.⁶ The second era of the Internet will make those changes look quaint, as blockchain disrupts finance, the foundation of all industries and human economic activity. It will rewire the deep structures of our economy.

		 

		•The stakes are high: the next era of money, commerce, and economic activity hangs in the balance. The dominant landlords of today’s digital estate—Facebook, Google, and others—will no doubt use blockchain to control tomorrow’s digital world. They will confront the keepers of the status quo: big banks with vast financial empires to protect and governments with systemic power and monetary policy to preserve.

		 

		•Banks and other financial intermediaries move money. The more they move, the more they store and the more they lend. Payment rails are the cardiovascular system of the industry’s corpus, and money is the blood of global commerce. Without them, no other organ can function. Thus, the digitization of value is the first step to decoupling intermediaries from assets and migrating them to this native digital medium for value.

		 

		•We look at five disruptions to the industry: open finance and the digitization of financial assets; the “financialization” of everything; blockchains as trusted shared registers of truth; the strengths and limitations of decentralized finance (DeFi); and the role of self-sovereign identities.

		 

		•New decentralized models of finance and the emerging cryptoasset class will soon have incumbents—banks and digital conglomerates alike—scrambling to avoid obsolescence and irrelevance. Bitcoin and other cryptocurrencies will challenge the dogma of government-backed fiat currencies and, for the first time, billions of people will be able to connect to the global economy.

		 

		•We see both promise and peril in this new future. Authoritarian regimes that suppressed the first era of the Internet have already begun to capture this second-era technology for their own ends, a trend that will no doubt spread to societies that are more democratic in the absence of governance and public vigilance.

		 

		•With stewardship and responsible leadership, blockchain will usher in a new era of financial services that is more open, inclusive, efficient, secure, and free. If we get this right, new economic systems will emerge to generate greater prosperity for the many, rather than more wealth for the few.

		

	
		 

		INTRODUCTION

		

	
		 

		THE BLOCKCHAIN REVOLUTION IN FINANCIAL SERVICES

		 

		A week after I started my career in investment banking, Lehman Brothers went bankrupt, and the global economy went into a tail-spin. At 22 years old, I had stumbled into a trial by fire. When the ashes settled from the financial inferno that ultimately engulfed many of the world’s biggest banks, my firm was still standing, and I was (somehow) still employed. I was one of the lucky ones. For many of my generation, 2008 began a lost decade of structural unemployment, sluggish growth, political instability, and a corrosion of trust and confidence in many of our institutions. The financial crisis exposed the avarice, malfeasance, and plain incompetence that had driven the economy to the brink of collapse and had some asking, “How deep did the rot go?”

		 

		Amid this financial crisis, an anonymous person (or persons) named Satoshi Nakamoto invented the Bitcoin blockchain. Though he claimed at one point, “I’m better with code than words,” Satoshi’s brilliant and lucid white paper, “Bitcoin: A Peer-to-Peer Electronic Cash System,” introduced a radical new concept: cash over the Internet—a way to move and store value without intermediaries like banks and governments.⁷ What was remarkable about Bitcoin is that it worked, and it set off a spark that has caught on like wildfire and captured the imaginations of technologists, entrepreneurs, and business leaders. In January 2009, Satoshi said, “I would be surprised if, 10 years from now, we’re not using electronic currency in some way. … If enough people think the same way, that becomes a self-fulfilling prophecy.”⁸ Today, bitcoin has a value of $200 billion, and the most powerful people in the world—from Donald Trump to Mark Carney (Bank of England), Steven Mnuchin (US Treasury), Jerome Powell (US Federal Reserve), and Christine Lagarde (International Monetary Fund)—are criticizing and praising it in equal measures. Everyone seems to have a view, and these views seem to evolve rapidly.

		 

		Bitcoin also ushered in the Blockchain Revolution, referring to the underlying blockchain that makes fully digital assets like Bitcoin possible. Blockchains are permissionless distributed ledgers of transactions in a peer-to-peer (P2P) network where information (not necessarily financial) is recorded in a timely, secure, and tamper-resistant way. They exist and can be trusted because of mass collaboration, consensus, and code, not traditional intermediaries. They enable programmable scarce digital assets for virtually all forms of value. For the first time in human history, entities need not rely on banks and other third parties to move, store, coordinate, and manage value.

		 

		To be sure, Bitcoin remains the most important blockchain innovation to date, but innovators and entrepreneurs are using blockchain for much more. Blockchain is the first native digital medium for value in the same way that the Internet was the first digital medium for information. As such, we can use it for virtually any kind of asset, and it forces us to rethink the deep structure and workings of many industries, starting with finance.

		

	
		 

		FACEBOOK JOINS THE BLOCKCHAIN REVOLUTION—BUCKLE UP!

		 

		In June 2019, Facebook announced a plan to create money for the world to use. Libra is a bold new cryptocurrency project that could enable Facebook’s 2.7 billion users to send money as easily as sending a message on WhatsApp.⁹ The announcement rattled the doors of many powerful institutions, from banks and big tech to governments and money transfer services around the world.

		 

		Facebook has marketed Libra mainly as a way to bank the unbanked—a noble cause, to be sure. But it will attempt to deploy this coin across its platform, for use in all forms of commerce online and off, positioning Facebook as a powerful new player in the global financial system. It could change how, where, and with whom billions of people spend and save, borrow and loan, and otherwise finance and insure their lives and livelihoods. If Facebook succeeds—and that’s a big if—then this shift will upend financial services, an exhilarating and worrying prospect. This is a watershed moment. Facebook is one of the largest landlords of our digital economy, and its actions are far-reaching.

		 

		First, Facebook is placing itself in the crosshairs of lawmakers and regulators as they wrestle for control over finance, money, and influence among citizen users. In the United States, lawmakers on both sides of the aisle criticized the plan and Congress demanded hearings. A few weeks later, President Trump tweeted, “Facebook Libra’s ‘virtual currency’ will have little standing or dependability.”¹⁰ Jerome Powell, the chair of the Federal Reserve, added in testimony days later, “Libra raises serious concerns regarding privacy, money laundering, consumer protection, financial stability.”¹¹

		 

		Facebook faces the Sisyphean task of rebuilding the trust of users, governments, and other stakeholders. After Libra boss David Marcus testified before Congress, Jerry Brito of Coin Center told The Wall Street Journal, “Libra faces a huge challenge. … It isn’t a crypto issue, it’s a Facebook issue.”¹²

		 

		Second, by wading into the massive, complex world of financial services, Facebook is pitting itself against the big banks. Consider how Facebook, Amazon, Netflix, and Google have upended such industries as advertising, retail, and television. If I were a banker, I’d be quaking in my loafers. Finally, Libra, like Bitcoin, could forever alter the traditional role of fiat money in the global economy. Just as cellular technology allowed billions to leapfrog landlines, Libra’s blockchain-based platform has the potential to obsolesce the Rube Goldbergian financial infrastructure in place today.

		 

		So far, Wall Street has been cautiously receptive. Major financial institutions such as Visa and Mastercard have nonbinding letters of intent to join Facebook in this venture, and they may have short-term opportunities for financial re-intermediation, as billions more begin to transact online. Facebook will need to play nice with banks, at least at first, by giving them a piece of the pie. However, in the long term, every aspect of the financial services industry will be up for grabs. Consider the unbanked: anyone living in Africa or South Asia is far more likely to have a Facebook account than a bank account. Consider the youth as well: tens of millions of young people have not yet opened a bank account and may never bother, but age 25 to 34 is the most common age demographic on Facebook.¹³ Payment services could be just the first of Facebook’s financial offerings.

		 

		Regulators and policymakers have been circumspect, with good reason. Facebook faces many implementation challenges to launching Libra and earning the trust of users and governments. It must make user privacy and security a priority. That said, Facebook has clearly thought about governance. Libra is governed by a not-for-profit Swiss foundation with potentially over 30 members. By putting up this big tent for other companies and organizations to participate in governance, Facebook is limiting its control over this platform. Still, this initial cabal is mostly large corporations driven by profit, not necessarily by bringing the unbanked online or lowering the cost of remittances to poor countries.

		 

		Even if Libra navigates the regulatory maze in the United States and Europe, Facebook faces another battle in the developing world. Libra will probably be a more reliable and useful store of value, medium of exchange, or unit of account than many of the world’s smaller and more marginalized currencies. If a country decides to devalue its currency to make exports more competitive or investment more attractive, individuals will be able to opt out to a “hard dollar” digital alternative. Those living in Venezuela may not fully trust Facebook, but they’ll probably trust it more than the tin-pot dictator devaluing their currency. To a lesser extent, this alternative store of value could pose problems for the world’s wealthy countries as well as for those who value their monetary sovereignty.

		 

		Policymakers in North America and elsewhere should keep an open mind. If they ban Libra, then a Chinese Internet giant like Baidu or Alibaba could launch its own coin, with the backing of the authoritarian regime interested in tracking and profiling users. In the days before Bitcoin, Tencent launched a project called QQ Coin, which users could purchase for one yuan on a nonrefundable basis. QQ Coins soon became commonplace for online payments before the Chinese government cracked down on them.¹⁴ More than 10 years on, we can imagine private sector actors launching something hand in glove with totalitarian governments. That should concern democratic leaders and cause legislators to regulate rather than prohibit. We will explore this issue and other far-reaching implications in this research.

		 

		What does Libra mean for bitcoin and other cryptocurrencies? Because it will be a stablecoin—meaning that its value will be pegged to a basket of traditional currencies—its price will not be as volatile as bitcoin. Libra could be a more effective medium of exchange for payments where counterparties expect some predictability. But, it is not a threat to bitcoin itself. The Bitcoin blockchain remains the most consequential computer science invention in a generation. It laid the rails for a new Internet of value that could do for assets what the Internet did for information industries like the news media. The unstoppable force of blockchain is on a collision course with the heretofore immovable object of global finance. Buckle up.

		 

		Bitcoin is “digital gold,” a phrase popularized by New York Times writer Nathaniel Popper.¹⁵ It is a decentralized currency not controlled by governments or corporations, with a fixed supply curve, and with very strong security—all qualities that, by design, Libra never will have. If anything, Libra could prove to be the widest and fastest avenue, or on-ramp, to bring billions into a digital financial industry.

		 

		Finally, Facebook will face competition from its biggest rivals. In the coming months and years, many big technology companies will likely launch their own cryptocurrencies. In an interview, Cameron and Tyler Winklevoss, co-founders of Gemini, said, “We expect within 24 months that all the FAANGs will have their own cryptocurrency.”¹⁶ They added that other companies, like Starbucks, with their own digital rewards program would be obvious candidates to follow suit. The banks, ever more conservative, will follow suit.

		 

		Amazon is the juggernaut in e-commerce in North America and elsewhere. Does anyone expect Jeff Bezos to allow Libra on Amazon, without launching an alternative? Unless you want the payment rail for your business running on some other company’s infrastructure, with that company capturing most of the upside, then you’d better get your act together and design a coin.

		

	
		 

		LIBRA: THE LATEST INNOVATION

		 

		Facebook’s foray into cryptocurrencies should surprise no student of technology. After all, the digital revolution has transformed nearly every aspect of our lives, except banking. Financial intermediaries depend more or less on pre-Internet technologies. Libra is simply the latest innovation to punch holes in the old model, establishing the battle lines for the future of our digital economy.

		 

		The stakes are high: the next era of commerce, economic activity, and money is uncertain. Computer scientists are rewiring the economic power grid, and software engineers are recoding the order of human affairs, exposing our lack of understanding of fundamental concepts like privacy, free speech, and the role of large corporations in our lives. As the digital landlords of this new economy—Facebook, Google, and others—challenge the supremacy of big banks, decentralized cryptocurrencies like bitcoin force us to confront our understanding of money, value, and the fortress of regulations erected around these concepts, originally to protect those who used the system, and now to preserve the status quo. This is ultimately a struggle for control, as many parties—totalitarian governments in China and elsewhere, legacy financial institutions, big social media companies and other digital conglomerates, technology upstarts, and other stakeholders—vie for even greater influence.

		 

		Human beings have become increasingly comfortable with software and technology replacing human actors in many industries and many facets of daily life. Finance is the largest, most consequential, and thus far most immovable industry of them all. The legacy banking system, digital conglomerates like Facebook, free and open cryptocurrency platforms such as Bitcoin, and, of course, governments are heading inexorably for a collision of historic proportions. The crash will be cataclysmic. Prepare for impact.

		

	
		 

		BLOCKCHAIN TRANSFORMATION FOR FINANCIAL SERVICES

		

	
		 

		CRYPTOASSETS AND OPEN FINANCE

		 

		“They say that software is eating the world. Soon, tokens will be eating the world,” said Tyler Winklevoss. He’s right. Blockchain is the first native digital for value: we can use it to program virtually every asset under the sun. In the latest edition of Blockchain Revolution, we provided a taxonomy of these assets to help the reader understand their many differences. They were cryptocurrencies (bitcoin, Zcash, litecoin), platform tokens (ether, ATOMs, EOS), utility tokens (Augur’s REP), securities tokens (theDAO, Munchee’s MUN, Vocean’s crypto bond), natural asset tokens (carbon, water, air), crypto collectibles, stablecoins, and crypto fiat currencies (Venezuela’s petro, China’s forthcoming crypto yuan).¹⁷

		 

		In this section, we are going to focus on digitation of existing financial assets in the form of securities tokens and fiat-backed stablecoins. This is the world of open finance, which differs from decentralized finance, which we discuss later. Open finance refers to the opening up of traditionally closed, analog, and proprietary systems to blockchain and digital assets. Open finance will prove to be an opportunity and challenge for incumbents, regulators, and market actors everywhere.

		 

		Consider equities. The global “stock market” is really a loosely knitted patchwork of local and regional exchanges, banks, broker dealers, custodians, clearinghouses, regulators, asset managers, fund administrators and other market participants and intermediaries. Though order books and market making are largely digitized, the underlying function of how these different parties actually clear, settle, custody, and register ownership of assets is antiquated.

		 

		Blythe Masters, former managing director of investment bank J.P.Morgan and former CEO of Digital Asset Holdings, told us,

		 

		 

		Bear in mind that financial infrastructures have not evolved in decades. The front end has evolved but not the back end. It’s been an arms race in technology investment oriented toward speeding up transaction execution so that, nowadays, competitive advantages are measured in nanoseconds.¹⁸

		 

		 

		She was referring to high frequency trading: “The irony is that post-trade infrastructure hasn’t really evolved at all.” Blockchain holds the potential to reduce radically the cost, complexity, and friction in markets by allowing market participants to connect, clear, and settle peer to peer instantaneously.

		 

		0x, an open protocol that enables P2P exchange of assets on the Ethereum blockchain, is a pioneer in this regard. Though not all the assets traded on this exchange are financial, some are. So far, 0x has conducted over 713,000 transactions worth $750 million.¹⁹ As underlying platforms like Ethereum, Cosmos, Polkadot, EOS, and others scale, so too will the capacity of the applications and financial business use cases that employ them. tZERO, a subsidiary of publicly traded Overstock, has made great strides in this area as well. In the summer of 2019, Overstock announced that shareholders of the publicly traded company would receive dividends as a digital token listed on tZERO. Patrick Byrne, former CEO of Overstock, said of the move, “Five years ago, we set out to create a parallel universe: a legal, block-chain-based capital market. We’ve succeeded.”²⁰ Byrne has reasons to be optimistic that this parallel universe of digital assets will create challenges and opportunities for new entrants and incumbents alike.

		 

		Securities tokens not only reduce friction, cost, and complexity. They also enable broader participation in capital markets because they lower barriers and allow us to imagine building liquid marketplaces for a wide variety of assets, from real estate to private equity and venture capital (VC). Greater transparency, market depth, and liquidity should improve price, access, and the overall healthy functioning of markets.

		 

		Not all assets will work as tokens. But we see tokenization working when several conditions are satisfied:

		 

		1.Is there an established or untapped demand for an asset?

		 

		2.Do people or institutions want to buy the asset but can’t currently?

		 

		3.Are there high barriers to transferability or liquidity in an asset?

		 

		4.Are transaction costs high, spread too wide, or are other barriers so prohibitive that market participants choose to avoid the asset class altogether?

		 

		5.Is blockchain required to digitize the asset—that is, the asset simply isn’t workable in a traditional system?

		 

		6.Is the industry highly consolidated or highly fragmented?

		 

		If the answer is yes to a majority of these questions, then the asset is a likely candidate for securities tokens, and a highly fragmented market should make experimentation or innovation easier. Tokenized equity, debt, and real estate already exist. We may eventually see tokenized sports teams, music catalogs, wine portfolios, fine art, and event tickets, to name a few. Securities tokens may help improve access to wealth creation for average people by lowering barriers to entry and expanding investment options.

		 

		This opportunity is not without challenges: it lacks technology, business, market, and regulatory infrastructure. Anthony Pompliano, co-founder and partner at Morgan Creek Digital, believes that securities regulators “took the idea of the rich get richer and … wrote it into law. They took the best performing assets with the best returns and put them behind a firewall.”²¹ He was referring to the Securities and Exchange Act of 1933, which limited many investment opportunities to high-net-worth individuals. He called it a “violation of the American dream.”²² If these kinds of investment opportunities remain limited to the richest of the rich, then we haven’t really democratized the benefits of blockchain-based financial innovation.

		 

		Consider Props. Props is a native digital token created by the popular video application YouNow, though it can work inside any application. YouNow was granted special authorization by the SEC to do a Regulation A offering of its token, approved in July 2019, and already launched. Think of Props as stock options for the gig economy, for people like Uber drivers, homeowners who let their houses on Airbnb, or content creators. On YouNow, these people can earn money by sharing something on the platform. Otherwise, they can’t participate directly in the value creation from the growth of currently popular platforms such as Uber or Airbnb. Similarly, Uber drivers may get paid for completing a ride, but they don’t get a piece of the $75 billion that Uber is worth. The so-called “sharing economy” is really an “aggregation economy,” where powerful platforms capture most of the value, and contributors get the crumbs.

		 

		With Props, contributors to platforms like YouNow, and soon perhaps Uber, Airbnb, and others, can get paid for their contributions and earn Props tokens. The supply of Props is finite and grows at a predictable rate, and so the more apps using the native token, and the more people earning and holding them, the higher the value of Props. Any application can plug into the Props application programming interface (API) and allow contributors to start earning real value in Props. Founders and investors will no longer be the sole beneficiaries of platform growth. In the context of financial services, we can view Props both as a new payment rail for organizing contributors in a network and as an incentive mechanism, like equity, for staying on the platform and adding value to it. Already, 200,000 people are using Props on YouNow with 100,000 Props transactions per day. The plan is to add more apps as time goes on. As Props becomes ubiquitous, other applications may be compelled to offer it to contributors—and, voilà, a new digital economy is born.

		 

		This new cornucopia of digital tokens will need common standards, with groups like the Enterprise Ethereum Alliance (EEA) helping to lead the charge. Marley Gray of Microsoft, who is a key contributor to the EEA’s Token Alliance, told us that common standards “remove the obstacles for defining assets. Blockchain should be just like using the payments network today. People should just use it.”²³ He added, “You don’t need to understand the blockchain to use tokens. Let’s get to the point where we are actually driving business value. Let’s abstract this, make it common. Commoditizing tokens so any industry or company can create them.”²⁴

		 

		If different assets exist inside of silos that don’t speak to one another, then tokenization will have limited impact. Only through common standards and interoperability can tokenization reach its full potential. Fiat-backed stablecoins, such as Tether, USD Coin, and Libra are other examples of open finance. Not all stablecoins are backed dollar for dollar by reserves; and some, such as DAI created by MakerDAO, exist entirely in the cryptoasset world.

		 

		Already, stablecoins have exploded in value, and for good reason. They offer an easy way to move value peer to peer instantaneously at a fraction of the cost of traditional payment systems like Venmo. “[T]he aggregate total on-chain transfer volume across the largest stablecoins has now surpassed Venmo’s total payment volume,” according to TradeBlock, a provider of digital currency trading tools for institutional investors. TradeBlock found that fees—those of merchants and related Venmo services—dwarfed the fees involved in transmitting stablecoins over the Ethereum blockchain: “Across the five largest ERC-20 tokens, customers spent just $827,000 in Ethereum network fees to transfer more than $37 billion. Over this same period, fees and fees on associated services paid to Venmo are expected to reach $150 million.”²⁵

		 

		Given this explosive growth, Facebook, Walmart, and J.P.Morgan—and perhaps Google and Amazon—are including stablecoins in their growth plans.²⁶

		 

		Cameron Winklevoss said, “We are going to see many companies issuing coins,” adding that, “a company like Facebook with its size and stature is very encouraging in validating the general idea of better and new payment rails powered by crypto. Whether it’s Libra or not [that succeeds], time will tell.” Consider Amazon: “You can pretty much get a package anywhere in the world. What you can’t do is get paid for that product. Amazon Coin could create the ability to extend the payment system to the edges of the earth.”²⁷ No doubt, Libra is but the opening volley in this new competition among the world’s tech behemoths.

		 

		Pompliano believes Libra is a positive development but that it is also good for bitcoin and other cryptocurrencies. He said, “It’s the token density theory—if you set up a restaurant across the street from another restaurant, traffic at both restaurants typically goes up. Everyone’s foot traffic increases as you add density. So with each legitimate crypto that gets created and gets added it increases the overall value proposition of Bitcoin.”²⁸ Ryan Selkis, founder of Messari, summed it up simply by saying Libra will act as a “lead blocker” for other cryptoassets.²⁹

		 

		Not everyone is so optimistic about corporate coins. “I’m not afraid of nuclear meltdowns or terrorist attacks. The only thing I’m afraid of is Facebook’s cryptocurrency,” said Ethan Buchman, co-creator of Cosmos. “Facebook perfected digital colonialism. While the early colonialist companies enslaved bodies, Facebook enslaves minds. This will be [its] historical legacy.”³⁰ With Facebook settling with the US Federal Trade Commission for $5 billion and with the SEC for $100 million, while getting grilled by lawmakers, its road to launch Libra will be a hard one, and Facebook’s leaders will need to earn back the trust of those they let down. That’s a daunting challenge.

		 

		Still, the technology has its own momentum, which makes it unlikely at this point to be derailed. Financial markets—from stocks to bonds and everything in between—will be unrecognizable. Incumbents that bet big on blockchain will survive this coming revolution.

		

	
		 

		FINANCIALIZATION AND DIGITIZATION OF EVERYTHING

		 

		If land was the most important asset of the agrarian age, and oil was the most important asset of the industrial age, then data is the most important asset of the digital age. Information is the foundation of our digital economy and the lifeblood of some of the world’s largest and most profitable companies, such as Facebook and Google. Consider the reordering of the world’s most valuable companies over the last 20 years (Table 1-1).³¹ In this period, data has replaced oil as the main driver of business value in the world, and information behemoths have displaced the industrial giants.

		 

		TABLE 1-1

		THE WORLD’S MOST VALUABLE COMPANIES OVER TIME

		 

		
			
				
				
			
			
					LARGEST BY MARKET CAP, OCTOBER 1997
					LARGEST BY MARKET CAP, APRIL 2019
			

			
					General Electric (USA)
					Microsoft (USA)
			

			
					Roya Dutch Shell (Netherlands)
					Apple (USA)
			

			
					Microsoft (USA)
					Amazon (USA)
			

			
					ExxonMobil (USA)
					Alphabet (USA)
			

			
					Coca-Cola (USA)
					Berkshire Hathaway (USA)
			

			
					Intel (USA)
					Facebook (USA)
			

			
					NTT (Japan)
					Alibaba (China)
			

			
					Merck (USA)
					Tencent (China)
			

			
					Toyota (Japan)
					Johnson & Johnson (USA)
			

			
					Novartis (Switzerland)
					ExxonMobil (USA)
			

		

		


		 

		Source of data: RankingTheWorld, “Top 10 Most Valuable Companies in the World (1997–2019),” Video, YouTube.com, YouTube LLC, 28 April 2019.

		 

		We create all these data, yet we don’t own them—the digital landlords do. This is problematic because it means we can’t use that data to better organize our lives, we can’t monetize it, and it can fall into the wrong hands.

		 

		Information is one example of an asset that has had no open, transparent marketplace where stakeholders can discover price or exchange its value. This is part of a much broader problem that the digital age has exacerbated. Many assets have been outside market forces and susceptible to overuse or capture by large intermediaries. Like water, air, or the oceans, powerful companies exploit the data and, in turn, the people who created it.

		 

		In a major research report for the Blockchain Research Institute, technology theorist Michael Casey suggested that tokenization and digital scarcity brought about by cryptoassets represents a solution:

		 

		 

		Blockchain technology, and the cryptocurrencies, tokens, and other digital assets that it has engendered, may be moving us toward a model of programmable money that incorporates an automated internal governance of common resources and encourages collaboration among communities. Digital scarcity, when applied to these tokens treats our increasingly digitized world differently from the pre-digital one. It raises the possibility that our money may itself become the tool for achieving common outcomes.

		 

		Developers of new decentralized applications are tokenizing all manner of resources—electricity and bandwidth, for example, but also human qualities such as audience attention for online content or fact checkers’ honesty. … Once a community associates scarce tokens with rights to these resources, it can develop controls over token usage that help manage public goods. It’s dynamic money whose role extends beyond that of a unit of exchange, money that’s a direct tool for achieving community objectives.³²

		 

		 

		In his report, Casey lays out a new taxonomy for these tokens and suggests at least five different types: media, identity, honesty, decentralized computing, and the environment.

		 

		The potential is very significant for these tokens to enable new economies around assets that were either previously in the commons (such as the environment) or captured asymmetrically (such as our identities) by a few large technology intermediaries. Moreover, we can tokenize everything of value to ensure creators receive fair compensation. Now, individuals can capture the value from the data they produce in their online selves, choosing to keep it private or provide informed consent for its use, making money in the process. Individual artists can receive fair payment for the music they create as their songs roam the Internet collecting royalties. People can enter agreements enforced by smart contracts and verified by oracles in prediction markets. These capabilities will no doubt spread from the trivial (sports betting) to more meaningful markets like derivatives markets.

		 

		The lines defining “financial services” will begin to blur as everything becomes an asset and everyone becomes a market participant.

		
		 

		BLOCKCHAINS AS STATE MACHINES

		 

		Blockchains are timely, accurate, shared trusted snapshots of the state of affairs of a network or other entity, from corporate accounts to a global supply chain or voting registry. They are a new form of record keeping. Let’s call it triple-entry accounting. Double-entry bookkeeping is often credited as being foundational to capitalism and our modern way of life, allowing vast amounts of financial information to be organized and understood. Blockchains will do likewise.

		 

		Blockchain Research Institute author Anthony Williams wrote, “As transactions recorded onto the ledger would be instantly searchable and publishable, the blockchain-based ledger could also boost … transparency, fulfill and expedite … auditing requirements, and improve the integrity of accounts.”³³ In other words, it would be a shared version of the truth.

		 

		In finance, this shared ledger would enable market participants to see more clearly what Ethan Buchman called “the plaintext corporation—a representation of a corporate state that is easily human and machine readable.”³⁴ Having reliable and timely insights into the state of these networks helps to detect concentrations of risk or funding shortfalls. Williams outlines four advantages to this capability in his report, “Consolidating Multiple Ledgers with Blockchain”:

		 

		1.Automation of reconciliation and reporting: instantly verifiable transactions would eliminate the need for time-intensive off-line or batch reconciliation processes between different systems.

		 

		2.Transparency and granularity: stakeholders gain near realtime visibility into individual transactions conducted across a network or entity like a corporation.

		 

		3.Reduced fraud: a blockchain solution would ensure that financial records are tamper-proof and would reduce the scope for entering fraudulent transactions or falsifying information. The use of cryptographically linked blocks would ensure that no one could alter or delete records without detection.

		 

		4.Value-added auditing: a blockchain ledger would allow auditors (and other stakeholders) to verify a large portion of the most important data behind the financial accounts of companies, governments, and other parties.³⁵

		 

		Consider the myriad ways a blockchain-based ledger could radically simplify the inner workings of the financial services industry:

		 

		 

		The distributed ledger cannot be edited, even by an individual who holds all of the access keys. The stockholder record can be appended, but retroactive adjustments to the record cannot be made. This process generates a highly dependable audit trail that clearly—and indisputably—indicates how each stockholder acquired stock and from whom. That trail would be essential in a court of law, should a plaintiff dispute who the stockholders were at a given moment.

		 

		 

		 

		Eliminating paper records is a significant win, but there are potentially even greater efficiencies to be gained by speeding up incorporations, mergers, acquisitions, IPOs, and other sophisticated commercial transactions. Blockchain-based smart contracts, for example, will make it possible to update, delete, and act automatically upon records when specific conditions are met, like option expirations. Other possibilities include automatic updates to reflect name and address changes and amendments to collateral descriptions and secured parties.³⁶

		 

		 

		The upside to this is that the cost and time necessary to conduct a financial audit would decline considerably. Auditors could deploy more automation, analytics, and machine-learning capabilities such as automatically alerting relevant parties about unusual transactions on a near real-time basis. Supporting documentation—contracts, purchase orders, and invoices—could be encrypted and securely stored or linked to a blockchain. These improvements would free auditors to spend time where they could add more value, such as analyzing complex dealings, recommending improvements in public spending process, and ensuring adequate internal controls and processes to measure and report on their performance.

		

	
		 

		A NEW MODEL FOR IDENTITY

		 

		We might think of the Internet economy as “digital feudalism,” in which digital elite own vast amounts of the virtual landscape. We serfs work this land, searching, learning, publishing, collaborating, and conducting business. But the digital landlords are capturing the real value—the data we throw off as we go about our lives—and monetizing it themselves. “Imagine if General Motors did not pay for its steel, rubber, or glass—its inputs,” said Robert J. Shapiro, an economist. “That’s what it’s like for the big Internet companies. It’s a sweet deal.”³⁷

		 

		Privacy is the foundation of freedom, yet these digital landlords are irrevocably violating our privacy and other human rights. Look at China’s blockchain-based social credit scoring system for evidence of that. Blockchain and cryptocurrencies could have either a positive or a negative effect. Blockchain could enable greater privacy and autonomy over our personal information or could exacerbate an already bad situation. To wit, Libra and similar initiatives by big banks and other incumbents might consolidate even more valuable data—about people’s economic lives—into the hands of a few all-powerful intermediaries and use blockchain-based platforms as tools for greater surveillance. China for one sees value in the trackability of cryptocurrencies over paper yuan.³⁸

		 

		When considering privacy and identity in the context of Facebook’s ambitious new Libra project, Meltem Demirors, chief strategy officer of CoinShares, said:

		 

		 

		The question is not about whether Facebook has the right to do it [launch Libra]. There [must] be two things: consent—consent to the rules of the system. You need choice to exit a system with all of your data intact. These are complex problems. One of the issues with the blockchain industry is [that] we are trying to create simple solutions to complex problems.³⁹

		 

		 

		This speaks to a much broader issue identified in a Blockchain Research Report by Greg McMullen, Primavera De Filippi, and Constance Choi of COALA. In their report, “Blockchain Identity Services,” the authors argued that we increasingly rely on “governments or corporations, which manage unique identifiers and centralized private data repositories relating to specific certificates or attributes. These centralized authorities, often representing single points of failure, are often associated with problems of data privacy violations, data abuse, and leaks.”⁴⁰ This is problematic for a number of reasons:

		 

		 

		The blurring of boundaries between private data markets and markets for identity management services has intensified the situation. On one hand, services marketed as identity management by providers such as Facebook or LinkedIn are collecting enormous troves of personal information and developing highly profitable business models of private data brokerage. On the other hand, data brokers such as Experian, which have built lucrative and opaque business models on the nonconsensual profiling of individuals, are now marketing their services to the very individuals being profiled.

		 

		These systems operate with little to no transparency about the kind of information collected, how it is used, and who it is shared with or sold to. Data subjects have no visibility into the security, accuracy, or usage of the information held by these platforms. The original gatekeeping function of identity verification has evolved into a complex and opaque process of data collecting, profiling, and selling for purposes well beyond identification. As these platforms became essential parts of our daily lives, they gained the power to dictate the terms of data collection and use, often to the detriment of us as subjects. The development of national identity management systems such as Aadhaar in India and the social citizen score in China leads to identification creep and the surveillance state.⁴¹

		 

		 

		The COALA team argued, “With blockchain technology, individuals have the potential to reclaim sovereignty over their identities and personal data from centralized entities, such as corporations and digital platforms, and to benefit from the value of their own data.”⁴² In other words, individuals can have self-sovereign identities that they own and control themselves.

		 

		So, the solution is not to ask governments to protect privacy through laws like the EU General Data Protection Regulation. New approaches to privacy and ID management give citizens ownership of their identities, the facts of their existence, and the data they create as they live their lives. Through self-sovereign identity technologies, we could record and store immutable facts and other personal data in a virtual black box and manage access to these data through smart contracts. The self-sovereign identity is one the pillars of the Blockchain Research Institute’s “Declaration of Interdependence: Toward a New Social Contract for the Digital Economy” and will be critical to the transformation to a more open, inclusive, and private financial system.⁴³

		

	
		 

		DECENTRALIZED FINANCE: THE GOLDEN NINE

		 

		“Decentralization of finance is really the democratization of finance. It’s about eradicating barriers,” said Ethan Buchman, co-founder of the Cosmos Network.⁴⁴ In Blockchain Revolution, we broke down the financial industry into seven components: moving value, storing value, lending value, exchanging value, funding and investing, accounting, and risk management and insurance. We’re adding this ninth category, “analyzing value,” to reflect the growing importance of data and information in the global economy and the proliferation of ventures offering services in this area. Today there are literally dozens of projects and companies launched or launching to disrupt these pillars of our financial reality (Table 1-2).

		 

		Ethereum has emerged as the leading platform by far for decentralized finance applications, with many projects coming from ConsenSys. The breadth of projects is impressive. James Beck of ConsenSys said, “From stablecoins, decentralized exchanges and wallets to payments networks, lending and insurance platforms, key infrastructural development, marketplaces, and investment engines—the decentralized finance ecosystem is flourishing.”⁴⁵ Joseph Lubin, co-founder of Ethereum and CEO of ConsenSys, added,

		 

		 

		What’s now emerging is a vast spectrum of decentralized finance: On one hand, open finance platforms that empower individuals around the world to engage with new and remodeled financial systems. On the other hand, decentralized finance solutions are changing the approach of established institutions by bringing decentralized solutions into play.⁴⁶

		 

		 

		TABLE 1-2

		THE GOLDEN NINE
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		Replacing old infrastructure with the new is daunting and raises many questions: What problems are we trying to solve? Are we subbing out big companies for small unproven ventures? Will these ventures help with inclusion? Will the transformation truly democratize finance or simply consolidate wealth in the hands of a new set of large stakeholders in powerful blockchain networks like Ethereum and Bitcoin?

		 

		How does decentralized finance differ from open finance? Collin Myers of ConsenSys put it on a scale of 0 to 10, where 0 is creative destruction and 10 is incremental change: “Open finance is a 9 to 10 innovation—an improvement on what we have today. Decentralized finance is a 0 to 1 innovation—creating a parallel financial system that will allow humans to send value and organize in ways we have never experienced before.”⁴⁷ To Myers, Libra is not an example of decentralized finance, but it could help pave the way: “Libra is a Trojan horse to get people comfortable with transacting and utilizing digital currencies. Ten years from now, we will look back on Libra as an intermediary step enabling the core blockchain community to get where we want to be, which is a truly permissionless and open source financial system.”⁴⁸

		 

		In the meantime, why is everyone so excited about decentralized finance? Rune Christensen, founder of MakerDAO, said, “The main advantage and characteristic of DeFi is very similar to open source software in that it’s really about unlocking network effects and the value of people being able to work together seamlessly and in a permissionless manner without intermediaries.” According to Christensen, for something to be considered a DeFi decentralized application (Dapp), it must satisfy the following three requirements: it is difficult to shut down, it runs on a blockchain, and it is trustless.⁴⁹ From Christensen’s perspective, the benefits are fivefold: lower costs, efficient accounting, total transparency, low switching costs, and broader access.

		 

		Decentralized finance has replaced ICOs as the dominant use case for the Ethereum network. A nascent marketplace of dozens of Dapps running on Ethereum represent, in aggregate, a very meaningful chunk of Ethereum’s native token, ether. According to the website defipulse.com, around $400 to $700 million of ether is locked in these DeFi applications at any given time (Table 1-3).⁵⁰

		 

		TABLE 1-3

		VALUE LOCKED IN THE TOP 10 DECENTRALIZED FINANCE APPLICATIONS

		 

		
			
				
				
				
				
			
			
					NAME
					BLOCKCHAIN
					CATEGORY
					LOCKED (IN $ MILLIONS)
			

			
					Maker
					Ethereum
					Lending
					$255.7
			

			
					Compound
					Ethereum
					Lending
					$93.0
			

			
					InstaDApp
					Ethereum
					Lending
					$23.8
			

			
					Synthetix
					Ethereum
					Derivatives
					$20.4
			

			
					Uniswap
					Ethereum
					DEXes
					$15.9
			

			
					Nuo Network
					Ethereum
					Lending
					$14.1
			

			
					dYdX
					Ethereum
					Lending
					$10.3
			

			
					Dharma
					Ethereum
					Lending
					$10.1
			

			
					Lightning Network
					Bitcoin
					Payments
					$8.5
			

			
					WBTC
					Ethereum
					Assets
					$5.8
			

		

		


		 

		Source of data: defipulse.com, as of 14 Aug. 2019.

		 

		Part of the benefit of DeFi applications is anonymity or pseudoanonymity. Traditional financial intermediaries require you to provide proof of who you are (authenticating value), but many people don’t have an identity to provide or are unwilling to reveal it. Demirors sees this as a key attribute of DeFi:

		 

		 

		If you abstract out the need for an identity and centralized intermediary, we suddenly create an open world marketplace that is defined by a completely new set of criteria, where everything that is programmable and tradable can be traded 24/7. The realm of possibilities of what you can now do—markets, assets, structure—start to change.⁵¹

		 

		 

		Consider MakerDAO, the largest and most successful DeFi Dapp. The associated stablecoin DAI: MakerDAO is “digital financial infrastructure that aims to create unbiased currency and unbiased access to credit for everyone,” according to its founder Rune Christensen. More simply, MakerDAO views its mission as a logical step from Bitcoin. “Bitcoin was supposed to be better peer-to-peer-cash. Bitcoin doesn’t make good cash. It’s an excellent store of value and a check on central banks but it is not good cash,” said Greg Di Prisco of MakerDAO. How does Maker solve these perceived shortcomings? “Maker is a decentralized central bank. Everyone has the ability to generate money against their own assets. Traditionally, you need a commercial bank to act as intermediary,” but now anyone who owns ether can do so instead.⁵²

		 

		Individuals can create the stablecoin DAI by collateralizing it with ether. Crucially, the smart contract is set up so that each DAI must be over-collateralized. So, for example, if you pledged $150 equivalent of ether to the MakerDAO smart contract you could conceivably create $100 of DAI, but no more. The goal is to ensure that DAI doesn’t “break the buck,” that is, maintain its peg to the USD. The decision to choose the USD was more practical than philosophical. Right now the USD is the global reserve currency and the most widely recognized medium of exchange so it was logical to start with that reference point.

		 

		Considering how volatile ether is—in the past three years, it has skyrocketed from $20 to over $1,400 before crashing below $100 and now sits at $200—we might wonder how something collateralized in such a volatile asset could possibly maintain its peg to a comparatively steady one. With DAI, if the value of ether drops below a preset threshold, the smart contract will liquidate the ether locked within it to ensure that the contract is always properly collateralized and the price maintained. An added buffer is a stability fee individuals pay into the system when they create a DAI.

		 

		If this all sounds a bit far-fetched, consider that DAI has gone through a trial by fire. Launched in 2018, it has withstood the collapse in the price of ether while maintaining its peg. The smart contract manages all of the mechanics of this process autonomously. Right now, the value of DAI sits at around $90 million (and the total value locked in Maker is $300 million) but MakerDAO plans to grow aggressively by opening up collateral to any kind of asset, most likely in 2019.

		 

		The upside is that anybody can generate new money without an intermediary. You become your own bank. Today DAI is used by a small but growing group of technologists and hobbyists but Rune Christensen has bigger goals: “The way DAI scales in the long run is not so much about the existing crypto world. It’s about tokenizing other assets—[that is,] claims on property, stocks, or bonds.”⁵³

		 

		Core to DAI’s road map is understanding that, while DAI is built on Ethereum, there will not be one blockchain to rule them all. There will be different trade-offs for different kinds of use cases and the industry will need to build bridges. Christensen wants MakerDAO to be a “blockchain transcendent distributed application.”

		 

		As he put it: “By creating beachheads where you get some level adoption you open up the industry to a world of possibilities.”⁵⁴ Today, bankers might be understandably relaxed about the potential threat of these nascent and small-scale projects. DAI is a rounding error in the grand scheme of things. But big things start small: once innovations have been proven to work, it’s hard to go back. As Demirors said about DeFi, “It’s early stage, but these are important experiments to prove out a set of ideas. Now that the world has been exposed to these ideas, they can’t be put in the box.”⁵⁵

		 

		Still, DeFi is not a stand-alone category within financial services. Bill Barhydt, CEO of Abra, said that decentralized finance is a spectrum:

		 

		 

		If you’re operating purely within the Bitcoin realm and you’re not touching the banking system, and individuals are holding their own keys, it is a purely decentralized application. You are interoperating with all the Bitcoin nodes out there. But, if you’re using Abra to buy synthetic hybrid Apple shares, Abra is your counterparty, so it is quasi-decentralized. … Anything that integrates into the physical world introduces trust.⁵⁶

		 

		 

		With that integration, it creates opportunities and challenges for the world’s leading financial incumbents, which we discuss next.

		
		 

		CHALLENGES AND IMPLICATIONS

		 

		How many incumbents realize that their money-making platforms are burning, their tools for managing the economy are weakening, their approaches to tracking criminals are grossly infringing upon the privacy rights of law-abiding citizens, and their efforts at economic development and financial inclusion depend too much on redistributing wealth—and that the risk of doing nothing is greater than the risk of taking a leap into the great unknown? As Eric Shinseki, retired US Army general, said, “If you dislike change, you’re going to dislike irrelevance even more.”⁵⁷

		

	
		 

		THREAT AND OPPORTUNITY FOR INCUMBENTS

		 

		With paradigm shifts, leaders of the old are often last to embrace the new, if they survive to embrace it at all. So why did Blockbuster not create Netflix, and why did Sears not create Amazon? One reason is the innovator’s dilemma, where disruptors of old paradigms have trouble disrupting themselves, largely because of good management. Harvard Business School professor Clay Christensen explained:

		 

		 

		The very decision-making and resource allocation processes that are key to the success of established companies are the very processes that reject disruptive technologies: listening to customers; tracking competitors’ actions carefully; and investing resources to design and build higher-performance, higher-quality products that will yield greater profit.⁵⁸

		 

		 

		That’s not to say that incumbents sit idly while start-ups sprout up around them. Quite the opposite. Don Sull, former professor of strategy and entrepreneurship at both Harvard and London business schools, found that leaders of successful companies double down on what made them successful, investing more in outdated technology, rather than directing funds to innovation. Sull called this phenomenon active inertia: “When the world changes, organizations trapped in active inertia do more of the same.”⁵⁹ “Organizations trapped in active inertia resemble a car with its back wheels stuck in a rut,” Sull wrote. “Managers step on the gas. Rather than escape the rut, they only dig themselves in deeper.”⁶⁰

		 

		Many so-called digital transformation projects often fall into the camp of doing more of the same but with a digital gloss. Often, those initiatives are unsuccessful and wasteful. To wit, according to Steve Zobell of Forbes, 70 percent of all digital transformation initiatives do not reach their goals.⁶¹ Despite spending $1.3 trillion on digital transformations, approximately $900 billion went to waste.⁶²

		 

		However, sometimes leaders of old do embrace the new. IBM has so far navigated multiple shifts—from punch cards to mainframes, PCs, and the Internet. FedEx has been an innovator in supply chains and shipping for 40 years; it now has a big vision for how FedEx will become a financial services company with open standards built on blockchain.⁶³ Facebook perhaps sees itself doing the same with the launch of Libra. What each of these examples has in common is a focus on the problems that customers are trying to solve.

		 

		In financial services, blockchain is often touted as a magic cost-saving elixir, poised to cut fat, waste, and complexity from existing markets. This may very well be true, but it is far from the whole picture. Stating blockchain can cut X cost from a market segment assumes that the market segment itself will continue to exist. History tells us that technology not only disrupts industries but also can eliminate them altogether.

		 

		Incumbents are not sitting on the sidelines. The strategies of J.P.Morgan and Fidelity reflect the differing approaches that incumbents are taking. J.P.Morgan is representative of what some of the leading financial institutions are doing in this space. The bank launched Quorum, a permissioned implementation of the Ethereum network. The bank touted Quorum as a variant of public block-chain technology with strong permissions and privacy. This focus on privacy is understandable, since many financial transactions are sensitive and require anonymity. To wit, J.P.Morgan integrated Zcash’s zero-knowledge proofs into Quorum as early as 2017. Also in 2017, the bank launched its own Interbank Information Network, which the bank touted as the industry’s first scalable, P2P network powered by blockchain.⁶⁴

		 

		The bank remains active in the space. In 2018, it showcased Dromaius, a prototype for blockchain transactions. At the time, Christine Moy, head of J.P.Morgan’s Blockchain Center of Excellence, said the project could “streamline operations, help with cost savings, and overall make the experience of transacting or issuing a financial instrument like this more seamless and simplified.”⁶⁵ In February 2019, the bank announced that it was the first major US bank to “successfully test a digital coin representing a fiat currency.” In a press release, it said, “The JPM Coin is based on blockchain-based technology enabling the instantaneous transfer of payments between institutional clients.”⁶⁶

		 

		While J.P.Morgan’s efforts in this space are laudable, they are still largely focused on reducing cost, complexity, and friction within existing financial markets. They have not embraced cryptoassets and the senior leadership remains skeptical of bitcoin and others.⁶⁷

		 

		Compare J.P.Morgan’s approach to Fidelity’s. One of the most storied financial institutions in the United States, Fidelity has long advocated the benefits of cryptocurrencies and the underlying block-chain technology. As early as 2014, CEO Abigail Johnson was touting the benefits of bitcoin, and Fidelity has mined bitcoin for some years. Perhaps because Fidelity is a privately held company, it can focus on long-term disruption over short-term profits.

		 

		We weren’t surprised when, in 2018, the asset management giant launched Fidelity Digital Assets, a separately managed subsidiary. Helmed by Wall Street veteran Tom Jessop, Fidelity Digital Asset is creating a suite of products and services to make it easier to buy, sell, and store digital assets. Initially, it is focusing on bitcoin and other well-established cryptocurrencies. Fidelity, however, also either manages or administers nearly $ 6 trillion of customer assets, and we can reasonably speculate that Fidelity Digital Asset’s initial foray into cryptoassets is cultivating the knowledge and talent needed to migrate existing securities and financial products onto the blockchain. Either way, by embracing the native cryptoasset industry, Fidelity is positioning itself to build new businesses, which will likely attract many new and younger customers.

		 

		Increasingly, financial firms fall into one of these two categories: focusing on costs or focusing on revenues. We believe that, by focusing on the latter, financial incumbents will not only survive but also thrive in this new era of digital disruption.

		

	
		 

		RETHINKING CENTRAL BANKING

		 

		Central banks themselves are coming to terms with the threats and opportunities of blockchain technologies, from cryptocurrencies to distributed ledgers. On one hand, cryptocurrencies—whether bitcoin, Libra, or something else—require central banks to confront the possible end to government monopolies on money. But blockchain is also a powerful tool that governments will likely exploit for their own ends, and that could be a good thing too. The rise of blockchain technology has renewed “[d]ebates over the wisdom of these policies [and] led to a revival of interest in classical monetary economics,” according to New York University professors David Yermack and Max Raskin.⁶⁸

		 

		Christine Lagarde, nominated for the presidency of the European Central Bank (ECB), captured the threat and opportunity of blockchain and cryptocurrencies in an interview with CNBC: “I think the role of the disruptors and anything that is using distributed ledger technology, whether you call it crypto, assets, currencies, or whatever. … [T]hat is clearly shaking the system.” She added, “We don’t want to shake the system so much that we would lose the stability that is needed.”⁶⁹

		 

		Let’s start with the potential existential impact of blockchain. Monetary policy is a key lever that governments can pull to influence the economy and exert sovereignty over people. For most of bitcoin’s 10-year existence, the notion that it could actually threaten or replace fiat currencies was more of a thought experiment than a real risk.

		 

		Yet, within the decade, that discussion has spread from Internet forums and mailing lists to the US Congress, the International Monetary Fund, the US Treasury Department, and the White House. Throughout July 2019, a number of high-ranking US government officials opined on bitcoin and the risk (or lack thereof) to the US dollar’s reserve status. President Trump said in a tweet,

		 

		 

		I am not a fan of Bitcoin and other Cryptocurrencies, which are not money, and whose value is highly volatile and based on thin air. Unregulated cryptoassets can facilitate unlawful behavior, including drug trade and other illegal activity. … We have only one real currency in the USA, and it is stronger than ever, both dependable and reliable. It is by far the most dominant currency anywhere in the World, and it will always stay that way. It is called the United States Dollar!⁷⁰

		 

		 

		That some blockchain-enabled currency could displace the US dollar or at the very least disrupt conventional fiat currencies is no longer a far-fetched idea and may even be likely. Governments have not always been good stewards of fiat currencies and monetary policy, and the lack of strong stewardship has created an opening for bitcoin or alternatives.⁷¹ Adam Hayes of the University of Wisconsin suggested that we are “moving away from today’s human-fallible central bankers and toward a technocratic, rules-based algorithmic approach.”⁷² He blamed modern central banks that “have failed to stem macroeconomic crises, and may have, in fact, exacerbated negative outcomes by incentivizing excessive risk-taking and moral hazard via unconventional monetary tools such as quantitative easing and negative interest rates.”⁷³

		 

		Central bankers must also contend with the reality of corporate and other private sector digital currencies such as Facebook’s Libra. The Libra blockchain could grow very quickly, making it one of the largest central banks in the world, accountable to shareholders but not necessarily to citizens. It could become too big to fail, making the bailout of AIG (American International Group) look like chump change.⁷⁴ This systemic risk, combined with the real risk that individuals opt out of local payment infrastructure and money in favor of global corporate coins, should raise concerns for central bankers. In an op-ed for The New York Times, Matt Stoller, a fellow at the Open Markets Institute, wrote about the threat that such a private currency scheme could present: “What happens if all users want to sell their Libra currency at once, causing the Libra Reserve to hold a fire sale of assets? If the Libra system becomes intertwined in our global economy in the way Facebook hopes, we would need to consider a public bailout of a privately managed system. Sorry, but no thanks.”⁷⁵

		 

		Stoller doesn’t think that government should allow the launch of any private global payments system that taxpayers would have to bail out because it had become too big too fail. During the Congressional hearings on Libra, House Financial Services Committee Rep. Gregory Meeks (D-NY) suggested that a successful Libra “would absolutely make [Libra] a systemically risky financial institution, and we would expect [the Financial Services Oversight Council] to designate [Libra] as such.”⁷⁶

		 

		Stoller also raised a concern regarding national sovereignty. To his mind, a public currency scheme dependent on the consensus of a large number of private nodes wasn’t a democracy, no matter how decentralized the network or open the protocols: “Today, American bank regulators and central bankers are hired and fired by publicly elected leaders. Libra payments regulators would be hired and fired by a self-selected council of corporations. There are ways to characterize such a system, but democratic is not one of them.”⁷⁷

		 

		Another concern is what Libra might do to many economies in the developing world, where more people have a Facebook account than a bank account. They may choose to transact and store value in Libra rather than the local currency. India has been openly hostile to Bitcoin, shutting down exchanges and considering jail time for users and Bitcoin entrepreneurs.⁷⁸ They may not be able to bully Facebook and other big tech companies so easily, but they could target merchants and users of Libra, if they saw Libra as a threat.

		 

		If Libra is successful, it may cause people to rethink fractional reserve banking. Today, commercial banks typically lend up to 10 times as much money as they hold on deposit. This expansion of money in the form of new credit can help fuel economic growth but raises systemic risks when depositors get jittery and demand their money back. The bank in turn calls its loans leading to a credit crunch and economic crisis. As Bill Barhydt of Abra said, “If Libra has 100 percent reserves, they are killing the fractional reserve system.”⁷⁹ Perhaps people would prefer having money “on deposit” with a bank that does not create so much new money.

		 

		Finally, many central bankers are contemplating what a digital fiat currency could do, and many projects have already been launched. In 10 more years, we expect the landscape of global currencies to look very different from how it does today, with those governments who embrace this technology faring better than those who do not. “The blockchain technology behind digital currencies has the potential to improve central banks’ payment and clearing operations, and possibly to serve as a platform from which central banks might launch their own digital currencies,” wrote professors Yermack and Raskin back in 2016. “A sovereign digital currency could have profound implications for the banking system, narrowing the relationship between citizens and central banks and removing the need for the public to keep deposits in fractional reserve commercial banks.”⁸⁰

		 

		Governor Mark Carney of the Bank of England is perhaps the most sophisticated proponent of a new financial order and has spoken openly and often about digital currencies. For example, as his tenure as governor comes to an end, Carney dropped a bombshell on the old-world financial order. After six years of combining financial innovation with a calm stewardship of the UK economy in a time of great turmoil, he proposed the biggest change in the global financial system, perhaps since the 1944 Bretton Woods agreement.

		 

		On 23 August 2019, central bankers from around the world assembled for their annual Jackson Hole Symposium. Trump’s reactionary tweets may have dominated the 24-hour news cycle, but Carney’s speech was one for the ages.⁸¹ Those assembled will remember his words for years to come. Calling the mainstream view of international policy cooperation anachronistic and out of touch with our changing world, Carney argued for replacing the US dollar as the global reserve currency with a synthetic global currency backed by a basket of digital government-issued digital currencies. “Such a platform would be based on the virtual rather than the physical,” he said.

		 

		Carney suggested that this international stablecoin could resemble Facebook’s Libra. More likely, it would mix the attributes of fiat currencies, cryptocurrencies like bitcoin and its underlying block-chain technology, and possibly private sector initiatives like Libra.

		 

		In the storied halls of high finance, challenging established dogma is hazardous, potentially career-ending—the US dollar has been the reserve currency for 75 years. Where iconoclasts like Jeff Bezos, Richard Branson, Elon Musk, and Mark Zuckerberg were largely outsiders to the citadels of publishing, retail, transportation, and media, Carney is an insider with the power to effect change. With an insider’s knowledge of how our global systems work and a disruptor’s view of the future, this is a potent and rare mix of leadership attributes.

		 

		The speech surprised some, but Carney had long foreseen how digital technology would change our institutions and our money. In 2016, he said, “Fintech may deliver a more inclusive financial system, domestically and globally; with people better connected, more informed, and increasingly empowered.”⁸² In the same speech, he announced the Bank of England would begin a pilot for a digital fiat currency.

		 

		The global world order is changing as digital technology disrupts industries, strains our institutions, and forces us to rethink basic social constructs like money. Many countries should read Carney’s words and deeds carefully because they could benefit from this kind of leadership in three ways.

		 

		First, many countries should create their own digital fiat currencies. The Bank of England found that replacing a portion of payments with a digital currency could boost global domestic product by three percent, lower barriers to financial inclusion, and empower consumers.⁸³ It went so far as to develop three models for central bank digital currencies, with design principles and balance sheet implications.⁸⁴ Private industry grows and innovates through experimentation and risk-taking. Government, in albeit a more measured and cautious manner, can do likewise.

		 

		Second, political leaders should work with industry to address the regulatory challenges of the emerging fintech and blockchain industries. Carney is acutely aware of these challenges. In his August 2019 speech, he said,

		 

		 

		The Bank of England and other regulators have been clear that, unlike in social media, for which standards and regulations are only now being developed after the technologies have been adopted by billions of users, the terms of engagement for any new systemic private payments system must be in force well in advance of any launch.⁸⁵

		 

		 

		In other words, money is regulated, governed, and managed differently from information. The new Internet of value will require leadership exquisitely attuned to these challenges and prepared to chart a new course.

		 

		Finally, by becoming a model user of technology, by streamlining laws and regulations, and by funding education and training initiatives, a national government could set off a Cambrian explosion of new business development and lay the foundation for a global innovation economy centered within its borders.

		 

		So far, many of the actual government cryptocurrencies have been proposed or poorly implemented by authoritarian regimes such as Venezuela, Iran, and Turkey. The People’s Bank of China has taken a few bold steps. Leaders in the Federal Reserve, ECB, and others stall at their peril.

		

	
		 

		ONBOARDING THE UNBANKED

		 

		Blockchain has been touted as a solution to banking the unbanked. Indeed, there are promising though limited signs of it in places like Venezuela, where those who have access to computers, electricity, and the Internet (a clear minority in a struggling country) can opt out of the inflationary death spiral of the local currency and store and move value digitally.

		 

		Still, the promise of solving the financial inclusion crisis remains largely unfulfilled. Perhaps, as Demirors told us in an interview, financial inclusion is not always a technology problem. “It’s an education, policy, monetary, hardware, social problem. It is very naive to say complex problems have simple solutions.”⁸⁶ There is no doubt much truth to this. However, we view these problems not as reasons block-chain will fail to onboard the world’s unbanked, but as implementation challenges to be overcome.

		 

		World Economic Forum founder and executive director Klaus Schwab said, “Our collective inability to secure inclusive growth and preserve our scarce resources puts multiple global systems at risk simultaneously.” He added, “Our first response must be to develop new models for cooperation that are not based on narrow interests but on the destiny of humanity as a whole.”⁸⁷ Financial inclusion is foundational to building this more inclusive model for global growth. Without access to financial services, billions are unable to participate fully in the global economy.

		 

		Blockchain Research Institute author Rachel Robinson summed up the status quo as a “network of heavily regulated intermediaries [facilitating] transactions between parties by reconciling transaction data and assuming some of the inherent risk to make the current financial system possible.”⁸⁸ She noted:

		 

		 

		This network was developed piecemeal, in response to different needs at different times and using different technologies. Within this network, financial institutions maintain proprietary ledgers of transactions with minimal transparency into each version. Therefore, these institutions, and all market participants must invest in costly software to reconcile transaction data, which remains vulnerable to error and fraud. They must also submit to periodic audits to ensure their proprietary ledgers have been recorded accurately.⁸⁹

		 

		 

		The upshot is that many financial intermediaries are unwilling or unable to bank billions of people because the cost of doing so is prohibitive or those individuals lack an acceptable identity, which banks need for complying with know-your-customer (KYC) or anti-money laundering (AML) regulations.

		 

		Blockchain applications are making access to financial services a reality. We need more work in this area. Barhydt’s Abra is one of the most successful cryptocurrency applications. Outside the United States, Abra’s fast-growing markets include Canada, the Philippines, Singapore, Hong Kong, Turkey, Mexico, Russia, Southeast Asia, and the United Kingdom.

		 

		Ultimately, this is a complex problem with no easy solution. Among other things, we need to accelerate the adoption of new forms of identity. If individuals can bootstrap a persistent digital ID, they will be able to access banking and credit more easily.

		

	
		 

		PREVENTING CRIME WHILE PRESERVING RIGHTS

		 

		Since bitcoin’s early days, naysayers have condemned the cryptocurrency as a tool for laundering money or buying illicit goods. Critics argued that, because the technology was decentralized, lightning quick, and peer to peer, criminals would exploit it. To be sure, criminals are always one step ahead of the law in harnessing the latest technology. Marc Goodman, author of Future Crimes, wrote, “Exponential times lead to exponential crimes.”⁹⁰ So this criticism of bitcoin falls under the category of human beings wanting to harm other human beings. Criminals will use the latest technology to do it.

		 

		But there is nothing unique to bitcoin or blockchain technology that makes it more effective for criminals than other technologies or other media of value such as paper bills. In fact, as the industry has matured, many authorities now believe that digital currencies could help law enforcement by providing a record of suspicious activities, maybe even solving a multitude of cybercrimes, from financial services to the Internet of Things.

		 

		Bitcoin and blockchain technology could potentially discourage criminal use. First, even criminals must publish all their bitcoin transactions in the blockchain like everybody else. The old Watergate adage, “Follow the money” to the crook, is actually more doable on the blockchain than through other payment methods. Bitcoin’s pseudonymous nature has regulators dubbing bitcoins “prosecution futures” because they can be tracked and reconciled more easily than cash, still the dominant payment medium for criminals.

		 

		Second, while blockchains ensure a degree of anonymity, they also provide a degree of openness. If past behavior is any indication of future intent, then we should expect corporations known for spying and countries known for waging cyberwarfare to redouble their efforts because value is involved—money, patents, access to mineral rights, the titles to land and national treasures. It’s as if we’ve placed a big bull’s-eye on top of the Internet. The good news is that everyone will be able to see the shenanigans.

		

	
		 

		 CONCLUSION: PROMISE AND PERIL

		

	
		 

		THE WORLD IN 2030

		 

		The year is 2030. The crypto space race among global superpowers has been underway for a decade. The US dollar is now one of two major digital fiat reserve currencies. China was first to launch a fully digitized renminbi, creating a parallel currency regime in 2022. The US Federal Reserve migrated the dollar to a blockchain in 2025.

		 

		For most democracies in the world, the US dollar had been, by necessity and by choice, the settlement currency for global business for nearly a century. But China’s crypto yuan has become an instrument of state-sponsored mercantilism and surveillance capitalism around the world. Each of the now-180 countries participating in the new Silk Road has agreed to adopt China’s currency standard in exchange for generous Chinese loans and access to China’s ever-expanding middle class of consumers. Crypto yuan is also the currency of choice (sometimes, by coercion) among African businesses with ties to the Chinese state and state-owned companies. The Communist Party of China has exclusive visibility into all the transactions on its proprietary and permissioned platform. The United States and China are waging an economic war for influence in the world with their two competing visions for the future.

		 

		Inside China, the government has outlawed print cash; all individuals must use crypto yuan. All transactions contribute to their social credit scores, which determine whether they get to spend or save money, invest in property, pay for basic utilities, earn an education, or get a job, with everything denominated in the new state-backed crypto yuan. There is no forgiving or forgetting missed payments, defaults on loans, or unfortunate purchases. There is no escaping the errors of youth or the sins of parents.

		 

		The euro still exists but, with the Union teetering and many members participating in the Silk Road initiative, the ECB has been unable to adopt a new technology standard, and the currency has fallen further from use. The pound is digitized, too, but with yet another BREXIT delay and the country’s election of its sixth prime minister since the UK referendum, no one is paying much attention.

		 

		Corporate currencies are now a reality of life for billions. Facebook was the first to announce its plans but failed to launch Libra after a bruising fight in Washington, DC. Only after the Chinese Internet giants began aggressively exporting the crypto yuan did the US government decide to allow its corporate champions to do likewise with their own version of the US dollar. Amazon, Google, and Facebook are now effectively shadow central banks with trillions of dollars in reserves, banking billions of people, some of them within alternative economies along the Silk Road.

		 

		In many emerging markets, the rise to prominence of these corporate currencies has destabilized governments that have lost sovereignty over their own currencies. India has banned not just Bitcoin, but Facebook, Amazon, and others. The United States responded by imposing sanctions on India. For individuals, the upside has been financial inclusion without state surveillance. Now everyone with a smartphone can move, store, and manage value. The flipside is indentureship to corporate oligopolies.

		 

		Is this scenario unrealistic? Perhaps. It is certainly speculative. But consider how much the world has changed in the first 10 years of the Bitcoin blockchain. We are on the second half of the chessboard. The better question is, is this future desirable? Do we want the corporate landlords of today’s digital economy dominating the next era? Do we want governments to wage their own battles in the technology arena with the human rights of billions of bystanders at stake?

		

	
		 

		WHAT CAN WE DO?

		 

		In July 2019, the US Congress held hearings on Libra. By extension, bitcoin and all blockchain uses are also on trial. It makes for great political theater but is also revealing the nuance and depth of knowledge within government. In one particularly gripping sequence, North Carolina Rep. Patrick McHenry said, “The world that Satoshi Nakamoto, author of the Bitcoin white paper, envisioned is an unstoppable force. We should not attempt to deter this innovation. … And those that have tried have already failed.”⁹¹

		 

		Rep. McHenry is right. To those who have been in this industry since the early days, this is a remarkable admission and demonstrates how fast things have evolved. We welcome the position that this innovation is worth fostering. We also expect government to be far more involved in the evolution of this industry than in the Internet, because the Internet dealt with information and media, whereas blockchain deals with money and assets, areas where government has historically played and should continue to play a more active role.

		 

		There is a lack of clarity today over how to categorize cryptoassets from a regulatory perspective—as securities, commodities, currencies, or something else altogether? The SEC initially took the approach that almost all token sales were securities (except bitcoin and perhaps ether), at least until proven otherwise. However, on 10 and 11 July 2019, the SEC did grant two different projects, Blockstack and YouNow, coverage under the new Regulation A categorization. The law firm of Cooley LLP pointed out that the announcement came “nearly two years after the DAO report and a year and half after Chair Jay Clayton stated that he had yet to see an ICO that did not have a sufficient number of hallmarks of a security.”⁹² Cooley summarized the grants:

		 

		 

		The [Blockstack and YouNow] offerings were qualified under Tier 2 of Regulation A and cover: (1) for Blockstack the offer and sale of stack tokens to current holders of nonbinding vouchers, to qualified purchasers and the distribution of the stack tokens for noncash consideration pursuant to the issuer’s bounty program; and (2) YouNow to distribute up to $50 million prop tokens as in-app rewards.⁹³

		 

		 

		These grants were positive steps, marking an alternate path forward. However, whether other token offerings can qualify at minimal cost and regulatory burden remains to be seen. In the meantime, several high-profile cryptocurrency and blockchain companies have voiced concern and frustration over the ongoing lack of clarity from regulators. For example, Goldman Sachs–backed Circle moved much of its operations offshore; its CEO Jeremy Allaire said, “The lack of regulatory frameworks significantly limits what can be offered to individuals and businesses in the [United States].”⁹⁴

		 

		So far, the response in government broadly to the rise of block-chain technology has been fragmented, piecemeal, and lacking a broad and clear message from government. Perhaps what we need is a new “Telecommunications Act” for the blockchain economy. The US Telecommunications Act of 1996 was a significant overhaul of broadcasting and media regulations that for the first time included consideration of the Internet. Section 230 of the Act stated, “No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.”⁹⁵ This opened up the floodgates for the Internet revolution to occur free of concern over being caught in the snag of retrograde regulations.

		 

		We could draw a similar analogy to companies like Circle. If “blockchain service providers” were not held directly liable for the misbehavior and misuse of users, then there would be a lot less certainty and investment. This is a delicate and complex question. On one hand, we want blockchain innovation to flourish; on the other, we should not falsely equate the issues of the Internet of information—violations of privacy, publicity, moral, Fifth Amendment, and intellectual property (IP) rights—with the potential issues of the Internet of value, such as terrorism financing and money laundering. Both activities are certainly possible by “users” of “blockchain platforms,” especially when these “users” could be decentralized autonomous organizations set in motion by hostile regimes. In a research report for the Blockchain Research Institute, Joel Telpner wrote:

		 

		 

		When regulators face an industry in a state of rapid evolution or revolution, that is, high uncertainty, regulators have three possible responses. They can make new laws through rulemaking and potentially through enforcement actions. They can refrain from taking any action and simply observe, study, and learn. Or they can watch developments and periodically issue reports, guidance, or threats. They may end up requiring some combination of the above. But determining which approach is optimal, we believe, must start with a process of informed questioning.⁹⁶

		 

		 

		We agree. Regulators must take a light-touch approach, recognizing that technology innovation renders them unable to absorb all information and take appropriate action. Additionally, the very nature of certain blockchain innovations, such as Bitcoin, makes regulating a difficult challenge. Bitcoin should be lightly regulated, but large corporations that seek to transform financial markets ought to be subject to scrutiny. Indeed, their centralized nature makes it far easier to do so. As Ryan Selkis, founder of Messari, told us, “Congress wanted a throat to step on. Facebook makes a good throat to step on. There is no entity to bring before Congress for decentralized cryptocurrencies like bitcoin.”⁹⁷ A collaborative approach with industry and a broad-based, simple, and clear set of policies will work best.

		 

		Beyond regulation, governments must also be model users of blockchain, which will in turn help to usher in a better, more efficient, and more inclusive financial marketplace. As we advocate in this report, governments should use blockchain for their own fiat currencies, to reduce complexity and cost, and improve access to financial services. A truly native digital fiat currency could turbocharge the economy, improve monetary policy, and help reach those who are unbanked or underbanked.

		 

		Incumbents must see blockchain not only as a way to reduce complexity and save costs but also as a new platform for creating and moving value. Focus on future revenue opportunities and not merely on cost cutting, and you’ll be better positioned. The rise of Facebook and the launch of Libra should serve as a wake-up call: finance is the foundation of all sectors and virtually all human economic activity and production. The transformation has already begun. Embrace blockchain or perish.
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		 TOKEN ECONOMY IN BRIEF

		 

		•Blockchain technology, and the cryptocurrencies, tokens, and other digital assets it has engendered, may be moving us toward a model of programmable money that incorporates an automated internal governance of common resources and encourages collaboration among communities. Digital scarcity, when applied to these tokens, treats our increasingly digitized economy differently from the pre-digital one. It raises the possibility that our money itself becomes the tool for achieving common outcomes.

		 

		•Developers of new decentralized applications are tokenizing all manner of resources—electricity and bandwidth, for example, but also human qualities such as audience attention for online content or fact-checkers’ honesty. Whereas media coverage has focused on the billions of dollars these token issuers have raised, it’s the radical new economic design that promises a lasting impact on society. Once a community associates scarce tokens with rights to these resources, it can develop controls over token usage that help manage public goods. It’s dynamic money whose role extends beyond that of a unit of exchange, money that’s a direct tool for achieving community objectives.

		 

		•This chapter explores the far-reaching implications of imbuing digital money with policy and incentives. We can envisage a future of digital barter in which different assets are traded directly and people no longer need to store a common currency like the dollar or even bitcoin. The token economy might even free people from the economic distortions and periodic crises that centralized monetary systems have experienced through the centuries.

		 

		•As regulators start cracking down on ICOs, development may stall, and that looming threat stands as a call for stricter governance measures to protect investors and users. But the token phenomenon has piqued the collective imagination of hundreds of thousands of hyper-intelligent people now pouring new ideas into the space. This chapter does not predict where this orderless process of iterative innovation will take us; instead, it explores early signs of important, highly disruptive change.

		

	
		 

		A PREFACE TO THIS CHAPTER

		 

		In the immediate months after the report on which this chapter is based went to print, the already booming market for ERC-20 tokens went into overdrive, experiencing one of those late-stage exponential rallies that never ends well.

		 

		Predictably, after that spectacular boom had taken the cryptocurrency market capitalization to a staggering $830 billion in early January 2018, history’s lessons were confirmed as the market did a brutal one-eighty. The price of everything collapsed as the once virtuous circle of self-reinforcing demand for ether and tokens turned into its converse, and a vicious cycle of loss-covering sales pushed prices to the floor.

		 

		In public discourse, the “to the moon” bulls who’d flaunted their crypto wealth with very public displays of decadence were displaced by the “told you so” bears: lawyers who’d warned that, within the flood of ICOs, most were more than likely illegal; developers who’d dug into the projects and discovered many built on plagiarized white papers or, at best, flimsy forked code; and seasoned investors who’d predicted that those taking the “greater fool” approach to investing would face their day of reckoning.

		 

		The whole affair significantly set back the standing of cryptoeconomics in the public eye. With mainstream press focused singularly on roller-coaster price activity of cryptoassets, the powerful idea that tokens could fuel decentralized platforms and run protocols that incentivized individual behavior toward common objectives hardly got coverage. Instead, the talk was of Tulip Mania, of fortunes lost, of lessons learned the hard way.

		 

		Meanwhile, the SEC, in a series of guidance statements followed by numerous cases against ICO issuers, clarified that most, if not all, the token offerings that had come to market in the 2016–2018 wave, were securities offerings. Since the vast majority had not been registered as such and were sold to the public without the appropriate protections and warnings, founders remained vulnerable to legal action unless they’d taken stringent measures to keep their tokens out of the hands of American investors.

		 

		But the core idea that tokens promise new efficiencies—that they could overcome the frictions, trust barriers, and rent-seeking that inhibit the centralized global economy—was far from dead. There was a shift to security tokens, established either as digital claims on real-world assets such as real estate or bonds, or offered to the public in security token offerings (STOs) in venture fundraising, all on the understanding that they would be fully compliant with securities regulations.

		 

		The concept took on with financial institutions. Banks such as Société Générale and Santander sold blockchain-based bonds, as did the World Bank. Also adopting it were start-ups such as Blockstack, which raised $23 million in a first-of-its-kind, SEC-approved public STO of its “stacks” tokens, the proceeds of which were to be used to build out the architecture of its decentralized Internet software.

		 

		Still, the real promise lay in the far more radical idea of a utility token, the concept that ignited the ICO boom—the notion of a digital unit that takes it value not from some defined asset such as a building or a claim on future earnings such as bond or a stock but from its purpose within the blockchain network itself. Utility tokens hold the real promise of decentralization because they regulate the behavior of all participants in the system, through incentives and costs rather than through a centralized entity.

		 

		The ICO boom and bust, however, revealed a chicken-and-egg problem: it was almost impossible to identify a utility value in tokens that were sold on the open market before their network was built. By default, that meant regulators would view those initial offerings as speculative investment contracts and, by extension, as sales of unregistered securities. There was a timing issue. How does a token become a utility token? How does it lose its security status?

		 

		Influential legal minds, including some from the regulatory sector, have been tackling those questions. Securities regulators in several countries (e.g., Singapore and Switzerland) issued guidelines to define explicitly which types of tokens would constitute securities and which ones were utility tokens, though they did not always use the latter phrase.

		 

		In an important speech, Director of the SEC’s Division of Corporation Finance William Hinman laid out a case for how a token that was native to a blockchain could evolve over time from being a security at its outset to losing that status as its underlying network and functionality grew. His remarks were interpreted as a sign that the SEC viewed Ethereum’s initial offering of ether tokens as an unregistered security token but that ether could not be traded freely on exchanges without requiring such compliance.⁹⁸

		 

		Similar thinking about a token’s evolutionary capacity was behind the simple agreement for future token (SAFT) vehicle designed by Cooley LLP to help start-ups raise funding with accredited investors, using instruments that would later be convertible into tokens once the network was sufficiently functional and decentralized. It’s still unclear where the SEC stands on the SAFT.

		 

		This back-and-forth between regulators and the market is inherently unpredictable and meandering. But with each new case and each issuer’s new effort to devise a structure that stays compliant but fulfills its decentralized objectives, clarity will slowly emerge. In other words, the dream of the token economy remains well and truly alive.

		

	
		 

		INTRODUCTION TO THE TOKEN ECONOMY

		 

		Throughout 2016 and the first eight months of 2017, developers of decentralized software applications raised more than $1.6 billion via a new tool dubbed the ICO that was first launched in early 2014.⁹⁹ By late July 2017, secondary-market trading in the tokens they’d issued had given the pool of cryptocurrencies, crypto-commodities, and cryptotokens to which they belonged a combined value of $95.6 billion, up from $7 billion at the start of 2016.

		 

		The phenomenon has made many developers and cryptocurrency enthusiasts very rich and revealed a new crowdfunding model that some see as a threat to Silicon Valley’s venture capitalists. Skeptics, on the other hand, make comparisons to the South Sea Bubble, in which shares in an 18th-century British trading company rose rapidly on hype and speculation, only to collapse when the returns didn’t live up to the hype. A chasm has emerged between those who see a game-changing shift, not only in fundraising activity but also in economic strategy, and those who warn of reckless ICO scams and of an impending regulatory crackdown. Both deserve to be considered.

		 

		If token fans are right, something quite profound is at stake: a new economic system that challenges the basic tenets of 20th-century capitalism. These negotiable tokens blur the lines between “product,” “currency,” and “equity.” In theory, their in-built software can regulate how users behave with each other—so that computer owners can trade excess storage across a decentralized network, for example, or social media users can earn income for their content and attention. They combine self-interest and market pricing signals with a governance system that protects a common good.

		 

		For tokens to be viable, however, we need a major overhaul of our auditing processes and commercial regulations to keep issuers honest. If those goals can be met, this emerging token economy offers society an entirely new paradigm of money and value exchange.

		

	
		 

		A SOLUTION TO THE TRAGEDY OF THE COMMONS?

		 

		In his influential essay, “Tragedy of the Commons,” about 19th-century farmers grazing their cows on common land, the ecologist Garrett Hardin posited that communities that depend on a shared, unregulated resource will ultimately deplete it as individuals are incentivized to pursue self-interest to the detriment of the common good.¹⁰⁰ Hardin recognized a coordination problem caused by a lack of trust, where well-meaning actors can’t avoid overusing a common resource due to their concern that others might “free-ride” on their goodwill.

		 

		Ever since that 1968 essay, the word commons has come to refer not just to natural resources such as land, water, and food supplies but also to human-created resources such as public infrastructure, and even intangible concepts such as free speech. It is now used frequently in the context of designing policies to ensure free, public access to those resources.

		 

		Over the years, Hardin’s thesis has been used to justify the role of external governance—that is, the state—in regulating and protecting scarce resources that constitute a public good. Yet, more recently, some economists have demonstrated that his rather cynical view of human nature doesn’t always hold true. In particular, the late Elinor Ostrom, who won a Nobel Prize in 2009 for her work studying how fishermen in Maine self-organized to develop ingrained norms of behavior that helped protect the region’s lobster fishery, argued that various communities have proven capable of coming up with effective internal governance to manage resources. However, while there are many instances of such common-interest practices around the world, their success relies more on art than science. Internal governance is often contingent on common cultural practices and close personal ties within a community.

		 

		Developing a universal model for internal governance has been challenging, especially within the many microeconomic settings in which it is difficult to identify and practically regulate misuse of the common resource. Now, with the advent of blockchain technology and the cryptocurrencies, cryptotokens, and other digital assets that it has engendered, we may be moving toward a model of programmable money that can deliver a more automated system of internal governance over common resources.

		 

		Once a community incorporates programmable software into its shared medium of exchange, it can embed usage rules straight into the monetary unit itself. We can use it for some transactions but not for others, and we can program its value to rise in concert with proof of an improvement in the state of the public resource. Tokens thus offer a way to codify into money itself a function that executes the community’s expectations regarding people’s distinct rights to common property and the associated obligations that come with those.

		 

		According to Ostrom and Schlager’s taxonomy, these may include distinct rights of access, withdrawal, management, exclusion, and alienation.¹⁰¹ If we can capture these quasi-legal notions in a token, it becomes a meta-asset, a thing of value that is simultaneously a governance vehicle. It’s money with a dynamic use that extends beyond its role as a stable and exchangeable unit of value, to a direct means of achieving community objectives. The great promise of the token economy is that it might solve the Tragedy of the Commons.

		

	
		 

		INITIAL COIN OFFERINGS: A NEW BREED OF META-ASSET

		 

		This promise of profound economic disruption, along with a special breed of speculative mania, is driving explosive investment in these meta-assets. Between 2016 and mid-2017, developers of new decentralized software applications sold $1.6 billion worth of these tokens in ICO events. In the secondary market, this new class of cryptoassets has soared in value, with the collective market capitalization surging from $7 billion at the end of 2015 to a peak of $148 billion in mid-2017, according to CoinMarketCap.com.¹⁰² This phenomenon has also seen bitcoin’s dominance of the wider market of cryptocurrencies wane somewhat.

		 

		Bitcoin’s proportional value of all tokens tracked by CoinMarket-Cap.com dropped from 87 percent of the total market capitalization as of the end of 2016 to 46 percent in late August 2017. This river of money into the new tokens has fueled a surge of creative activity, inspiring ideas and fueling an ever-widening ecosystem of open-source development that generates its own feedback loops of exponential innovation. In a mark of how extensive this has become, the range of industries to which new token-based solutions are now being pitched looks as broad as the makeup of the global economy itself. It includes social media, shipping logistics, energy, health, academic research, and insurance, to name just a few.

		 

		A new cryptoasset class had been born, one that Goldman Sachs told clients in August 2017 is “getting harder for institutional investors to ignore.”¹⁰³ By then, many seasoned investors were also concluding that this new asset class was in the midst of a spectacular bubble and overdue for a major sell-off. In one noteworthy ICO, a project called Gnosis—which intends to let people trade tokens in a market based on the success (or otherwise) of any prediction—raised $12.5 million in a 12-minute sale of just five percent of the total tokens outstanding.

		 

		With the founders still holding the other 95 percent, that left the platform’s total valuation at a whopping $300 million.¹⁰⁴ Then, within a month, its price nearly quadrupled to over $1 billion, earning what Silicon Valley would call “unicorn” status—all for a project that ostensibly has no users and no clear path to market. In pretty much all ICOs, the ideas on offer are far from fully tested, and many have little more than a white paper behind them. FOMO—“fear of missing out”—may be driving this euphoria as much any consideration of value propositions.

		 

		The concerns now are that an overabundance of incoming money is distorting incentives for the suddenly rich developers who’ve established these concepts and, perhaps worse, that many have done insufficient legal due diligence to protect themselves from securities law. Either way, a shakeout of some sort seems inevitable. If that forces a more mature development of this market, with appropriate regulations, best practices, and institutions to monitor and hold the industry to account, then such a correction would be positive.

		 

		But it would be a pity if the losses set back the more promising aspects of this new approach to value generation, exchange, and resource management. The intent of this chapter is to draw out that grand potential while suggesting ways to bring more order and security to this nascent investment market.

		

	
		 

		THE ADVENT OF DIGITAL SCARCITY

		 

		Both the enthusiasm for meta-asset investing and their potential to tackle the Tragedy of the Commons can be traced to bitcoin, the very first cryptotoken. Not only did this invention turn the imagination of thousands of developers toward designing applications for a decentralized, disintermediated economic future, it also established a precedent for the software-driven internal governance of a scarce public resource. In coming up with the blockchain, a distributed public ledger that a community of currency users could share as their record of the truth, Bitcoin’s pseudonymous founder, Satoshi Nakamoto, created a public good, a commons in need of protection.

		 

		Its integrity had to be assured despite the possibility that individual validators of that ledger, known as bitcoin miners, might be incentivized to act maliciously and enter false data that would allow them to “double-spend” their bitcoin balances—in other words, to engage in digital counterfeiting. There was no centralized authority to keep all the actors honest, no external governance, which had been the failure point for all prior attempts to create a decentralized currency with no centralized authority in charge. Without such an authority, a permissionless ledger that did not require identification of the user was always vulnerable to these abuses. Like the cattle herders on the commons, individual actors could not trust other people to act honestly.

		 

		Satoshi Nakamoto beat this limitation. By embedding a unique set of software-driven rules into the Bitcoin protocol, he incentivized the otherwise unidentified participants in the network to maintain the ledger’s integrity for the good of the whole while simultaneously seeking profits out of self-interest. The key was a special proof-of-work (PoW) algorithm that compelled miners to perform an electricity-burning computation task before they could earn the right to receive bitcoin rewards. That “skin in the game” made it prohibitively expensive to take over the network and doctor the results. It incentivized them to come to a consensus on a truthful ledger with all the other miners. It was a unique marriage of self and common interest. With it, Nakamoto achieved something remarkable: he solved the Tragedy of the Commons.

		 

		In addition to its PoW consensus system, which compels even unidentifiable rogue players to act honestly, there’s another powerful idea behind Bitcoin that has helped frame new ideas around how cryptotokens can help communities manage common resources: that of “digital assets.” Because PoW assures the integrity of the (uppercase B) Bitcoin ledger and protects against double-spending of (lowercase b) bitcoin currency, each unit of that currency can be treated as a unique item. For the first time, we have a form of digital value that cannot be replicated—unlike a Word document, an MP3 song, a video, or any other software vehicle for transmitting value that pre-existed Bitcoin. In one fell swoop, Nakamoto created the concept of digital scarcity and brought digital assets into existence.

		 

		Digital scarcity, when applied to a token such as bitcoin or some other digitally tokenized medium of exchange, allows a new approach to managing our increasingly digitized economy and its microeconomies within. With scarce digital tokens, communities with a common interest in value generation can embed their shared values into the software’s governance and use these meta-assets as instruments of those values. Once they associate scarce tokens with rights to scarce resources, they can develop controls over token usage that help manage that public good.

		 

		Here’s one hypothetical example: A local government that wants to reduce pollution, traffic congestion, and the town’s carbon footprint might reward households that invest in local solar generation with negotiable digital tokens that grant access to electric masstransit vehicles but not to toll roads or parking lots. The tokens would be negotiable, with their value tied to measures of the town’s carbon footprint, creating an incentive for residents to use them.

		 

		It’s an example of a direct, token-led strategy for promoting conservation of the natural environment. It’s also potentially a way for economists to put a price on externalities such as pollution. But the concept extends far beyond managing resources in the natural environment. With tokens that mediate the exchange of spare computer storage across a decentralized network, we could share use of otherwise wasted disk space on people’s hard drives. Or with “reputation tokens” that reward adjudicators for making provably honest judgments about prediction market outcomes, we could promote and protect the public good of “honest judgments.”

		

	
		 

		TOKENS AS POWERFUL INCENTIVES

		 

		The implications of imbuing digital money with policy and incentives are far-reaching. The concept aligns with the goals of a circular economy, where all participants in a supply chain have incentives to minimize waste and constantly recycle parts and materials. Designers of new social media platforms could encourage pro-social behavior and accurate information by requiring skin-in-the-game tokens that put a computing tax on bots and other automating tools of fake news.

		 

		We could tokenize everything from electricity to bandwidth. All of that would potentially bring new market efficiencies down to micro-transaction levels, enabling an Internet of Things economy to silently, automatically manage our economic activities with far more precision and less waste than was ever conceivable in the world of nonprogrammable, analog money.

		 

		For this world to emerge, however, many token users need to believe in them and, by extension, to use them. At this stage, even transactions in bitcoin, the biggest and most established cryptotoken, represent a tiny proportion of global commerce. What’s more, this requirement for legitimacy faces potential conflicts with the investment part of token craze. There’s a real risk that easy money flowing into this sector is incentivizing founders of these ventures to focus not on the integration of the tokens into their platform but on amassing a store of outside reference currency, such as bitcoins or dollars, earned from preselling tokens. This hoarding trend could stall progress toward the technology’s greater purpose.

		 

		If all that tokens become is a crowdfunding tool to bypass SEC regulations in pursuit of nonaccredited investors, then their disruptive impact will be limited. If the vast majority of investors are simply participating in a speculative bubble with no interest in the utility value of the tokens themselves, then a retrenchment is likely—both in the tokens market and in the pace of innovation around it—especially once the SEC starts filing selective lawsuits.

		 

		The risk of such a crackdown is serious, partly because the taxonomy within which regulatory thinking resides allows no flexibility. Using pre-cryptocurrency terminology, regulators looking at fundraising exercises will decide whether the asset being sold was either a “currency,” a “commodity,” a “security,” or a presold right to the future delivery of a product. In US markets, to avoid falling foul of the “Howey test” with which courts have defined the concept of a security, lawyers have advised token issuers to describe their ICOs as examples of the latter: as the sale of something that holds utility, a tool that can be used to do something beyond storing and transferring monetary value.¹⁰⁵ (Many also include a disclaimer telling US investors they cannot participate in the sale—though many Americans appear to be ignoring those pleas.)

		 

		To be sure, it’s this utility value that makes tokens interesting. But a fair analysis of their function must recognize that almost all of them share some of the qualities of currencies, commodities, and securities. Ideally, cryptotokens would be best viewed as an amalgam of all these categories or as something that transcends them. As Benjamin Roberts, CEO and co-founder of Citizen Hex, an Ethereum liquidity company, said, “[A] token is not just value. And it’s not just data. It’s both together in a wrapper, a format or abstraction that you can put around something. This is a new thing—sending value and information bundled together.”¹⁰⁶

		

	
		 

		BALANCING INNOVATION AND REGULATION

		 

		The either/or classification of existing financial regulations makes no room for this expansive interpretation and so raises the risk of a draconian response by an SEC bestowed with wide, discretionary powers. If it tries to ram these square pegs into the round holes of a pre-digital world’s financial system, it could send a harmful message about this sector’s prospects and drive innovation offshore.

		 

		On 25 July 2017, the SEC offered a hint of its thinking. It advised that it had reviewed the tokens issued by the now-defunct cryptoinvestment fund the DAO and decided that they amounted to unregistered securities.¹⁰⁷ The SEC chose to take no action against the founders, but it used the statement to warn that other tokens might well fall into the same category. At the same time, the SEC seemed to keep the door open to excluding other tokens from such conclusions and emphasized that it wanted to encourage innovation in capital-raising, suggesting it was willing to engage with the token industry on defining these rules going forward. The Chinese government took even more draconian action in early September. It explicitly banned the use of ICOs to raise money.¹⁰⁸

		 

		Securities laws around the world hold fundraisers to strict disclosure requirements, mostly because societies feel a need to guard unsophisticated investors from unscrupulous pitchmen. The challenge, then, is to find strategies that maintain sufficient protection without stymieing a nascent technology. In this case, the industry needs an appropriately flexible mix of new standards, self-regulatory bodies, and best-practice models for the emerging token market so that it fosters widespread trust. An equivalent buildup of more sophisticated investment vehicles dedicated to buying and holding meta-assets, as well as specialized token analysts, a system of ratings, independent journalists, and institutions such as self-regulatory bodies, would help it earn legitimacy and stability.

		 

		Any new laws should be sufficiently permissive to encourage the kind of risk-taking that characterizes the investor profile for this sector. They include many who are fed up with earning puny returns on regulated investment options and want a share of the action that well-funded venture capitalists experience, thanks to their privileged status as professional investors. (It should be noted, however, that venture capitalists, hedge funds, and other accredited professionals are among the biggest participants in ICOs.)

		 

		“VCs see this as a real potential threat. You can see it in their body language,” said Cornell cryptographer and cryptocurrency expert Emin Gün Sirer, an adviser to various token-issuing startups. He explained:

		 

		 

		[Retail token investors] realized that VCs get far more in these new business models and [those same small investors] are eager to take on similar risks. They might find sometimes they really regret the decisions they’ve made, but this community also seems quite independent and at home with the consequences of its actions. You don’t see people organizing against “so and so” and saying “let’s create a regulatory push.” That’s very exciting on its own.¹⁰⁹

		 

		 

		Democratizing the investor pool is a way of simultaneously democratizing opportunities for small business entrepreneurs. It opens up new avenues for developers to fund their ventures. These new funding tools have the potential to bootstrap a global ecosystem of organizations and freelance developers creating Dapps. The VC funding model demands returns on equity, which prioritizes monopoly capitalism and centralization; it bets on the very same intermediating entities that blockchain technology intends to disrupt. Now investors can steer money to those working on decentralizing solutions, a group that is, in effect, building public goods.

		 

		The token funding model is a way to pay for an open infrastructure of protocols and governance systems that facilitate peer-to-peer exchange and new decentralized economies within everything from voting to energy systems. Some engineers are getting very rich on this process, which may itself pose a risk of re-centralization. But gains are arguably more widely shared in this new, decentralized form of platform economics. It seems significantly more distributed than the economy of smartphone app development, for example, where “free app” models enhance the phone but not the app developers’ income.

		 

		Vitally, in transferring value to open-source developers, tokens could ensure that, for the first time, a core component of the new Internet architecture is monetized for profit and is more rapidly built out. In the words of 21.co CEO Balaji Srinivasan, tokens can be thought of as “paid API keys,” in that developers of Dapps need to buy and deploy them to work on a decentralized protocol that other developers have built.¹¹⁰ The funds injected by these Dapp developers help pay for the protocol developers’ work in building the open platforms. That creates a very different model from that of the pre-Bitcoin Internet.

		

	
		 

		A GOLDEN AGE OF PROTOCOLS?

		 

		Previously, the development of the important base-layer open protocols that underpin the Internet’s open network infrastructure was a not-for-profit undertaking. Network software such as the transmission control and Internet protocols (TCP/IP), which manage the Internet’s core packet-switching function, or the hypertext transfer protocol (HTTP) for websites and the simple mail transfer protocol (SMTP) for e-mail, were developed by universities and nonprofit bodies. Commercial, for-profit private entities weren’t directly incentivized to work on these protocols. Where they did partner with nonprofit labs, it was largely motivated by the development advantages of having access to the underlying technology and the engineering talent working on it.

		 

		For the most part, however, for-profit companies steered their resources toward the commercialized proprietary applications that ran on top of the open protocols. The problem for the nonprofit entities was that those commercial players had deeper pockets, which made it hard for the former to compete for talent. In the end, the biggest companies got to shape, indirectly, the development of open protocols since it was their donations that kept the universities moving ahead.

		 

		As Albert Wenger and Fred Wilson from Union Square Ventures argue, we may be entering the “golden age of open protocols” in which value is captured by those who develop the most used open platforms.¹¹¹ A case in point: the soaring value of the Ethereum protocol’s native token, ether, due to the popularity of the Ethereum-based ERC-20 token standard for ICOs.

		 

		These permissionless open protocols, upon which anyone with a token can start developing any idea, are another form of a public good, a commons. That’s what TCP and IP have been, and their maintenance has required stewardship by a range of international bodies acting in the public interest. By steering funds directly to the developers of these protocols, the token economy could now more directly incentivize the build-out of this vital architecture. In other words, tokens address the Tragedy of the Commons for both those using Dapps to change economic outcomes and those developing the infrastructure on which those Dapps run.

		 

		Yet here, too, there is a need for caution. The biggest risk according to Lucian Tarnowski, CEO of BraveNew, an online community-building platform, is that developers become too powerful, leaving the communities that depend on their software as “slaves to the algorithm.” He worries about engineers’ inclination to build monolithic, math-based blockchain protocols that cannot accommodate the great many ways real human beings lead their lives. “Rigidity is really dangerous as it creates this master-slave dependency,” Tarnowski said.¹¹²

		 

		One group of token developers is focused on this problem. The Economic Space Agency (ECSA), which is supported by an array of technologists, economists, anthropologists, and other social theorists, is building systems that would be secure from fraud without depending on validation by an overarching global blockchain such as Bitcoin or Ethereum—instead applying a narrow, peer-to-peer form of computer security that’s based on the least-authority principles of object capabilities.¹¹³

		 

		In theory, that should allow groups of people, however small, to jointly issue their own unique tokens based on localized smart contracts that captured their community’s interests and weren’t beholden to the developer-established rules of the global protocol. ECSA founder and CEO Akseli Virtanen wants the system to be so simple that it promotes the “ritual of the ICO,” in which people and entities are constantly making newly tokenized offerings of their services to others.¹¹⁴

		 

		Whether they lie in ECSA’s complicated object-capabilities technology or within the cross-ledger interoperability of Ripple Labs’ Interledger project, Cosmos’ “Internet of Blockchains,” or Polkadot’s “Parachain,” solutions are emerging that drive the process away from the “maximalist” notion that all economic activity must gravitate to a dominant blockchain. If so, then we’re moving to a multi-token world where not only is the Dapp behind each token unique but also the distributed trust governance system is greatly varied and a matter of user choice.

		 

		Putting a reliable market value on all these tokens may still require a centralized reference currency but, depending on how efficiently they can be traded, their prices might one day simply refer to each other. It’s possible, in other words, to envisage a future of digital barter in which different assets are traded directly and people no longer need to store a common currency like the dollar or bitcoin. It might even free people from the economic distortions and periodic crises that centralized monetary systems have experienced through the centuries.

		 

		Of course, the fiat currency-dominated world monetary system is a very long way from such a decentralized structure. Nonetheless, the rapid change of this current period suggests that we may be entering one of those 200-year turning points when humanity’s system of money goes through radical change. The ever-growing pool of interested investors, developers, and potential users in these tokens and meta-assets is only accelerating the innovative drive behind them. There may well be a setback if and when regulators start collectively cracking down. But the token phenomenon has piqued the collective imagination of hundreds of thousands of intelligent people who are now pouring new ideas into the space. We cannot predict where this orderless process of iterative innovation will take us, but we would be unwise to assume that a significant, highly disruptive change is not looming.

		

	
		 

		THE BAT: A NEW PARADIGM FOR ONLINE ADVERTISING?

		 

		On 31 May 2017 at 2:34 pm GMT, the start-up Brave Software Inc. opened a public crowdsale of its basic access tokens (BATs). Twenty-four seconds later, the entire offering pool of one billion tokens was sold out. Brave had raised $35 million in a whirlwind ICO that left many hopeful investors bitter about being left out. Over the summer, as ICO mania took over and billions of dollars flooded into this new blockchain-based investment class, others would raise as much as six times Brave’s haul to successively establish new records for the biggest crowdfunding exercises in history.

		 

		But it was the speed of the Brave sale that was striking. While it raised concerns about heavyweight investors muscling less nimble players out of the pool and limiting the breadth of the tokens’ distribution, the intense demand also reflected the buzz attached to Brave’s unique value proposition: that it could fix the Internet’s dysfunctional advertising model. BATs are an integral component of Brave’s attempt to improve the measurement, pricing, and alignment of demand and supply.

		 

		By inserting a token into a tripartite market of users, publishers, and advertisers, the Brave team believes it can bring more order, transparency, and pricing precision to it. It’s a real test case for how a programmable token could incentivize participants from different, opposing sectors within a market to come together and improve that market’s efficiency.

		 

		It’s a nut worth trying to crack—again. In contrast to the Internet’s early promise of bringing precision, analytics, and direct-to-customer marketing to advertising, representatives of all three stakeholder groups generally agree that the online ad industry is seriously broken. For users, the scourge of banner ads and unsolicited promotional videos is not only deteriorating the website experience but also costing them bandwidth. (By one estimate, $23 a month of people’s mobile phone bill pays for ads they don’t want.¹¹⁵)

		 

		For advertisers, bots that generate fake traffic data have inflated rates for unworthy websites, resulting in an estimated $6.5 billion in losses for the industry in 2017, according to the Association of National Advertisers.¹¹⁶ Meanwhile, plunging CPMs (the standard costs-per-thousand measure of impressions by which ad charge-out rates are set) are hurting mainstream publishers as their sites compete with the relentlessly expanding supply of alternative online content from blogs and social media.

		 

		Perhaps inevitably, consumers are turning to ad-blocking software, with some 86.6 million mobile and desktop devices using these services as of early 2017, a trend that will leave labor-intensive newsrooms starved for the funds needed to produce quality journalism.¹¹⁷ The result: an ever-deteriorating quality of information, and a distorted set of incentives that makes it profitable for “fake news” providers to capture markets and earn ad dollars.

		 

		In economic terms, this breakdown constitutes a failure to establish an acceptable price for the principle scarce resource around which all advertising markets revolve: user attention. At its core, this business entails publishers capturing their readers’ and viewers’ limited amount of attention and then delivering it to advertisers. It’s a market that’s open to distortion because users aren’t paid directly for providing this resource; instead, publishers share it with advertisers under an unspoken quid pro quo in which the users receive, in return, sought-after news, information, and entertainment.

		 

		In the online experience, however, poor or fake page-view metrics and an ever-growing supply of available content have distorted the market further. Meanwhile, the real cost to users is arguably much higher, since they are also handing over massive amounts of valuable personal data—part of a new asset that The Economist described as a 21st-century resource on par with what oil was in the previous century.¹¹⁸

		 

		Users are giving up something of great value and getting a deteriorating experience in return, while publishers and advertisers—unable to accurately measure user attention, let alone capture it—are playing with phantom numbers to devise pricing schemes.

		 

		Brave applies a two-pronged strategy to this problem, combining a powerful, specially tailored, self-branded browser with the BAT. The Brave browser has two core functionalities that differentiate it from more widely used competitors such as Chrome and Internet Explorer: it blocks ads by default and, with sophisticated analytics, it collates and anonymizes data from users that indicates how much time they spend looking at certain content. Users can receive BATs for selectively turning off the blocker to view certain ads and can use those tokens to reward publishers of content that they appreciate.

		 

		Currently, this functions as a donation option only, not as a form of payment or subscription. But in permitting per-article micropayments that were impossible with traditional payment systems, it creates a revenue model that may enable media companies to free themselves from a dependence on ads. Meanwhile, to place ads with publishers of content on the system, advertisers must first acquire BATs and then pay those tokens to publishers, on terms defined by the attention metrics generated by the latter’s content.

		 

		Together, these features are intended to create an ecosystem in which attention is more directly and precisely valued. Compared to the existing model, this idea seems intrinsically fairer: for providing attention, users earn tokens that capture progressively more value as more advertisers enter the market for BATs and drive up their price. Users can then choose either to cash out those tokens into traditional currency or to transfer small amounts to publishers to reward and encourage the content they appreciate.

		 

		It also suggests that publishers will have stronger incentives to legitimately earn readers’ and viewers’ attention. Without a subscription component for news, this model doesn’t necessarily reward quality journalism or disincentivize “click-bait” approaches to capturing user attention. But a fairer deal for all should indirectly foster a healthier ecosystem of news and information.

		 

		As with the many other tokens developed in this new age of cryptocurrency, BATs differ from traditional money in an important way: they are programmable. Whereas any two consenting parties can exchange a mainstream currency such as the dollar anywhere, and for any transaction, a cryptotoken contains software logic that limits and proscribes what it’s used for. Money, under this construct, is no longer a neutral intermediating element of the transaction; it can capture the common values and interests of all parties who’ve agreed to use it.

		 

		This new form of money contains within its logic the chosen governance of the community. In the case of BATs, this governance emerges from its software’s interaction with the browser, at which point it determines who can earn or receive it and the terms and conditions attached to those rights—all occurring within the context of the transaction itself. This is why the BAT is vital to Brave’s model: it provides a hitherto unavailable market mechanism for the community to arrive at a trustworthy price for attention, a resource that traditional money was unable to isolate and recognize. In this sense, Brave, as with other cryptotoken issuers, is in the business of improving resource management.

		 

		The BAT is one of a number of early attempts by software developers to deploy programmable money to reshape economic outcomes. For now, it’s too early to tell whether it will work. Much like the platform models behind Amazon, Alibaba, Uber, and other digital behemoths, success depends on generating network effects—on how widely an idea is adopted and reinforced in a positive feedback loop. For Brave, that will hinge on the future liquidity of the market for BATs. If the tokens are simply hoarded by investors and don’t enter into widespread circulation, their value won’t accurately represent the market for user attention within Brave browser content and the system will fail to offer an alternative to the existing one. Brave needs critical mass.

		 

		On that basis, critics questioned the narrow investor base that engaged in Brave’s 24-second initial token offering. Only 130 buyers could get into the deal, and the top 20 of them controlled more than two-thirds of the total issuance.¹¹⁹ It’s unclear how many of those participants were part of presale arrangements with committed investors.

		 

		Many wondered how such a small pool could generate a network effect. Secondary-market sales helped expand the pool somewhat—with the BATs ownership base growing to more than 7,000 holders in the six weeks after the ICO. That left the top five investors with just 30 percent of the ICO tokens, a wider distribution than most of the ICOs of the same period.¹²⁰ Still, even though broad-based buzz has been fostered among the broader cryptoasset investment public, there’s no way to know yet whether this level of distribution is wide enough to promote sufficient token liquidity for a functioning microeconomy.

		 

		Brave has another answer to the risk of concentrated ownership. In addition to the extra 200 million tokens it set aside to compensate both in-house and external developers of its open-source software, it established a 300 million–strong “user growth pool” to attract new users. Brave will distribute these in return for unique downloads of its browser and for other forms of user participation in the network. It sees the token as a tool to bootstrap adoption, to foster network effects.

		 

		“Early on we saw this as something that would allow us to stake users with initial grants,” said Brave CEO Brendan Eich. The strategy was shaped by Eich’s decades in Silicon Valley, where the veteran engineer created the ubiquitous Web programming language JavaScript in the 1990s and went on to co-found browser developer Mozilla. Over time, he realized that venture capitalists were reluctant to fund the marketing and handout cost of acquiring users and that tapping new equity or debt to do so diluted the ownership stakes of the founders and early investors. “But with a token, it can be disbursed to users without credit consequences,” he adds, arguing that by contrast to a dollar worth of equity or debt, “the BAT is a social credit currency; it doesn’t have this inflationary property.”¹²¹

		 

		Still, there are concerns about Brave’s “flash” ICO, primarily that it was undemocratic. Vitalik Buterin, founder of Ethereum, on whose blockchain the BATs’ so-called ERC-20 tokens are issued, pointed out that one BATs bidder had paid an exorbitant $2,220 fee to get a transaction pushed to the front of the queue and argued that the problem lay with capped fundraising goals.¹²² Separately, there were questions about whether Brave, in eschewing the nine-figure intakes of other token issuers, had raised enough money for its development needs.

		 

		One month after its offering, after posting a host of new engineering jobs intended to double the size of its team, Eich complained to CoinDesk that he was having a hard time hiring Ethereum talent, a direct result of the competition for developers that the ICO frenzy has unleashed. Yet others have lauded Brave, in restricting the number of tokens sold, for not putting the management’s interests over those of its investors and its users. These people argued that giant, uncapped ICOs, such as Ethereum competitor Tezos’ record-breaking $232 million raised over 12 days in July 2017, end up diluting small holders and create a moral hazard, as founders no longer have an incentive to deliver on their promises.¹²³

		 

		The most important test of these differing token sale strategies will be whether they aid or hinder the token’s evolution into what it is supposed to be: not a financing vehicle, but a utility token that engages the functionality of the platform to which it belongs. ICO issuers must prove that their tokens aren’t just speculative instruments, they are also “products,” as software with a utility function. The question has intrigued lawyers and regulators, who are addressing whether these new, ambiguous methods of value exchange can be distinguished from securities and, if so, whether they should be exempt from the rather onerous laws and restrictions that apply to the latter.

		 

		How things pan out will likely determine whether investors and users lose or make money, and what their legal response might be. This response will likely shape the regulatory standard-setting, and institution-building for this nascent industry and asset class. There’s a lot resting on whether the tokens actually do what their issuers say they will do.

		 

		The early experimenters in this new trial-and-error approach to fundraising and decentralized network development are guinea pigs. So, too, are the hordes of investors pouring money into these offerings, often without appearing to have done much due diligence. Brave’s and every other token-based project have inevitably had their flaws, but those mistakes are part of the learning process and inform the improvement of future offerings.

		 

		Notwithstanding the dangers of get-rich-quick mania, small investors have a rationale for scrambling to buy into opportunities like Brave’s rapid-fire $35 million deal: they sense a unique opportunity to get in on the ground floor of a transformational phenomenon. Token technology has the hallmarks of a once-in-a-century economic paradigm shift. That’s too tempting an idea to forego.

		

	
		 

		THE TOKEN LANDSCAPE: CRYPTOCURRENCIES, CRYPTOCOMMODITIES, AND CRYPTOTOKENS

		 

		One of the striking aspects of the rapidly expanding universe of block-chain-backed tokens and meta-assets is their sheer variety. Every week, new white papers address novel use cases. It’s not only in the different Dapps but also in the function of the tokens within the emerging digital economy. Using distinctions drawn by cryptoasset analysts Chris Burniske and Jack Tatar, we’ll address a sampling here under three categories: cryptocurrencies, cryptocommodities, and cryptotokens (Table 2-1).¹²⁴

		 

		TABLE 2-1

		CRYPTOASSETS IN THE TOKEN LANDSCAPE

		 

		
			
				
				
			
			
					CATEGORY
					EXAMPLES
			

			
					Cryptocurrencies
					Bitcoin, Litecoin, Zcash, Monero
			

			
					Cryptocommodities
					Ethereum, Tezos, EOS
			

			
					Cryptotokens
					AdChain, Augur, BAT, Civic, Climate Coin, Exergy Token, Filecoin, Gnosis, Maidsafe, Ocean Coin, Po.et, Sia, Storj, Userfeeds.io
			

		

		


		 

		These classifications aren’t entirely precise. For instance, we can use Ethereum’s ether token as economy-wide payment vehicle (cryptocurrency) and as an access token that’s a required input for the development of Ethereum-based applications (cryptocommodity). Still, distinctions are possible and we make them, based on the core conceptualization of each token. We label ether a cryptocommodity.

		 

		Within each category are multiple alternative coins or “altcoins”—yet another interchangeable word for non-bitcoin cryptocurrencies and tokens—with competing value propositions, business models, and underlying protocol designs. Collectively, they represent different visions, both competing and complementary, of how the digital economy will evolve. Each appeals to an identifiable community with specific interests and values.

		 

		In offering new governance models, these altcoins sometimes try to overcome flaws of the dominant cryptocurrencies and blockchains—such as the energy-intensity and capital intensiveness of Bitcoin’s mining industry or the security vulnerabilities in Ethereum’s code. But in all cases, the open-source development model means the ongoing process of copying, altering, experimenting, and iterating creates a reinforcing feedback loop across all software models. While each cryptoasset example below offers a distinct choice of decentralized commerce model for the various constituents it seeks to attract, none is static by any means. All exist within a dynamic, changing, and unpredictable ecosystem where permissionless, open innovation will shape the evolving infrastructure of a future decentralized, token-based economy.

		 

		Note: This survey excludes a discussion of so-called permissioned block-chains, though much corporate research and development is going into this technology, mostly because it typically does not involve the issuance of native tokens of floating value.

		
		 

		CRYPTOCURRENCIES

		 

		Cryptocurrencies are tokens whose primary role is to facilitate payments or act as a store of universal value. Each cryptocurrency competes not only with the others but also with government-issued fiat currencies and traditional stores of value such as gold. Cryptocurrencies are agnostic about how they are used. Importantly, while acting as media of exchange between users, they are often deeply integrated into the underlying blockchain’s governance system—generally as rewards to incentivize miners or transaction validators to maintain the integrity of the ledger.

		 

		Bitcoin: The grandfather of cryptoassets

		 

		Bitcoin’s pros and cons provide critical reference points for framing the features of all other token offerings.

		 

		Unique protocol features of Bitcoin

		 

		The defining feature of Bitcoin (BTC) is its PoW consensus algorithm, which compels miners to conduct an otherwise pointless computation task—some describe it as an intensive mathematical puzzle—in parallel to validating transactions and updating the blockchain ledger. Only by incurring the resource costs of that “hashing” exercise can they earn the right to compete for bitcoin rewards and to contribute to the consensus that validates each new block of transactions in Bitcoin’s perpetually updating ledger.

		 

		Miners’ investment in this effort, both in electricity and equipment costs, represents their skin in the game to force their honesty. They can boost their chances of winning bitcoin rewards by adding more computing power, but the PoW algorithm attaches real costs to that and exponentially increases them as competition in the network intensifies. This formulation wards off a particular miner’s accumulating more than 50 percent of the Bitcoin network’s overall hashing power, a threshold that defines consensus in the network. It’s not impossible for a miner to break the consensus and doctor transactions; but, based on the market dynamics and signaling effects from launching such an attack, it is extremely, prohibitively expensive.

		 

		Eight and half years and 120 million transactions into its life, this system has continued to hold up. The Bitcoin ledger has never been seriously compromised. No one—not a hacker, not a bank, not a government—has been able to take it over and alter, or censor, transactions.

		 

		The quality of proven censorship resistance turns out to be quite valuable for a payments and asset recording system. It’s a welcome alternative where national currencies such as Venezuela’s bolivar are being debased and where capital controls and centralized, gatekeeping banks lock billions out of the financial system and add cost to everyone else’s financial dealings.

		 

		These qualities underpin the investment appeal of bitcoin, which as of late summer 2017 had risen a stunning 4.6 million percent since the founding of the first major bitcoin exchange in July 2010. (Burniske and Tatar say bitcoin’s return makes it “the most exciting alternative investment of the 21st century.”)¹²⁵ The gain reflects the accumulative popular recognition that this apparently unbreakable system of value exchange constitutes a public good, a unique new, digital system of value management that, like gold, defies control by any centralized party, be it a government, a bank, or any other institution. Notably, these increases in the value of the Bitcoin ecosystem only add to its security because it greatly increases the cost of a “51 percent attack.”

		 

		Rising values also mean that the developers who look after Bitcoin’s code are incentivized to protect it. MIT Media Lab Director Joichi Ito describes bitcoin’s market capitalization, which stood at $48 billion in late July 2017, as a “bounty” that encourages coders to come up with battle-tested security structures before making any changes. “This high valuation causes a great deal of caution and testing before anything is deployed on its network, but we can be quite sure that many, many people have been thinking about how they can break the system and have so far failed,” Ito said.¹²⁶

		 

		In the context of an evolutionary, open-source system that, by design, is open to attack, this combination of value, proven strength, and rising awareness is, for the time being, creating a powerful, positive feedback loop. More security adds to bitcoin’s appeal, which boosts the system valuation, making it more expensive to attack and increasing the caution of its engineer stewards, which only makes it more secure. And so on.

		 

		Yet, Bitcoin is flawed in ways that constrain its ability to scale to a level that would make it a major part of the global financial system. (As of this writing, Bitcoin could process seven transactions a second compared to Visa’s network capacity of more than 24,000.) These limitations have led to numerous altcoin “forks” of the original Bitcoin idea, each with tweaks and upgrades to resolve some of these challenges. But how long can Bitcoin sustain its first-mover advantage and the network effects that come with that, when money is now flowing into alternative cryptoassets that have a superior design? How nimbly can developers make changes to Bitcoin’s protocol to allow it to compete with these alternatives?

		 

		Three fundamental challenges are worth considering. Each has created opportunities for the alternative cryptotokens that we’ll explore below.

		 

		First, Bitcoin’s PoW mining algorithm encourages an arms race of ever more powerful, industrialized computing farms, which deploy specialized machines based on application-specific integrated circuits (ASICs), to do nothing more than the hashing work. Miners must now deploy these expensive, high-powered computing arrays to compete successfully for bitcoin rewards, and that creates a barrier to entry for smaller, less wealthy participants. The ASIC buildup has led, if not to the emergence of entities that can control more than 51 percent of the network, then to a kind of non-colluding oligopoly of heavily capitalized competing miners.

		 

		Inevitably, these big players wield significant clout over the governance of the network, leading to what some see as a de facto centralization, in direct contradiction of the decentralizing mission of this technology. Since this arms race involves deploying ever more electricity to run the network, Bitcoin’s expansion presents a serious environmental threat. At the time of writing, Bitcoin’s network consumed an estimated 14.5-terawatt hours of power a year, more than the entire nation of Slovenia.¹²⁷

		 

		Second, Bitcoin’s open-source community has no clear democratic mechanism for smoothly resolving disputes over contentious changes in the source code, which pits different vested interests against each other. The three main interest groups are:

		 

		1.Miners, who ultimately decide what does and doesn’t go into each block of transactions and are paid in fees and fresh bitcoin issuances

		 

		2.Venture-backed businesses, which run exchanges and digital wallets and facilitate the users’ transactions that generate those fees

		 

		3.Developers, who are the engineers tasked with contributing updates to the code.

		 

		No group is monolithic in its views—there are clear differences of opinion among miners and across different developers, for example—but profit motives are skewing the positions of each side. The more value at stake in the network, the more intransigent their positions, the more irreconcilable their differences. This deep community dysfunction plays out in bitter arguments on Twitter and Reddit and encourages dangerous games of chicken, with each side threatening to adopt measures that could split bitcoin into two different, incompatible currencies.

		 

		We saw this dysfunction during the Bitcoin “civil war” over competing proposals to increase the blockchain’s capacity. That long-running argument boiled down to a binary choice. One option, supported by one powerful block of miners, would raise the capacity of each 10-minute block beyond the current 1MB worth of data—some wanted 2MB, others 8MB, still others no limit at all.

		 

		The other side, promoted by a group of core developers, would maintain the existing 1MB limit and instead insert a protocol change known as Segregated Witness, or SegWit, that compressed data to increase the amount that could fit within the 1MB limit and would help to activate a protocol known as the Lightning Network that could be built on top of Bitcoin. That was contentious for miners, in part because Lightning’s system of provable “off-chain” payment channels enables users to increase transaction throughput and avoid paying miners’ fees for on-chain transactions.

		 

		To resolve an apparent standoff, take-it-or-leave-it code adjustments were proposed as “hard fork” changes that would force people’s hands because the choice would invalidate certain types of transactions. Eventually SegWit was implemented under a compromise agreement by which miners promised to adopt the coding change in July followed by an increase to 2MB in November. But this wasn’t enough for some in the “big block” crowd, who suspected there would be no follow-through on the second phase. So they forked the Bitcoin code on 1 August 2017, offering a new “Bitcoin Cash” protocol that allows for 8MB blocks. This split Bitcoin into two incompatible coins.

		 

		Far from the existential threat it was once thought to be, however, the split prompted a surge in the price of the original 1MB Bitcoin, which got as high as $5,000 in late August, more than double its level from a month earlier. This reaction, it seemed, reflected both the market’s appreciation for the SegWit innovation and the fact that this option attracted the most talented and passionate developers to it.

		 

		Bitcoin Cash briefly breached $800, but was clearly assigned much lower value by the market, a reminder that developer talent is a key factor in the logic of investment decisions. Still, the split is not easily explained to outsiders and confuses the Bitcoin “brand.” The discord has no doubt left many mainstream consumers and enterprises unnerved by the unpredictability and legal uncertainty of Bitcoin’s unruly system of governance.

		 

		Third, Bitcoin is a poor protector of user privacy. Often erroneously described as an “anonymous” currency that criminals use to hide their transactions, the public ledger keeps track of all transactions; even though user names are hidden behind pseudonymous alphanumeric addresses, its permanently assigned addresses are easily tracked. With network analysis, we can now follow users’ transactions relatively easily. This concerns not only libertarians who care about freedom of commerce but also companies for whom a public transaction record would undermine their competitive advantage.

		 

		Just as important, the very idea of traced coins goes against the expectation that money be fungible, that the value of each equivalent unit of a currency is the same regardless of its history. Traceability of bitcoin transactions undermines that principle. Consider the high premium that bidders paid when the FBI sold bitcoins it had seized from Silk Road drug marketplace owner Ross Ulbricht. They viewed these particular coins as “whitewashed” by the US government’s brief ownership, making them devoid of seizure risks, which other bitcoins could not guarantee. That differentiation is counterproductive to the functioning of money.

		 

		Financial governance of Bitcoin

		 

		Unlike most other cryptoasset projects, where the founding developers are known individuals, the identity of the person or persons who created Bitcoin remains a mystery. That changes the debate about how incoming funds are used, since it obviates the need for founders to self-impose constraints on their use to foster trust among token-holders. (Satoshi Nakamoto appears not to have touched some one million bitcoins he mined early in the cryptocurrency’s life—perhaps because that would identify him and subject him to demands from both within and outside the Bitcoin community.)

		 

		The neutralization of the founder question doesn’t remove politics from questions of fund allocation within the Bitcoin ecosystem. The main non-founder entities that currently earn revenue from Bitcoin’s expansion and usage still face pressure from users, especially now that Bitcoin is reaching capacity limits and after the protocol halved miners’ bitcoin reward payouts in mid-2016, making transaction fees a more important source of income for them. (Bitcoin rewards are halved every 210,000 blocks—more or less every four years, based on an average block time of 10 minutes—as part of a schedule designed to limit the total future issuance to 21 million bitcoins by the year 2140.)

		 

		In this environment, the clearest moneyed, for-profit interests in the financial governance of Bitcoin are defined by two groups: miners, who are rewarded with fees and freshly issued bitcoins for their role in providing the system’s vital security infrastructure; and venture-capital-backed entrepreneurs, whose businesses pay many of the fees that go to miners to support that. The questions these groups often clash over are: How should the cost of building, sustaining, protecting, and developing Bitcoin’s ecosystem be apportioned? What is the right approach in the long-term interests of the wider community of users? That was the essence of the 1MB versus 2MB block-size debate.

		 

		Related complicating questions are: How to reward the people who, in this open-source environment, are developing the source code of the core protocol even though they get no direct income or monetized gain from that work? How to align interests, since the absence of an ICO, pre-mine, or in-protocol mechanism for funding coding work leaves developers dependent on private companies for their livelihood?

		 

		In Bitcoin’s early years, the not-for-profit institution Bitcoin Foundation, funded by donations from Bitcoin-related start-ups, paid for the salary of the then-lead developer Gavin Andresen. Then MIT Digital Currency Initiative took in funding to support developers, under the same principle of avoiding conflicts of interest. MIT DCI now pays for two core Bitcoin developers to continue their work.

		 

		But many others working on the core code need to put food on the table. So, at various times, wallet providers, exchanges, and payment processors have employed Bitcoin developers. In recent years, developers employed by the privately funded company Blockstream have done a significant amount of the work. Those salary providers might well be mostly motivated by a desire to develop the “commons” of Bitcoin’s core code for the good of all, but their business interests won’t align with everyone in the Bitcoin community. That naturally makes outsiders wary of their motives.

		 

		The governance question for cryptocurrencies such as bitcoin is not how should founders most responsibly manage the early influx of proceeds from a one-off ICO (as with altcoins), but how should new funds generated within the ecosystem be distributed? What’s emerged from Bitcoin’s successes and failures is the need for transparency and awareness around the interests of developers, miners, and businesses differently impacted by competing proposals for protocol changes.

		 

		The goal is to find the best mix of policies that serves the community’s shared long-term interests in security, ease of use, and value creation. Bitcoin’s challenge is how to get a deeply divided community to reach compromises in the most effective, costless manner. Investors and users of its technology will need to weigh whether it has the capacity to do so.

		 

		Litecoin: Silver to bitcoin’s gold

		 

		Litecoin (LTC), created in October 2011 by developer Charlie Lee, was one of the first altcoin copies of Bitcoin, with a few important changes that sought to make the coin more universally accessible. For many years Litecoin’s token was the second most valuable cryptoasset after bitcoin and is often described as the “silver to bitcoin’s gold.” While it has fallen behind Ethereum’s ether and Ripple’s XRP, litecoin remains an important benchmark for altcoins and a closely watched experiment.

		 

		Unique protocol features of Litecoin

		 

		The key distinguishing feature of Litecoin’s protocol is its use of the Scrypt (pronounced “ess crypt”) mining algorithm, which requires more amounts of high-speed RAM than does Bitcoin’s algorithm; computers cannot easily exploit the massive raw hashing speed of the parallel processing functions that ASIC machines’ specialized chips permit. In theory, that should mitigate the trend toward concentrated mining power because smaller players using cheaper, RAM-dependent graphics processing units (GPUs), can still compete. The design has not been entirely “ASIC-resistant,” as ASIC rigs for mining litecoins are now available. But Scrypt’s “memory hard problem” has nonetheless curtailed the trend toward a Bitcoin-like industrialized arms race in mining.

		 

		Another distinction is that Litecoin’s PoW algorithm is designed so that miners will on average resolve their computing challenge and finalize a block of transactions every 2.5 minutes, whereas Bitcoin blocks take 10 minutes. Users wait a shorter time for the confirmation of transactions. It also accelerates the issuance of tokens; but, since Lee wanted a money supply schedule similar to Bitcoin’s, he adjusted the monetary policy so that the total future issuance would run to 84 million coins, as opposed to Bitcoin’s 21 million, and set the halving of the litecoin payout reward to every 840,000 blocks. In effect, we can make fairly accurate price comparisons between litecoin and bitcoin by multiplying litecoin’s price by four or by comparing total market capitalization. As of late July 2017, Litecoin had a market capitalization of $2.3 billion, according to CoinMarketCap.com—a valuation one-twentieth that of Bitcoin.

		 

		Financial governance of Litecoin

		 

		Although Charlie Lee is easily identified, he has generally avoided conflict with users and investors who might otherwise worry about a founder’s motives, partly because there was no “pre-mine” of coins or any presale of tokens to the public to fund operations. Lee and other early users just began mining litecoins on Litecoin’s own terms, competing with each other for rewards. As early adopters, they have no doubt profited well as litecoin’s value has risen, but many view those as fairly won profits. Because of that, and as with Bitcoin, the community isn’t wondering what founders or developers are doing with their earnings.

		 

		As for the distribution of costs and rewards within the Litecoin ecosystem, we could argue that Scrypt’s constraints on ASIC mining have created a more equitable spread of wealth, which may have mitigated the political tensions that arose in Bitcoin once concentrated miners accumulated high-stakes interest in a particular protocol rule set. That was evident in the relative lack of discord between miners and developers over Litecoin’s move to adopt SegWit, which soon paved the way for Lightning Network integration. Litecoin miners seemed to recognize that a SegWit-led scaling improvement would drive up the cryptocurrency’s price, which would more than offset the lost fees over which Bitcoin miners fretted. Sure enough, after it implemented SegWit following a daylong negotiation, its price soared from $3.77 per litecoin on 1 March 2017 to $44.32 in late July that year.

		 

		Was Litecoin’s relative success in implementing a protocol change been because, paradoxically, it has been less successful than Bitcoin? With less monetary value tied up in litecoins, the ecosystem’s competing interests have smaller fortunes at stake, which lets users place more speculative bets on change. There are nowhere near as many people using litecoin for transactions, which means fewer wallet providers and other service providers with interests in how it develops. Network effects generate value for all stakeholders in cryptoassets, but their relative absence can also help to resolve sticky problems around governance and the distribution of funds. Everyone can treat Litecoin as a useful “living lab” in which to test ideas before applying them to the bigger networks of larger cryptoassets.

		 

		The reason behind Litecoin’s smooth adoption of SegWit may also be a function of Charlie Lee’s influence. As Litecoin’s de facto leader, he came out in strong support of the change. Importantly, Lee himself is not remunerated by direct distributions from the Litecoin ecosystem; for most of its existence, he has worked for cryptocurrency wallet and exchange provider Coinbase, which, although not a neutral party, had far bigger business interests in bitcoin and ether than in litecoin.

		 

		Like all founders of successful open-source projects, Lee has been aided by an army of volunteer coders who seek not immediate financial gain but projects that interest them or benefit their own pet projects. (On that score, Litecoin’s embrace of SegWit appears to have enhanced its “cool factor,” as the protocol attracted a surge of developer engagement after the move.) With the launch of the not-for-profit Litecoin Foundation in March 2017 to steer donations toward funding continued developer contributions, Litecoin now has a vehicle for paying for its protocol’s upkeep, with Lee himself leaving Coinbase to run the foundation full-time with a $1 salary.

		 

		No doubt Lee is well sustained by the store of litecoins and bitcoins he has accumulated over the years, but he also wants to see his brainchild succeed. How would Litecoin fare without him? We don’t know. That’s a reminder that the personalities, principles, and circumstances of the people who launch cryptoassets are a relevant consideration for investors in those tokens—even as these strive to function as leaderless, decentralized systems in which no CEO or other form of authority can exercise centralized command.

		 

		Zcash and Monero: Pro-privacy

		 

		The development of sophisticated big-data-driven network analysis services such as Elliptic and Chainalysis to better track and identify individual users of bitcoin prompted a backlash among developers who felt that a better, more private cryptocurrency was needed. For people like influential cryptographer Zooko Wilcox-O’Hearn, who sees privacy as “a human right, a necessary condition for the exercise of free choice, of morality, of political participation and of intimacy—of everything that is most important as humans,” this privacy limitation was a call to action.¹²⁸

		 

		Adding more privacy into a cryptocurrency was easier said than done, however, because the miners would have to ascertain the legitimacy of transactions and of the state of the ledger without checking the transaction history of the account in question. Yet Wilcox and others knew that certain tricks of cryptography would allow computers to confirm that a change in the state of a ledger has legitimately occurred without knowing its underlying components. In other words, they could prove that funds weren’t being double-spent without knowing addresses involved in the transaction. So, these developers got to work on the problem, the outcome of which were new, pro-privacy cryptocurrencies, the most important of which are Monero (XMR) and Zcash (ZEC).

		 

		Unique protocol features of Zcash and Monero

		 

		In the case of Monero, the privacy solution is something called ring signatures, where any member of a group of signers controlling authorizing keys could digitally sign transactions. No outsider could determine which member of the key-holding group owned the particular account or address from which a cryptocurrency transfer occurred. For Wilcox, the creator of Zcash, the solution lay in something called a zero-knowledge Succinct Non-Interactive ARgument of Knowledge, or zk-SNARK.

		 

		Zero-knowledge cryptography is a powerful means by which a third party can prove that someone else’s claim is true without knowing all the details behind it. Thus zk-SNARKs gave rise to Zcash, where miners on the network can verify that transactions are legitimate even though the details behind them are so heavily encrypted as to obscure the accounts from and to which they are going. Importantly, Zcash also provides some opt-out tools for users so that, were a third party such as a bank or regulator require access to information, they could selectively divulge data without breaking the chain of privacy beyond that.

		 

		In creating new currencies, the developers of both Monero and Zcash took the opportunity to tackle not only Bitcoin’s privacy problem but also other issues. With the concept of the tail emission, Monero addressed the problem posed by Bitcoin’s declining currency reward schedule, which is necessary to avoid inflation and create scarcity but which eventually forces miners to charge potentially discriminating and highly contentious transaction fees.

		 

		Under Monero’s arrangement, issuances of the system’s XMR tokens steadily decrease over time, until they reach a point where they are frozen at 0.3 XMR a minute and stay that way forever. That amounts to a one percent inflation rate for the rest of Monero’s life; but, according to developers, it offsets natural losses of currency from circulation as people lose control of their keys or hard drives.

		 

		As for Zcash, it went for a four-year halving schedule for rewards on 2.5-minute blocks that looked more or less like that of Litecoin but from a lower starting point of 12.5 ZEC, rather than the 50-coin start position for Bitcoin and Litecoin. The key difference was what Zcash developers called a “slow start” with only one ZEC per block for the first two days before it leapt to 12.5. The idea was to create a period in which small miners could gain access to coins before they became outcompeted. It also followed Litecoin’s lead in developing its own RAM memory-heavy mining algorithm, creating something called equihash that led Wilcox and Jack Grigg, a Zcash developer, to argue on the cryptocurrency’s website that it was “unlikely that anyone will be able to build cost-effective custom hardware (ASICs) for mining in the foreseeable future.”¹²⁹

		 

		Financial governance of Zcash and Monero

		 

		In following the Bitcoin and Litecoin model for PoW mining algorithms with no pre-mine or ICO, Zcash and Monero had to figure out how to finance development. Monero went for a build-it-and-they-will-come approach, hoping that the appeal of their privacy solution, a pet concern for many cryptographers, would draw volunteer developers to their project, who would invest in the currency and gain from its improvement. That’s more or less how it has played out; Monero attained a market capitalization of $672 million by late July 2017 to rank ninth among all cryptoassets listed by CoinMarketCap.com.

		 

		Zcash has had a more volatile experience. The cryptocurrency soared on its second day of trading on 29 October 2016, at one stage surpassing $4,000 a coin, partly because the slow-start strategy created a coin shortage at the outset and partly because of buzz around the project and reputation of Wilcox. It soon dropped to below $100, where it more or less stayed for the following six months.

		 

		But in the spring of 2017, it enjoyed the massive pan-cryptoassets rally and by late July was up fourfold year-to-date, despite some criticism of the funding strategy that Wilcox employed, which was to incorporate a 20 percent payment—dubbed the “genius tax”—from every ZEC block reward to a special founder account during the first four years of the cryptocurrency’s existence. This tax was ostensibly to cover the three years of development and to reward early investors who put $1 million into the Zcash company. As of late July 2017, the pool of distributed founders’ funds was worth $75 million. Who gets access to those funds and to how much of them is unclear, but the company lists 55 Zcash addresses as recipients.

		 

		Opinions over the founder reward have varied markedly, with some applauding the transparency and the creation of a clear funding mechanism for developers—arguably the most important participants in any network. But others see it as excessive, with one critic even proposing that miners adopt a self-injected code alteration in the form of a “forked” Zcash copy currency that lets them keep all of the ZEC reward and stops the siphoning of 20 percent to founders.¹³⁰

		 

		However, the proposal has had no real traction, presumably because adopters of the new coin would lose access to the marketing and support of the existing Zcash Company and, most importantly, the developer community would refuse to work on the new coin. Miners likely recognized that they’d lose more than they’d gain in such a deal. The result is a reminder that whereas miners provide a commoditized service, the work that specialized, top-notch cryptodevelopers do is hard to secure, particularly in a boom period for cryptocurrencies.

		 

		Here, too, the personality of the lead developer matters. Zooko Wilcox, who swapped his given name of Bryce for Zooko after an experiment with pseudonyms on a cryptographers’ mailing list, has had a storied career in the field. He worked on some important innovations in cryptocurrencies before Bitcoin, including David Chaum’s DigiCash in the 1990s, and is known for “Zooko’s Triangle,” which describes the challenges of creating secure, decentralized, and human-meaningful names for participants in a network. Given his deep interest in both security and privacy, Wilcox devised what he called a “ceremony” with other trusted crypto experts from North America to devise jointly, in almost obsessive secrecy, a random seed number from which Zcash would be born. This event was documented—and became the subject of a Radiolab episode on National Public Radio—so as to prove the integrity of the project’s genesis.¹³¹

		 

		Wilcox intended to instill the notion in future users’ minds that this otherwise incorruptible system of encrypted privacy enhancement had not been corrupted during its brief moment of vulnerability at birth. Whether or not this elaborate ceremony has succeeded in breeding confidence, it has likely bred an air of mysticism around the cryptography itself, which factors into the value of the token.

		

	
		 

		CRYPTOCOMMODITIES

		 

		Cryptocommodities refer to tokens that are necessary components of applications built on the blockchain platform to which they belong. This includes the native tokens of permissionless blockchains—those that have no authorizing body granting access permissions to users or miners—and, typically, the platforms that facilitate smart contracts and a variety of Dapps beyond digital money and payments.

		 

		Smart contracts are pieces of shared software code that contain agreed-upon business logic whose event-contingent terms and conditions are executed automatically and securely by a decentralized computing network. For example, if the price of a certain stock fell below a certain price, a digitally executed contract would instruct payments to go from one investor to another. When these agreements are written to an immutable blockchain, parties to the contract can now trust that no other party can intervene in the automatic execution of their rights and obligations.

		 

		If we think of computer programs, as many engineers do, as contracts—as codified agreements based on “if X, then Y” constructs—then this structure effectively creates a global, unstoppable, decentralized meta-computer whose processing power is shared across the network. In this context, we can think of a cryptocommodity as a kind of fuel that runs this global computer. Extending this metaphor, the developers of Ethereum, the dominant smart-contract blockchain, used the term, “gas” to describe the flow of payments its native token, ether, required for transactions across its network.

		 

		Ethereum: Turing complete

		 

		In 2013 at the age of 19, Russian-Canadian engineer Vitalik Buterin conceived of Ethereum’s blockchain as a tool for developers to build Dapps, which engage decentralized nodes to ensure that their programs—synonymous with smart contracts, in this case—execute independently of any centralized entity.

		 

		To achieve this, Buterin gave Ethereum its own built-in “Turing complete” language, a condition that added far greater programming capacity than Bitcoin’s protocol ever had. That structure and a number of other features turned Ethereum into a go-to platform for writing smart contracts and Dapps. Some engineers complain that the flexibility of Ethereum’s programming capabilities makes the system insecure. A number of high-profile attacks, including that which siphoned $55 million from the DAO, a decentralized investment vehicle, have underscored this vulnerability.

		 

		On the flip side, the array of possibilities that Ethereum’s programming capacity offers has attracted a massive community of enthusiastic developers trying out all sorts of new ideas. As of May 2017, there had been 90,000 downloads of Ethereum’s developer suite of tools, according to co-founder Joseph Lubin.¹³²

		 

		While most are still in “proof-of-concept” phase, the number of Dapps now operating on top of Ethereum is expanding rapidly. As of late July 2017, the tracking website “State of the Dapps” listed 601, though many experiments fall outside the purview of the Ethercasts team that runs that site.¹³³ A good many of these applications include tokens, all testaments to the critical role Ethereum has played in the development of the ICO market and the token economy.

		 

		Early on, Ethereum developers came up with the ERC-20 standard interface for issuing digital assets and tokens over the platform. The vast majority and most prominent of the token sales in 2016 and 2017 were issued with that standard. That linked Ethereum’s value intrinsically to the ICO ecosystem of value. Investors would need to buy ether (ETH), Ethereum’s native token, to obtain the needed secondary token—such as Brave’s BAT—and so the former’s price got a boost from the surging token market.

		 

		Unique protocol features of Ethereum

		 

		Miners of the Ethereum network do more than just validate currency transactions and maintain the Ethereum ledger; they receive ether for providing the processing power that executes the imbedded logic of each smart contract. Together, the computers behind the miners form what’s often referred to as the “Ethereum Virtual Machine” (EVM). To keep those miners honest, Ethereum initially adopted a PoW consensus algorithm modeled on Bitcoin’s. However, in a bid to avoid centralization of mining power, it followed the lead of Litecoin and other Bitcoin successors in adding more memory-heavy computation to that algorithm to make it more ASIC-resistant.

		 

		Not content simply to moderate the PoW competition, the Ethereum founders said from the outset that they intend to migrate the platform to a proof-of-stake (PoS) model. In theory, PoS would not have the environmental impact that PoW has had—a major motivation for its adoption. In essence, a PoS algorithm keeps miners honest because their capacity to confirm transactions, participate in the network, and earn ether depends on how big a stake they hold in that same token.

		 

		To mount a 51 percent attack consistently, a malicious actor would first have to acquire more than half of the ether in circulation and put it all at risk. In practice, however, the Ethereum developers have struggled to define a clear road map and timetable for migrating from PoW to PoS—known as the Caspar project—in part because of doubts raised about the latter’s reliability. The main criticism of PoS stems from the “nothing-at-stake” problem: because malicious miners have no electricity demand to meet, they could mine multiple blocks simultaneously, at virtually zero cost, to up their chances of adding a fraudulent block to the blockchain.

		 

		New improvements to PoS, including the delegated proof-of-stake algorithm that both EOS and Tezos use (described below), might resolve the nothing-at-stake problem and mitigate the tendency toward concentrated wealth that the basic version implies. But Ethereum’s cautious developers, now charged with protecting an ecosystem worth $30 billion, have been deliberately slow to introduce a PoS update. Some wonder whether, with so much money at stake, they’ll ever be able to make the shift.

		 

		Financial governance of Ethereum

		 

		Unlike Bitcoin, which began with Satoshi Nakamoto’s mining the genesis block at the same time that he invited others to participate, the early issuance of ether tokens in 2014 involved both a crowdsale and a distribution to the founders. Raising around $18 million worth of bitcoin—at the time, one of the biggest crowdfunding exercises in history—Ethereum set the stage for the ICO records of 2017. The incoming funds were held by the Ethereum Foundation, a nonprofit organization incorporated in Switzerland and charged with a transparent process for distributing the money.

		 

		After an early crisis, when the falling price of bitcoin almost depleted the foundation’s coffers, the entire enterprise’s fortunes have since recovered, with many of the founders becoming very wealthy. In addition to those early distributed ether, the protocol follows an ongoing schedule of issuing fresh ether to miners. Unlike Bitcoin, however, Ethereum has not clarified if and when the supply of fresh tokens will ever end. This feature can make investors nervous, especially those who are looking for the digital scarcity function that’s guaranteed by Bitcoin’s hard limit of 21 million coins over 130 years. But the difference underscores the point that ether is not a currency intended purely as a store of value or medium of exchange. It is a cryptocommodity.

		 

		The outsized role of Ethereum’s founding developers in guiding protocol development is perhaps the platform’s most contentious aspect for investors. Whereas the lead Bitcoin developers find it extremely difficult to introduce even worthwhile protocol changes, Ethereum’s founders loom large over policy decisions.

		 

		For example, during the DAO crisis in mid-2016, the team decided that the best way to recover the $55 million in stolen funds was to institute a hard fork that rendered the DAO smart contract transactions invalid from a certain point on. It was a dramatic decision. Critics described it as a breach of the vital blockchain principle of immutability. The Ethereum founders argued that they’d put their decision to a democratic process and won, since a large majority of the miners voted with their feet by mining blocks off the newly forked chain.

		 

		However, a group of developers and miners was so incensed that it continued to mine from the old, pre-forked blocks, creating something it called Ethereum Classic, denoted by the code ETC as a competitor to ETH. To this day, the maverick ETC version continues to trade alongside ETH—and some immutability-concerned developers are using it for Dapp and smart contract development, though the 2017 surge in the price of ETH has left ETC far behind.

		 

		Tezos: Born of the commons

		 

		Tezos (TEZ), founded by the husband-and-wife team of Arthur and Kathleen Breitman, is a smart-contract-enabling blockchain intended to be more dynamic and less costly to maintain and govern than Ethereum and other systems for Dapps. Tezos briefly ranked as the biggest crowdsale in history after it raised $232 million worth of bitcoin and ether in just 12 days in early July 2017. (A month later, Filecoin beat that by raising $252 million.) The interest in Tezos stemmed from the notion that it might resolve some of the biggest problems facing cryptocurrencies—primarily in decentralized governance and scalability. Billionaire venture capitalist Tim Draper’s public support for the ICO didn’t hurt, either.

		 

		Unique protocol features of Tezos

		 

		“The core observation that led to [Tezos’] development was the recognition of blockchain protocols as a commons,” said Kathleen Breitman, Tezos CEO. “Typically, commons suffer from two issues in economic theory: 1. Maintenance, or the question of who will fix issues in the code and, 2. Governance, or the question of who decides upon the direction of development.”¹³⁴ To deal with those challenges, CTO Arthur Breitman said, the Tezos team created a “self-amending blockchain.” He modeled it on the game Nomic, invented by philosopher Peter Suber, in which the rules of the game include mechanisms for the players to change those rules. On that basis, Tezos starts with a seed protocol but, from that point on, the governance takes shape as the changing pool of tokenholders and validators vote on what rules to impose.

		 

		The consensus algorithm is based on a proof-of-stake, staged voting system by which holders of Tezos tokens delegate authority to certain participants to encourage updates to the protocol without getting bogged down in the slanging matches and gridlock that afflicted the Bitcoin community. Updates also go through a rigorous testing process, which smart contracts must pass before they are implemented across the entire blockchain. Stakeholders can put the governance itself to this tiered voting and testing process, which means the mechanisms and rules by which updates are incorporated can also change—with something akin to a constitutional amendment. It’s called “on-chain governance.”

		 

		Critics, including Ethereum founder Vitalik Buterin, said the system is too unpredictable and worry that dynamic changes to the protocol could introduce instability, which could undermine the core blockchain goal of immutability—the very criticism of Ethereum’s hard fork.¹³⁵ But, from the Tezos side, we could argue that rigid adherence to preexisting rules overly constrains systems like Bitcoin. There may be an optimal balance between a more a flexible approach to protocol changes and strict protections against rushed modifications that might undermine immutability.

		 

		What is clear is that governance within the two dominant, permissionless, public blockchains is less than perfect. The bruising, unending Bitcoin block-size debate showed that the community had no viable mechanism for processing compromise and fostering organized decision-making; and the DAO experience did not bolster any sense of democracy in the Ethereum ecosystem. “Governance happens behind closed doors and few have a seat at the table,” said Arthur Breitman.¹³⁶ “While coin votes do sometimes happen, they are typically an afterthought and do not proceed from a predictable set of governance rules.” Buterin, on the other hand, maintains that “extra-protocol” governance such as the decision to hard-fork Ethereum is a crucial backstop tool to prevent hard-coding some kind of harmful process, as with the DAO, into the protocol itself.

		 

		Only time will tell whether the Breitmans’ blockchain governance model is superior to Bitcoin, Ethereum, or whatever other forks of those two might emerge in the future. Even so, it does seem that the outcome of Tezos’ bet could be an important determinant of future blockchain design.

		 

		Financial governance of Tezos

		 

		The tokens that define Tezos’ financial governance are also integral to its dynamic protocol governance system. Ownership of the Tezos token, known as the Tez, confers a right to users to stake their coins—locking them up as a part of a commitment to mine blocks—and to vote for delegates to validate the blockchain and make decisions on new rules and protocol upgrades. Owners can use “Tezzies” not only to compensate miners for validation work but also to reward developers for software upgrades if and when they get incorporated into the live protocol.

		 

		Within the context of Tezos’ self-amending governance approach and as one of the first proposals for an amendment to the systems rules, the founders are promoting the idea of a futarchy, based on economist Robin Hanson’s proposal of the same name for a system in which “democracy would continue to say what we want, but betting markets would now say how to get it.”¹³⁷ The idea has earned the slogan, “vote values, bet beliefs.”

		 

		Under the Tezos futarchy, users could stake their Tez on delegated votes on matters of “value” and then place bets on which code alterations are most likely to achieve those value results, creating a kind of wisdom-of-the-crowd market mechanism for predicting optimal outcomes. The original 2014 Tezos white paper included this example:

		 

		 

		Stakeholders would first vote on a trusted datafeed representing the satisfaction of a value. This might be, for example, the exchange rate of coins against a basket of international currencies. An internal prediction market would be formed to estimate the change in this indicator conditional on various code amendments being adopted …. In the end, the amendment deemed most likely to improve the indicator would be automatically adopted.¹³⁸

		 

		 

		These methods emphasize how a community can use the economics of tokens to incentivize its members to push for the betterment of the underlying platform, the commons of the blockchain itself.

		 

		Tezos’ unexpected ICO influx of $232 million created a whole other set of questions around financial governance. CEO Kathleen Breitman told Paul Vigna of The Wall Street Journal that, six months earlier, she’d “had a dream that we raised $30 million.” She’d then thought to herself, “That’s impossible.”¹³⁹ Like other cryptoasset platforms that raise money through token sales, Tezos set up a Switzerland-based foundation to manage the funds and distribution. Shortly after the ICO closed, the foundation took charge of $220 million of ether and bitcoin and announced that it would invest the funds slowly in a “conservative,” diversified portfolio of cash, stocks, bonds, and precious metals to “ensure that our organization is resilient in good times, and bad times.”¹⁴⁰

		 

		With both the Bitcoin and Ethereum foundations badly hurt during the 2014–2105 downturn in the bitcoin prices, Tezos’ decision to create a noncorrelated pool of funds was mostly viewed as sensible. However, it also emphasized the distortions created by massive open-ended fundraising exercises like Tezos’. What to do with all that money? Tezos decided to dedicate $50 million of it to a venture capital fund.¹⁴¹ This prompted some mocking analysis from ICO skeptics, who saw irony in token-raised funds plowing back into VCs, but the Tezos Foundation had a clear strategy behind the move. Calling “innovation and growth of the ecosystem” its “top priority,” the foundation said the funds would explicitly target start-ups working with applications that work on top of the Tezos platform.

		 

		If Tezos is to compete with Ethereum as a smart contract and Dapp development system, then it needs to foster a vibrant ecosystem of creators and developers. Traditional VC funding may be the most effective way to achieve this. Still, who will oversee and manage the investment strategy? Who will do due diligence and sit on the start-ups’ boards? These sorts of questions buttressed critics’ portrayal of Tezos as a software company that has accidentally become a fund management company. It’s why some people are arguing that successful ICO issuers should either be paying dividends or buying back—and “burning” or neutralizing—the recovered tokens to boost their value. That’s what blockchain fund management platform ICONOMI did with its tokens.¹⁴² Whether such actions are red flags for securities regulators remains to be seen.

		 

		EOS: Parallelization

		 

		Launched around the same time as Tezos, EOS is the brainchild of Daniel Larimer, one of the most prolific, innovative but also controversial developers to emerge in the era of post-currency applications for blockchains. Larimer’s first project, BitShares, was a decentralized exchange on which stable-currency tokens such as the dollar-pegged BitUSD could trade. Despite concerns that its name, bearing the word, shares, would attract action from the SEC, BitShares has survived.

		 

		More importantly, its delegated proof-of-stake blockchain architecture, labeled Graphene, has stayed on as the foundation for other Larimer projects. One of those was Steemit, a decentralized social media platform in which users can upvote articles in a similar fashion to Reddit’s voting system but with Steem tokens included as rewards.

		 

		After surging in June 2016 to become one of the most well-capitalized cryptoassets on the market, Steem’s prices plunged amid concerns about the system’s perverse incentives to boost pro-Steemit articles in favor of the founders’ stakes. But the system has since stabilized and now claims an average of more than 20,000 daily users.¹⁴³ Steemit is still a fringe product, but its survival has some hoping that its decentralized model will pose a challenge to the centralized behemoths of social media such as Facebook and Twitter.

		 

		EOS, however, has even bigger objectives. It takes the Graphene model to a wider goal: the creation of a global virtual machine for enterprise users that is both fully decentralized and scalable to a level currently unimaginable for Bitcoin and Ethereum. EOS tackles the fundamental challenge of how to ensure that a fully decentralized, permissionless blockchain can process a massive amount of transactions very quickly—how to move beyond Bitcoin’s seven transactions a second to something the whole world can use.

		 

		Unique protocol features of EOS

		 

		EOS.io’s software creates what its development team describes as an “operating system-like construct” that “provides accounts, authentication, databases, asynchronous communication and the scheduling of applications across hundreds of CPU cores or clusters”—all across a decentralized network of computers.¹⁴⁴ This setup is designed as a suite of tools for companies to easily create decentralized applications without having to engage engineers in the cumbersome process of development and coding. It’s a bit how Microsoft’s Windows or Apple’s MacOS come bundled with add-ons like browsers and office tools. By contrast, Ethereum is more application agnostic, providing a flat platform upon which any Dapp can be built.

		 

		Most importantly, the EOS team claims that the underlying architecture “scales to millions of transactions per second, eliminates user fees, and allows for quick and easy deployment of decentralized applications.”¹⁴⁵ Behind that bold assertion is an approach known as parallelization, which frees computers from having to do multiple tasks in sequence before moving to the next one. The company claims to have stress-tested the system in simulations, but in reality there’s simply no way to know whether something as complex as a global ledger of smart contracts that runs on a fully decentralized validation model can work at that level. If it can, of course, it could be a game changer, especially if block.one’s marketing efforts, aimed at enterprise clients, pays off.

		 

		Ever since Bitcoin’s broader implications were made apparent to them, thought leaders have imagined the transformative economic power of a fully functional “Internet of Value,” a permissionless system for individuals and businesses to create and transfer value without intermediaries, an open-access system of innovation. Scalability, symbolized by Bitcoin’s meager seven-seconds-per-transaction capability, has long been seen as the barrier to that imagined possibility. Even if EOS doesn’t work, it shows how, much like the pioneers of the Internet, a set of adventurous developers is constantly attacking those scalability barriers in search of the bigger vision and, in doing so, are bringing us closer to breaking through them.

		 

		Financial governance of EOS

		 

		With the engagement of famed cryptographer Ian Grigg and a host of early professional investors, Hong Kong–based block.one, the start-up behind EOS, launched a token sale that took in $185 million in the first five days of its offering. That was the third-largest intake in history as of this writing. Block.one had a strong opportunity to raise even more as the crowdsale was to continue over the course of a year, offering a billion tokens in total. With the price per token, which uses the same three-letter EOS symbol as the blockchain, quoted at $1.36 on CoinMarketCap.com at the time of writing, some observers are predicting a total fundraise in excess of $1 billion.¹⁴⁶

		 

		The EOS token was sold as an ERC-20 token, an asset issued over Ethereum. However, on 1 June 2018, an independent EOS block-chain will begin, which means that all registered ERC-20 EOS tokens will convert to a native token on that chain, which happens to include some dynamic governance procedures similar to Tezos. In a move that has some investors a little unnerved, EOS advised token-holders to register with EOS or risk losing them at that time.

		 

		Like many ICOs, EOS’ included heavy disclaimers such as the tokens “do not have any rights, uses, purpose, attributes, functionalities or features, express or implied, including, without limitation, any uses, purpose, attributes, functionalities or features on the EOS Platform,” and so forth. It’s an especially conservative legal strategy, since the SEC could construe any promise of value as a security offering, and investors clearly were able to see past it on the belief that EOS will one day build a valuable ecosystem regardless of what it can or cannot promise.

		 

		Yet, even with this explicit disclaimer, block.one found itself the victim of a regulation-by-stealth move in August 2017 when Hong Kong–based crypto exchange Bitfinex barred American investors from trading EOS tokens on its platforms. Bitfinex was clearly spooked by the SEC’s statement on the DAO tokens, which reminded exchanges to register with the SEC if they allowed trading in any tokens deemed securities. The move had no discernible effect on EOS’ price, perhaps a mark of the global nature of trading in this technology right now. However, some saw the Bitfinex move as a warning of the subtle ways in which the SEC can extend its regulatory reach across an industry while retaining its discretionary power.

		

	
		 

		CRYPTOTOKENS

		 

		Cryptotokens, the third category of cryptoassets, are directly associated with a particular economic purpose, usually defined by their role in governing a community of users of a particular decentralized application or Dapp. It’s here that the most adventurous thinking around programmable money, incentive structures, and economic design is happening. It’s also where the modern-day gold rush of ICO mania is most vividly playing out.

		 

		The vast majority of these tokens are assets issued on top of another blockchain. By far the biggest category is that of the aforementioned ERC-20 tokens issued on top of Ethereum. There are now hundreds of ERC-20 tokens trading within the Ethereum ecosystem with new ICOs coming to market daily. Consider the four offerings that the ICO Alert website listed on 17 August 2017, for the five days to 22 August:

		 

		•Decentraland, “a decentralized marketplace to turn virtual commodities into real commodities”

		 

		•Imperium, “no-fee sports betting platform built on Ethereum”

		 

		•Latoken, “tokenizing fractions of assets such as real estate and art”

		 

		•Snapup, “a platform to shop for premium products.”¹⁴⁷

		 

		So long as these tokens continue to attract both primary and secondary market investment, a positive feedback loop of value creation will boost the value of ether along with the tokens. But if the market goes south, a vicious circle of wealth destruction might also eventuate.

		 

		The sheer breadth of ideas covered by these tokens—many of them half-baked, a few truly brilliant, nearly all unproven—leaves us no chance of representing all of them here. Instead, we’ll review a number of industry categories, each defined in terms of the particular commons whose management the system is seeking to improve.

		 

		The media commons

		 

		As we discussed in reference to Brave’s BAT, there are clear signs of dysfunction in the online ad market, where publishers compete for the core resource of user attention in a bid to deliver it to advertisers. But the concept of an Internet media commons is more far-reaching than the advertising market. The idea that cyberspace should be a setting in which ideas can be openly and freely shared was intrinsic to the philosophy that shaped the early design, if not the eventual outcome, of the Internet.

		 

		Even though traditional TV and publishing entities, in migrating their businesses to online platforms, imposed a model of corporate control with digital rights management and aggressive litigation, the mantra that “information wants to be free” has lived on in the “freemium” pricing models of many publishers. However, protecting and maintaining this commons requires more deliberate effort to recognize the rights of those who create, as well as those of the audience, which gives away valuable data.

		 

		Initiatives such as the Creative Commons license, with which photographers and artists have attached usage rights and conditions to 1.2 billion of their digital images, have provided new tools for creators and self-publishers to assert ownership while encouraging free use.¹⁴⁸ But if we are to nurture and protect the Internet commons as a public good, then we could do more to better manage the rights and obligations of both users and creators.

		 

		The amount of information available is not the problem; it’s the quality of it. Nothing has brought this home more than the problem of fake news, which people using social media distribution strategies can now produce and distribute at much lower cost than it takes labor-intensive news organizations to gather, verify, produce, and distribute their news. In essence, the problem has come down to one of incentives misalignment: people are not properly incentivized to produce, share, and support reliable information. The commons is suffering as a result.

		 

		Here a new wave of crypto-inspired innovators is betting that tokens can be game changers. A range of strategies is emerging. Some, like elements of Brave’s BATs model, are focused on incentivizing honesty in the reporting of traffic data to avoid advertising fraud. Others are grappling with the problems of fake news and disinformation by giving users and publishers skin in the game that drives them toward more honest assessments of the quality of content. There are also efforts to tokenize the business of creation itself, so that artists and writers can be more fairly recognized for their work, and even monetize it.

		 

		In the first category, a significant competitor to Brave is adChain, launched by MetaXchain. The system has two main elements. One is the adChain registry, which keeps a blockchain-proven record of domains deemed to be honestly reporting traffic. The other is a pool of adTokens (ADT), used to incentivize people to vote on the worthiness of domains added to that registry via a time-lock voting system. By locking up money when they vote, they submit a proof-of-integrity action that’s not dissimilar to how Tezos and others use proof of stake to ensure confidence in blockchain validation.

		 

		One billion adTokens are in circulation, following a crowdsale on 26 June 2017 that reached its cap of $ 10 million in just 23 seconds.¹⁴⁹ The founders wanted to create what they call a “virtuous circle” in which adToken holders, with skin in the game, vote honestly on the quality of the reporting of different publishers’ domains, which serves the needs of advertisers, who buy up tokens to pay publishers for ads, driving up the price and rewarding the tokenholders for acting honestly. Honest publishers also win because they can distinguish themselves from dishonest sites and attract a fairer share of the ad business.

		 

		Here’s how Hunter Gebron, MetaXchain’s director of strategic initiatives, metaphorically described what adChain represents: “If digital advertising were a giant city, one could say that adChain is laying down cleaner more efficient pipes underneath the city which provide residents cheaper and safer utilities (‘residents’ being advertisers and publishers).”¹⁵⁰ In this sense, the system is designed to incentivize the upkeep of a commons defined by a clean, honest record of publisher websites’ traffic data.

		 

		How to incentivize honesty and integrity in the business of social media is also a challenge. There, the abuse of metrics such as “likes,” “upvotes,” and “retweets,” including the deployment of specialized bots to replicate such processes, has elevated certain destructive content for the wrong reasons, creating disinformation, fake news, and political upheaval. This contentious industry is where Warsaw-based Userfeeds.io has turned its attention.

		 

		The company’s bet is that if both users and publishers are going to engage in media curation, either formally or through their votes on the quality of content—with likes, upvotes, and so forth—then they should have skin in the game if they are to be more inclined to make honest, thoughtful assessments. Userfeeds wants to do this by turning people’s holdings of tokens into provable measures of reputation that they put at stake whenever they make some judgment on a piece of content.

		 

		The strategy is an attempt, said Maciej Olpinski, Userfeeds’ founder, to grapple with the fact that, “in the current environment, producing toxic information that is viral is essentially a free option on attention … a situation where information is free or almost free to produce but has a potential to generate lots of attention dollars if it spreads virally.” This asymmetry, he said, benefits everyone except the “attention suppliers,” that is, users. The big social media platforms collect user data, and the content creators rack up eyeballs and generate traffic. Sure, users may experience instant gratification on social media, but it comes with long-term opportunity costs. Olpinski presented an alternative:

		 

		 

		What if we could bring symmetry to online relationships where every time someone wants your attention they’d have to prove what incentives they have, and they’ve had to sacrifice something to make you pay attention to them? The concept of digital tokens on platforms like Ethereum, allows us to design systems where tokens can be used for signaling relevance of information to communities owning these tokens.¹⁵¹

		 

		 

		Userfeeds’ use of tokens differs from many of the ICOs. The start-up has not issued its own token per se. Rather, the platform is designed to allow users to pledge existing tokens such as ether to assert their reputation and show their integrity. But it also has the prospect of having curators issue their own, unique reputation tokens that others could buy into as a way to support their work and encourage good-quality newsfeeds and content curation.

		 

		Blockchain developers are also intently working on applications that use the blockchain to immutably register unique creative works and, with that, to empower creators to take more direct control over the rights to their works and, potentially, to monetize them through smart contracts and digital currency. These same engineers are also talking a lot about tokenization, but the concept hasn’t yet been well formed.

		 

		Po.et, a service for registering authorship data with original content, was launched with the support of a number of Bitcoin veterans, including David Bailey, CEO of Bitcoin Magazine publisher BTC Media, and former Bitcoin core developer Jeff Garzik, and raised $10 million in an ICO. Other than its role as a fundraising vehicle, it’s not clear whether or how the Po.et token will incentivize participants in the publishing industry to build out the commons.

		 

		A more pointed proposal was the CCCoin, from Mediachain, which has created a blockchain-ready registry filled with the authorship metadata from 100 million Creative Commons–licensed creative works. As conceived, artists and writers would generate CCCoins for themselves when they register their CC-licensed photos, images, or other works.

		 

		Pondering who would then buy those tokens to support their value, Mediachain founder Jesse Walden posited that philanthropic organizations that wanted to support an open Internet commons and incentivize artists to make their content public via the Creative Commons process would find Mediachain effective.¹⁵² Development of CCCoin stalled, however, after the music-streaming company Spotify acquired Mediachain.¹⁵³ In fact, the name “CCCoin” has since been adopted by a platform that has developed a token for charities to raise and distribute funds.

		 

		An identity commons

		 

		One of the more high-profile token sales of 2017 was that of block-chain identity verification platform Civic, whose mobile app–based system stores its customers’ various certified markers of identity—birth certificate data, verified bank account information, certified health records, and so forth—in an immutable blockchain registry.

		 

		Civic said the system is so good at detecting changes to the block-chain-secured data that it can provide real-time monitoring alerts if anyone tries to fraudulently use a customer’s identity—and it offers free insurance of up to $1 million to insure against the legal costs of identity theft. With digital identity solutions viewed by many as a potential killer app for blockchain technology, interest in Civic has been strong: its sale of a billion CVC tokens attracted strong demand on 22 June 2017.

		 

		A billion CVC tokens were sold, representing a third of the total supply. Sensing that early demand was strong and sticking steadfastly to a $33 million hard-cap fundraising limit, the Civic team, led by serial entrepreneur and prominent cryptocurrency commentator Vinny Lingham, decided to introduce a randomized rationing system to avoid letting the biggest, fastest “whales” dominate the ICO. The goal was to spread ownership more widely.

		 

		Civic wants to ensure the widest distribution possible because the value of its identity system is a direct function of network effects. Identity systems are a bit like currencies; they are effective only to the extent that everyone accepts them. It’s why Civic is looking to grow its ecosystem as aggressively as possible. In this context, the token becomes a value-generating incentive tool for expanding the ecosystem. Customers can be rewarded with tokens for uploading certain information to the system and attesters can be paid in tokens for validating people’s various claims of certification and identity.

		 

		“The bigger the network grows, the more utility in the token—because the number of tokens are fixed (no inflation in the total supply, although they will be released over time),” said Lingham. “As the size of the network and transaction volumes within it grows, this will create demand for the tokens.”¹⁵⁴ It’s another bet on a positive feedback loop that serves the wider community’s interest.

		 

		The honesty commons

		 

		Online prediction markets, in which people bet on the outcome of events, are nothing new. Ireland’s Paddy Power site has been delivering up betting odds on the outcome of elections and other aspects of daily life since 1988. But blockchain technology takes these systems to a new level for two reasons:

		 

		•In the decentralized structure of a blockchain, no one can be suspected of manipulating the algorithm; and

		 

		•They let anyone set up their own prediction market and, instead of relying on the judgment of the site owner, generate a crowd-sourced system for adjudicating the outcomes upon which payouts are based.

		 

		With those features in place, advocates say these systems are a powerful way to tap the wisdom of the crowd, which can guide policy decisions.

		 

		What could make these systems revolutionary is the introduction of tokens, designed to reward honest adjudicators. With Augur, the first blockchain-based prediction market, the token is called a “Rep,” short for reputation. The idea is that adjudicators will bet in the markets in which they are casting judgment, wagering their Reps as skin-in-the-game proof of their honesty. If the facts turn out differently, then not only will they lose money but also their reputation will decline. But if they are consistently correct, the opposite happens: a virtuous circle of reputation and profit that, in theory, encourages honesty.

		 

		Writing in a WIRED article, “Forget Bitcoin. The Blockchain Could Reveal What’s True Today and Tomorrow,” Cade Metz posited that tokenized blockchain prediction markets could help society assess truth in news reporting. “If, say, Trump’s national security adviser steps down and Augur’s Rep-funded ‘reporters’ verify his resignation, that fact gets burned into a blockchain,” Metz wrote.

		 

		 

		Any application can then make use of this digital fact, from Wikipedia to Facebook to Google search results. In an age when fake news bounces around Facebook’s echo chambers and presidential tweets see no difference between online hoaxes and the careful reporting of The New York Times, the possibility of creating a digital market for facts becomes a powerful idea.¹⁵⁵

		 

		 

		With prediction markets now envisaged for blockchain governance solutions such as Tezos’, interest in these tokens has surged. Augur’s token has been around since 2015, starting out at a valuation of $1.47, according to CoinMarketCap.com. But other than a brief spike above $12 in March 2016, it tended to hold to levels below $5 for the first 15 months of its existence. Come the spring of 2017, however, Augur’s Rep took off, peaking at $36.30 in early June. It later sold off again over the summer, but at the time of writing (Sept. 2017) was still trading around $20. This enthusiasm was even more evident in the outcome of the Gnosis ICO, mentioned above, which, by some measures of its market valuation, turned the Augur competitor into an almost instant unicorn.

		 

		These numbers offer a valuable reminder of the pure speculative nature of this market. Prediction markets, if they work, could have enormous value for society. We don’t yet know whether they will work or if malicious actors might find ways to collude and game Augur’s Rep market to distort outcomes of different bets, inserting a lasting, immutable record of falsehood into the permanent block-chain—creating something worse than fake news. Still, the prospect of creating a market in truth is exciting.

		 

		The decentralized computing commons

		 

		“There is no cloud. It’s just someone else’s computer.” So goes the statement on a popular Silicon Valley T-shirt. In truth, the phrase underplays the sophistication of the computing resource management that “cloud” providers carry out within giant arrays of data-center-based servers. However, it does tell an important truth about centralization within the outsourcing business that controls much of the world’s file storage and processing.

		 

		What if we abandoned the centralized model by which IBM, Amazon, Google, Apple, Dropbox, and Oracle charge us five-star markup rates for their hard drive-space and forged a “sharing economy” model, an Airbnb of hard-drive rentals? What if anyone with extra space and RAM to spare could offer it to anyone who needed it and get paid for it?

		 

		In theory, since there is much unused capacity on everyone’s desktops, this sharing model should drive down the price of storage and hosting significantly. That’s what several blockchain start-ups are offering, and they’ve discovered that some kind of token is vital for a market to form around this service. With offerings like Siacoin (SC), Maidsafe’s Maidsafecoin (MAID), or Storj (STORJ), creators of decentralized computing networks have found that tokens can create a marketplace between those who supply excess computing resources and those who need it.

		 

		In a similar vein, there is filecoin, the token created and sold by Protocol Labs, creator of the InterPlanetary File System, or IPFS. Filecoin’s $252 million haul in early August 2017 is generally described, as of this writing, as the biggest crowdsale in history. The purpose behind filecoin is to reward, and therefore incentivize, computer owners to provide their hard-drive space for creating a new, decentralized world wide web.

		 

		Applying some of the ownerless file-sharing principles of services like BitTorrent, IPFS offers a radically different approach to hosting the files that make up websites than the traditional hosting service model. Under IPFS, multiple copies of the various component files that comprise a website—the text files, JPGs, MP4s, and so forth—are spread across multiple computers and retrieved via the fastest route available whenever someone accesses that site. The arrangement creates redundancies, backups that protect against fails, all within a structure in which no one can control the documents that comprise the web.

		 

		The environmental commons

		 

		The biggest commons of them all is facing the most overwhelming tragedy of the lot. Our planet is relentlessly succumbing to the impact of climate change. To some it will seem like clutching at straws to argue that cryptocurrencies and tokens could help us address such a monumental problem. After all, bitcoin, the most impactful cryptocurrency, inspires the deployment of massive electricity-gobbling mining farms around the world.

		 

		But critics should view this not from the perspective of the practical solutions needed to reduce the world’s carbon emissions—a shift to renewable energy, greater efficiency in production processes, and so forth—but in terms of how token economics might help us deal with the politics of climate change. Once again, it comes down to the capacity to align incentives around a common goal. Might tokens encourage people to work collaboratively on warding off this most serious threat to life on earth?

		 

		Environmental degradation falls into the classic economic problem of externalities: that our economic system is incapable of putting a price on the costs that one person’s environmental damage imposes on everyone else. Using traditional economics, we have no way to apportion fairly that cost to a polluting industry, without doing so via some political act of taxation, fines, or other regulation. Yet in many cases, those who are doing the harm recognize and are motivated to work toward mitigating it. But without collaboration, their competitors may free-ride on their generosity. That risk is often too big to bear from a market strategy perspective. This is where hope lies in what some people are calling crypto-impact economics, an effort to hard-code into tokens the objectives of fighting environment degradation.

		 

		Some examples are worth highlighting. A team that included Erick Miller, a serial entrepreneur and CEO of token investment platform CoinCircle, UCLA finance professor Bhagwan Chowdhry, and World Economic Forum oceans conservationist Gregory Stone came up with two special value tokens: the Ocean Health Coin and the Climate Coin. They proposed to issue those tokens to key stakeholders, a mix of companies, governments, consumers, nongovernmental organizations (NGOs), and charities, who can use them to pay for a range of functions to do with managing carbon credits and achieving emission and pollution reductions. The World Economic Forum would control a reserve of tokens to manage the value of the global float of coins.

		 

		The meat of the proposal involves a plan to destroy irrevocably some of the coins in reserve whenever international scientific bodies confirm that improvements in pollution and carbon emission targets have occurred. That act of destroying, through a cryptographic function, certain tokens will increase its scarcity and thus its value. The point: holders are motivated to act in the interests of improving the planet now, not tomorrow.

		 

		The other is an idea floated by the team from LO3 Energy: an exergy token. Exergy refers to the amount of useful work performed per unit of energy generated.¹⁵⁶ It is in many respects a more useful measure of how communities generate and use energy than the standard measures of generation and consumption in joules or kilowatt hours because it takes into account the loss of energy in transmission—as much as 30 percent in some places—and the efficiency of the devices we use.

		 

		In the Internet of Things age, where all our devices will be smart enough to make transactions with each other and can turn themselves on or off depending on our preferences, exergy is likely to become a critical concern for everyone. As solar generation and storage technologies become more affordable and more and more generation capacity moves to people’s homes, an exergy management system will be vital for communities at large, as grid managers must optimize the timing of energy generation and distribution, engaging both household “prosumers” and traditional, wholesale providers in a complicated load management process.

		 

		LO3 Energy believes the exergy token will be a vital piece of the solution: the token, whose price-per-energy unit will float, will become a critical market-signaling device. At the household level, it will allow people to automate decisions on which devices to run at what time inside their homes; and at the regional level, it will allow grid managers to calibrate the right mix of wholesale and retail power.

		 

		As a source of revenue for anyone who generates electricity, the exergy token will also provide price signals and incentives for households to invest in solar energy. The token will depend on trusted computing and certified solar equipment to prove and verify in a blockchain recording system that the source of a particular amount of electricity is renewable. That quality should also turn the token into a sought-after investment for cap-and-trade and other carbon-offset markets.

		 

		The current design of global capitalism, where money is not just a means of exchange but a fetishized marker of value that we’re incentivized to accumulate in demonstration of our power, is directly responsible for the stress being imposed on our planet’s resources. Surely, we owe it to the generations to whom we are handing it to redesign that system in a bid to save life on earth while we can. The opportunity to do that may come from programmable money—money that is not itself an end-goal commodity but rather what it was always meant to be: a tool for exchanging and collaboratively generating value.

		

	
		 

		BUT IS IT LEGAL? IS IT SAFE?

		 

		The SEC’s July 2017 statement declaring that the DAO tokens were securities, followed by China’s more aggressive move to outright ban ICOs—was a reminder that a regulatory crackdown remains a distinct possibility for the token industry. More than that, though, these developments got people thinking about possible triggers to deflate what looks to many, many people like a bubble. A correction in prices, and quite likely a severe one, seems inevitable in the token market. Whether SEC indictments or a price plunge comes first, there’s a real prospect that the current “virtuous circle” of rising speculative investment driving up the value of all tokens could turn into a vicious version of the same self-perpetuating cycle.

		 

		These issues also shine a light on what’s needed for this market to mature, to bring greater protection for investors and a more effective way to value cryptoassets, so that the unbridled financial speculation of the moment can migrate to a more orderly framework. That way society can focus on the real promise of this technology—its capacity to redefine economic management, to incentivize collaboration and efficient resource usage—rather than on the gold-rush mania of the ICOs. Here we review some of the areas of reform that are needed for this market to function in a way that is constructive for society.

		 

		Tailor compliance solutions

		 

		Despite the pro-forma disclaimers included in virtually every ICO white paper stating that the token confers no ownership rights or promise of value and (for good measure) that US citizens should not buy it, it’s likely that many ICOs will be judged to be securities by regulators. In the case of the SEC, it will come down to the Howey test, which has determined that any offering that involves an investment in a common enterprise and an expectation that profits will flow from the efforts of the promoter constitutes a security.¹⁵⁷

		 

		Anyone offering something that meets those criteria to the public needs to register with the SEC, requiring a prospectus and a host of other costly and cumbersome disclosures and procedures. There seems to be a wide gulf between certain lawyers and traditional securities experts who believe the majority of the tokens will pass the Howey test and be subjected to fines or worse and the confidence of many token issuers, who declare that they’ve had sound legal advice that their particular offering is in the clear. That gulf is, in itself, a source of uncertainty.

		 

		A safer route, to avoid this uncertainty, would be to sell only to accredited investors, which broadly means professional investment institutions such as venture capital firms and hedge funds or individuals with a liquid net worth of more than $1 million and income of more than $200,000 a year.

		 

		There are two problems with this:

		 

		•It loses the democratizing benefits of public offerings.

		 

		•It’s harder for the token to achieve the network effects that wide distribution would allow.

		 

		There may be a compromise, however: the new concept of a simple agreement for future tokens or SAFT. Modeled on a contract known as a SAFE (simple agreement for future equity) that professional investors sometimes enter into with companies that are yet to issue equity, SAFTs can be sold to accredited investors as a bridging mechanism. The idea is that they convert to tokens that can be accessed by users and the public once the network has been built out.

		 

		“The issuers then use the funds they raise to develop the platform’s network,” said Marco Santori formerly of Cooley LLP, which used the idea for Filecoin’s successful offering. “Only then, once the network is functional, and tokens are functioning as a real product, can they be sold to the public.”¹⁵⁸ The idea is not only to stay out of legal harm but also to avoid what some see as a moral hazard risk of the current fundraising approach, where developers bring in far more money than they need and are potentially disincentivized to work hard to develop the product.

		 

		There are also mechanisms emerging for small investors to get exposure via professional investors. The Crypto Company, founded by entrepreneur and poker champion Rafe Furst, which bills itself as “the responsible gateway to digital currencies”, could provide one route to this.¹⁵⁹ It’s modeled on Crowdfunder, of which Furst is a co-founder and which lets retail investors take stakes in venture capital deals.

		 

		If this industry is to deliver on its promise to democratize finance, it will need a host of other products that give small investors an entry point, such as exchange-traded funds. But after the SEC rejected two bitcoin exchange-traded funds (ETFs) in 2017—those of Winklevoss Capital and SolidX—the near-term prospects of a cryptotoken ETF aren’t strong. The SEC’s rejections highlighted unreliable liquidity in bitcoin exchanges and the prevalence of trading within unregulated settings, which the Commission saw as impeding the ETF sponsors’ ability to stand behind the prices it quotes to investors. The lesson, then, is that the entire cryptoasset industry, including tokens, has an interest in promoting transparent, reliable, and regulated exchanges.

		 

		Note also that token platforms, as well as the Dapps they support, constitute inherently global, borderless technologies. That has important implications for regulators looking to control them. As we’ve seen elsewhere in the cryptocurrency and blockchain field, developers will simply move to the most accommodating jurisdictions when one country’s rules are too onerous, creating a global pattern of regulatory arbitrage and region-to-region distortions. For the most part, any tokens judged to be exempt from securities filing requirements should be left free from formal regulation—in keeping with the widely observed principle of not regulating software, which is what these products essentially are.

		 

		This is not to say that this global industry doesn’t need some kind of governance or, as Don and Alex Tapscott describe it in a recent report for the World Economic Forum, a “self-organizing, bottom-up, and multistakeholder” system of “stewardship.”¹⁶⁰ As token technologies and the ecosystem around them develops, engineering standards, modes of dispute resolution, advocacy representation, and other forms of collective action will need to emerge, ideally without the interference of governments. To achieve this, token issuers, investors, exchanges, industry users, and any other stakeholders in this emerging industry need to engage with each other, as well as with regulators, to carve out a robust framework for ongoing development that’s not burdened by legal constraints.

		 

		Vet the founders

		 

		Investor analysis in the ICO market badly needs sophistication. Some offerings come to market with no prewritten codebase for their Dapp protocol and little more than a vaguely worded white paper explaining the idea. Yet these vaporware products, as cynics sometimes label them, can still fundraise seven figures. Even when there is comprehensive software development to point to, there’s a serious shortage of vetting done—in part because blockchain technology is quite complicated, but also because there’s little in the way of institutional analysis services to aid investors who are operating in the dark.

		 

		One warning of the danger came when researchers at MIT Digital Currency Initiative found serious bugs in the proprietary hashing algorithm used by IOTA, a bold new blockchain solution for Internet of Things transactions whose token is one of the most valuable listings. IOTA has struck deals with major companies such as Bosch and has a large global community of developers testing its tangle protocol for sending and confirming transactions between devices.

		 

		Yet IOTA ignored this major flaw, by which the developers had broken a cardinal rule of “rolling their own crypto” rather using existing, tested algorithms, until the MIT team tested it.¹⁶¹ It’s likely that bugs are riddled through many of the Dapp protocols that support the tokens people have invested in. We need a more sophisticated vetting process.

		 

		Here, too, institutional solutions are emerging. One comes from CoinList, a service created by Juan Benet’s Protocol Labs, the developer of IPFS and Filecoin, and Naval Ravikant’s AngelList. It offers a platform for token issuers to reach a network of investors but is promising to be highly selective about which tokens it supports, which is leading to expectations that CoinList-issued tokens will carry a de facto stamp of approval.¹⁶² Notably, CoinList is also favoring the SAFT option developed by Cooley LLP, which was the case with Filecoin, the highly successful first CoinList offering. That means it is for now limiting the ICOs it supports to those that sell exclusively to accredited investors.

		 

		We also need some kind of ratings system, akin to that of regular bond markets, but tailored to the decentralized architecture of cryptoassets. Given the cryptocommunity’s aversion to centralized models and trusted third parties, few have an appetite for giving the kind of power to ratings agencies that Moody’s, S&P, and Fitch have accumulated and for which they were criticized in the wake of the global financial crisis. Still, specialized services offering objective ratings are emerging and may help investors cut through the noise of constant marketing pitches.

		 

		ICORating is a listing of past, current, and upcoming ICOs, some of which get assigned unique ratings, based on what the service describes as a “thorough independent audit by ICORating experts.” Its ratings range through “Negative,” “Risky,” “Stable,” and “Positive” with “+” or “-” modifiers. The ratings’ components consist of a “risk score,” a “hype score,” and an “investment potential” score. Separately, ICORating gives outright “scam” labels to certain egregiously managed ICOs. The service provides fairly comprehensive reports, explaining the rationale for its ratings, which may boost the perception of objectivity.

		 

		But in an industry that’s inherently wary of third-party certifiers, the complaint of “who’s auditing the auditors” will likely arise toward ratings services like these. Expect pressure for blockchain-based audit logs that might enhance the transparency of the ratings process. Drawing from some of the ideas within the token industry, such as prediction markets and reputation tokens, there may be an option to create market-based bounty systems for smart coders and auditors to freelance their analysis within decentralized ratings systems.

		 

		More broadly, there’s also a need for an independent, informed press within this industry, as well as for objective research and analysis by third-party observers. Currently, the number of journalists with the right knowledge and skill set to cover the token industry is woefully small relative to the number of ICOs coming to market. But with major business publications like Forbes and The Wall Street Journal recently creating full-time cryptocurrency and blockchain beats, the landscape is slowly changing. Meanwhile, newsletter services like the Token Report, launched by Galen Moore and early Bitcoin pioneer Peter Vessenes, are also starting to emerge, responding to demand from the emerging professional investor class with stakes in the token market.

		 

		Professionalize the token industry

		 

		Aside from the desire to widen the community of investors beyond Silicon Valley, the influx of VC and hedge-fund money into the ICO and token issuance market could be a positive, stabilizing effect. Big-name VC firms such as Andreessen Horowitz, Sequoia Capital, Union Square Ventures, and Bessemer Venture Partners had put a total of $245 million into two hedge funds geared to this market as of late summer 2017. One of those, MetaStable Capital, was founded in 2014 by AngelList CEO Naval Ravikant, among others. The other, Polychain, which started in 2015 with a $200 million funding round, was launched by Olaf Carlson-Wee, who was bitcoin wallet and exchange provider Coinbase’s first hire in February 2013.¹⁶³

		 

		Separately, specialized blockchain venture outfits such as Dan Morehead’s Pantera Capital and Blockchain Capital, backed by brothers Bart and Brad Stephens, have set up funds dedicated to tokens. As mentioned, Tim Draper of Draper Fisher Jurvetson has also been an active investor in ICOs, as has tech billionaire Mark Cuban. More recently, some 15 different hedge funds have said they are going to be dedicated to investing in cryptoassets, according to Forbes.¹⁶⁴ The presence of these seasoned investors should bring some stability to the market—so long as these funds aren’t wiped out by a big correction in the market.

		 

		Beyond their presence, though, the market needs the discipline that these investors should bring. As of now, there are very few standards that issuers are expected to abide by—given the pseudonymous nature of cryptocurrency addresses, there is widespread suspicion that many secretly support their own tokens during the ICO to prop up the price. But it’s now clear how investors, professional or otherwise, can exert pressure through tokens. The nature of token investment is that they don’t get any say in governance—these are not shares; there is no prospect of a VC tokenholder getting a seat on the managing start-up’s board.

		 

		The flipside is that these professional investors may feel less committed to a buy-and-hold strategy and won’t have the same conduit for providing advice and leadership to the platform developers. It will be up to the issuers to keep them and the wider investor community happy through good-faith actions. If these professional investors can be convinced to hold for the long term, everyone in the wider ecosystem of token development should benefit.

		 

		Similarly, the growing engagement of big law firms in the token industry should also help promote more sophisticated structures, a commitment to staying within the law, and, hopefully, foster a deeper sense of fiduciary duty to tokenholders among platform developers. In addition to the aforementioned Cooley, the bigger firms taking a position in this area include Perkins Coie, BakerHostetler, Debevoise & Plimpton, MME, and Sullivan & Worcester.

		

	
		 

		 CONCLUSIONS AND RECOMMENDATIONS

		 

		Whenever a lot of people quickly make a great deal of money in a new enterprise, the dollars and cents can become a distraction. It’s inevitable that headlines will focus on nine-figure crowdfunding exercises that are over in a matter of minutes. In this chapter, we’ve tried to avoid that temptation and focus on the real economic potential for tokens themselves. We’ve framed that potential in terms of solving the Tragedy of Commons problem and believe that this potential captures the prospect of a global impact far greater and more important than the fortunes that are being made and that could soon be lost.

		 

		If everyone with a stake in the development of this technology, including start-up companies, their customers, investors, and regulators, is to formulate the best response to it, some deep thinking about that potential—whether it’s realistic or not—is vital.

		 

		Yet it’s also true that the problems associated with the money mania, the risk of scams and of the potential unwelcome attention from regulators, means that the most important work to be done right now lies in confidence-building measures to promote the industry’s positive potential. So, while the money is distracting, figuring out how to govern is vital. All with a stake in this industry need to agitate for better internal and external governance of the emerging token economy.

		 

		1.The ICO industry needs a multifaceted regime of self-governance. Those with a stake in it, especially the now well-funded developers of major blockchain platforms such as Ethereum, Tezos, and EOS need to support various elements of that regime. These include a wider array of independent analysis services, objective ratings, and independent press outlets and newsletter services. In all cases, the industry has an opportunity to use blockchain transparency structures and reputation token incentive models to enhance confidence in the objectivity of the information—in other words, to put its money where its mouth is.

		 

		2.Meanwhile, issuers should establish best practices around raising and managing public funds. They should ask, “Should we cap token sales or distribute tokens more randomly?” They should also consider other policies for ensuring wide distribution and discouraging hoarding. Clearer standards on what founders should declare about their own token holdings would also be constructive.

		 

		3.Development talent is badly needed. The rising intake of money has only heightened the competition for engineering skills, meaning that hundreds of new token-based Dapps will find very thin pickings of engineers to maintain, update, and develop their protocols. Unlike JavaScript, which as far back as 2009 was estimated to have attracted nine million developers with an ability in that programming language, the community of dedicated blockchain engineers numbered no more than 5,000 in April 2016, according to estimates by William Mougayar, though he also suggested that perhaps another 20,000 had “dabbled” in it.¹⁶⁵ That’s far too small a pool from which to build the kind of economy-wide disruption that the token promoters are foreseeing.

		 

		4.The lesson from the Bitcoin split and the outperformance of original Bitcoin over Bitcoin Cash is that money will go to where the developers are, because that’s where the best prospects of growth lie. To address this shortfall, we need education, standardization, and improvements in programming languages that are both easier to use yet robust and difficult to attack.

		 

		5.Regulators won’t sit on the sidelines for long. The SEC’s DAO announcement is a clear signal that it is prepared to call out at least some tokens as securities. Other countries might follow China’s draconian response. Even if token issuers believe that their offerings belong to a new paradigm of investing and economics, the 71-year-old Howey test will continue to rule the SEC’s thinking in this area. Various token sales will likely be judged a de facto investment in a promise of profit and will pay the price. This is not to say that the industry wouldn’t be better off with clearer signals from the SEC and other regulators. For that, the industry could expand its advocacy work.

		 

		6.While the broader business of digital currencies and blockchains has been served by a number of advocacy organizations in Washington such as Coin Center and the Chamber of Digital Commerce, a targeted effort to engage the SEC and other regulators specifically in defining the framework for tokens is warranted.

		 

		7.Participants should take SEC chairman Jay Clayton up on the offer that he made in the Commission’s statement about the DAO. “The SEC is studying the effects of distributed ledger and other innovative technologies and encourages market participants to engage with us,” Clayton said. “We seek to foster innovative and beneficial ways to raise capital, while ensuring—first and foremost—that investors and our markets are protected.” This technology has the potential to change the functioning of capital markets like few others. It is imperative that both regulators and industry jointly develop clear thinking about how to let innovation and public confidence in it flourish.

		 

		With so much dysfunction in the global economy, so much waste, and a serious waning of confidence in the institutions that oversee the prevailing capitalist system, the token economy is an idea whose time has come.

		 

		We cannot ignore the large potential benefits of a system of programmable money that could steer resources to where they are most needed, minimizes waste, protects the environment, and encourages innovation and open access. But if we are to seize the opportunity to explore and develop a solution to these problems, we need a clear framework for development and governance.
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		 FINANCING OPEN BLOCKCHAIN ECOSYSTEMS IN BRIEF

		 

		•Most ICOs will not be true ecosystem tokens and will therefore be well suited as securities token offerings using registration exemptions and trading through decentralized alternative trading systems.

		 

		•Open-source blockchain-based ecosystems may choose to rely on fundraising practices typical of start-ups and private enterprises for the preproduction phase. Once they have established some profit centers, they may choose the use of coin offerings to fund postproduction phases.

		 

		•Token issuers might choose to devise creative corporate forms combining nonprofit structures, which would oversee access to shared open-source resources, with for-profit structures, which would develop specific business or decentralized applications.

		 

		•The SEC’s concerns as a public watchdog for consumer and investor protection are well founded. We need regulations that encourage innovation, minimize speculation, and ultimately enable the creation of ecosystems that are more productive, more resilient, and more just in their allocation of power and resources.

		 

		•Markets will need some level of speculative trading in tokens to provide liquidity. Questions remain around how best to square the market necessity for some speculative activity, regulatory concerns around secondary markets, and the functional requirements of an ecosystem token.

		 

		•Collaboration in governance is critical. Members of the blockchain community—entrepreneurs, technologists, researchers, academics, lawyers, and others—should remain open to working with regulators in devising a regulatory framework for the emergent token economy.

		

	
		 

		INTRODUCTION TO BLOCKCHAIN’S IMPACT ON FUNDRAISING

		 

		Blockchain technologies could significantly affect how we interact and communicate on the web. With Web 2.0, the second generation of the Internet, we saw the rise of social media and user-generated content. Web 2.0 begat such Internet giants as Amazon, Google, Facebook, Uber, and Airbnb—leading to an increasingly privatized Internet, controlled by a few large, monopolistic operators.

		 

		Today, Web 3.0—the third generation of the Internet—portends a more decentralized Internet, more akin to a public good. Anticipated as early as 2006, in a term popularized by John Markoff of The New York Times, Web 3.0 promises an intelligent semantic web that is open and distributed.¹⁶⁶ For many veterans in the space, it will be a return to the original promise of the Internet as a public utility and network open to all.

		 

		In the past three years, blockchain technology has begun to impact traditional fundraising practices such as VC investments and crowd-funding. New mechanisms for raising funds have emerged through the public sale of cryptocurrencies and blockchain-based tokens. These practices—sometimes called ICOs or token generation events (TGEs)—have raised more than $3.6 billion, surpassing the amount of VC funding in the blockchain ecosystem.¹⁶⁷ See Figure 3-1 for a comparison of the top five ICOs year over year.¹⁶⁸

		 

		FIGURE 3-1

		AMOUNT (IN $ MILLIONS) RAISED BY THE TOP FIVE ICOS
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		Source of data: CoinDesk ICO tracker and Business Insider.

		 

		While these token sales represent a new opportunity for projects or initiatives to raise the necessary capital to bootstrap themselves, they often operate in a regulatory gray area, especially with respect to securities law regulations. While the issuance of many blockchain-based tokens is likely to fall within the scope of securities laws, many grassroots projects or start-ups will have difficulty bearing the regulatory burden of these laws—with regard to the disclosure requirements, the asymmetries of information surrounding these investment tools, and the current lack of accountability or redress for retail investors. At the same time, access to traditional venture capital remains difficult for projects and entrepreneurs outside of major financial and technology capitals like Silicon Valley.

		 

		We start by distinguishing between blockchain-based systems that qualify as an ecosystem (e.g., Bitcoin, Ethereum) and those that qualify as a Dapp running on top of an ecosystem. We argue that the two approaches require the implementation of different token models and, consequently, different mechanisms to comply with relevant legal requirements.

		 

		There is a structural difference between the issuance of an ecosystem token, which represents a fundamental and necessary component of the ecosystem with which it is associated, and the issuance of an app coin (short for application coin) that may have some functionality similar to loyalty points or be used in lieu of cash payment to use services. The difficulty with such app coins is that, in many cases, they rely on a thin economic rationale, often merely serving as a disguise to fund the development of a blockchain-based application designed around a private profit center—acting, in effect, as a security token by other means.

		 

		In this chapter, we argue that only an ecosystem token can be a true utility token. We overview different practices adopted by various projects involved in a token sale, and investigate the regulatory approaches taken by existing regulatory authorities. We focus, in particular, on the SEC and how its thinking has evolved in the past year. We give specific attention to the interpretation of the Howey test for a finding of securities, and its potential application to the sale of blockchain-based tokens as a fundraising tool.

		 

		In the absence of regulatory clarity, blockchain-based projects and initiatives have to navigate murky waters. Some projects engage in a series of complicated techno-legal solutions in order to adapt their business practices and technological design to conform to the intent of existing regulations. These solutions try to take advantage of regulatory exemptions in various jurisdictions, with specific requirements that—if met—would allow securities issuers to reduce their regulatory obligations. Others continue to take the view that true utility tokens should be exempt altogether from securities laws, although it is becoming increasingly difficult to conduct such sales to the public.

		 

		In light of that, we analyze and evaluate the viability of existing solutions designed to comply with these different regulatory frameworks. The most common of these practices include the creation of nonprofit foundations acting as the umbrella organization that issues the tokens (e.g., the Swiss foundation model introduced by Ethereum) or the elaboration of specific contractual arrangements, such as the SAFT model, introduced by Filecoin. Yet, most of these solutions require extensive overhead while still bearing significant regulatory risks and uncertainty, and are often limited to specific exemptions under securities laws that do not enable token issuers to benefit from the full opportunities of a token sale.

		 

		We then suggest a series of creative solutions or best practices that could be implemented to launch successful token sales in compliance with existing regulatory frameworks, both in the United States and Europe. We stress the risk of existing marketing practices that create excessive expectations of profits. We also delineate ways to leverage the power of smart contracts to codify a number of technologically driven fail-safe mechanisms (or technical guarantees) so as to reduce the opportunities for speculation over the token’s price. These include, for instance:

		 

		1.The issuance of nontransferable tokens to preclude the creation of a secondary market

		 

		2.The use of vesting schedules for token issuers and investors to avoid “pumps and dumps”

		 

		3.The introduction of a ceiling cap to prevent the price of tokens from rising over a specific threshold.

		 

		Finally, recognizing the inherent tension in using ecosystem tokens as financing instruments, we explore the use of more traditional financing arrangements (e.g., convertible notes) at the preproduction phase, for example, through the establishment of a for-profit entity that is arm’s length with a nonprofit open-source software foundation. Under this model, ICO funding would no longer constitute a replacement for a seed round, but is used to leverage the power of blockchain technology and public funding at later-stage rounds with a faster timeline than traditional initial public offerings.

		

	
		 

		INHERENT TENSION OF PRIVATELY FUNDING A PUBLIC GOOD

		 

		This section explores the use of blockchain-based tokens as a potential financing mechanism for the decentralized web, and analyzes the inherent tension in privately funding a public good. We refer here to private funding as funding coming from various private sources rather than from government, NGOs, or public institutions, which are more centralized funding sources. Private funding is more decentralized; however, it is currently caught up in the mental models of Web 2.0, where entities extract and monopolize private network value.

		 

		Equity is a classical instrument used to fund private enterprises, with the value of shares based on the expectation of revenues and profit in the private enterprise. As such, equity is an appropriate tool to fund private profit centers, such as the centralized online platforms from the Web 2.0 world, or even the various Dapps emerging in the Web 3.0 landscape.

		 

		However, when we move into the realm of new decentralized blockchain-based protocols or platforms that operate as a foundational layer of Web 3.0, equity alone might be an inadequate tool for funding these emergent ecosystems, which share many of the characteristics of a “public good.” So what is the right funding instrument for these platforms?

		 

		The advent of the token sale or ICO was an attempt to resolve the tension inherent in the private funding of public goods. An ICO consists of the practice of offering blockchain-based tokens for sale to the public, and using the collected funds to support the development of a blockchain-based platform or Dapp—which, once deployed, will become publicly available to all tokenholders. Fundamentally, the idea is that if we are building a public good, then we should let the public who will benefit from this good fund it.

		

	
		 

		ECOSYSTEM TOKENS

		 

		The model is particularly well suited for open platforms or ecosystems that fundamentally require the existence of an ecosystem token, that is, a token native to a decentralized network or protocol, whose function is to coordinate and incentivize otherwise adverse and self-interested parties to contribute and grow the resources of a public commons. An ecosystem token essentially solves the problem of the “Tragedy of the Commons” that characterizes many common-pool resources.¹⁶⁹ The tragedy of the commons emerges from two conditions:

		 

		1.Participants individually benefit from the use of common-pool resources

		 

		2.The externalities of overuse or under-contribution are shared among all members of the community.

		 

		Hence, utility-maximizing actors are likely to act in a way that may lead to overexploitation or under-allocation of resources.¹⁷⁰ Ecosystem tokens, as a resource allocation and staking mechanism, could at least partially contribute to resolving these issues.¹⁷¹

		 

		Those who seek access of a common-pool resource must have a buy-in or stake in the commons to gain access to them. Accordingly, ecosystem tokens are often required for accessing network resources, used as a means to pay transaction fees between network nodes, or employed as other internal accounting and payment mechanisms. Participants who contribute to the ecosystem may also be rewarded in ecosystem tokens, for example, by running validator nodes or otherwise building network infrastructure or applications.

		 

		Decentralized blockchain-based protocols, at their core, need an economic incentive for validator nodes to confirm on-chain transactions and maintain network security that is tied to network value, rather than the profit value of specific applications that utilize a particular blockchain. The value of a true ecosystem token captures value across multiple profit centers in the network and all possible future profit centers, without necessarily taking on specific enterprise risk in any particular profit center.

		 

		This kind of economic incentive does require secondary market trading in order to decentralize its allocation and provide liquidity to validator nodes, allowing them to realize the value of their contributions to the network. Furthermore, using cryptocurrencies like ether and bitcoin would be inadequate as an incentive model. These cryptocurrencies have price movements that are entirely exogenous to, and independent of, the network value; a node validator wishing to earn ether or bitcoin would simply mine those blockchains instead. It would also be overly capital-intensive for new protocols to use ether and bitcoin as the reward mechanism.

		 

		Network utilization, including building the ecosystem and providing services and products that meet end-user demand, increases demand for access to the network and, consequently, the demand for ecosystem tokens. If all else is equal, then this increased demand results in an increase in the value of the tokens. Therefore, ecosystem tokens align individual incentives with those of the public commons. Individuals must, in effect, obtain tokens to access the network and participate (both individually and collectively) to build the value of the ecosystem—for instance, by contributing to the core network architecture and infrastructure, or by building Dapps that enhance the utility value of the ecosystem.

		 

		The long-term value of an ecosystem token fundamentally requires a number of stakeholders to build out the ecosystem with the open-source tools that the initial founders created, and contribute their own resources, creativity, and imagination. That is a key point that traditional VC investors fail to appreciate and Web 2.0 business models fail to capture.

		 

		Let’s consider the Ethereum ecosystem. The Ethereum Foundation raised (only) $18 million in one of the first ICOs ever, completed through the sale of its own native cryptocurrency, ether, in September 2014. In the three subsequent years, independent projects around the world have raised more than $3.6 billion, all building on the Ethereum network and enriching the ecosystem. In classical finance parlance, this is called leverage.

		

	
		 

		DECENTRALIZED APPLICATION (DAPP) TOKENS

		 

		A Dapp token is fundamentally different from an ecosystem token. Even where the Dapp token has a utility function—it coordinates operations within a particular blockchain-based application—its economic function is fundamentally limited: Dapps do not build public, shared infrastructure as true network ecosystems do.

		 

		Profit centers focused on a particular product or vertical have long used equity as the main financing mechanism. Dapps have revenue and profit models, and users of Dapp services can pay with such existing options as fiat, cryptocurrencies, stablecoins, or even the ecosystem token of the underlying network or ecosystem upon which the Dapp is built. In many cases, it is hard to justify giving a Dapp its own unique utility or app coin distinct from ecosystem tokens.

		 

		Even where the Dapp utilizes an access or membership token (e.g., to access content), there is no economic reason for such a token to need secondary market liquidity, whereas an ecosystem token requires it as part of its economic design. In practice, the utility value of a Dapp token often seems forced, as a mechanism to avoid securities laws in public fundraising of what is essentially equity for a private profit center.

		 

		In the ICO landscape, the analysis currently focuses on the “nature” or “function” of these blockchain-based tokens—in particular, whether a certain token is categorized as a utility token, a tokenized security, or a cryptocurrency like bitcoin. A tokenized security would clearly be categorized as a security, subject to all applicable laws and regulations. However, there is a nuanced distinction within the utility token category. While utility tokens may cut across both ecosystem and Dapp tokens, these tokens are essential for the operation of a decentralized ecosystem and blockchain-based network, whereas they are not indispensable for the running of Dapps.

		 

		Because of the fundamental difference between ecosystem tokens and app coins, we believe that legal analysis should start from there, not from whether a token has a utility function. Taking the analysis to its logical conclusion, the reasons for a Dapp utility token are often very thin, if only to take advantage of the ICO hype, which regulators around the world are currently scrutinizing.

		 

		There is no economic or design reason why Dapps should not or could not be funded by traditional equity, which makes the utility case harder to justify. As SEC chairman Jay Clayton said, “Certain market professionals have attempted to highlight utility characteristics of their proposed initial coin offerings in an effort to claim that their proposed tokens or coins are not securities. Many of these assertions appear to elevate form over substance.”¹⁷²

		 

		What is worrisome is that, as a result of the regulatory crackdown due to many irresponsible and opportunistic ICOs, the original rationale for tokens as the essential funding mechanism of open-source ecosystems may get lost.

		 

		In the following sections, we examine the evolution of ICO practices, and the ensuing SEC guidance and enforcement action in the ICO space. We then provide a series of recommendations and insights on how compliant financing of open ecosystem projects might evolve that would both enhance the long-term viability of such projects and provide new value propositions to investors.

		

	
		 

		AN EVOLVING LANDSCAPE OF PRACTICES AND REGULATORY APPROACHES

		

	
		 

		HISTORICAL ANALYSIS

		 

		Bitcoin and Satoshi Nakamoto

		 

		The first instantiation of a blockchain-based system was Bitcoin, a peer-to-peer electronic cash system elaborated by a pseudonymous entity, Satoshi Nakamoto, in 2008, with its first transaction on 3 January 2009.¹⁷³ By design, Bitcoin is an open ecosystem, which we can regard as a quasi-public good in an economic sense.¹⁷⁴ As opposed to a centralized digital platform, Bitcoin does not have any private profit center and uses its native cryptocurrency, bitcoin, as a means of decreasing the risk of under-contribution and overexploitation.

		 

		This self-regulation derives from the mix of transactions fees, which users must pay in bitcoins, and mining rewards, whereby new bitcoins are issued to those who contribute computer power to maintain and secure the network.¹⁷⁵ Bitcoins thus acquire value because they are necessary to execute a transaction. Bitcoins can also be traded on secondary markets or exchanges where they can be bought or sold against fiat currency.

		 

		Ethereum and Vitalik Buterin

		 

		As Bitcoin started to gain traction, people like Vitalik Buterin realized that they could use the underlying blockchain technology for other types of applications beyond simple financial transactions. Buterin, a cryptocurrency researcher and programmer who had co-founded Bitcoin Magazine, first conceived of an open-source, decentralized, and blockchain-based computing platform in late 2013.¹⁷⁶ Whereas Bitcoin implements a very basic scripting language for transactions that is purposefully not Turing complete, Buterin’s ambition was to create a platform with a Turing-complete programming language that enabled the execution of smart contracts for the creation of user-generated Dapps and their attendant app coins.¹⁷⁷

		 

		He named this platform Ethereum.¹⁷⁸ The development of this new blockchain-based network was funded via an online crowdsale of ether (its native cryptocurrency) between July and August 2014.¹⁷⁹ As with bitcoin, ether can be regarded as an ecosystem token: people use the token to pay for the transactions fees (i.e., “gas”) necessary to use the Ethereum infrastructure; and users can ether by contributing resources to the network—that is, through mining. Similarly to Bitcoin, the Ethereum ecosystem does not run any profit center. Yet, its governance differs slightly from Bitcoin’s since Buterin maintains an active leadership role in the project, and the community can lean on the well-identified nonprofit Ethereum Foundation for the development and maintenance of the code.

		 

		In the past few years, Ethereum has evolved into one of the leading blockchain ecosystems, attracting a large crowd of developers, entrepreneurs, start-ups, established corporates, and various academic and research interests, all eager to explore, and potentially to leverage, its platform for building Dapps.

		 

		The DAO

		 

		One of the flagship initiatives of this new wave of innovation was the DAO, a distributed investment fund that collected all of its funds via a token sale launched in May 2016. Raising more than $150 million from about 11,000 investors in a few weeks, the DAO set a record at the time as the largest crowdfunding campaign in history.

		 

		One of the key features of the DAO was that it had no conventional management structure (i.e., it had no official management body or board of directors) and no formal organizational form. The DAO had no legal entity; it subsisted merely as a decentralized organization built on the Ethereum blockchain.

		 

		While the DAO never actually started operation, it is nonetheless relevant to analyze the function or utility of its tokens, called TheDAO.¹⁸⁰ The DAO was intended to become a significant player in the Ethereum ecosystem, enabling tokenholders to develop the ecosystem further by investing into various commercial and noncommercial endeavors that would contribute to the utility, and therefore the value, of the Ethereum network. Moreover, as an attempt at creating a decentralized organization, the DAO could itself be regarded to some extent as an open ecosystem: using TheDAO tokens, anyone could engage with or contribute to the DAO.

		 

		Even though the German company Slock.it developed the DAO’s code, Slock.it was but one of many other contenders to receive funds from the DAO.¹⁸¹ The DAO was intended to be fully autonomous, an independent endeavor that would take on a life of its own. It would be administered—collectively—by the investors themselves, transacting directly with the DAO open-source smart contract code. Therefore, after its launch, it would be the tokenholders—rather than Slock.it—who would control the operations of the DAO.

		 

		Yet, unlike bitcoin or ether, the utility of TheDAO token was not fundamental to the ecosystem. Much like a security, it was a transferable token endowing every holder a share of any future profits that the DAO would make from its investments. Moreover, token-holders were entitled to participate in the governance of the DAO, whereas curators were responsible for whitelisting eligible projects, and a quorum of tokenholders would determine the allocation of the DAO’s funds.¹⁸²

		 

		In other words, just as shareholders can participate in the governance of a company by voting at annual shareholder meetings, TheDAO tokenholders could directly influence the DAO’s final allocation decisions through their votes. The DAO was an investment fund whose investors did not delegate the task of selecting projects to an investment manager; rather, they determined the investment selection process themselves, according to their share of the total capital invested.¹⁸³ In a sense, the DAO operated similarly to an open-ended fund investing in securities, whereby shareholders can decide upon the fund’s investments according to their share of total capital invested in the fund.

		 

		TheDAO tokens did have a particular utility: anyone willing to submit a project to the DAO had to spend TheDAO tokens. Yet, they could have achieved the same functionality by spending ether, had the DAO’s original design included this option. The only incremental usage value of TheDAO token over ether was that it enabled its holders to vote in the DAO’s investment submission and selection process.

		 

		FIGURE 3-2

		TOP 10 ICOS (IN $ MILLIONS) OF 2017
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		Source of data: Oscar Williams-Grut, “The 11 Biggest ICO Fundraises of 2017,” Business Insider, 1 Jan. 2018.

		 

		Even though the DAO’s management process differed from a standard corporate management process, the voting rights that TheDAO tokens conferred to their holders were somewhat similar to those of standard shareholders and the private interests they represent. It appears that TheDAO token existed not to support the operations of the DAO’s ecosystem, but to ensure that token-holders could secure a return on investment proportional to their individual contributions.

		 

		The unexpected success of the DAO’s crowdsale inspired a large number of blockchain-based projects and initiatives to launch their own token sales, some of which surpassed their founder’s expectations. Filecoin ($257 million), Tezos ($232 million), IOTA ($434,000), and EOS ($185 million) are a few initiatives that used the ICO model instead of a VC scheme.¹⁸⁴

		 

		Munchee

		 

		While those projects were directed toward the creation of an ecosystem, an increasing number of private companies are experimenting with these new fundraising mechanisms to raise funds for the development of blockchain-based applications or Dapps that do not operate as open ecosystems, but as private profit centers.

		 

		An emblematic example of this latter trend is Munchee, a San Francisco–based company that created a mobile app for users to review restaurants and comment on their food experiences. To improve its app, Munchee launched a token sale (with MUN tokens) in the fourth quarter of 2017, with a target to raise $15 million.

		 

		The MUN tokens enabled holders to buy goods and services on the app, such as advertisements, food purchases, and restaurant loyalty points, and to receive payments for their reviews based on their membership status, tiered according to their token holdings. Munchee referred to its token as a method of exchange inside of the Munchee ecosystem.¹⁸⁵

		 

		However, the MUN token was not, in fact, an ecosystem token. The Munchee application operated as a private profit center: whatever users achieved with the MUN token, they could have easily done with ether, fiat, or even a centralized token system.

		 

		These four initiatives—Bitcoin, Ethereum, the DAO, and Munchee—illustrate the spectrum of possibilities, from a purely ecosystem token (e.g., bitcoin and ether), to a security token used in an open ecosystem (TheDAO), to a fully private token or app coin (MUN).

		

	
		 

		EVOLVING SEC STANDARDS

		 

		In this section, we provide a legal analysis of ICO tokens and look at the evolution of the SEC’s approach, from its initial report on the DAO in July 2017 to its latest press release and enforcement action against Munchee in December 2017.

		 

		Report on the DAO

		 

		On 25 July 2017, the SEC issued an investigatory report, along with a press release cautioning the industry that the use of blockchain technology does not exempt token issuers or exchanges from the need to respect existing laws and regulations designed to protect investors and market integrity.¹⁸⁶ Specifically, the report stated that the sale of digital assets (or tokens) by decentralized block-chain-based organizations, such as the DAO, could very well qualify as a securities offering and thus be subject to the registration and disclosure requirements of federal securities laws.

		 

		While the report was meant to provide general guidance on the legal consideration of ICO practices, the SEC focused most of its legal analysis on the DAO. Although it determines whether a particular token qualifies as a security on a case-by-case basis, the SEC focused on the DAO to illustrate the application of securities laws to the issuance of blockchain-based tokens in the context of “virtual organizations” more generally.

		 

		Specifically, to determine whether TheDAO token qualified as a security, the SEC applied the Howey test, a test from a US Supreme Court case (SEC v W.J. Howey Co., 328 US 293) used to determine whether an investment contract implicates US securities laws. As the Court in Howey determined, an investment contract requires (1) an investment of money (2) in a common enterprise (3) with a reasonable expectation of profits (4) to be derived from the entrepreneurial or managerial efforts of others. All elements must be met for a security to be found, thereby implicating securities laws and regulations.

		 

		In the case of the DAO, the SEC found that the Slock.it team took on sufficient managerial efforts such as writing the white paper, designing the protocol, writing much of the code, maintaining public forums and the website, and advertising the expertise of the Slock.it team and the DAO curators. The SEC noted that

		 

		 

		Investors in The DAO reasonably expected Slock.it and its co-founders, and The DAO’s Curators, to provide significant managerial efforts after The DAO’s launch. … Slock.it and its co-founders did, in fact, actively oversee The DAO. They monitored The DAO closely and addressed issues as they arose, proposing a moratorium on all proposals until vulnerabilities in The DAO’s code had been addressed and a security expert to monitor potential attacks on The DAO had been appointed. When the Attacker exploited a weakness in the code and removed investor funds, Slock.it and its co-founders stepped in to help resolve the situation.¹⁸⁷

		 

		 

		Furthermore, according to the SEC, TheDAO tokenholders’ voting rights were limited and therefore not sufficient to displace the overarching reliance on the Slock.it management team: “Even if an investor’s efforts help to make an enterprise profitable, those efforts do not necessarily equate with a promoter’s significant managerial efforts or control over the enterprise.”¹⁸⁸

		 

		The necessity of public participation in growing the long-term value of an ecosystem token is why many lawyers thought the SEC analysis of the Howey test in the DAO report was weak on the final element, requiring the expectation of profits derived primarily from the managerial efforts of others.

		 

		Building an ecosystem is no passive investment, but requires community participation. However, the difficulty is that building an ecosystem takes time and requires significant effort from the initial promoters. Hence, the initial founders of a project must first build some of the ecosystem for others to come and participate. In the case of the DAO, a variety of people, including the Slock.it team, contributed to building up the value of that ecosystem (thereby also increasing the value of the token associated with that ecosystem). Yet, following the SEC report, it appears that, if an identifiable team is marketing a potential investment to the public and the public is entrusting confidence in that team to galvanize the community, then the team’s efforts will necessarily fall within the “managerial efforts” of the Howey test.

		 

		Enforcement action against Munchee

		 

		A few months later, on 11 December 2017, SEC chairman Jay Clayton issued a statement on ICOs just as the SEC was taking action against Munchee for its ICO. Chairman Clayton attempted to strike a balanced message. On one hand, he said that the SEC saw ICOs as effective fundraising mechanisms and encouraged Main Street investors to be open to them. On the other hand, he warned that most ICOs (to date) would squarely qualify as securities but had not followed the necessary registration and disclosure requirements designed to protect Main Street investors. In his statement, Chairman Clayton noted that:

		 

		 

		I believe that initial coin offerings—whether they represent offerings of securities or not—can be effective ways for entrepreneurs and others to raise funding, including for innovative projects. … We at the SEC are committed to promoting capital formation. The technology on which cryptocurrencies and ICOs are based may prove to be disruptive, transformative and efficiency enhancing. I am confident that developments in fintech will help facilitate capital formation and provide promising investment opportunities for institutional and Main Street investors alike. I encourage Main Street investors to be open to these opportunities, but to ask good questions, demand clear answers and apply good common sense when doing so.¹⁸⁹

		 

		 

		However, as both the Munchee enforcement order and Chairman Clayton’s statement noted, simply calling a token a utility token is not sufficient to escape securities laws. Securities law analysis will take into account how the token is actually marketed, to whom the tokens are targeted, and whether purchasers of the token have a reasonable expectation of profits as a result of efforts and statements of the project promoters. As Chairman Clayton explained,

		 

		 

		[C]ertain market professionals have attempted to highlight utility characteristics of their proposed [ICOs] in an effort to claim that their proposed tokens or coins are not securities. Many of these assertions appear to elevate form over substance. Merely calling a token a “utility” token or structuring it to provide some utility does not prevent the token from being a security. Tokens and offerings that incorporate features and marketing efforts that emphasize the potential for profits based on the entrepreneurial or managerial efforts of others continue to contain the hallmarks of a security under US law.¹⁹⁰

		 

		 

		The accompanying Munchee enforcement order provides color and detail. The SEC did not appear to believe that the MUN token was a true utility token, despite its being described as an “ecosystem” (the SEC put ecosystem in quotation marks throughout its enforcement order, signaling its skepticism of the ecosystem argument). The MUN token appeared opportunistically retrofitted to an existing app merely as a funding mechanism that would purportedly escape the regulatory requirements of the SEC. Munchee indeed was not an ecosystem as we have defined it above, since its goal was not that of building an open network of open-source tools upon which others could build applications. Instead, Munchee was purely a traditional social media–type application for food reviews, now incorporating an internal token as a payment and loyalty reward mechanism.

		 

		The SEC noted that the MUN token did not have immediate use, that it was marketed only to crypto speculators and profiteers, not to Munchee app users, and that the Munchee team used language describing how the value of MUN, as a utility token, would increase because of the demand and the efforts of the Munchee team to build the Munchee ecosystem.

		 

		The SEC provides some valuable guidance as to how tokens may be sold in a way that would be consistent with a utility token, despite the token not being immediately usable:

		 

		 

		Munchee and its agents targeted the marketing of the MUN tokens offering to people with an interest in tokens or other digital assets that have in recent years created profits for early investors in ICOs. This marketing did not use the Munchee App or otherwise specifically target current users of the Munchee App to promote how purchasing MUN tokens might let them qualify for higher tiers and bigger payments on future reviews. Nor did Munchee advertise the offering of MUN tokens in restaurant industry media to reach restaurant owners and promote how MUN tokens might let them advertise in the future. Instead, Munchee and its agents promoted the MUN token offering in forums aimed at people interested in investing in Bitcoin and other digital assets, including on BitcoinTalk.org, a message board where people discuss investing in digital assets.¹⁹¹

		 

		 

		As the SEC intimates, Munchee could still have sold the MUN tokens to its existing and future customer base for future utility of the MUN tokens. But because the tokens were promoted exclusively to crypto investors interested in the profit-making aspect of ICOs and cryptocurrencies, the marketing effort and sales strategy undermined Munchee’s argument that the token was integral to the function and internal economy of the app itself. Rather, the sales channels deployed were evidence of Munchee’s true intent to sell these tokens as purely investment vehicles. In short, the MUN token was a security token dressed up as a utility token.

		 

		While the SEC noted that the MUN tokens had no immediate utility, careful reading of the enforcement letter shows that actual utility of a token is not dispositive of the securities law question either way. Selling for future utility to the appropriate audience using language that eschews any expectation of value appreciation may pass muster. Conversely, selling a utility token with immediate usability through sales channels and marketing language targeting investor profit expectations and value appreciation will run afoul of the Howey test and be viewed as a securities offering. The SEC stated:

		 

		 

		Even if MUN tokens had a practical use at the time of the offering, it would not preclude the token from being a security. Determining whether a transaction involves a security does not turn on labelling—such as characterizing an ICO as involving a “utility token”—but instead requires an assessment of “the economic realities underlying a transaction.” Forman, 421 US at 849.¹⁹²

		 

		 

		Rather than solely focusing on the utility aspect of a token, the SEC enforcement letter and Chairman Clayton’s press release made clear that the marketing language and sales strategy is an important factor in the securities law analysis in determining those “economic realities.” Chairman Clayton noted:

		 

		 

		It is especially troubling when the promoters of these offerings emphasize the secondary market trading potential of these tokens. Prospective purchasers are being sold on the potential for tokens to increase in value—with the ability to lock in those increases by reselling the tokens on a secondary market—or to otherwise profit from the tokens based on the efforts of others. These are key hallmarks of a security and a securities offering.¹⁹³

		 

		 

		Furthermore, in the Munchee enforcement letter, the SEC noted that Munchee had used language describing the economic mechanism by which the team expected the MUN token would appreciate in value. Such language, therefore, created a reasonable expectation of profit in the token purchasers. It quoted the following language that a founder had used in a podcast:

		 

		 

		So [users] will create more quality content to attract more restaurants onto the platform. So the more restaurants we have, the more quality content Munchee has, the value of the MUN token will go up—it’s like an underlying incentive for users to actually contribute and actually build the community.¹⁹⁴

		 

		 

		In addition, the SEC also noted that Munchee planned to burn tokens in order to regulate the token supply and therefore the token value.

		 

		While we do not disagree with the ultimate decision of the SEC to cease and desist the MUN token sale, which we believe was clearly a security offering, we find somewhat puzzling the language around value appreciation that the SEC has chosen to highlight as evidence supporting a securities classification. Most economic transactions do not implicate securities laws. All economic transactions involve some assessment about value, whether the goods or services are fairly priced, and whether that good or asset will rise in value because it is currently undervalued relative to the purchasers’ views of factors affecting that asset’s values, and so forth.

		 

		Let’s examine investing in real estate, which may include buying shares of a corporation in a cooperative structure. Real estate investments generally do not implicate securities laws. Real estate certainly has a utility value. It is a place where people live, work, play, and develop. But many people also purchase real estate in hopes of future value appreciation. In fact, for most ordinary people, their homes are their primary financial asset, from which they derive both utility (living in the home) and financial security (value appreciation). A developer may use proceeds from real estate sales to invest further in the development, thereby enhancing the value of the real estate units.

		 

		Others explicitly buy real estate as investment properties or for rental income, with clear analysis of rental pricing trends or historical housing appreciation trends as part of the sale process. Should the law forbid a real estate broker from discussing with prospective homebuyers what they believe the true “appraised” value of the home is relative to the market price, and therefore whether a particular house is a good buy that will likely increase in value because of such factors as positive demographic trends?

		 

		The language that the SEC has singled out in the case of Munchee, when applied in the context of a true ecosystem (not Munchee’s), is the economic mechanism by which ecosystem tokens incentivize public contribution to a public resource: individuals contribute positively to the ecosystem because they are rewarded for doing so.

		 

		The greater the community participation and end-user uptake, the greater the demand for the ecosystem token, which increases its value, if all else remains equal. Describing this economic mechanism alone, in our view, should not require the supervision of securities laws. It is no different from a real estate agent’s explaining to a prospective buyer that home values are affected by such factors as demographics, gross domestic product, crime, quality of local school district, gentrification, and so forth. Simply describing the factors that affect value in a particular economic transaction should not categorize an ecosystem token, on its face, as a security.

		 

		On the other hand, the public should be protected when project promoters make or endorse statements such as “199% GAINS on MUN token at ICO price! Sign up for PRE-SALE NOW!” or “Pretty much, if you get into it early enough, you’ll probably most likely get a return on it” or “a $1,000 investment could create a $94,000 return.”¹⁹⁵ Specific statements about profit appreciation of a particular asset should be the crux of the focus, rather than general statements describing the economic theory on how a particular asset may appreciate to align incentives.

		 

		Marking all such discussions—regardless of their nature—as evidence of a securities offering will likely have the negative public policy effect of chilling relevant discussions about the inherent characteristics of a networked ecosystem. Given the nascent field of tokens and token economics, hampering public discussions by entrepreneurs and market participants would be harmful to analyzing, challenging, and testing these new theories and models.

		 

		Nonetheless, despite remaining open to ICOs and the use of tokens as a fundraising tool, the SEC appears to have narrowed its view on the securities law question. When the SEC first issued its report classifying TheDAO token as a security, many practitioners such as former SEC attorney Nick Morgan thought the SEC analysis of the Howey test was weakest on the last element, requiring the expectation of profits derived from the managerial efforts of others. In this area, a legal fight might possibly be won.¹⁹⁶ This element centered on the conclusion that the DAO, despite being a decentralized fund mechanism, was not sufficiently independent of the managerial efforts of the Slock.it team; therefore, the DAO investors were primarily passive investors relying on Slock.it to fulfill its expectations of profit.

		 

		With the latest SEC guidance in the Munchee enforcement letter, the last prong of the Howey test—whether the expectation of profits are to be derived from the entrepreneurial or managerial efforts of others—appears to be increasingly moot, especially for preproduction projects. That prong goes hand in hand with finding a reasonable expectation of profit.

		 

		As with the DAO report, the SEC in Munchee noted that Munchee highlighted the credentials of its team, creating reasonable reliance on Munchee’s promise to alter the app and foster a valuable “ecosystem” of food reviewers and restaurants that use MUN tokens as loyalty rewards. As such, the expectation of profit would depend on Munchee’s ability to create that “ecosystem” and to manage the token supply by burning tokens, thereby increasing their value.¹⁹⁷

		 

		Distilling the latest guidance, what becomes clear is that a utility token is a necessary but insufficient condition to escape SEC jurisdiction. Whether a utility token has immediate versus future usability is neither necessary nor sufficient to escape the securities law question. We purposefully use the word usability here to distinguish between “theoretical utility” and “actual functionality.” A utility token is functional by design, whereas its immediate usability in a platform or network is a function of how far along the development process is.

		 

		Usability of a token, as the SEC has stated, is not dispositive of (i.e., does not settle) the securities law question. Rather, how a token is marketed and sold, including the customer channels, may suffice in determining the application of securities law, including whether a token is truly a utility token. For example, marketing language and strategies that would create a purchaser’s reasonable expectation of profit are sufficient to bring a token offering within the bounds of securities regulations, irrespective of the token’s utility with immediate usability.

		 

		From an advocacy perspective, we would argue to the SEC or to a judge (i.e., judicial review of SEC administrative lawmaking) that the marketing and sales strategies of a token sale are important (and perhaps decisive) indicia of whether a token is truly a utility token or a security masquerading as one. Nonetheless, we believe that the marketing analysis alone is not an element or requirement of the securities law analysis under the Howey test.

		

	
		 

		RECONTEXTUALIZING HOWEY IN LIGHT OF ECOSYSTEM TOKENS AND APP COINS

		 

		Step 1: Functional analysis of the token

		 

		Because of the latest SEC guidance, and respecting the adage of “substance over form,” we reiterate our view that the securities law analysis of a token must start with a functional analysis:

		 

		•What is the nature of the project or the application being built?

		 

		•What is the economic design and rationale for the token?

		 

		•Are there compelling reasons for the token’s existence and design?

		 

		•Is fundraising the token’s primary function?

		 

		Yet, we believe that, to determine whether a token will qualify as a security, we must also look at the type of platform to which the token belongs.

		 

		•Is this platform an open-source ecosystem or network that enables many businesses and use cases to be built around it, where the token represents an essential feature and economic mechanism to coordinate and develop shared open-source resources?

		 

		•Or is it one particular business application or Dapp, with the token serving as an internal economic mechanism (e.g., loyalty points) that is not intrinsically connected with the inner operations of the platform, but is being used merely in lieu of traditional membership fees, revenues, or transaction fees?

		 

		Such a distinction between ecosystem tokens and Dapp tokens (or app coins) is useful in determining the extent to which, when assessing the future profitability of the tokens, investors considered the “effort of others” as one significant criterion of analysis. With a Dapp, there is no fundamental economic need for investors to be involved in development and operations. Investors play a rather passive role, mostly relying on the efforts of the Dapp team to develop, maintain, and promote the system.

		 

		In an ecosystem, tokens play a function intrinsic to the operation of the underlying blockchain-based platform. Hence, these tokens will always have a utility, as they are used to solve the Tragedy of the Commons related to the overexploitation or underutilization of common resources. Moreover, because the value of these tokens is inherently connected with the value of the ecosystem, their value will increase as more stakeholders participate or contribute to the ecosystem.

		 

		In this context, the token appreciation also depends on the “effort of others,” but “others” refers here to a much wider community of stakeholders, including the investors, who all contribute to furthering the ecosystem in such different ways as contributing to the open-source code, promoting the platform, developing the community, or even creating or developing other Dapps on top of that ecosystem.

		 

		In light of this, we think it useful to recontextualize the applicability of the Howey test depending on the type of tokens under assessment. When the Howey test was established in 1946, it could not anticipate the existence of open-source projects, let alone block-chain-based ecosystems. We should be mindful of that when applying the test to an entirely new context. In particular, we argue that the fourth item of the Howey test, concerning the “effort of others,” should be interpreted differently according to whether the test is being applied to an open ecosystem or to the private profit center of a Dapp.

		 

		Indeed, an open and decentralized ecosystem will always rely on the “effort of others,” because the ecosystem is built through the contributions of all actors in that ecosystem. We argue that in the Web 3.0 context, the last element of the Howey test should be interpreted as significant or material permanent reliance on the efforts of others—where “others” refer to an identifiable management team or organizational body without which the ecosystem would no longer and could no longer effectively operate. Thus, we may need a “fragmentation” or “granularity” test to determine whether the fourth prong of the Howey test is indeed satisfied:

		 

		•Is there a group of community members that is significantly more involved than others and produces the lion’s share of effort?

		 

		•Will the removal of that team from the community jeopardize the whole project?

		 

		If the answers to both of these questions are positive, there likely exists a standard core “management” team whose activities are crucial to the success of the system. Yet, the same is not true if the efforts of a small team remain “atomic” relative to the rest of the community. That a particular group is influential and core to the community should not be the dispositive factor; rather, the question should be whether the project’s survival or success fundamentally depends on the operations of this group over a long period.

		 

		Accordingly, token sales intended to raise funds for the development of an ecosystem—what we might refer to as an ecosystem coin offering (ECO)—should not necessarily be subject to securities laws because of the efforts of others or the mere possibility of token value appreciation, unless other reasons justify the application of the Howey test.

		 

		Of course, we are not saying that an ecosystem token will never be regarded as an investment security. Some behaviors might trigger the security flag, such as the blatant marketing of the investment value of the token by a core and identifiable team, as with Slock.it’s marketing of the DAO.

		 

		Ultimately, the SEC will have to rely on the “smell test”: does it smell like a security offering? It is a “totality of the circumstances” type of analysis. No one particular feature, in isolation, will likely sway the analysis. Ultimately, only a few projects will likely qualify as true ecosystems like Bitcoin or Ethereum, and most projects will simply remain in gray areas of the law.¹⁹⁸

		 

		Step 2: Marketing and timing of a token sale

		 

		A true utility token, as we have argued, is always a utility token by design, irrespective of its usability at any point in the development of the underlying protocol. Utility is a necessary but insufficient condition to fall outside securities law. As the SEC has clarified, the securities law question depends not simply on the usability of a token, but also on its marketing:

		 

		•To whom, how, and when is the entity selling its tokens?

		 

		•Did marketing language give purchasers a reasonable expectation of profit?

		 

		The timing of the token sale relative to the development of the project has critical implications since it affects the marketing and sales strategy, as well as the degree to which potential purchasers rely on the efforts of others to make profits. Claiming that a token is not a security is easier when selling it to a potential customer or user base rather than to a purely investor base, because customers will be able to use the token on a running network.

		 

		So far, projects have been using ICOs only to raise funds at preproduction phases; that’s why this usage has been the scope of the SEC’s analysis. In preproduction phases, the difference between an ecosystem token and an app coin is theoretical: in practice, both an ecosystem and Dapp project are likely to be nascent, with small managerial teams controlling and writing a limited codebase. Therefore, ecosystem tokens are at risk of classification as securities, given the practical difficulties of selling to future customers and users before there is a ready platform.

		 

		For the regulator not versed in parsing technical white papers, there will be little difference between an ecosystem and a Dapp; most of the analysis will focus on the mechanism of sale the promises made, and whether such practices and promises warrant action from the SEC to protect the public. The SEC is mandated to consider this important public policy point: a token purchaser has significantly greater risk without the protections that securities laws offer an investor in more traditional financing.

		 

		For these early-stage projects, the SEC found that token purchasers relied significantly on the managerial efforts of the project promoters. The SEC has not been moved by the argument that token purchasers had to put in their efforts to increase the value of the token (as was the case of the DAO). In early-stage projects, arguing against the applicability of the fourth prong of the Howey test (“the effort of others”) will be difficult because it could always be argued that purchasers predominantly rely on the efforts of the project promoters to seed the ecosystem and galvanize the community.

		 

		Therefore, interesting questions remain for ecosystem projects that are much further along when they seek funding through a public token sale. For example:

		 

		•What facts and circumstances will change the analysis of whether purchasers relied on the managerial efforts of others?

		 

		•Will it be relevant to the SEC if

		 

		⃘Forking the code becomes a real possibility or has already happened?

		 

		⃘Anyone can join as a node validator or miner?

		 

		⃘The public is actively using, adapting, and consuming open-source code and building on top of the ecosystem without any kind of centralized control?

		 

		⃘The voting and governance mechanism is robust enough to overcome the criticism the SEC noted in its DAO report?

		 

		As before, the analysis will come down to a smell test and whether public policy warrants the SEC to take action against an offering. If the overall smell of the offering is that of a security, as in the case with the DAO, then the SEC may deem the purchasers’ efforts insufficient to overcome the reliance on the managerial efforts of the promoters.

		

	
		 

		LEGAL FICTIONS AND CREATIVE STRUCTURING: A REVIEW OF PRACTICAL SOLUTIONS

		 

		In this section, we review and assess various legal solutions that projects have deployed to anticipate various regulatory issues, including the Swiss nonprofit foundation model, the SAFT, convertible notes, and securities registration exemptions.

		

	
		 

		THE FOUNDATION MODEL

		 

		The Swiss environment and its regulatory facilities appeared attractive for establishing new blockchain ventures. The Swiss foundation model, in particular, was first used to manage the proceeds of initial crowdfunding transactions aimed at funding the development of new blockchain-based networks or applications. In 2014, Ethereum was the first blockchain project to establish its foundation (Stiftung Ethereum) in the Swiss canton of Zug. Soon followed by other block-chain-based projects, the Ethereum Foundation laid the cornerstone of “Crypto Valley,” self-described as “one of the world’s leading block-chain and cryptographic technology ecosystems.”¹⁹⁹

		 

		Until mid-2017, Zug was the jurisdiction of choice, and the Swiss foundation (Stiftung) the organizational structure of choice, for crypto projects looking to fundraise in a (hopefully) legally compliant manner. Zug was attractive for its low cantonal taxes and business-friendly reputation. The Swiss organizational structure would frame fundraising as donations to a foundation, the mission of which was that of an open-source software foundation in the vein of the Linux and Mozilla foundations, both based in California with tax-exempt status.²⁰⁰ To our knowledge, none of these Swiss foundations has received actual tax-exempt status to date, which would enable donations to be tax-deductible in Switzerland.

		 

		The idea was, if the funds raised were framed as charitable donations (despite the lack of legally recognized charitable status) rather than investments, then they would not be in violation of securities laws globally. Yet, given the requirements of the Howey test and the long-arm jurisdiction of US regulators such as the SEC, Swiss lawyers recommended blocking US persons and US IP addresses from participating in ICOs as an extra precaution.

		 

		Furthermore, because the Swiss foundation was strictly regulated with a purpose that could not be changed without approval from the Swiss Federal Foundation Supervisory Authority (Die Eidgenössische Stiftungsaufsicht [ESA])—the federal regulatory body overseeing charitable foundations in Switzerland—it was argued that the Swiss foundation was actually a good governance structure to oversee the use of funds to develop blockchain projects. As defined in the Swiss Civil Code, Swiss foundations are “established by the endowment of assets for a particular purpose.”²⁰¹ For instance, the official purpose of the Ethereum Foundation is:

		 

		 

		to promote and support Ethereum platform and base layer research, development and education to bring decentralized protocols and tools to the world that empower developers to produce next generation [Dapps], and together build a more globally accessible, more free, and more trustworthy Internet.²⁰²

		 

		 

		Subsequent crypto foundations have been using similar language in describing their official and legal purpose.

		 

		However, as increasingly large sums of funding came through the Swiss foundations, regulators and politicians in Switzerland have increased their scrutiny. Swiss foundations were originally meant to function more like family trusts or endowments, rather than global fundraising instruments or cutting-edge technology projects. According to our discussions with several law firms in Switzerland, FINMA (the Swiss Financial Market Supervisory Authority, which is equivalent to the SEC but has a broader mandate including commodities and banking) is now requiring all projects to receive a no-action letter prior to public fundraising.

		 

		FINMA’s primary concern is that the sale of tokens constitutes public deposit-taking, which would thereby require the organization conducting the sale to have a banking license. Furthermore, token sale contributions greater than 500 Swiss francs will need full KYC video verification and be subject to full ongoing AML obligations (e.g., filing suspicious activity reports, or SARs).²⁰³

		 

		FINMA recently released specific guidelines describing how it intends to apply financial market regulations to ICOs. The guidelines distinguish among

		 

		•Payment tokens that are not treated as securities but must comply with anti-money laundering regulations;

		 

		•Utility tokens that provide access to a particular application or service and would not qualify as securities to the extent that they are already functional at the point of issue, provided that they have no additional features with an investment purpose;

		 

		•Asset tokens that represent participations in physical assets, companies, or other revenue streams and that would clearly qualify as securities under Swiss law.

		 

		In theory, this is legally distinct from the SEC’s approach—where actual utility is not necessarily dispositive. Yet in practice, we expect both approaches to converge, as utility tokens with investment features will qualify as securities according to both the SEC and the FINMA. Besides, under both regimes, utility tokens sold before they are actually “functional” will likely be held as securities with investment purposes. Questions of fact remain as to how functional a token must be to draw the line between a security token and utility token—that is, how much actual utility is sufficient for a token to qualify as a utility token?

		 

		In addition, cantonal authorities in Zug are also concerned that while hundreds of millions of Swiss francs have been technically raised in Zug, the canton of Zug has hardly seen any benefit, as most of these proceeds have been subject to very little tax. At the same time, very few jobs have been created in the area (although it has been a boon to lawyers and consultants), bringing in technical expertise and developing a true ecosystem of knowledge and talent. Most of these foundations have a foundation council, as required by law, with a statutory local Swiss resident council member, usually a professional council member, to satisfy their local presence requirements. The core teams of these projects remain located elsewhere outside of Switzerland. It is likely that Swiss authorities will also scrutinize local presence requirements and tax treatments.

		 

		As a result of the change in regulatory landscape, it has become increasingly difficult for a crypto foundation (or any other legal structure) to open bank accounts in Switzerland, as compliance departments in banks may take a more conservative approach than regulators. Many have stopped taking on crypto clients altogether.

		 

		As other jurisdictions globally compete for business, the attractiveness of the Swiss foundation model remains to be seen in 2018. Many jurisdictions are now working on reforming their own regulatory frameworks to accommodate blockchain-based projects and token sales.

		

	
		 

		THE SAFT MODEL: SIMPLE AGREEMENT FOR FUTURE TOKENS

		 

		The SAFT model, popularized by Filecoin and Cooley LLP, is an investment contract that limits participation to “accredited investors” to benefit from a SEC exemption (Regulation D, or Reg D for short). While the SAFT qualifies as a security and is targeted only toward accredited investors, it provides investors with the right to a particular number of tokens as soon as the relevant platform is up and running.

		 

		The SAFT model is based on the idea that, before a platform is built, utility tokens issued through an ICO might qualify as a security despite their future utility. Only after the platform is operative will these utility tokens actually acquire the necessary usability not to qualify as a security anymore. Consider the Ethereum crowdsale: when ether was sold in 2014, before the Ethereum network was even built, these tokens had no usability and thus probably qualified as a security. Today, however, these tokens definitely have acquired a tangible utility because their holders can use them to pay for transactions on the Ethereum network.

		 

		To reduce the securities law risk of selling the tokens prior to the platform’s operability, the SAFT model creates a two-step process:

		 

		•The first is the issuance of an investment contract to accredited investors who can bear the risk of the project’s potential failure.

		 

		•The second is the issuance of utility tokens (once the platform is operative) to these early investors who will then be able to sell these tokens on a secondary market to those eager to use the platform.

		 

		More precisely, the SAFT white paper states:

		 

		 

		The SAFT is an investment contract. A SAFT transaction contemplates an initial sale of a SAFT by developers to accredited investors. The SAFT obligates investors to immediately fund the developers. In exchange, the developers use the funds to develop genuinely functional network, with genuinely functional utility tokens, and then deliver those tokens to the investors once functional. The investors may then resell the tokens to the public, presumably for a profit, and so may the developers.²⁰⁴

		 

		 

		The SAFT creators recognize that their creation is a security that must comply with securities laws. However, they maintain that the tokens themselves are fully functional and ready for consumers to use; therefore, they ought to comply with federal and state consumer protection laws. In other words, regulators needn’t deem the tokens securities: “Sellers of already functional tokens have likely already expended the ‘essential’ managerial efforts that might otherwise satisfy the Howey test.”²⁰⁵

		 

		Given the latest guidance from the SEC and our analysis above, we take the position that the SAFT model is wholly untenable. The SAFT model requires two conditions to be true:

		 

		•The SEC will recognize a legal distinction between the investment contract to presell the tokens and the public sale or issuance of tokens at a later date.

		 

		•Tokens will indeed be considered non-securities utility tokens or commodities because of their actual usability.

		 

		We have already analyzed that the second condition is untrue, based on the Munchee enforcement letter. This alone is sufficient to render the SAFT moot, as both conditions must be true for the SAFT to work.

		 

		Given the SEC’s primary emphasis on evaluating the “economic realities of the transaction” rather than the form of a transaction, the SEC will very likely agree with the Cardozo Blockchain Project’s analysis that, by declaring the SAFT itself a security (hence, subject to Reg D exemption), the entire transaction (including the object of such transaction, i.e., the utility tokens) is a securities transaction with an expectation of profit. The Cardozo report noted:

		 

		 

		Artificially dividing the overall investment scheme into multiple events does not change the fact that accredited investors purchase tokens (albeit through SAFTs) for investment purposes, and likely will not prevent a court from considering these realities when assessing whether these tokens are securities.²⁰⁶

		 

		 

		Accordingly, to the extent that these tokens had been marketed as an investment vehicle at the time of contracting the SAFT, they are and will remain a security even if they subsequently acquire an effective utility within an ecosystem or a Dapp.

		 

		Furthermore, from a public policy perspective, the SEC is wary of presale pricing structures that give significant discounts to early investors, as is often the case with SAFTs, because these early investors have incentive to flip their tokens to the public for an immediate return. This incentive undermines the argument that the SEC would recognize a legal distinction between the sale contract and the eventual issuance of a utility token.

		 

		Even if the token had immediate usability, the SAFT contract would incentivize flipping the tokens in a manner consistent with securities trading and speculation, to the detriment of public buyers—irrespective of whether the public was buying these tokens for their utility. In fact, the injury would be much worse and the public policy concerns greater, if the public was purchasing tokens based on utility considerations and was negatively impacted by the speculative trading of these tokens.

		 

		Moreover, once an issuer has filed for an exemption, as a matter of law, it has declared the instrument a security. The SAFT model is particularly problematic because it requires issuers to file with the SEC under Rule 506(b) or 506(c) of Reg D. This exemption was designed to reduce the burden of security issuance by providing general exemptions from registration requirements—with the caveat that securities filed under Reg D can only be sold to accredited investors.

		 

		If the artificial separation between the SAFT and the tokens sold through the SAFT is not recognized as a legitimate one, and if these tokens qualify themselves as securities, then tokens sold through a SAFT contract will be treated permanently as an exempted security with all attendant restrictions. In other words, once a security, always a security: even if these tokens eventually acquire usability, they will remain subject to trading restrictions. Only accredited investors will be able to trade them, despite their actual utility within a particular platform.

		 

		Hence, true utility tokens cannot be exempt securities tradeable only among other accredited investors, because only accredited investors would be able to use the underlying network. That would defeat the purpose of these tokens.

		 

		A variation on the theme of the SAFT is the simple agreement for future tokens or equity (SAFTE) introduced by the blockchain start-up Colony. Instead of relying on the SAFT elaborated by Cooley LLP, the Colony team drafted an agreement that gave investors equity, should there be no ICO.²⁰⁷ Like the SAFT, the SAFTE is also based on Y Combinator’s SAFE (discount, no cap), which is a simple agreement for future equity “with a negotiated discount rate … off the price per share of the standard preferred stock … applied to the conversion of the SAFE into shares of SAFE preferred stock.”²⁰⁸ Colony’s SAFTE stipulated that the funds raised from early investors could be converted either into equity (at a particular discount) at the first liquidity event or into tokens (at the same discount) at the token generation event—whichever came first.

		 

		Although it adds an equity fallback option, should an ICO not occur, the SAFTE is fundamentally no different from the SAFT in form and substance: it shares the fundamental securities law problem around the presale of tokens. As with a SAFT, issuers presell tokens classified as a security through the Reg D exemption. Expecting the SEC to accept a legal distinction between an investment contract that presells the tokens and the sale of the actual tokens once they have acquired “utility” requires the same leap in logic.

		 

		Investors taking equity as an acceptable alternative to receiving tokens may constitute evidence that the investors view the tokens as an investment instrument equivalent to equity, a classic security. Hence, the economic realities of the token sale are in fact that of a securities offering, irrespective of whether the token has actual utility.

		 

		We could imagine convertible loans where conversion is voluntary and offers investors not only equity or token conversion alternatives but also a third possibility: redemption and accrued interests in such a qualifying event as a successful token issuance.²⁰⁹ However, this type of product—where entities acquire tokens through convertibility of an existing financial instrument—would likely entail the same regulatory risks as the SAFT and SAFTE. In other words, a strict interpretation of “once a security, always a security” could still apply.

		

	
		 

		SECURITIES REGISTRATION EXEMPTIONS

		 

		Section 5 of the Securities Act of 1933 requires any offer or sale of securities to be registered with the SEC or meet an exemption requirement. Numerous exemptions are available, primarily under Reg D Rule 506, which provides two distinct exemptions: 506(b) and 506(c). Both of these exemptions enable an issuer to raise an unlimited amount of money primarily from accredited investors, who satisfy either of these conditions:

		 

		•Annual income of $200,000 in each of the two prior years

		 

		•Net worth of at least $1 million excluding the value of the person’s primary residence.

		 

		Under 506(b), issuers may not advertise the offering publicly but can sell to up to 35 nonaccredited investors, and given reasonable belief, may rely on the investor’s self-accreditation. Under 506(c), issuers may advertise publicly but only to accredited investors, and the burden of proving accredited status falls upon the issuer.²¹⁰

		 

		The SAFT model in particular has encouraged filing under the 506(c) exemption, as it would enable crowdfunding to accredited investors. Traditional financings that have availed themselves of the Reg D exemptions have chosen 506(b). Rule 506(c) is a more recent addition under the JOBS Act in response to the rise of crowdfunding platforms, enabling general solicitation for investors through the Internet, social media, and advertisements.²¹¹ Up until now, uptake of 506(c) has remained slow, primarily because of legal uncertainty around the burden of verification of accredited status, such as review and verification of financial filings, although third-party services have emerged to verify status.

		 

		Securities issued pursuant to Reg D are restricted securities: the default rule of securities offerings is that they must be registered. Reg D exemptions are privy only to the issuer, not to a reseller. Resellers typically would be considered underwriters, requiring licensing. Rule 144, “Selling Restricted and Control Securities,” provides a safe-harbor exemption for the resale of restricted securities on a public market without being an underwriter.²¹²

		 

		Under Rule 144, a non-reporting company would need to hold a Reg D restricted security typical of ICOs for at least one year. Certain information about the private company should be available publicly, including the nature of its business, the identity of its officers and directors, and its financial statements. The primary obligation for complying with Rule 144 or seeking other exemptions for reselling falls on the reseller of restricted securities; however, the SEC expects issuers to establish adequate internal controls to prevent breach of federal securities laws by their officers, directors, and employees.

		 

		Moreover, any company with more than 500 nonaccredited shareholders or 2,000 total shareholders will be deemed a full “reporting company” under the Securities Exchange Act of 1934, effectively a public company with all attendant disclosure and reporting obligations.

		 

		The reporting company obligation under the Exchange Act also limits the attractiveness of crowdsales under Regulation A+, “Amendments for Small and Additional Issues Exemptions under the Securities Act (Regulation A),” which enables issuers to solicit the public without limitation to accredited investors.²¹³ Furthermore, Reg A+ requires disclosure documents and financial statements that must be approved by the SEC. To our knowledge, to date there have been no ICOs issued under Reg A+.²¹⁴

		 

		We believe that, as most ICOs are for Dapps, the increasing practice will be to issue ICOs as security tokens using the various exemptions, particularly under Rule 506(c), which allows for public solicitation, but of accredited investors only. Like Reg A+, Rule 506(c) would be subject to the 2,000-shareholder threshold before being deemed a full reporting company.

		 

		However, in theory, a Rule 506(c) offering would raise more funds than a Reg A+ because there are no limitations on the offering size (up to $50 million under Reg A+ Tier II, and up to $25 million under Reg A+ Tier I) and no investment limits. (Under Reg A+ Tier I, there are no investment limits. Under Reg A+ Tier II, investors can invest a maximum of the greater of 10 percent of their net worth or 10 percent of their net income, which may be self-reported.)

		 

		These security tokens will require specialized trading systems, including regulated exchanges and alternative trading systems (ATSs) that are non-exchange trading venues that match buy and sell orders. The SEC regulates ATSs under Regulation ATS, as broker-dealers rather than as exchanges, with fewer regulatory requirements compared to exchanges. We predict market adoption of block-chain-based decentralized alternative trading platforms that enable peer-to-peer exchanges of security tokens with transactions recorded to a distributed ledger.

		 

		Security tokens and ATSs may leverage smart contracts to encode automatic enforcement of Rule 144 and other reselling exemptions (e.g., an automatic one-year lock period). The equivalent term for an ATS under European regulation is a multilateral trading facility (MTF).

		

	
		 

		CREATIVE SOLUTIONS MOVING FORWARD

		 

		All token issuers, especially at the early stage of development, will need to consider their sales, marketing, and token design approaches very carefully. Those launching Dapps, in particular, will need to identify how to frame their token sales to raise funds without running afoul of securities laws.

		 

		We present here a series of solutions that might reduce the likelihood of tokens qualifying as securities. While token issuers have no control over the motivations of token buyers, they can intervene on a series of technical, contractual, or practical grounds to discourage buyers from engaging in pure speculation.

		

	
		 

		SELL ONLY TO STRATEGIC PARTNERS OR POTENTIAL PLATFORM USERS

		 

		The marketing of a token is a determining factor in the SEC’s assessment of whether the token qualifies as a security. Hence, the audience to which the issuer markets the token will likely have a significant weight in the legal analysis. Selling tokens for their utility value to those who want to use them in an ecosystem or marketing them as investment vehicles to those who want to profit from their appreciation could ultimately affect the legal qualification of these tokens.

		 

		Following the SEC reasoning in Munchee, an issuer could make a case for selling utility tokens legitimately before the launch of the platform, provided that the sale targets its users and customers. The marketing language to these stakeholders and future customers should describe the utility of the platform rather than the value appreciation of the token.

		 

		For ICOs launched at the preproduction phase, token issuers could form partnerships with key stakeholders or future users of the platform for pilot funding in exchange for tokens. The result would be a financing model in the form of a service contract that does not appear to go against securities laws but develops go-to-market pilots that demonstrate the viability of the project.

		 

		At the same time, if a platform uses utility tokens as an internal coordinating mechanism, then we could argue that these tokens should not even be visible to end users. For retail users, we could argue that the tokens should be completely invisible, just as card payment networks are invisible to a card user.

		 

		Good user-experience design would have end users purchase access to a service using fiat currency, and the platform would then convert the fiat into the native tokens behind the scenes—that is, end users would not need to know or understand that there was a utility token in the back-end. That’s why many of the Dapp token sales seem forced; the token appears only to complicate the user experience without adding functionality besides raising funds.

		 

		Aside from legal considerations, from a business and ecosystem development perspective, institutional or bulk token sales to institutional and strategic partners and to large and repeat users of the platform would make more sense than selling tokens on a one-off retail basis. Institutional or bulk sales of ecosystem tokens to Dapp developers would also make sense.

		

	
		 

		DISCOURAGE THE ESTABLISHMENT OF A SECONDARY MARKET

		 

		To avoid tokens qualifying as a security, token issuers should not promise to undertake any efforts related to establishing a secondary market for these tokens or to engage, support, or promote the establishment thereof. As SEC chairman Clayton stated, establishing a secondary market constitutes one of the “hallmarks of a security and a securities offering.”²¹⁵

		 

		Of course, even if token issuers do not actually participate in creating secondary markets for their tokens, someone else might. To avoid the risk of investors purchasing tokens solely for speculation, token issuers can intervene technically by preventing, for example, the transferability of the tokens issued through an ICO. If a token is not transferable, then few will likely purchase it with expectations of profit—thereby failing the Howey test—and the token will not qualify as a “transferable security” under EU law.²¹⁶

		 

		Actual or future users of the platform will purchase tokens merely because of their utility value, not because of the potential profits they might derive by reselling them later. A nontransferable token would also reduce regulatory concerns around banking and money transfer laws, including ongoing AML/KYC obligations, as regulated by Financial Crimes Enforcement Network (FinCEN) under the US Department of Treasury.²¹⁷

		 

		This approach, however, is unlikely to be popular and actually applied in practice, especially in the context of real ecosystem tokens such as the native cryptocurrencies of many blockchain-based networks. As we discussed, without liquidity through secondary markets, attracting node validators to a new network will be difficult, as the tokens compensate for their time and resources to maintaining network infrastructure.

		 

		A less drastic alternative would be to limit token transferability for a period (e.g., one year), which would be required under Rule 144 safe harbor to resell restricted Reg D securities. While such a time restriction would not necessarily disqualify these tokens as securities, it could nonetheless reduce the speculative dynamics inherent in the trading of these tokens and align the interests of the tokenholders with those of the project or ecosystem.

		

	
		 

		CAP THE TOKEN PRICE OR USE TOKEN BOUNDING MECHANISMS

		 

		Even if issuers decide not to prevent transferability of tokens issued through an ICO, they can still avoid excessive speculation by introducing an upper cap on token price. Indeed, if there is a secondary market, there is a risk that the price of the tokens will rise to a point at which accessing or using the platform becomes extremely expensive. Depending on the actual or potential appreciation of the tokens’ value, people might decide to hoard them or resell them at a higher price rather than spending them on the platform. It is a self-defeating model: speculation on the value of a utility token actually reduces the usability of its associated platform.

		 

		One critical element of utility token design is its price stability, because prices of services and goods should be stable, unlike profit-bearing or speculative instruments. To counteract speculative dynamics, token issuers can set up a continuous ICO so that, at any point in time, people can purchase tokens through the ICO smart contract at a particular price (upper cap).

		 

		Whenever the market price of the token exceeds the upper cap, people will stop purchasing tokens on the market and will instead purchase them directly from the ICO smart contract at the cap price. As people buy tokens through the ICO smart contract and increase supply in the market, the market price will drop. Only when the market price falls below the upper cap will people buy these tokens on the market again.

		 

		Ethereum researcher Vlad Zamfir discussed token bounding mechanisms that implement a price floor and price ceiling, whereby—contrary to the Bitcoin economics of fixed supply—the token supply may fluctuate to keep within price boundaries. As Zamfir noted, “A constant ceiling removes all reasonable expectation of return that token purchasers may otherwise have. Any low-enough ceiling can prevent pumps-and-dumps’ from pumping.”²¹⁸

		 

		Token designers can tailor price-control mechanisms to meet desired objectives. For instance, a perpetual ceiling mechanism could adjust annually for inflation or other relevant metrics. In the crypto world, such metrics as gas costs for running Ethereum smart contracts may be better suited for anchoring a pegging mechanism than some broad-based economic definition of inflation.

		 

		The perpetual enforcement of a periodically adjusted ceiling should be (theoretically) easy to do, since it requires automatically issuing new tokens at the ceiling price whenever there is demand. However, guaranteeing a floor level may not be possible in all circumstances. As Zamfir noted, “[T]he sale administrator can’t raise the floor price if doing so would make it unable to purchase all of the tokens at the floor price.”²¹⁹

		 

		Even if a significant portion of the ICO proceeds was deposited in the ICO smart contract so that people could redeem tokens at the floor price, this reserve would have limited capacity; once it was used, the ecosystem would lack funds for development, and the token price would plummet on the secondary market. The point here is not to support a floor price, but to ensure price stability: speculative gain in token value that is decoupled from utility demand reduces the incentive for real projects to use the protocol for its intended purpose.

		 

		By skewing downward the distribution of expected returns (since a price ceiling could be fully guaranteed, but not always a floor price), such a control mechanism should send a positive signal regarding the token buyers’ genuine intention: they would be investing because they really supported the development of such platforms and believed that such platforms were necessary “infrastructural” investments to build out the token economy as whole (e.g., Dapps and security tokens).

		 

		As the token market matures, ecosystem tokens will become anchor tokens that investors hold in their portfolios of tokens to diversify risk as they would use fiat currencies or closely related instruments, such as government bonds, to reduce beta risk in more traditional portfolios.

		 

		Thus far, token bounding design remains legally untested. In the SEC’s view, will the introduction of a price floor, which could potentially sustain the token price above a certain level, engender expectations of profit? Will the introduction of a price ceiling be enough to remove any profit expectation?

		 

		In the Munchee case, the SEC considered the team’s promise to burn tokens as a way to increase token value germane to the profit expectation analysis. The SEC found this language under “Token Burning Plan” in the Munchee white paper relevant:

		 

		 

		Munchee could potentially choose to [sic] burn (take out of circulation) a small fraction of MUN tokens everytime [sic] a restaurant pays Munchee as [sic] advertising fee. This … could potentially increase the appreciation of the remaining MUN tokens as the total supply in circulation reduces.²²⁰

		 

		 

		Would the SEC’s analysis have differed, had Munchee framed the token burning as downside risk mitigation rather than as value appreciation, to stabilize the token price for better functionality within the app rather than purely as a price-supporting mechanism no different from stock buybacks?

		 

		To limit the reasonable expectation of profit, we can imagine token designs with various price-ceiling mechanisms. However, as with all things in this evolving space, the analysis will come down to facts and circumstances. The SEC may consider such questions as:

		 

		•How tight is the price ceiling, and what are its drivers?

		 

		•Are the mechanisms truly deployed for price stability or for price appreciation?

		 

		•What enhanced functionality will token price stability provide in the platform?

		 

		Ultimately, the SEC will likely take a holistic approach to assessing the economics of token transactions—the smell test—to determine case by case whether a token qualifies as a security.

		 

		The necessity of price-stabilizing functions for true ecosystem tokens and the unclear position of the SEC on the subject highlight this inherent ontological problem: true ecosystem tokens are not quite classical securities, but function similarly to currencies. In fact, fiat currencies move resources and facilitate transactions within economic ecosystems that, much like Web 3.0 network ecosystems, have multiple profit centers sharing common infrastructure.

		

	
		 

		SEPARATE FUNDRAISING FROM TOKEN ECOSYSTEM GOVERNANCE

		 

		We return to our initial theme that there is an inherent tension in using an ecosystem token—meant to coordinate common resources—as a means of private fundraising. While there is merit to a true ecosystem token sold to core ecosystem stakeholders for maintaining and developing common resources, in early-stage fundraising, distinguishing between the development of a networked ecosystem and the deployment of a Dapp operating on top of that ecosystem might be difficult. In other words, the difference between funding a profit-capturing enterprise operating on public rails and funding the underlying public rails is often theoretical and unclear.

		 

		As a practical matter, these ecosystem projects will likely need a separate, arms-length, private enterprise for fundraising purposes that gives investors classical debt or equity financing instruments. This model would be analogous to what is generally found in the open-source ecosystem, which features a variety of nonprofit software foundations (e.g., the Linux Foundation), and for-profit companies commercializing particular products or services related to open-source software (e.g., the Red Hat company that distributes and commercializes an operative system leveraging the Linux kernel).

		 

		For ecosystem projects, funding from the private enterprise could be used to initially build the ecosystem infrastructure in exchange for tokens from a nonprofit organization that would be the steward of the open-source ecosystem. The exchange for tokens in this case would be a simple services agreement (e.g., tokens as compensation for open-source IP development), which would not run afoul of any securities law regulations. The private enterprise could focus on a particular vertical or business application of the ecosystem, or be a for-profit incubator for other Dapps in the ecosystem—thereby kick-starting the ecosystem development. The for-profit private enterprise may well be a social enterprise, electing to be a benefit corporation and/or be B Corp certified.

		 

		From a pragmatic perspective, the private enterprise could have access to a wide variety of investors, including crypto investors, but also more traditional professional investors whose funds do not have the legal mandate to accept tokens in lieu of equity. However, these traditional investors would get indirect exposure to tokens through the balance sheet of the private enterprise. In effect, the value of the ecosystem tokens represents the value of the private enterprise’s contribution toward the open-source IP. Unlike traditional proprietary IP, which is often a start-up’s core asset, the ecosystem tokens sitting on the balance sheet would, in theory, be marked to market with far greater liquidity and tradability, should a secondary market for them develop.

		 

		Eventually, such new creative financing instruments may emerge as

		 

		•Convertible notes typical of seed stage financing pre-valuation that may be extinguished with tokens rather than equity

		 

		•Equity interests that may be convertible to tokens

		 

		•Preferred interests that are redeemable for cash upon an ICO.

		 

		Through smart contracts, dynamic ledgers, and decentralized trading platforms and exchanges, it will become easier to manage perhaps more complex but also more dynamic capital structures that combine debt, equity, and tokens.

		

	
		 

		 CONCLUSION

		 

		ICOs are changing the fundraising landscape, but at a different level than most people seem to think today. While currently a large majority of ICOs have been done at the preproduction phase (i.e., at the seed level), we argue that it is very difficult—both for an ecosystem token and for an app coin—to avoid securities laws and regulations if a token is sold before its associated blockchain-based platform or decentralized application is built.

		 

		An ecosystem token constitutes an inherent component of its blockchain-based system and might therefore have a greater chance of being regarded as a utility token. However, the current SEC guidance with respect to the Howey test seems to confirm the idea that selling a token with an actual or potential utility does not constitute, as such, a sufficient condition to preclude it from being sold as a security. We must also take into account how tokens are marketed to the public and why people are buying them.

		 

		Hence, unless issuers want to introduce specific technical guarantees that will reduce or eliminate speculative opportunities over the appreciation of their tokens (e.g., by making the tokens nontransferable or by creating a low-ceiling token price cap), they need to devise new approaches to ensure that the tokens being sold do not qualify as securities. While the SAFT (and the related SAFTE) is an interesting proposition for achieving that goal, the SEC will likely not accept its logic, post-Munchee.

		 

		There is an inherent conflict between the use of an ecosystem token as a coordinating mechanism and as a fundraising instrument similar to securities. Taking a pragmatic approach, open-source blockchain-based ecosystems will initially have to build some profit centers by relying on fundraising practices typical of private enterprises and start-ups. As such, these ecosystems may develop as the traditional Web 2.0 model did.

		 

		Decentralization is an evolution that, in practice, starts more centralized but, under the right governance and development, devolves over time into a truly decentralized ecosystem.

		 

		We believe that ICOs, especially for true ecosystem tokens, will have to move away from the preproduction phase (seed round) and instead be conducted at funding rounds in postproduction phases (series A, B, C, etc.), when there is a minimally viable network or product with a ready base of users and customers. Only after the platform has been deployed and an ecosystem has emerged around it, will the utility emerge and the value inherent in these tokens become apparent to all. Then the issuer will finally be able to sell tokens as true goods or commodities rather than as investment instruments.

		 

		To do so, token issuers might need to devise creative corporate forms combining nonprofit structures (overseeing access to shared open-source resources) with for-profit structures (perhaps as benefit corporations or B Corps) focused on the development of specific business applications or Dapps. Most ICOs will not be true ecosystem tokens and will therefore be well suited as securities token offerings using registration exemptions and trading through decentralized alternative trading systems.

		 

		Working toward the future, we hope the blockchain community—entrepreneurs, technologists, researchers, academics, lawyers, and others—can collaborate with regulators such as the SEC in devising a regulatory framework for the emergent token economy, including fundraisings such as ICOs and ongoing market oversight. Indeed, significant questions remain around how to think about and discuss token “economics,” that is, the factors that should drive utility value, and whether token price bounding would allay some of the SEC’s concerns.

		 

		Furthermore, even for true ecosystem tokens, markets will need some level of speculative trading in those tokens to provide liquidity. How does the market necessity for some speculative activity square with regulatory concerns around secondary markets, while respecting the functional requirements of an ecosystem token? As we try to create more decentralized economic models assisted by blockchain technology, how should we rethink what it means to rely on the “efforts of others,” from the Howey test perspective?

		 

		The SEC’s concerns as a public watchdog for consumer and investor protection are well founded. We hope to devise regulations that encourage innovation, minimize speculation, and ultimately enable blockchain technologies to fulfill the promise of Web 3.0—ecosystems that are more productive, more resilient, and more just in their allocation of power and resources.
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		REINVENTING INTERNATIONAL CLEARING AND SETTLEMENT

		 

		How Distributed Ledger Technology Could Transform Our Global Payment System

		 

		Bob Tapscott

		

	
		 

		 THE GLOBAL PAYMENT SYSTEM IN BRIEF

		 

		•The global payment system is the lifeblood of world commerce. In the Internet era, the sluggish pace, high cost, and opacity of international funds transfers, both corporate and consumer, are a source of frustration. Money seems to hang in limbo between institutions for days. Clearing a check from France to the United Kingdom within a bank that has a large presence in both countries can take six to eight weeks!²²¹

		 

		•Transfers are typically based on messages sent through the Society for Worldwide Interbank Financial Telecommunication (SWIFT) network. Most banks will not respond to an international funds transfer request unless it arrives via the highly secure and trusted SWIFT network. Although SWIFT messages for the movement of funds are near instantaneous, legacy processes within the banks are not.

		 

		•Emerging blockchain technologies may diminish or even replace SWIFT and the systems it supports. Distributed ledger technology (DLT) introduces three possibilities for speeding transfers and lowering costs:

		 

		•DLT obviates the need for layer upon layer of complex systems talking to complex systems to manage risk, while adding fees for their services.

		 

		•DLT enables funds transfers between countries without any significant delay.

		 

		•In DLT, trust derives from mathematics, not from fallible humans and their systems.

		 

		•As international commerce has exploded, it has demanded a lower-cost system with fewer time-consuming intermediaries. Smartphone applications will become the ubiquitous payment mechanism for the unbanked. Near-and nonbank payment systems are flourishing with and without blockchain.

		 

		•This is a game changer. Consumers and corporations will know exactly when their funds will arrive and need not guess at the final currency converted amount. Payment systems for the poor without intermediaries charging high fees will stimulate greater commerce by removing friction and inefficiencies that impede greater economic purpose.

		 

		•There are two approaches in technology to implementing dramatically new systems: (1) revolutionary (the big bang) and (2) evolutionary (the invisible whisper). Almost always, a massive change implemented quickly, no matter how well planned, has negative and unintended consequences. Therefore, the transformation of trillions in international payments made daily over to DLT technology must be evolutionary.

		

	
		 

		INTRODUCTION TO GLOBAL PAYMENTS

		

	
		 

		HOW THE GLOBAL PAYMENT SYSTEM WORKS

		 

		A simple foreign exchange (FX) transaction between banks in two countries can involve many players. The traders (or their computers) agree on the amount, the exchange rate, and the future settlement date of the transaction, which (for simple spot contracts) is typically tomorrow or the day after.

		 

		For a simple case, the financial institutions involved need to ensure that the funds are on deposit and available through the central banks of those countries with the currencies involved on the date that the transaction settles. On that settlement date when both central bank clearing systems are up and running, an inter-central bank clearing system known as CLS, an acronym originally for continuously linked settlement, coordinates the near-simultaneous bidirectional transfer of funds.

		 

		If the banks involved do not have accounts at CLS, then they typically must go through banks that do. To those outside the system, it is about the movement of money. To those inside, it is the movement of debits and credits, with historical audit trails as secured and trusted records, through many dual-entry accounting systems. In truth, it is simply the movement of trusted and regulated bits. Yes, it is just bits.

		 

		The counterparties must trust (and accept the risk) of the banks at both ends, the clearing systems of the currencies in their respective countries, the correspondent banks, and for coordination CLS. With the possible introduction of DLT, many will trust the mathematics proven to secure token movements and their messages over the trust in the many institutions (and their costs) to maintain their systems properly. Why can those tokens not be dollars or euros? The answer is that they can be and, we will argue, soon will be.

		

	
		 

		WHY THE SYSTEM SOMETIMES DOESN’T WORK

		 

		Despite the significant efforts (and systems) to ensure that both sides of the transaction occur simultaneously, our assumptions sometimes fail us. Consider the largest petroleum deal in Canadian history. As negotiations were ending in Calgary, the press announced that the deal was signed. Based on this, East Coast bankers transferred billions of dollars from US banks to Citibank Canada’s accounts. The East Coast bankers then went home.

		 

		However, the deal was not signed. When the few who were left still working at the US banks realized that they had transferred billions with no corresponding asset (an executed sales contracts), they had to convince Citibank Canada to transfer the billions back or notify the US Federal Reserve that they were technically insolvent. It was a long night.

		 

		Had they used a blockchain-based smart contract, whereby the terms and conditions of the contract and its execution of massive funds transfers were mathematically inseparable, there would have been no risk. Again, who needs risk management when we can entrust the movement of funds to irrefutable math? There are simple solutions to today’s complexity. The original blockchain created an immutable and mathematically provable log of activity. It combined public and private key cryptography to verify identity and a consensus algorithm to verify transactions and prevent duplicate or fraudulent spend, all in a peer-to-peer network. There is no requirement for centralized control. Each feature is not revolutionary. All were available in the 20th century. The simple combination of them may well be.

		

	
		 

		A HISTORY OF PAYMENT SYSTEMS

		 

		Moving money between accounts within a single bank is easy. The bank simply credits one account and debits another. The consumer covers the cost of these transfers in monthly account fees. Moving money between banks in the same country is not quite so direct. The money is redirected through that country’s central bank, be it the US Federal Reserve (the Fed), the Bank of England (BoE), the Bank of Canada (BoC), or the European Central Bank (ECB). Bank automation has sped up check clearing, but banks kept most of the benefit. New systems could eliminate paper entirely. By using less paper and more bits, the clearing systems have successfully processed the dramatic rise in payment volumes.

		 

		Decades ago, most countries allowed banks to hold and, for their own profits, use their customers’ funds for many days on checks drawn between financial institutions before the funds were made available to the payee. Country by country, the rules have tightened. For example, the US Dodd-Frank Act of 2011 required banks to make the first $200 available the day after a deposit and, if applicable, pay interest.²²² In the Philippines, next-day availability of funds became law in 2017.²²³

		 

		In Canada 25 years ago, the major clearing banks would run their own check sorting machines that sorted the checks deposited according to the various banks of origin. Once a bank had completed this sorting and determined what each of the other banks owed it, it would debit those other banks’ accounts at the Bank of Canada. The following morning, it would return the checks to the issuing banks to verify the amounts and the accounts of the debits made.

		 

		The systemic risk was obvious; a bank in trouble could simply take (in the middle of the night) billions from other banks accounts at the BoC, in effect putting them in trouble without evidence to warrant their withdrawals. Typically, if a bank does not have the funds available at the central bank, the government will act as the “lender of last resort.” Governments do go to extraordinary efforts (including reserve requirements) to prevent this from ever happening, but it does.

		 

		In the last 20 years, most advanced capitalist countries have implemented RTGS (real time gross settlement) systems that require settlement multiple times a day. This lowers the size of each settlement to avoid systemic failures. The amount of money is massive. In Canada, the larger value transfer system (LVTS) run by the central bank settles about $140 billion a day.²²⁴ The retail (smaller value) system run by Payments Canada clears about $24 billion a day.²²⁵ In 2017, CHAPS (England’s RTGS system) was clearing about £500 billion a day.²²⁶ Given the massive volumes of money involved, no central bank wants to implement a new system until it is proven to be flawless.

		 

		In 2016, Canada launched a P2P payment system through a bank consortium called Interac where accounts can be tied to a cellphone number or an e-mail address. Through Interac, consumers can make near-real-time payments to one another, without knowing each other’s account numbers. Accepting the cell phone text message on a deposit releases the funds into the recipient’s account. Although to the consumer, the payments are real time, the funds actually are transferred between the banks later in the day through the central clearing system.

		 

		Venmo in the United States offers a similar service, but without direct access to the clearing system, days can pass between the payment initiation and the funds actually arriving.²²⁷ Credit card users pay a three percent fee, but it is free otherwise.

		 

		In the summer of 2017, the five largest US banks launched a national consumer payments network called Zelle.²²⁸ The expectation is that two dozen smaller banks and credit unions will join over the next year. Like Interac in Canada, Zelle in the States will provide near-real-time P2P payments between consumers. To hasten its adoption, Zelle is presently a free service, though the accounts it accesses typically charge fees.

		 

		International checks issued today in one country and cashed in another can be messaged through at least two central banks, a central bank transaction coordinating intermediary such as CLS, and possibly the accounts of other intermediaries called correspondent banks (Figure 4-1). Why did this complexity evolve?

		 

		FIGURE 4-1

		CURRENT INTERBANK CROSS-BORDER PAYMENT

		 

		Even today, international payments pass from intermediary to intermediary in relay from sender to recipient.
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		THE EAST INDIA TRADING COMPANY AND RONALD COASE

		 

		 

		When we buy an apple at a market, we can see the apple and the vendor can see our cash. If one party cheats, it is easy to challenge the other. When we are 10,000 miles away, that approach is not possible. How does one establish long-distance trust? Very difficult. The other party is likely subject to laws that we are unaware of and vice versa. Clearly, for the exporter, it is imprudent to manufacture and ship without seeing the money. For the importer, it is equally imprudent to pay without seeing the goods. A conundrum.

		 

		Economist Ronald Coase presented his views on why the firm existed in a lecture in Dundee in 1932, when he was just 21 years old. He argued that the firm was created and still exists because going to market for the resources was more expensive than hiring those resources internally. More specifically, the firm exists to lower transaction costs. The search for resources, their coordination, contracting, and the establishing trust was easier inside the walls of the firm. He further argued that these transaction costs tended to grow as the enterprises grew. His insights were dismissed and ignored for decades, but he was eventually awarded a Nobel Prize in 1991.

		 

		Consistent with his argument, the first large-scale historical answer to the transoceanic trust problem was simply to trust oneself. Global companies arose that could buy products in India or China and ship them to their own warehouses in London or Rotterdam. One example was the Dutch East India Trading Company. It is the largest company in world history. In today’s terms, it was about 10 times the size of Apple.²²⁹

		 

		Its English equivalent was also massive. Originally, its main product was shipping tea from India to England. Ultimately, it found the shipment of opium from Afghanistan to China more profitable. To ensure that its version of “trust” was not violated, the governor of India raised armies that were twice the size of England’s. It was not the British government that seized India at the end of the 18th century, but an unregulated company that was run by an out-of-control governor and privateer (Robert Clive). Today he is regarded as a sociopath.²³⁰

		 

		With only 35 employees in its head office in England, the English East India Company was once a model of efficiency. That was until Clive, as a rogue operative, raised and deployed an army of 260,000 without the head office’s concurrence. An army was not in the company’s business plan.

		 

		As Ronald Coase explained, when the transaction costs of this massive overhead (the army necessary to enforce the company’s version of trust) became too large the company became unsustainable. When the English government ultimately took control of this private army, some argue it was the birth of the British Empire.²³¹

		

	
		 

		THE RISE OF THE MERCANTILE BANK, LETTERS OF CREDIT, AND THE ASSOCIATED PAIN

		 

		The next answer to the trust conundrum that emerged was the mercantile bank. It specializes and profits from managing and mitigating international trust issues between buyers and sellers that have no historical trusting relationship. Their major financial instrument to do so is called a letter of credit (LoC). This is a complex set of documents between four or often more parties that each trust one of the other parties that, in effect, link together for a transaction in a chain of trust.

		 

		If we don’t trust the maker of goods, then someone we know may know someone else that they trust who trusts someone else who trusts another party, who trusts yet another someone that trusts the seller. It sounds completely unworkable, but for centuries these LoC were (and, largely, still are) the financial basis for international commerce. So, for example, one bank would pay for the goods (and accept the risk) when they were manufactured to spec and available for shipment. This bank was then paid by another bank (who would then accept the transit risk) when the goods arrived and were inspected at the dock for export. This bank would then be paid by yet another bank (who would then pay and accept the next phase in the transit risk) when the goods arrived at the importer’s docks. This bank was then paid by another, the bank of the ultimate buyer, when the goods arrived as ordered and inspected on the delivery dock of the purchaser. The complexity of documenting and negotiating the lengthy terms and conditions of these deals for their successful execution is slow and expensive (Figure 4-2).

		 

		The advising bank assures the seller and their bank that the buyer’s bank is legitimate. Intuitively, we would expect that the time consumption and the profits of so many intermediaries in a letter of credit would grind the wheels of international commerce to a standstill. In fact, it was the opposite. For centuries, letters of credit were the grease that made international commerce possible. Those that could negotiate these deals found them highly profitable, for the importer, exporter, and all the intermediaries.

		 

		FIGURE 4-2

		HOW LETTERS OF CREDIT WORK
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		However, these processes often failed in the negotiations of who exactly would accept what risk and when. To grease the international movement of goods, most exporter’s governments will give an overriding guarantee to the guaranteeing banks through their import/export bank. Even with government backing, the “manufactured to spec” documents and the transfer of responsibilities with so many untrusting intermediate parties is a difficult but very profitable undertaking.

		 

		For a bank, anticipating the foreign payments of our customers is at best a guessing game that, depending on our effectiveness at playing that game both we and our customers can win or lose. Today, to meet the foreign currency requirements of its customers, banks are constantly moving funds from institution to institution and country to country in an attempt to achieve higher capital efficiency. Sometimes they succeed, sometimes not; regardless, it increases operational costs. Each leg in the payment process is serially processed, which adds settlement risk, delays, and time-consuming manual investigations for delayed or stopped payments because of improperly coded transfers or inadequate funding of a bank’s nostro accounts in a foreign country.

		 

		Nostro (“ours with you”) and vostro (“yours with us”) accounts are where banks hold FX balances at other institutions in other countries to cover the possible foreign currency demands of their customers. For example, for a bank with branches in, say, 10 countries anticipating tomorrow’s customer demand for foreign currency in an 11th country is difficult, if not impossible. Put in too much money, and funds are wasted. Put in too little, and a customer’s payments may enter into an indefinite limbo. Today, international checks are temporarily held, trying to assess which are legitimate payments and which are not. This is time-consuming and, for many, results in a manually intensive reconciliation process.

		 

		All of this is a result of the lack of trust between financial institutions and their customers. Lack of trust is an overstatement, but limits on the extent of trust between banks are institutionalized. In the game of risk management, we can be right on whom to trust but still lose. Through financial markets, one can lose by trusting someone who trusts a third party that turns out not be trustworthy. This is the ultimate nightmare for all bankers. It is called systemic risk. For example, in 2008, those who trusted Goldman Sachs and then trusted AIG would have been in deep trouble without the Fed’s massive intervention.²³²

		 

		What DLT will bring to the equation is the concept of money movement with (or without) banks that is 100 percent trustworthy. Clearly a game changer.

		

	
		 

		THE CREATION OF SWIFT AND ITS MESSAGING SERVICE

		 

		Up until the early 1970s, banks sent telexes for payment instructions between countries. Though the sums of money could be massive, the processes were manual and error-prone. The instructions were in unstructured sentences, typically in English. Sometimes the intent of these messages was lost in translation. Typed and sent over telephone lines, these wire transfers were easy to lose, easy to misinterpret, and easy to hack. Math was used to detect unauthorized changes to the message, but not as extensively as it should have been.

		 

		For example, one fraudster who knew that math was used to create a secret message authentication code (MAC) that verified the from and to counterparties and the amount, simply requested a small valid “wire transfer” message, intercepted it, and then changed the currency from Italian lire to US dollars before forwarding it on, knowing that it would be accepted as an authentic message. For a few-thousand-dollar investment (then many millions of lire), the fraudster’s return was exponential. There had to be a better way. There needed to be standards. The introduction of computers to business in the early 1970s enabled a more secure approach.

		 

		In 1973, SWIFT was chartered in Brussels to oversee and automate these processes. By 1978, SWIFT went online with the basic third-party controls necessary to secure financial payment messages between the larger banks and to ensure that two people at the sending institution were involved in “making and then checking” the message before it was sent and that the MAC, the precursor to the digital signature, applied to all fields.

		 

		Each transfer was numbered in a sequence to ensure fraudulent insertion or deletion of messages was detected. Further standards were set for codes to indicate counterparties, currencies, dates, branches, intermediaries, and action codes for a basic set of financial services. SWIFT message types have evolved beyond payments to include treasury and securities messages.

		 

		The standard for the message formats and metadata is now ISO 20022 (pronounced ISO twenty-oh-two-two).²³³ More specifically ISO 20022 is a harmonized set of extensible markup language (XML) financial messaging standards, across payments, trade, securities, card, and FX transactions. For changes to this standard, SWIFT is recognized as the ISO 20022 registration authority.²³⁴

		 

		FIGURE 4-3

		THE UBIQUITY OF SWIFT

		 

		The Society for Worldwide Interbank Financial Telecommunication network is the world’s leading provider of secure financial messaging services. It now has 11,000 members in more than 200 countries.
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		Source of data: SWIFT, swift.com/about-us, 5 Jan. 2018.

		 

		Today, SWIFT sets the ubiquitous message standard, reference model, and runs the system and network for international interbank payment instructions (Figure 4-3). SWIFT is a cooperative society under Belgian law owned by its 3,000 financial institution members. It is one of the world’s most trusted systems, averaging more than 27 million transactions per day.²³⁵ The service has expanded to include more than 200 message types, including instructions for customer payments and checks, financial institution transfers, treasury markets, foreign exchange and derivatives, collections and cash letters, securities markets, treasury markets, precious metals and syndications, and documentary credits.

		 

		It is important to note that money does not flow through the SWIFT network. It is simply a highly secured text messaging service for encoding, sending, receiving, and then authenticating standardized structured messages from one financial institution to another. The actual movement of money typically occurs through the national clearing and settlement centers of the central banks. The timing and coordination of the movement of funds through multiple central banks, and possibly other intermediary banks in the process, makes the system slow and complex.

		 

		Not surprisingly, people involved in the process want to be compensated for their efforts. These vary by institution, but typically commercial banks charge outgoing and incoming transfer fees, the combination of which will add up to somewhere between $50 and $100.²³⁶ This does not take into consideration the profits that may be accrued from interest earned on the funds when redeployed for other purposes while they are temporarily under the various banks’ control. On top of this, there is profit in the FX rate offered (Figure 4-4).

		 

		To illustrate, on 18 August 2017, at the TD Canada Trust site, we found that if we converted US$1,000 to Canadian dollars and then back again, we ended up with $948.06.²³⁷ In other words, a typical bank would make 2.5 percent profit in each direction on the FX conversion of a $1,000 transfer between two major currencies. The less significant (and liquid) the currency, the greater would be the loss to the customer because of the wider margin between the buy and sell FX rates charged.

		 

		Difficult to measure are the resulting delays in business, and the possible loss of interest in a transaction as a result of the delays anticipated. TransferWise, Venstar, OFX, and other systems, although still based on fiat currencies, have discovered how to minimize the cost and the delays. Even before blockchain, the inherent inefficiencies and the profitable opportunities to disintermediate the legacy players and systems presented were compelling.

		 

		FIGURE 4-4

		THE CORRESPONDING BANKING MODEL

		 

		In a $5,000 transfer from the United States to Europe, $211 goes to the banks. Half of this sum is the difference between the mid-market rate for US dollars-euro foreign exchange and the buy rate offered the customers. The rest constitutes fees paid to various financial institutions for their efforts.
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		When SWIFT originally facilitated automated payments for institutions, it was primarily for large FX payments. In the 1980s, for a million-dollar cross-border payment, $50 to $100 in fees was considered acceptable. For a few personal transfers, there were always the inefficiencies of Western Union or the American Express office. However, with the birth of Internet commerce, when buying a $10 item online from China or sending money home to the third world, $50 in fees is clearly unacceptable. The slow pace of transfers (argued the Federal Reserve Faster Payments Task Force) impedes commerce or could be disastrous in a family emergency. SWIFT, the central banks, traditional banks, and fintech are aware of this as a big problem and the opportunity it offers.

		 

		Nevertheless, there is resistance to change. Many financial institutions have looked at the efficiencies gained through 40 years of automation efforts as an area for more profitability, not better customer service. They have invested billions in these systems so they are in no hurry to write them off or discount the fees and profits they bring.

		 

		For a bank to anticipate the FX requirements of its customers correctly on a real-time basis is next to impossible. In addition, not all banks are happy about the delays and fees associated with cross-border payments. For smaller banks, having another country’s currency sitting idle in its nostro accounts overseas, in case of demand, is a necessary but undesirable and unprofitable deployment of funds. However, for the bigger banks that can act as foreign correspondents of smaller ones and that can reduce unanticipated demands by averaging over a much larger customer base, the profits are very real.

		 

		There is a lack of international standards or agreements on the speed of the movement of funds between countries. Expectations were once set based on paper-based manual systems. Inter-country regulations are typically far behind intra-country regulations. As such, there was little pressure for banks to pass on the advantages of automation to their customers. The banks looked at efficiencies gained through computerization as a source of profit, not customer service.

		 

		Intermediary institutions between the transferor and the transferee’s institutions hold and use the transferred funds for as long as possible. Today a 30-day hold on an international funds transfer is still common.²³⁸ Clearing and settlement systems to avoid settlement risk may queue the funds temporarily overnight. In situations with more than one clearing system, this queue can sometimes last two or three nights. For profitable use of the funds, the banks may hold the currency much longer. Nevertheless, the consumer, confronted with an opaque process, is told that the funds are “in transit.” We can track a $50 international Amazon purchase from the point of shipment to the point of delivery, yet $100,000 can hang in limbo for many days. Between countries’ regulatory environments, there are few rules to protect the client, be they corporate or consumer.

		 

		Damien Vanderveken, head of research and development at SWIFT Lab and head of user experience at SWIFT, said that SWIFT is aware of the issues and has plans in place to address some of the frustrations: “If banks could manage their nostro account liquidity in real time, it would allow them to accurately gauge how much money is required in each account at any given point, ultimately enabling them to free up significant funds for other investments.”²³⁹

		 

		Very true. Nostro accounts in one country, which may be accessible by any of the bank’s deposit accounts from many countries, have always been the most difficult to reconcile and the easiest to defraud. By using DLT, we might be able to eliminate altogether the problems on nostro/vostro account reconciliation.

		 

		Some of these plans are now in place. Vanderveken explained that the SWIFT global payment innovation (gpi) plans to rejuvenate the correspondent banking model by enabling a tracker feature on international payments for transparency of fees and the possibility of same-day availability of funds.²⁴⁰ No doubt competitive pressures on the banks may result in a change of behavior. Then again, the status quo is so profitable, there will be much resistance to change.

		 

		Fintech start-ups that move money between countries have put pressure on the established players to be more responsive, now squeezing margins. Even when services offer nearly instant, nearly free transfers, what customers gain in speed and fees, they often lose in the exchange rate without even knowing it. Blockchain solutions improving end-to-end fee and rate transparency have the ability to disrupt this market.

		

	
		 

		PAYMENT SYSTEMS TO MANAGE PAYMENT SYSTEMS

		 

		Launched in 2002, CLS is a system owned by the world’s leading FX banks to address the differences in timing in settling the two halves of an FX transaction. More specifically, CLS is an international multicurrency clearing system designed to ensure that both sides of an FX contract are executed simultaneously, with certainty, and with the finality of payment in two different countries clearing systems. The CLS system settles payment instructions of underlying FX transactions in 18 currencies through accounts with 18 countries’ central banks.²⁴¹ The technical coordination of that many banks’ computers with each other in that many countries in that many time zones is not a trivial task.

		 

		The CLS system uses SWIFT messages to offer the largest FX cash settlement system in the world.²⁴² Each settlement member (typically a bank) holds a single multicurrency account with CLS. At the start and end of a normal settlement day, each settlement member and each central bank has a zero balance in its account. It is not a “lender of last resort.” Settlement members may submit payment instructions relating to their own FX transactions as well as the FX transactions of their third-party customers directly to CLS. CLS maintains accounts with each of the central banks whose currencies settle through CLS. CLS, settlement members, and the national RTGS systems of many countries communicate via SWIFT messages.

		 

		CLS works by near simultaneously settling through the RTGS systems in the currencies and countries at times when both countries’ central bank systems are open to send and receive payments. This enables concurrent settlement of the payments on both sides of an FX transaction, say, across the Atlantic.²⁴³ If exchanging dollars for pounds, the movement of the two currencies (dollars in New York and pounds in London) is thus coordinated in the short time window when both systems’ central bank clearing systems are concurrently accessible.

		 

		With an initial setup cost of over $300 million, CLS was criticized for its expensive structure.²⁴⁴ The cost of the cure was far more (in historical terms at least) than the disease. To the bankers, this timing difference potential problem is known as Herstatt risk. In CLS’ defense, during the crash of 2008, it accomplished its primary mission of keeping FX markets liquid, when many other markets froze.²⁴⁵ Without CLS, it is probable that in the 2008 bank crisis, FX payments would have been frozen and the Great Recession could have been far worse.

		 

		However, setting up a clearing and settlement system to manage the movement of funds between clearing and settlement systems adds complexity to complexity. With the short overlapping time zones between the United States, Europe, and the Far East, the flow of funds is queued and slowed. But it does accomplish its objective of managing timing settlement risk.

		 

		Although CLS’ membership includes the world’s largest financial players, for smaller players the indirect routing of FX transactions between organizations results in days, if not weeks of delays. Let’s not forget that every private party in these transactions takes fees.

		 

		To someone outside the banking industry, all these intermediary systems may seem insane. To those with knowledge about banking systems and their history, it is perfectly logical. For bankers, each leg of the meandering journey was designed to ensure greater trust and address specific risks. As we have noted, these steps take time and money. The customer is forced to accept the delays and the costs of the overhead, as arbitrary as they seem.

		

	
		 

		IN SEARCH OF A BETTER SYSTEM

		 

		The days of physical cash or gold being moved between countries’ vaults at the US Fed for international payments is so early last century. Even letters of credit are exchanged with password-protected files, if not (more securely) digitally signed portable document format (PDF) files as trusted bits representing documents.

		 

		Even when sent over e-mail, this trust derives from many disciplines, rules, regulations, and controls for each step. Specifically, we trust our financial institutions to

		 

		•Meet their fiduciary responsibilities and cultivate the cascading trust an institution has in other institutions.

		 

		•Run their systems effectively, test those systems regularly, and apply change management processes to those systems.

		 

		•Maintain their firewalls, their virus protection software, their backups, independent and compensating controls, their reserve requirements, and the security of the network over which the messages are transmitted.

		 

		•Comply with standards and regulations, from Basel III to GAAP (generally accepted accounting principles).²⁴⁶

		 

		•Adhere to all of the above as overseen for compliance by competent management, verified by both internal and external auditors, and re-verified by government regulators against constantly changing regulations too often influenced by external lobbyists.

		 

		All of these functions have costs that these institutions force the customer to accept. We also know that each step has weaknesses that can result in failure.

		 

		Is this trust in governments, financial institutions, their people, systems, processes, auditors, and overseers actually earned? Many recent events have shaken this trust. In 2008 and 2009, $7.77 trillion in Fed loans and guarantees were fire-hosed into the banks to save them from their own folly.²⁴⁷ That is roughly $40,000 for every man, woman, and child in the United States.

		 

		Later in 2015, Citigroup, Barclays, JPMorgan Chase, and RBS pleaded guilty to rigging FX currency rates and agreed to pay $5.6 billion in penalties.²⁴⁸ US District Judge Stefan R. Underhill observed, “When the market is rigged, folks who play by the rules are suckers.”²⁴⁹ That almost condones cheating if not outright bank fraud.

		 

		In 2017 alone, Equifax exposed 145 million Americans’ most secret financial information, in effect discrediting the entire credit scoring industry and exposing adult Americans to reputational harm and possibly fraud.²⁵⁰ HSBC must pay $175 million for questionable FX practices, and Western Union had to pay $586 million for failure to stop wire fraud.²⁵¹ Wells Fargo paid a $185 million settlement after it had opened as many as 2.1 million bank and card accounts in customers’ names without permission.²⁵² The number of potentially affected customers has since grown to 3.5 million as Wells has expanded its probe of sales abuses. Egregious bank behavior and the resulting fines appear to many as just a cost of doing business.

		 

		As William K. Black hypothesized, the best way to rob a bank is to own one.²⁵³ To add insult to injury, the US Congress passed a law to make it far more difficult, if not impossible, for those injured to sue the banks for their losses.²⁵⁴ A major Wall Street win. Vice President Mike Pence cast the deciding vote.²⁵⁵

		 

		In the United States and other countries, trust in financial institutions and the government to regulate them properly is now at an all-time low, and representatives continue to erode that trust. In December 2017, the Republican Congress passed a $1.5 trillion tax cut that a survey of leading economists concluded would substantially increase the national debt.²⁵⁶ Now the House and the Senate appear to be planning to repeal much of the Dodd-Frank Act, which was put in place to reduce the risk of the kinds of malfeasance that resulted in the near bank collapse and Great Recession of 2008.²⁵⁷

		 

		With the motto, “Bye, Bye Banks,” TransferWise, a London-based fintech start-up, launched what it calls a “borderless” account. As of January 2018, it supports 28 different currencies, linked to local bank account numbers in the United Kingdom, United States, and Europe.²⁵⁸ Its website explains how this “money without borders” business originated:

		 

		 

		Taavet [Hinrikus] had worked for Skype in Estonia, so was paid in euros, but lived in London. Kristo [Käärmann] worked in London but had a mortgage in euros back in Estonia. They devised a simple scheme. Each month the pair checked that day’s mid-market rate on Reuters to find a fair exchange rate. Kristo put pounds into Taavet’s UK bank account, and Taavet topped up his friend’s euro account with euros. Both got the currency they needed, and neither paid a cent in hidden bank charges.²⁵⁹

		 

		 

		Hinrikus and Käärmann figured they weren’t the only ones with this challenge, and so they turned this simple work-around into a billion-dollar business without blockchain.

		 

		It does not take emerging technologies to outsmart egregiously inefficient FX legacy systems. If we hold and net the payments, there is much money to be saved, and for the smarter intermediary, much money to be made. Companies that hold balances in many currencies, such as Facebook, Amazon, and Google, are aware of the opportunity.

		 

		Based on this model, TransferWise enables customers to receive and pay FX obligations without paying international transfer fees and off mid-market FX rates. Investors include Virgin’s Richard Branson and PayPal co-founder Peter Thiel’s Valar Ventures.²⁶⁰

		 

		TransferWise simply charges .05 percent off the mid-market rate. That does not sound like a lot until we realize that there are trillions of dollars in foreign exchange every day. Although its motto seems more threatening to financial institutions than SWIFT, its message is also directed at the heart of SWIFT. Its transfers bypass (to a large degree) the SWIFT, central bank, and CLS networks. By comparison, TD Bank in Canada charges from $30 to $80 for its end of an international funds transfer.²⁶¹ TransferWise is not alone; nanopay has similar aspirations.²⁶²

		 

		The heart of SWIFT is text messages transmitted as secure bits through telecommunication lines. Hypothetically, one could take a simple text messaging application such as WhatsApp (which encrypts text messages) as a transport medium; add some identity management, sequencing, message authentication codes; use ISO 20022 for financial message formats; and challenge the very existence of SWIFT. Today, payment services are trying to do that.

		 

		P2P payment systems are springing up everywhere from messaging services (Snapcash with Snapchat) to social networks (Facebook with Messenger, Google Wallet, Venmo/PayPal, and Square Cash). That’s the same strategy as the Square Cash–powered Snapcash feature that Snapchat launched last November.

		 

		By integrating payments into its messaging service, Facebook is looking to edge out dedicated consumer payment competitors like Venmo/PayPal, Google Wallet, and Square Cash. Facebook said users log on to its website more frequently. Facebook has announced it is collaborating with TransferWise for international payments. Apple announced a launch of a text-message-based payments system.²⁶³ EBay’s PayPal is trying to undercut bank fees by offering PayPal’s 2.9 percent plus $ 0.30 fee, whereas Facebook Messenger, whose income model is elsewhere, offers its Facebook Messenger Payment system for free.²⁶⁴ Bankers, beware.

		

	
		 

		THE STRATEGIES OF EXISTING PLAYERS

		 

		SWIFT, central banks, and others around the world are designing next-step, if not next-generation, systems to address the current frustrations.

		

	
		 

		CANADA

		 

		Payments Canada envisions eight requirements for a modern payment system:

		 

		1.Faster payment options

		 

		2.Data-rich payments

		 

		3.Transaction transparency

		 

		4.Easier payments

		 

		5.Cross-border convenience

		 

		6.Activity-based oversight

		 

		7.Open and risk-based access

		 

		8.A platform for innovation

		 

		The Bank of Canada launched project Jaspar, which developed two DLT clearing and settlement system prototypes, first on Ethereum and then once again on R3’s Corda. As a central bank, it equivocally concluded DLT “may not provide an overall net benefit” to central banks. It did, however, note that it might make more sense for an international clearing system that is decentralized by design. We agree.

		

	
		 

		US Federal Reserve

		 

		In the United States, the Fed commissioned a Faster Payments Task Force in June 2015 to look for ways of speeding up the payment process that are secure, equitable in access, and capable of settling transactions 24/7/365.²⁶⁵ It stated that it wanted innovation that is market-based rather than mandated. The Fed wants to provide a formal framework for such innovation. It called for a road map to improve cross-border payments substantially. It said that slow cross-border payments and the opacity of costs, movement, and delivery time are impediments to economic growth. The Fed defines its improvement goals as:

		 

		1.Speed: ubiquitous, safe, and cost-effective

		 

		2.Security: needs to remain strong

		 

		3.Efficiency: more electrons, less paper

		 

		4.International: for cross-border payments

		 

		5.Collaboration: involve a broad array of payment participants.

		 

		When we look at the Fed’s desire for a payment system that is “safe, faster, ubiquitous, broadly secure, and efficient,” it is hard not to think of the blockchain. Some proposals have blockchain as an immutable audit trail of all activities at the central bank, but money ends up in traditional bank accounts. Others like Ripple and TransferWise bypass SWIFT and to some degree manage the transfers themselves.

		 

		The Fed issued its payments study report in late July 2017. In it, the Fed admitted that “other countries have addressed these challenges through mandates and/or the development of a national faster payments system.”²⁶⁶ As the world’s most important bank, the Fed has chosen not to mandate solutions but to encourage creativity. Of the 16 proposals to which the Fed gave serious consideration, and subsequently made public, 5 of them involved blockchain technology.

		 

		•ECCHO, Hub Culture, and Xalgorithms proposed DLTs as a real-time asset interchange ledger (RAIL) and a real-time asset interchange network (RAIN) that could one day make global payments on blockchain a reality.²⁶⁷

		 

		•The Kalypton Group described its proposal as “blockchain-like” without the limitations.²⁶⁸

		 

		•Ripple achieves high DLT throughput by direct end-to-end distributed ledger between financial participants without the need for a central ledger. Ripple’s architecture and throughput indicate that they understand that the fewer the participants, the faster the throughput.

		 

		•WingCash went even further in suggesting that the Federal Reserve issue its own cryptocurrency.²⁶⁹ It called for “ubiquitous receipt—where all payment service providers are capable of receiving faster payments and making those funds available to customers in real time.”²⁷⁰

		 

		In January 2018, the total market capitalization of cryptocurrencies was $750 billion, which was roughly 20 percent of the US federal budget.²⁷¹

		

	
		 

		European Central Bank

		 

		The ECB announced plans for a new instant payments and settlement system. It will enable businesses and consumers to send money in real time throughout the European Union. It will begin operation in 2018.

		 

		An ECB report suggests that DLT must be able to interoperate with non-DLT systems to be viable. It further argues, as does the Bank of England, that even though DLT is not mature enough to be considered a viable alternative to the market infrastructure offered by the Eurosystem, it certainly merits analysis and reflection.²⁷²

		 

		In August 2017, the Bank of England issued a similar report in encouraging future collaboration but said that DLT is not mature enough for real-time gross settlements. The Bank of England’s requirement for interoperability gives great hints on how DLT will emerge in clearing and settlement.

		

	
		 

		Singapore

		 

		In early October 2017, the Monetary Authority of Singapore (MAS) and the Association of Banks in Singapore (ABS) announced a blockchain-based payment model for phase two of what they named Project Ubin. David Treat from Accenture told us that working with the monetary authority, they built side-by-side comparisons of systems in Hyperledger Fabric, R3 Corda, and Ethereum Quorum for interbank payments with real-time gross settlement. The same user interface was used to do direct architectural comparisons among the three. Treat said,

		 

		 

		One of the most interesting findings for me about that project was all three technical solutions met the requirements. They did it in three different manners, so they had different characteristics and implications as to how they approached privacy, and data segregation. But we basically showed that three different, competing, versions of the technology met the requirements.²⁷³

		 

		 

		Will Singapore pick one as production-ready? We may soon see. As Treat put it,

		 

		 

		The state of play where we are right now, is that we’re at the version one of all of these platforms. Reid Hoffman, the founder of LinkedIn, accurately stated, “If you are not embarrassed by the first version of your product, you’ve launched too late.” The versions two are going to look dramatically different with significant improvements.²⁷⁴

		 

		 

		Treat further indicated that regulators are enthralled with the obvious benefits of the new technologies and are unlikely to impede adoption.

		

	
		 

		Japan

		 

		In September, the Japanese Bankers Association (JBA) announced that it’s working with Japan’s largest IT equipment and services provider Fujitsu’s cloud service-based blockchain platform as a test bed for its member banks. Through the JBA Fujitsu will provide its Collaborative Blockchain Platform to JBA members for applications such as for clearing and funds transfers.

		 

		JBA will work with others in testing and implementing these applications. Mizuho Bank and Fujitsu are also working on faster and more efficient ways of clearing and settling securities from the current T+3. Fujitsu has developed a variety of blockchain technologies including one for matching trade information for settlement processes, policy based transaction restrictions, and multiuser key management.

		

	
		 

		SWIFT

		 

		As the medium and the message standard for most international funds transfer, SWIFT manages three assets:

		 

		•A secured network, separate and distinct from the Internet

		 

		•A store, forward, and routing system between financial institutions

		 

		•An XML reference model with formats for message types defined by SWIFT as the registration authority for ISO 20022.

		 

		SWIFT’s Vanderveken told us that SWIFT is well aware of the issues. He highlighted the SWIFT gpi to address many of the pain points in cross-border payments: gpi could enable the same-day use of funds, greater transparency of fees, and end-to-end tracking of payments including the stopping of payments where and when necessary. He also noted further data elements to enable faster and easier reconciliations. The speed of adaption of the banks to these features has yet to be determined.²⁷⁵

		 

		For nostro/vostro accounting, the SWIFT gpi initiative is giving end-to-end visibility to where a payment is in the process, from initiation through the correspondent banks and clearing houses. Where the daylight time zones of counterparties overlap it may even make near real-time payments a reality. Think of it as FedEx tracking where individuals can see where their transfer is as it moves from queue to queue.

		 

		On its pilot, SWIFT has stated, “DLTs are currently not mature enough for broad use on cross-border payments. [But] this technology may provide solutions for the associated account reconciliation.”²⁷⁶ Further, it stated that

		 

		 

		SWIFT will leverage its key assets to bring the technology in line with the financial industry’s requirements, including strong governance, PKI [public key infrastructure] security scheme, BIC [bank identifier code] identify framework and liquidity standards expertise, with the goal to deliver a distinctive DLT proof of concept (POC) platform for the benefit of its community.²⁷⁷

		 

		 

		On 13 October 2017, SWIFT published an interim report on the POC for real-time nostro reconciliation using a SWIFT-developed DLT sandbox. Thirty-three banks were involved. SWIFT concluded that it had identified issues that still need to be addressed to achieve industry-wide adoption.

		 

		SWIFT wisely is also participating in the new major ISO technical committees that met on standards critical to open blockchain-based payments, those being:

		 

		ISO/TC 307/SG 1 Reference architecture, taxonomy, and ontology

		 

		ISO/TC 307/SG 2 Use cases

		 

		ISO/TC 307/SG 3 Security and privacy

		 

		ISO/TC 307/SG 4 Identity

		 

		ISO/TC 307/SG 5 Smart contracts

		 

		Concurrently, SWIFT is demonstrating the benefits of DLTs by building a standard settlement instruction database for over the counter (OTC) derivatives markets in a reference data context in which there are no data confidentiality concerns. The POC may illuminate interoperability and backward compatibility with existing systems.

		 

		SWIFT is further working with the central securities depositories (CSDs) on standards for DLT management of securities. Participants include consulting firm E&Y, the Canadian Depository for Securities, the Moscow Exchange Group, South Africa’s Strate, Russia’s National Settlement Depository, Switzerland’s SIX Securities Services, Nasdaq Nordic, and Chile’s Depósito Central de Valores. This list will inevitably grow.

		 

		SWIFT also has a project for a bond life cycle POC. This is a sensible market because of its large size and the relative simplicity of issuance and maturity.

		 

		An obvious difference between old and new paradigms is identity. Damien Vanderveken told us that SWIFT is working on identity and access management.²⁷⁸ The blockchain uses public keys for (arguably anonymous) identity; SWIFT uses X.509 certificates with its PKI for digital certificates and signatures. The goal is to assess how the two could coexist or interoperate and, we hope, achieve self-sovereign identity.

		 

		Many, if not most, SWIFT messages trigger or inform others about the movement of funds to the next intermediary or to the last provider.

		 

		DLT is capable of operating and storing, forwarding and ubiquitously routing tokens or cryptocurrency around the world to disintermediate many stakeholders and two-thirds of SWIFT’s business model. What remains is setting standard message formats, which private company or other standards bodies could simply adopt. Ripple has done just that. In other words, we can foresee a funds transfer ecosystem on DLT without the SWIFT network.

		 

		Finally, SWIFT, as part of its gpi road map, launched a POC in 2017 to see whether DLT could assist in the reconciliation of nostro accounts more efficiently. For banks, getting the funds out of the customers’ accounts in the original 10 countries and then clearing the payments (i.e., making these funds available) in the eleventh country are slow, risky, and difficult processes. SWIFT has smartly picked this high-risk problem but a low-risk area for its pilot. It is not about moving money; it is the reconciliation of money already moved.

		 

		Understanding the potential of DLT is not the same as radically transforming the payments business model.²⁷⁹ SWIFT argued that “addressing automation problems in a multiparty network environment also requires business participants to define and agree on the meaning and content of shared data, business processes, roles, and responsibilities.”²⁸⁰ It fears that “attempting to impose standards too soon, before the capabilities and constraints of a technology are understood, risks creating standards that are quickly obsolete or irrelevant.”²⁸¹ It noted that the current characteristics of DLTs, where everyone sees the same information (e.g., land title management) is clearly a plus, but everyone seeing everyone else’s payment information is not.

		 

		Standards for identity that exist today (ISO standard 17442) that SWIFT uses are clearly not DLT public keys. That does not mean that there are not efforts to define new standards. The Decentralized Identity Foundation (including IBM and Hyperledger), Canadian banks, and many others are trying to do just that.²⁸²

		 

		SWIFT DLT efforts on nostro/vostro accounts will keep SWIFT current on emerging technologies. SWIFT needs to be extremely cautious and resistant to rapid change. However, this will not preclude less cautious competitors, particularly start-ups with little or nothing to lose, from vying to disintermediate them from existence. In 2017, most blockchain implementations are throughput bound. DLT for clearing and settlement will likely be implemented in far-lower risk environments and be proved to work, even with manageable teething problems. The race is on.

		 

		Although many start-ups aspire to replace the SWIFT network with a distributed ledger, we must remember that SWIFT’s customers are also its members. We may expect a great deal of stickiness to the status quo to resist SWIFT’s (or anyone else’s) efforts on DLT. As a multi-member association, SWIFT was not designed for rapid change. The debate over how banks may clear and settle 10 years from now assumes that the growing numbers of other nonbank intermediaries won’t make major inroads.

		 

		The messages’ format and their metadata are standardized in ISO 20022, for which SWIFT is the registration authority. David Treat of Accenture believes that this is likely to be one of its enduring value adds. We’re not so sure. In proposals to the US Faster Payments Task Force and start-ups all over the world, this standard is being extended. In a DLT-based system, identity management will be based on the keys for cryptographic hashing. Current business identifier codes through ISO 9362 need to be radically rewritten or retired.

		 

		No doubt through SWIFT’s DLT efforts, they will learn much about the transfer, control, and safekeeping issues of DLTs. When current throughput, security, identity, and other limitations are overcome, it is not difficult to see how SWIFT could oversee a private blockchain that acts as an audit trail of international funds movement. For example, if the tokens in a SWIFT-managed DLT become the actual database of record for value, they might begin by obsoleting CLS. It is also not difficult, if not more likely, to see others disinter-mediating SWIFT by doing something similar.

		 

		SWIFT brings to market three services: (1) the network, (2) secured messaging over it, and (3) well-defined formats and metadata. We can achieve the first two more securely on DLT. The third is being morphed and extended for cryptography and smart contracts. No doubt, the diversion from standards, for such a critical process to world capitalism, will eventually converge back to a few standards. These may or may not come back to SWIFT. In the near future, innovation will abound, and the winners will capture a large share of the market.

		

	
		 

		Ripple

		 

		Extremely well funded through an ICO, Ripple has developed code for funds movement between two institutions reflected through synchronized ledgers at both ends. Through its ICO, it launched a cryptocurrency XRP. It aspires to transform the central-banking-based hub-and-spoke payment models to a decentralized, if not distributed model. Ripple is an open-source chained ledger that supports multiple tokens and point-to-point synchronization to a single ledger. These tokens can represent anything from currencies to frequent buyer points to commodities.

		 

		Ripple is based upon a shared, distributed ledger that could replace much of today’s clearing and settlement system with a spiderweb line architecture directly connecting all points, as opposed to the hub-and-spoke model used for clearing and settling today. It uses a synchronized ledger, which uses a consensus process that allows for payments, exchanges, and remittance in a distributed process at far-higher speeds.²⁸³

		 

		Ripple has announced that both American Express and Spanish bank Santander are positioned for, if not today using, Ripple for transatlantic payments via its blockchain, RippleNet.²⁸⁴

		 

		A well-circulated myth is that DLT’s performance problems relate mostly to its block size and the current speed of computers. This is not the case. There is a common misperception that if we double the speed of a computer, then we halve its throughput time. For example, if our computer is running at 20 percent and waiting for I/O 80 percent of the time, doubling the speed of the computer will give us only a 10 percent increase in throughput (20%/2). Computers of all speeds (even quantum computers) wait for I/O at the same speed.

		 

		What slows down consensus-model DLT is the amount of time the computers are waiting for I/O that is the result of latency in the network as they communicate with each other. If we reduce the number of computers involved, then we eliminate much of the I/O problem. That is exactly what Ripple has done. By doing so, its asserted (and credible) throughput is orders of magnitude faster than the speed of either the Bitcoin or the Ethereum blockchain.

		 

		When we exchange relatively inactive currencies (e.g., Brazilian real for NZ dollars), we typically exchange them first through a more liquid currency (e.g., US dollar). Ripple hopes that we will someday use its cryptocurrency XRP instead. Extremely bold in ambition, XRP could replace the US dollar as the de facto intermediary currency.

		

	
		 

		Depository Trust & Clearing Corporation

		 

		The Depository Trust & Clearing Corporation (DTCC) is an industry-owned and governed financial market utility with more than 40 years of experience mitigating risk and driving operations and cost efficiencies for the financial industry. DTCC has a long history of driving innovation to strengthen the post-trade process. As a systemically important finance market utility, DTCC provides centralized depository and custodian services for equity and fixed income assets as well as centralized clearing and settlement services for trading in those assets.

		 

		Its leaders stated that DTCC operates some of the industry’s most robust processing engines, with average volumes of over 100 million trade sides per day submitted in real time from 50 different trading markets, and as many as 25,000 transactions per second during peak processing.²⁸⁵ DTCC has tested its system performance to handle well over 800 million trade sides, which is just over twice its historical peak volume. In 2016, its subsidiaries processed securities transaction valued at more than $1.5 quadrillion.²⁸⁶

		 

		In September 2017, the US settlement cycle was reduced to T+2 efficiency. DTCC oversaw this transition in coordination with the industry and employed existing technology to shorten the cycle. This move harmonizes with global markets, reduces risk and exposure, enhances market liquidity, and increases efficiencies.

		 

		The driver of this initiative was “client value—capital efficiency, risk reduction, and a globally harmonized settlement cycle.”²⁸⁷ The use of existing technology to shorten the settlement cycle exemplified how improvements to current processes don’t always mandate the use of emerging technologies. According DTCC, the industry could use the existing technology to accelerate real-time settlement if it were inclined to do so.

		 

		In the DTCC’s view, DLT is far past the proof-of-concept stage. DTCC is seriously considering DLT to enhance applications.²⁸⁸ The tremendous efficiencies that the market has achieved reduce risk by netting DTCC’s positions from a variety of trading activities across the day, indicating that a typical day may result in a 98 percent net.

		 

		DTCC leaders told us that their DLT efforts have gone beyond simple prototypes; but they are still challenged by the state of the technology in finding the right use cases, scalability, performance, resiliency, redundancy, approach to smart contracts, and, where applicable, cost benefits. DTCC has indicated that it does recognize that distributed ledger technologies can address limitations in the post-trade process by modernizing, streamlining, and simplifying the siloed design of the financial industry infrastructure with a “shared fabric of common information.”²⁸⁹

		 

		According to DTCC, the short-term value proposition of DLT lies in addressing industry pain points in highly manual areas with relatively low volumes. Its current focus is to demonstrate ROI and client value by identifying opportunities through R&D investment, evaluating how existing technology can be better applied, and assessing how new technology can best be leveraged. DTCC explained:

		 

		 

		The technology is a means to an end—and the end is innovating what we do to create a stronger value proposition for our clients. Regardless of whether existing technology or emerging innovations are employed, client value guides the decision-making. Technology for the sake of technology is a losing proposition.²⁹⁰

		 

		 

		Longer term, DTCC is assessing DLT’s potential across a broad range of applications that include master data management, asset/ securities issuance and servicing, confirmed asset trades, trade/contract validation, recording and matching for more complex asset types, netting and clearing, and collateral management and settlement. However, critical factors for moving forward include maturing the technology’s capabilities for real-world financial transaction requirements, scalability, interoperability, and independent governance.

		 

		Given the transaction volumes in the US securities market that DTCC processes, it would need any distributed ledger to be equipped not only to handle the current peak transaction volumes, including validation and irreversible transaction finality, but also to manage significantly increased volumes. Current DLT implementations are orders of magnitude away from achieving this capacity.

		 

		Like most, DTCC expressed concerns on the maturity and throughput of today’s technology but are watching it closely as it matures. The company stated:

		 

		 

		Currently, the technology doesn’t have the scale or capacity to match the robust processing engines that underpin the clearance and settlement needs of the US markets today. In the future, any enterprise-ready distributed ledger solution for a mature, high-volume marketplace will need to achieve or surpass that processing power.²⁹¹

		 

		 

		To advance the technology, DTCC echoes industry calls for interoperability and integration of distributed ledgers and legacy infrastructure, in addition to the continued development of standards and protocols. The company remains a strong advocate for the development of independent governance to address challenges associated with implementation and operation of DLT solutions. According to its leaders, DTCC can play a key role in this function, serving as a neutral network operator and developing and enforcing the required standards and protocols.²⁹²

		

	
		 

		TransferWise

		 

		TransferWise’s fee of 0.5 percent against a true mid-market FX rate seems like such a small sum that it is unlikely to make much profit, until we realize that it’s a $5 trillion-per-day marketplace.²⁹³ TransferWise’s small fee could convert to tens of billions of dollars per day. When DLT technology fully matures, developing the software that could manage payments internationally would cost a few million dollars, possibly less. It is open source, and well suited for this application.

		 

		Putting together an ICO based on a credible value proposition is not difficult. Given the possible reward and the low barriers to entry, the number of market entrants will be large. Expect every major software company, and every major financial institution, to get involved in at least one effort for payments, of which international payments is the biggest prize. There will also be many aspiring start-ups. If they are smart, every major company with a competent technology arm will participate in one effort or another. The upside is enormous.

		 

		Although the barriers to developing such a system are low, getting the buy-in from market, regulatory, and existing financial players will be what defines the winner. David Treat’s and our experience with central banks and the regulators are unusual in that they are to some degree driving this change.

		 

		The simplicity and the benefits of a DLT solution to them are obvious. Credibility, and establishing great relationships with a critical momentum of financial services players (which we know SWIFT already has), may cost far more that developing the technology. Given the elegance, security, and economic advantages of a DLT-based system, regulators and central governments are embracing DLT solutions and perhaps may even lead this charge. There will be many others, such as nanopay and Ingenico Group.²⁹⁴

		

	
		 

		ANALYSIS: CREATING A BETTER SYSTEM ON THE BLOCKCHAIN

		 

		It will soon be widely accepted that the inherent mathematics proven to secure token movements and their messages through a synchronized DLT, is better, faster, and cheaper than the serialization of messages between multiple legacy institutions, their people, and their systems. Even doubters may come to appreciate the dramatic reduction in delays and costs as overwhelming arguments to put international funds transfers onto a blockchain.

		 

		In the 20th century, for children, there was that teaching moment of why they should keep their allowance in a savings account to accrue interest. Low interest rates and a tsunami of 21st-century service fees have made that argument moot. The dire predictions of Bill Gross (the Bond King) and many economists that deficits and quantitative easing would produce higher interest rates and run-away inflation have not materialized.²⁹⁵

		 

		Instead, a combination of automation and outsourcing has increased productivity without corresponding wage growth. This is producing record profits while keeping inflation well in check. What is still surprising is how concerned the Fed chair and others are about inflation that is “still stubbornly muted.”²⁹⁶

		 

		Bankers have trouble thinking outside the bank. An obvious but radical approach would be to develop a system that eliminates or radically reduces the dependency on the central banks and banks. The system would store currency values in distributed ledgers, as block-chain does for tokens. To many bankers, this is unthinkable. We must remember these values are just bits—trusted, regulated, and secured bits. There are far simpler ways to secure and trust different bits than a flotilla of banks, correspondent banks, central banks, CLS, regulators, auditors, and more. We could dramatically improve centralized clearing and settlement systems, even eliminate them, by providing the same functionality through a third-party DLT (Figure 4-5).

		 

		A blockchain system mathematically ensures that the counterparties are indeed who they claim to be. It ensures finality of payment, and unlike any dual-entry bookkeeping system, the contract intrinsically records and duplicates both ends of the contract in the same block. The simultaneity of both sides of the payment requires none of the massive complexity of systems upon systems we see today. DLT requires no central trusted authorities (read SWIFT and central banks), no time zone queue management (read CLS), and avoids the risks of failure in the central hub of a hub-and-spoke architecture. It can be distributed.

		 

		Distributed ledgers obviate the role of central banks to verify ownership and clear transactions. They can be open, permissionless, and public and allow anonymous actors to participate in the network or they can be closed, permissioned, and private and allow previously identified participants only.

		 

		We would no longer think of CLS updates in near-simultaneous time in two central bank systems, in the restricted time zones that they are open. The debits and the credits on both sides of the FX transaction can be inferred from that single contract block in the ledger, and the constructs of accounting can remain. When both sides of the FX transactions are in a blockchain ledger (as well as separate accounting systems), some refer to it as triple-entry accounting.²⁹⁷ Thinking outside of the accounting box and through blockchain, we can create single entry bookkeeping. More specifically, it would occur when the entries for both banks in both currencies take the form of a transfer between wallet addresses in the same distributed, international FX public ledger, creating an immutable and interlocking system of accounting records.

		 

		FIGURE 4-5

		CENTRALIZED CLEARINGHOUSES VERSUS DISTRIBUTED LEDGERS
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		One blockchain entry will in effect drive two bookkeeping debits and credits in two different banks’ general ledgers with no central bank involvement. The system’s design could be much simpler. From a SWIFT perspective, much of the functionality is already in the blockchain. For example, for large funds transfers, most financial institutions require two (or even more) signatures to authorize the large payments. Multiple signature on the pay side and pay to script hash on the receiving side do exactly that by requiring multiple private keys in order to transact. Implementations may vary but we could argue this is even more secure than SWIFT.

		 

		It would deliver what customers want: a real-time system for international funds transfers without delays or exorbitant fees. Combine smart contracts with the Internet of Things, and one could do much, at far lower cost, to have real-world events (such as those included in letters of credit) trigger the movement of funds. There would be a public, irrefutable ledger of the movement of funds.

		

	
		 

		A NEW ROLE FOR GOVERNMENT?

		 

		It is revolutionary. To start with, on international payments, we could derive the debits and credits in different banks in different countries and systems from a blockchain. Since we’d know that our asset in the blockchain was mathematically guaranteed to be our counterparty’s liability, we’d no longer need all the reconciliations, compensating controls, and internal and external audits to ensure the integrity of the transactions. The audit function could focus on internal controls as opposed to the verification of assets. A true game changer.

		 

		These new architectures are based on emerging technologies that allow for the rapid integration of smart contracts and intellectual property beyond the traditional payments industry. If we define cryptocurrencies as “a digital currency in which encryption techniques are used to regulate the generation of units of currency and verify the transfer of funds, operating independently of a central bank,” the answer is a definite partially.²⁹⁸

		 

		Most economists believe that capitalism would collapse without the government exercising some control over fiscal (government borrowing and spending) and monetary (interest rate) policy. Starting in the economic collapse of 2008, western governments injected trillions of dollars into the world’s economy through what is called quantitative easing, where the left hand of the government (the Fed, the Bank of England, the Bank of Canada) prints money to lend to the right hand of the government (the Treasury) by buying its treasury bills.

		 

		Libertarians argue, “The Federal Reserve System should be abolished; that the Board of Governors of the Federal Reserve should be put on Social Security; and that Social Security should be abolished.”²⁹⁹ To those, a cryptocurrency outside of the control of governments, plus free market reign, does have a certain appeal.

		 

		To others, a cryptocurrency whose supply is controlled by a government may seem like a contradiction. As we witnessed in Venezuela, poor fiscal policy (printing money) can ruin an economy. In response, Venezuelan president Nicolás Maduro Moros announced the launch of a cryptocurrency, the petro, backed by oil reserves.³⁰⁰

		 

		In countries where there is no credible record of responsible economic policy, the arbitrary but transparent process of value creation (as with bitcoins on a blockchain) may reduce mistrust, meaning we may someday see a proof-of-work cryptocurrency as a national currency. Although it may forgo that country’s ability to use traditional techniques to manage its economy, it would allow that country to escape the arbitrary attacks on its currency by FX traders from behemoth money-center banks.

		 

		Christine Lagarde, managing director of the International Monetary Fund, said, “Think of countries with weak institutions and unstable national currencies. Instead of adopting the currency of another country—such as the US dollar—some of these economies might see a growing use of virtual currencies. Call it dollarization 2.0.”³⁰¹

		 

		The Bretton Woods accord established the US dollar as the global currency, putting the US government in an extraordinary position of power, capable of denying access to the global system to, for example, Chinese banks that do business with North Korea. We should consider the adoption of a cryptocurrency à la XRP or bitcoin a serious possibility and disruptor to this world order.³⁰²

		

	
		 

		A NEW ROLE FOR SWIFT?

		 

		“Should the Blockchain replace SWIFT?” Chris Skinner asked in an issue of American Banker. He argued that a blockchain-based system could transform or replace the SWIFT network, which would boost the security, expediency, and accuracy of the system.³⁰³ Partially true, we would still need metadata standards from some international body. That will depend on when and how SWIFT leadership embraces or ignores the new possibilities.

		 

		If it innovates, then SWIFT as the hub of international funds transfer could maintain its trust-based relationships with its financial partners. The limitations of the current blockchain and SWIFT’s innovation with DLT and nostro/vostro accounts, although far from transformational, will position it to better understand the strengths and limitations of the technology. This experience will help SWIFT to guide if not herd the emergence of DLTs for FX. There are many issues outstanding before the world embraces cryptocurrencies. SWIFT likely has a better understanding of these issues than anyone.

		 

		If consumers could put their money into DLT, with locally denominated cryptocurrency, accessible from their phone, and with the level of trust that the blockchain has now earned, why would they continue using a fee-laden account at a bank? For digital fiat or cryptocurrencies to be widely accepted, they need twelve characteristics. They must

		 

		1.Be easily divisible

		 

		2.Be easy to transfer

		 

		3.Have strong governance and adequate data controls

		 

		4.Be portable and readily accessible

		 

		5.Be reliable and highly available

		 

		6.Accrue predictable interest

		 

		7.Be stable in value

		 

		8.Comply with regulatory requirements

		 

		9.Be standardized (there is likely no room for dozens of cryptocurrencies)

		 

		10.Have an identity framework that cannot be lost

		 

		11.Be scalable

		 

		12.Be retrievable if passwords (or wallet words) are lost

		 

		Satoshi Nakamoto designed the first five characteristics in bitcoin, and the fifth may soon move from inspiration to reality. There are institutions such as Magnr willing to pay interest on bitcoin deposits, and so item six is now true.³⁰⁴ The seventh, for today, is wildly elusive with massive fluctuations in the value of cryptocurrencies. Today, cryptocurrency market value sites that one visits (such as CoinMarketCap.com or Smith + Crown) have a different exchange rate value. To mitigate the risk of these massive swings in value, brokers that buy and sell cryptocurrencies through de facto currencies can take markups of 10+ percent.³⁰⁵

		 

		However, this will soon change.³⁰⁶ On 31 October 2017, CME Group Inc. announced that it would begin trading futures in the fourth quarter of 2017. When it does, the buy and sell rate gap should decrease dramatically.³⁰⁷ It will also allow people the ability to buy bitcoin without the complexity of wallets and wallet words. In other words, today, for international payments, there is not yet a clear advantage in going through bitcoin as opposed to traditional FX systems.

		 

		“Citizens may one day prefer virtual currencies, since they potentially offer the same cost and convenience as cash—no settlement risks, no clearing delays, no central registration, no intermediary to check accounts and identities,” said Christine Lagarde at a Bank of England conference in London.³⁰⁸ She shared her view of cryptocurrencies:

		 

		 

		For now, virtual currencies such as bitcoin pose little or no challenge to the existing order of fiat currencies and central banks. Why? Because they are too volatile, too risky, too energy intensive, and because the underlying technologies are not yet scalable. Many are too opaque for regulators; and some have been hacked.

		 

		 

		 

		But many of these are technological challenges that could be addressed over time. Not so long ago, some experts argued that personal computers would never be adopted, and that tablets would only be used as expensive coffee trays. So I think it may not be wise to dismiss virtual currencies.³⁰⁹

		 

		 

		The ease of transferring value as tokens with anonymity is what made bitcoin the de facto currency of the illicit Silk Road site. It is also of great interest to rogue regimes facing international sanctions. North Korea is believed to be behind the WannaCry virus that infected hundreds of thousands of computers around the world and extorted an estimated $ 81 million.³¹⁰

		 

		Although the Bitcoin ledger is secure, the wallets and exchanges clearly are not. For example, over $70 million of bitcoin was hacked and stolen from the NiceHash marketplace in Slovenia.³¹¹ The second successful hack on the Youbit exchange platform in South Korea put it out of business.³¹² Today, cryptocurrencies stored in hardware wallets appear secure, assuming that they are not lost, stolen, or burnt, or do not malfunction.

		 

		Cryptocurrencies are of great interest to anyone who wishes to hide assets. Identity management is an issue still under much discussion. Knowing one’s customers is a prerequisite to honoring sanctions and avoiding money laundering. We could debate whether, in the long view, the “full faith and credit” of a government can compete with the mathematical integrity of a cryptocurrency. They need not be mutually exclusive. They could even be merged. In response to the US Faster Payments Task Force, WingCash created a “national digital currency platform proposed for use by the Federal Reserve that extends the US dollar into the digital realm.”³¹³ This seems inevitable.

		 

		Today, millennials (born 1977 to 1995) and centennials (born after 1995) think of a camera as simply part of their phone. Soon they will likely consider it a wallet containing their fiat and cryptocurrencies. Governments and financial institutions have eroded their trust. So, on what could we base a new currency? Some want to return to the gold standard and others want to move to an energy standard. Some argue for energy as a base of a new common currency.³¹⁴ This seems unlikely.

		 

		A cryptocurrency—where the government controls the generation and units of currency—is mathematically and economically viable. Instead of proof of work or proof of stake, it would be based on proof-of-authority consensus, where the central banks are the authority. With such a definition, a central bank could slowly transform its fiat currency into a cryptocurrency. Some see a world without central banks. But they perform so many management functions, that this seems improbable.

		 

		The unsure part of the definition for national cryptocurrencies is the regulation of the generation of new units. With bitcoin, a predetermined mathematical algorithm sets the rate. The upper limit of bitcoins that can be mined is fixed.

		 

		For countries where there is no credible record of responsible economic policy, the arbitrary and transparent process of value creation (as with blockchain) may install a cryptocurrency as a national currency.

		

	
		 

		 CONCLUSIONS AND RECOMMENDATIONS

		 

		As international commerce has exploded, it has demanded a lower-cost, more transparent, and timely payment system. The current system does not meet today’s requirements and will soon be replaced.

		 

		•Smartphone applications will become the ubiquitous payment mechanism for the unbanked. Near- and nonbank payment systems are flourishing, with and without using blockchain, in crypto and fiat currencies. This is a game changer. Payment systems for the poor without intermediaries charging high fees will stimulate greater commerce. Digital technology that promotes financial inclusion can increase GDP by as much as nine percent, or more, for some economies in Southeast Asia, according to a new report, Accelerating Financial Inclusion in Southeast Asia with Digital Finance.³¹⁵ For less banked markets, arguably the impact should be greater.

		 

		•As revolutionary as it is, the transformation of international payments to DLT technology will be evolutionary for continuity and to manage risk. No major financial institution is going to convert to a new DLT-based system until its necessary characteristics as defined above by the BoC, the BoE, the Fed, and others are proven beyond doubt.

		 

		•For decades, for international payments SWIFT was supreme. But SWIFT risks being disintermediated if it does not transform itself. It could start by working with the 18 institutions in CLS to disintermediate CLS. Changing the interface to its 11,000 members from a messaging paradigm to a ledger paradigm will be a slow process. Both SWIFT and the US Faster Payments Task Force are correct to say introducing new standards is premature. This is a time for technological and social innovation.

		 

		•At least two and ideally far more of the major players in international payments could build DLT accessed by multiple organizations as a back-end log or irrefutable audit trail of which payment activities have occurred. If it fails, it is only a back-end log, not the freezing of markets.

		 

		•As the technology matures, they can test its throughput, security, veracity, flexibility, privacy, and other features necessary to conclude that it may be trusted as a database of record, before the regulatory changes that are required to define the bits in this DLT as representing currency.

		 

		•After many months, if not many years, of building confidence and trust, contracts can be drawn and regulations changed to allow DLT to become the database of record (after all, it is just bits). These organizations can lead the charge (while profiting) from rearchitecting national and then international payments system.

		 

		•By having point-to-point replication, Ripple with its distributed—not centralized—architecture has mitigated the speed issues associated with distributed consensus models. It is in production today for nostro/vostro accounts, with the direct connection immediately indicating erroneous account numbers, as opposed to SWIFT’s messaging model.

		 

		•Both Ripple’s XRP and Stellar’s Lumens (XLM) aspire to become the world’s de facto currency. Whether this is wishful thinking or an achievable goal has yet to be seen. By limiting the number of distributed players in its distributed ledger technology to two, Ripple can produce throughput levels far in excess of its more distributed competitors. However, Stellar’s market capitalization jumped from $194 million to $516 million (a whopping 265 percent) on simply stating that aspiration (with IBM).

		 

		•There seem to be two evolutionary paths for DLT to be implemented for world payments. One is coexistence of the older and the newer technology, as is the Bank of England’s desire, so as not to disrupt existing money flows while moving to the new paradigm.

		 

		•The other evolutionary path is targeted implementation illustrated by Ripple and Ethereum, with DLT (or DLT-like) software aggressively entering smaller markets and then, once proven, moving to larger ones. Moving from national payments (with the permission and direction of one central bank) is far easier than negotiating the politics of transborder payments. The small scale of the city-state of Singapore, coupled with the throughput limitations of existing blockchain, makes it an ideal place for a manageable implementation.

		 

		•Blockchain-based solutions are in their infancy, and the hack of the DAO program and resulting fork of the Ethereum blockchain, has proven some need for caution.³¹⁶ It showed us that those with a solid understanding of DLT, with the best of intentions, can still make subtle implementation errors that compromise the system.

		 

		•The US Federal Reserve, in the second part of its Faster Payments Task Force’s final report, “encourages competition among a variety of solutions, as opposed to endorsing a single approach.”³¹⁷ This will ensure many competing implementations. The Fed wants real-time payments by 2020.

		 

		•There is the distinct possibility if not the inevitability that an international funds transfer design could run without an operator, let alone fees. This is so far outside current thinking that we believe a managed proof-of-authority DLT system is the likely first major step. The business case for an innovative fintech start-up or for a bank innovation group with simpler, faster, more responsive DLT solution seems likely.

		 

		•The absence of international rules or controls on payment processing has made it historically slow and expensive to change. This also creates billion-dollar opportunities for low-cost intermediaries. Hundreds of companies will enter the marketplace, and all but a few will fail.

		 

		•History may repeat itself. Forty years ago, the high end of computer management went to the big-league computer show in Las Vegas called Comdex. The people with the power over technology budgets saw the new state-of-the-art offerings. Later, a small and initially inconsequential Consumer Electronics Show grew and squashed the higher-end conference.

		 

		•The costs and risks of launching a low-risk consumer system are small, and once proven with or without regulator or SWIFT’s approval, it may be perceived as the safe place for larger and then even larger international transfers. By proving itself in the consumer marketplace (without the risks of large-dollar interbank payments), it may well grow to become the 800-pound payments gorilla. In other words, there is a possibility, if not a probability, that existing institutions may be disintermediated by a consumer player.

		 

		The question of who will lead this new world order is unclear. Will it be SWIFT, R3, Ethereum, central banks, Visa, an existing megatech company like Facebook, or a new low-cost DLT-enabled start-up? Given the low costs of entry into this trillion-dollar-a-day marketplace, we expect the competition to be ferocious.
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		 CONSOLIDATING MULTIPLE LEDGERS IN BRIEF

		 

		•From global financial markets to healthcare delivery, blockchain technology is fundamentally changing how we collect, manage, and record information. It is simplifying complex ecosystems, creating trusted and secure repositories of data, and supporting complementary technologies, such as smart contracts and artificial intelligence.

		 

		•From Estonia to the United States, jurisdictions are deploying blockchain (aka DLT) to power innovations in business registration, identity management, e-voting, healthcare services, and international trade.

		 

		•This chapter explores the use of blockchain to consolidate the Government of Canada’s multiple ledgers into a single distributed ledger that would increase the integrity of its accounts, boost the efficiency of auditing functions, and reduce its transaction costs.

		 

		•As transactions recorded onto the ledger would be instantly searchable and publishable, the blockchain-based ledger could also boost public transparency, fulfill and expedite the receiver general’s auditing requirements, and improve the integrity of Canada’s accounts.

		

	
		 

		OVERVIEW OF RECEIVER GENERAL LEDGER SYSTEM

		 

		The receiver general for Canada is responsible for managing the government-wide treasury, accounting, and reporting functions of the federal government. These activities include controlling all monies drawn from or deposited to the consolidated revenue fund and ensuring that all of these transactions are accounted for in the accounts of Canada—Canada’s general ledger—and producing the public accounts of Canada.

		 

		To ensure that all transactions are reflected in the accounts of Canada, the receiver general implements a control framework, which sees government departments submit monthly, aggregated financial information (including all expenditures and revenues), which the receiver general reconciles against the general ledgers. The control framework is largely based on legacy applications that require human intervention, such as file uploads, verifications, and data refreshing. Some of these operations are highly time-sensitive, and any snag in the process can have severe repercussions.

		 

		What follows is a brief overview of the key components of the receiver general control framework, including the central financial management reporting system, the receiver general–general ledger, and the account balance concept.

		

	
		 

		CENTRAL FINANCIAL MANAGEMENT REPORTING SYSTEM

		 

		The Government of Canada uses a central financial management reporting system to maintain its accounts. This central reporting system compiles a general ledger from the certified trial balances submitted by government departments and agencies at the end of every month. These monthly departmental trial balances contain opening and closing balances for each unique combination of government-wide coding, a standardized input record layout needed to maintain Canada’s accounts.

		 

		The central system performs several key functions:

		 

		•Verifies account balances of the control accounts for all departments against the corresponding control accounts in receiver general–general ledger (RG-GL) and payroll system–general ledger (PS-GL)

		 

		•Ensures that all payroll-related transactions, payments, and money received by departments, including interdepartmental settlements, are accounted for in the books of Canada

		 

		•Validates codes submitted by departments in the chart of accounts

		 

		•Provides information to central agencies through an ad hoc reporting function.

		

	
		 

		RECEIVER GENERAL–GENERAL LEDGER

		 

		The RG-GL is maintained using the common departmental financial system (CDFS). The RG-GL maintains control account balances for all payments, interdepartmental settlement transactions, and deposits processed by the treasury systems for all departments. Every day, the RG-GL provides departments with an electronic file containing all payment and deposit transactions recorded against the control accounts.

		

	
		 

		ACCOUNT BALANCE CONCEPT

		 

		The control account balances maintained by the RG-GL and the PS-GL are a key component of the account balance concept. The RG-GL control account totals are based on data received from the treasury systems and internal journal vouchers for adjustments not processed through the treasury systems. The PS-GL control account totals are based on pay data received from Canada’s Phoenix public service payroll system and from internal journal vouchers for adjustments not processed through Phoenix.

		 

		Departments are required to perform a periodic reconciliation between the control account balances in the departmental financial management systems (DFMS) and the daily control account totals received from the RG-GL and PS-GL. For example, departments receiving internal journal vouchers affecting their control accounts are required to manually upload the data into the related accounts in their DFMS and reconcile their DFMS account balances with the daily control account totals received from the RG-GL and PS-GL.

		 

		At month-end, the RG-GL and PS-GL send a final control account balance report to departments, which includes reports and data files containing control data and control account balances. Departments must reconcile the control account balances with the corresponding account balances recorded in their DFMS.

		 

		The receiver general uses the reconciled trial balances to produce the monthly statement of financial operations (MSFO) and the annual public accounts of Canada. If there are errors, omissions, or inappropriate coding in departmental trial balance data that will have a material impact on the results of the MSFO, the receiver general will make the appropriate changes and request that the departments adjust the following month.

		

	
		 

		PUBLIC SECTOR APPLICATIONS OF BLOCKCHAIN

		 

		A blockchain is an encoded digital ledger stored on multiple computers in a public or private network. It consists of data records, or “blocks,” aggregated into time-stamped chains that cannot be changed or deleted by a single actor; instead, they are verified and managed through automation and shared governance protocols. As a result, blockchain provides an immutable, transparent record of the truth.

		 

		Use cases tend to focus on financial services. Government agencies could use blockchain not just for conducting financial transactions and collecting taxes but also for registering voters, identifying recipients of healthcare, financial support, and emergency aid; issuing passports and visas; registering patents and trademarks; recording marriage, birth, and death certificates; and maintaining the integrity of government records.

		 

		Governments are already exploring blockchain applications for land registry (Sweden), digitizing all public documents (Dubai), and bolstering cybersecurity for identity management and e-voting (Estonia). The US General Services Administration now uses block-chain to automate its public procurement process, and the State of Delaware introduced legislation to allow companies to incorporate using blockchain. This chapter explores the deployment of distributed ledger technology for public sector accounting; these use cases are all exercises in simplifying and improving data management in government.

		

	
		 

		IDENTITY MANAGEMENT IN ESTONIA

		 

		Formed as an independent nation in 1991—just as the public Internet was born—Estonia is a true digital native. Its lack of legacy infrastructure has freed it to build a digitally enabled society and economy from the ground up. Today, the normal services of government—legislation, voting, education, justice, healthcare, banking, taxes, policing, and so on—have been digitally enabled across one platform, wiring up the nation into the most ambitious project in technological statecraft on the planet.

		 

		Among the hallmarks of eEstonia is the blockchain-enabled Estonia ID card, a cryptographically secure digital identity card that unifies access to a mind-boggling array of services. Citizens can order prescriptions, vote, bank online, review school records, apply for state benefits, access medical and emergency services, file their taxes, submit planning applications, upload their will, apply to serve in the armed forces, travel within the European Union without a passport, and fulfill around 3,000 other functions with their Estonia ID. Businesses owners can use the ID card to file their annual reports, issue shareholder documents, apply for licenses, and so on. Government officials can use the ID card to encrypt documents; review and approve permits, contracts, and applications; and submit information requests to law enforcement agencies.

		 

		The day-to-day efficiencies for citizens are considerable. Estonia’s “once only” data policy dictates that no single piece of information about its citizens should be entered twice. Instead of having to “prepare” a loan application, applicants have their data—income, debt, savings—pulled from elsewhere in the system. There’s nothing to fill out in doctors’ waiting rooms, because physicians with permission can access their patients’ medical histories. When a child is born in the hospital, his or her parents are automatically registered for family benefits. Citizens requiring long-term medication get a digital prescription slip on their medical record, which reduces queues at doctors’ offices and hospitals.

		 

		According to the Organisation for Economic Co-operation and Development, “In 2016, around 68 percent of the adult population in Estonia used the Internet to send filled forms to the public authorities, which is almost twice the OECD average (35.6%).”³¹⁸ While citizens evidently like the convenience of online services, the savings for government are also significant. Digitizing processes reportedly saves the state two percent of its gross domestic product a year in salaries and expenses.

		 

		Confident that it could extend these benefits beyond its physical borders, Estonia launched a digital “e-residency” program in 2014, which allows nonresident foreigners to partake of some Estonian services as if they were living in the country. A €100 fee and a successful security check will get users an identity card, a cryptographic key, and a personal information number (PIN) to access e-services like business incorporation and banking. Estonia hopes its e-residency program will appeal to entrepreneurs and encourage international start-ups to put down virtual roots. Estonia has the lowest business tax rates in the European Union and has become known for liberal regulations around tech research. As of January 2018, 28,000 people had applied for e-residency (approx. 500 people apply each week), and e-residents own more than 3,200 companies.³¹⁹

		 

		Estonia’s eBusiness initiative has made it easy for both residents and e-residents to start and operate a business in the country: Estonia has one of the fastest growing start-up populations in the world, with 31 start-ups per 100,000 inhabitants, which is six times higher than the European average.³²⁰ Once companies are up and running, they can connect their financial management APIs to the government online, automate reporting for annual tax filings, and reduce the administrative burden on businesses and the public sector.

		 

		Blockchain-enabled ledgers provide the underlying data management and security technology for much of Estonia’s digital public services. The Estonian ID card, for example, records every piece of data with proof of time, identity, and authenticity—providing a verifiable guarantee that records have not been altered.³²¹ The keyless signature infrastructure (KSI) that Estonia’s blockchain requires ensures the authenticity of the electronic data stored on its citizens: “No one—not hackers, not system administrators, and not even the government itself—can manipulate the data and get away with that.”³²²

		 

		Leveraging the blockchain infrastructure means distributing storage of data, thus reducing the chance of major breaches of centralized databases. “Instead, the government’s data platform, XRoad, links individual servers through end-to-end encrypted pathways, letting information reside locally,” according to Nathan Heller of The New Yorker.³²³ Hospitals, educational institutions, banks, and government agencies all maintain their own data sets. When a user requests data, the system delivers it via a series of locks, like a boat passing through a canal.³²⁴

		 

		A strict system of permissions and privacy safeguards ensures that citizens control who may see or not see their data. Teachers, for example, can enter student grades but cannot access a student’s entire academic history. A file accessible to one medical specialist need not be accessible to other doctors if a patient deems it unnecessary. Few people are able to say exactly who has looked at their medical records. But Estonians can log into their records and see exactly what medical professionals have viewed and acted on. Citizens could challenge and justice departments could prosecute any government official who accessed a citizen’s data without permission or a legally valid reason.

		 

		Estonia’s advances are so well regarded that other governments are importing its innovative models for e-governance. Its experts have consulted on Georgia’s efforts to set up its own digital registry. Estonia is also building data partnerships with Finland and sharing its methods elsewhere in Europe. “The vision is that I will go to Greece, to a doctor, and be able to get everything,” Sandra Roosna told The New Yorker. She is a member of Estonia’s eGovernance Academy and the author of the book eGovernance in Practice. “I think we need to give the European Union two years to do cross-border transactions and to recognize each other digitally,” she said.³²⁵ Nations as disparate as Moldova and Panama have adopted the Estonian platform. What started in a small Baltic state could soon provide the digital platform for e-governance across Europe.

		

	
		 

		US GSA AND FAST LANE

		 

		In fiscal year 2017, the US General Services Administration (GSA) procured over $15 billion in IT equipment, software, and services from more than 5,000 companies on behalf of federal, state, and local government buyers.³²⁶ On average, the GSA took 110 days to onboard a scheduled contractor to deliver services—an exceedingly long time to wait for IT products in today’s environment.

		 

		In recent years, GSA has worked to shave time off the procurement process using a new approach the agency calls FASt Lane, a mash-up of Federal Acquisition Services (FAS) and Integrated Technology Services (ITS). According to Jose Arrieta, director of the General Services Administration’s Schedule 70 (IT products and services) operation, “The FASt Lane process can award contracts within 40 days, but only when the requirements are very clear.”³²⁷ In 2018, GSA initiated a blockchain-enabled pilot in an attempt to shave even more time off the process. The agency anticipates its POC will bring the FASt Lane review process down to fewer than 10 days.

		 

		Currently moving through both the design and proof-of-concept phases, GSA is looking to use blockchain to automate intelligently the most time- and labor-intensive aspects of the FASt Lane contract review process. The agency expects that automation will reduce the amount of human interaction required to review new proposal documents, improving the user experience and speeding the awarding of contracts and onboarding of companies.

		 

		A crucial element of GSA’s POC was to change two steps of the vendor selection and onboarding process: the review of vendor-submitted financial statements and the preparation of prenegotiation letters. On the financial review, the traditional process involved a staffer extracting financial information from material the vendor provided and calculating the firm’s financial viability. This alone could take up to a month. The blockchain POC accelerated that process so that, in most cases, an automated review is “nearly instantaneous,” according to Steven Kelman, professor of public management at Harvard University. “Offers that pass are moved onto the next step in the workflow; those flagged for further review or rejected are routed to a human reviewer for further analysis.”³²⁸ Kelman elaborated:

		 

		 

		A prenegotiation letter, meanwhile, is a document listing issues for the GSA to raise in negotiations with a vendor. The blockchain … became the system of record for an entire offer, replacing multiple e-mails back and forth between the government and vendor, and back and forth with the contracting officer checking multiple systems. It has reduced preparation time from 15 to 30 days to fewer than 10 days.³²⁹

		 

		 

		Automation will not only save time and money—possibly lowering the direct costs of analyzing a proposal by close to 80 percent, according to Arrieta—but it will free up staff for more valuable activities. “By automating these business processes, we can lessen the burden on our industry partners, and allow the contracting professionals to focus more on critical thinking tasks rather than the process tasks associated with interacting with multiple systems,” said Arrieta.³³⁰

		 

		Accuracy and data integrity are further benefits of using block-chain to mediate transactions, especially when mediating (as GSA does) between thousands of IT vendors and thousands of local, state, and federal buyers. Blockchain provides a cheaper, more flexible, and more accurate platform for handling the procurement process than the traditional system, which required multiple databases. Arrieta said,

		 

		 

		In the old system, we had multiple databases with specific data elements and operations that can be performed on them. If one wished to introduce new data elements or new ways to analyze some data, we had to modify the databases. Multiple databases also create risks for errors in data transfer from one database to another.³³¹

		 

		 

		With the blockchain solution, vendors and purchasers enter their information once instead of logging onto multiple systems, and there is only one shared ledger and an open API connecting any user. According to Professor Kelman, “The applications that leverage the API for any given user’s needs can be modified as appropriate without needing to modify the ledger itself. Also, having only one ledger eliminates errors that can creep in when transferring data from one database to another.”³³²

		 

		Another big benefit of using blockchain is transparency. All of the government’s interactions with vendors, such as requests for proposals, recommendations, and decisions, are recorded on the blockchain and viewable by permissioned parties. If an offer is rejected, for example, the information affecting that decision is available for protests and audits. Transparency also offers vendors access to the information in the ledger about them, so that they can detect and report any errors. “We’re not going to share multiple industry partners’ information with each other,” said Arrieta. So-called permissioned blockchains allow distributed ledger managers discretion over who may view data. “But it’s one transparent view that multiple stakeholders can see in real time, and it provides a trusted record of all of the interactions with one another.”³³³

		

	
		 

		STATE OF DELAWARE’S BLOCKCHAIN INITIATIVE

		 

		Home to 1.2 million incorporated business entities, a well-established body of corporate law, and a sophisticated business court, the State of Delaware is widely regarded as the corporate capital of the United States, if not the world.³³⁴ In 2016, 81 percent of all new US IPOs chose to incorporate in Delaware. The state remains the chosen home for more than half of all US publicly traded companies and 67 percent of Fortune 500 companies.³³⁵

		 

		On 1 August 2017, Delaware passed legislation that allowed corporations to use distributed databases and smart contracts to maintain a registry of stock issuances and transfers. State officials believe the blockchain ledger has enormous advantages—cost savings, error avoidance, accuracy of ownership records, and automation of administrative functions—for government and the companies registered in Delaware.

		 

		Under the old system, a corporate secretary or transfer agent maintained stock ledgers, manually updating them when shares changed hands. This paper-based system made tracking stock ownership burdensome, particularly as companies grow and change over time. Legal expert John Williams said, “It is a challenge to reconstruct the stockholders at any given point in time, including the exact number of shares held and any restrictions or agreements that apply to those shares, which impacts shareholder voting.”³³⁶

		 

		The new Delaware legislation will allow existing corporations to convert their paper-based shares to distributed ledger shares, and new corporations will use electronic records from the outset. Corporate records will be easy to track and verify, allowing corporations to save significant time and money and avoid costly litigation.

		 

		How, specifically, will blockchain-based ledgers improve on current practice? The answer lies in the security, immutability, and efficiency of blockchain ledgers.

		 

		Currently, most corporate stock ledgers are stored on servers or “in the cloud” on a server network. This makes them vulnerable to hacking by outsiders and to manipulation/data entry error by insiders. Because this system results in a record that is less than fully dependable, companies are required to keep paper copies of documents to mitigate the risks.

		 

		In contrast, blockchain technology allows companies to store, manage, and share encrypted data on a distributed database. The system uses a vast network of encrypted servers, called nodes, to hold documents or digital signatures of encrypted documents. There is no central repository; instead, the digital assets are widely dispersed on a spiderweb of servers, and available only to those holding encryption keys.

		 

		The distributed ledger cannot be edited, even by an individual who holds all of the access keys. The stockholder record can be appended, but retroactive adjustments to the record cannot be made. This process generates a highly dependable audit trail that clearly—and indisputably—indicates how each stockholder acquired stock and from whom. That trail would be essential in a court of law, should a plaintiff dispute who the stockholders were at a given moment.

		 

		Eliminating paper records is a significant win, but users can gain potentially even greater efficiencies by speeding up incorporations, mergers, acquisitions, IPOs, and other sophisticated commercial transactions. Blockchain-based smart contracts, for example, will make it possible for parties to update, delete, and act upon records automatically when specific conditions are met, such as option expirations. Other possibilities include automatic updates to reflect name and address changes and amendments to collateral descriptions and secured parties.

		 

		Early adopters of blockchain stock ledgers include Medici Ventures and Overstock.com, and there are supporters in the legal community as well. “The technology is potentially incredibly powerful,” John Mark Zeberkiewicz told Bloomberg BNA. He’s a partner at Delaware-based law firm Richards, Layton & Finger. “It can be used to create an immutable record of any number of transactions, not limited to the issue and transfer of shares, but theoretically any transaction that implicates or touches upon in any way the internal affairs of the corporation.”³³⁷

		

	
		 

		SWEDEN’S LAND REGISTRY

		 

		The World Bank reported that, “despite [the] recognition that land rights are important, 70 percent of the world’s population still lacks access to proper land titling or demarcation.”³³⁸ Even for countries with functioning land registries, keeping track of who owns what is difficult because the process is largely paper-based, people-driven, and therefore slow, costly, opaque, and vulnerable to human error and corruption. As tech reporter Joon Ian Wong put it, “Getting everyone to agree on every stage of a property transaction, and to record it permanently somewhere, is a feat of security, coordination, and trust.”³³⁹

		 

		When it comes to putting national land registries on a block-chain, Sweden has made the greatest strides. Since June 2016, the Swedish Mapping, Cadastre, and Land Registration Authority (the Lantmäteriet, one of Sweden’s oldest public institutions) has been testing how to record property transactions on a blockchain, in collaboration with blockchain start-up ChromaWay, Landshypotek Bank, SBAB Bank, the mobile network operator Telia Company, and the consultancy Kairos Future. Early results were promising: they shaved some four months off the process and delivered a slew of other benefits, including greater user security, more transparent transactions, increased resilience of data in the land registry and the mortgage deed registry, increased liquidity of the real estate market, and better mortgage deed handling—for an estimated total benefit to Swedish society of over €100 million ($106 million).³⁴⁰

		 

		According to Wong, Lantmäteriet project owner Mats Snäll said, “Blockchain technology offers real digital trust. It’s the only solution so far that handles digital originals, verifies both legal actions and processes, and secures transparency.”³⁴¹ There are still legal and technical issues to resolve, from governance and process integration to the validity of digital signatures, before Sweden rolls the new system out to the public.

		 

		While Sweden is out in front, countries where land holdings have less certain ownership and fraud is more common will likely reap the greatest benefits of blockchain-based systems. Although blockchain does not eliminate the entry of incorrect data and the requirement for trusted inputs, countries with limited or no reliable land records will see blockchain registries as effective means of securing property ownership. According to the World Bank, a digital land registry could be the most cost-efficient and fastest way to increase gross domestic product in the medium term. It will serve as a foundation for better investments in land, enable the development of mortgage, credit, and insurance markets, and become an institution for trust in one of the most fundamental parts of an economy: land and real estate.

		

	
		 

		A SINGLE LEDGER FOR THE ACCOUNTS OF CANADA

		 

		According to Deloitte, “Organizations have traditionally recorded transactions in ledgers, kept under lock and key. Those ledgers are typically isolated to protect their accuracy and sanctity, and when conducting business, each organization maintains its own separate record, to verify information independently.”³⁴² Most organizations—including the Government of Canada—maintain various trial balances, journal entries, sub-ledger extracts, account reconciliations, and supporting spreadsheet files in both electronic and manual formats.

		 

		In maintaining the accounts of Canada, the receiver general must consolidate the financial ledgers of 102 departments, each with its own financial system. In preparing summary trial balances, departments aggregate their detailed financial information to government-wide coding; the receiver general does not have visibility into the operations required to perform this amalgamation nor the actual detailed information itself. Mistakes and missing data are costly and labor-intensive to rectify. A lack of visibility into departmental data also limits public scrutiny and analysis of government spending and revenue streams.

		 

		With the proposed blockchain-enabled solution, Canada could consolidate multiple independent and isolated departmental ledgers into a single shared ledger that would retain a complete, indelible, and authoritative history of all transactions executed by the Government of Canada. Departments would no longer submit aggregate financial statements, as the blockchain would instantaneously encode each department’s accounting entries into the single shared ledger managed by the receiver general.

		 

		Using a permissioned blockchain would ensure that the ledger is trusted and secure, while remaining easily accessible to key participants across the government. Such a system would eliminate layers of redundancy, increase the integrity and granularity of data, expedite auditing requirements, and enable the receiver general to refocus its energies on activities that would boost the efficacy and transparency of the government’s accounting and reporting functions.

		

	
		 

		SOLUTION APPROACH

		 

		The proposed solution for the receiver general would take the form of a distributed blockchain ledger. Although the terms “distributed ledger” and “blockchain” are often treated as synonyms, blockchain is a specific type of distributed ledger, deployed in situations where parties to a transaction might not fully trust each other to agree on ledger updates, that is, one user might not accept the “truth” as reported by another user. Instead of using a third party or an offline reconciliation process, blockchain uses P2P protocols.

		 

		On a blockchain, nodes participating in the network arrange transactions in groups or batches called blocks. When parties broadcast their transactions to the network, various nodes on the network verify that the transaction data obey the rules and standards of that particular blockchain network and that the existing data have integrity. Once a majority of nodes agrees that the data are valid, all nodes in the network store the data as a new block in a chronological chain.

		 

		Cryptographic hash functions allow users to “hash” data in each block, which results in the persistence of a mathematical fingerprint representing the stored information. When a new block is assembled, the hashed value of the previous block is used to calculate the hashed value of the new block, creating a link between the blocks. Each block refers to the previous block, which forms a cryptographically linked chain—hence the name, blockchain. The chain’s stored data and data references serve as a multilaterally accepted common repository for members of the blockchain network. Parties can update data only by appending new information to the ledger record.³⁴³

		 

		We can visualize blockchains as databases with sequential sets of validations not stored in central locations or managed by a few administrators. They are P2P networks that exist simultaneously on multiple nodes (computers): any interested or permissioned party can maintain a copy. They are distributed and redundant by design.

		

	
		 

		SOLUTION ARCHITECTURE

		 

		In the proposed solution, blockchain technology would enable departments to record and verify their transactions using a single shared ledger that would fulfill all of the accounting and auditing functions of the receiver general. Entries would be instantly hashed and time-stamped, creating an immutable record for each entry.

		 

		We can set up blockchains with varying degrees of access control. The creators of public blockchains, including Bitcoin, Ethereum, and most cryptocurrencies, designed them to be accessible by anyone with a computer and Internet access. These public blockchain platforms eliminate the need for intermediaries in any exchange value using P2P protocols.

		 

		Private blockchains, by contrast, essentially redefine the intermediary. Nodes in a private blockchain network require invitations and must be validated by the network administrator or a set of protocols that govern it. The access control mechanism may vary: existing participants could decide future entrants, a regulatory authority could issue licenses for participation, or a consortium could determine whom to include in the network.

		 

		Depending on the architecture of the blockchain, there can be varying tiers of access and participation within the network as well (Figure 5-1). Nodes that have access to read the ledger, for example, may not also receive permission to write to it or create new entries. Operators can allow only certain nodes to perform the verification process, and these trusted parties would be responsible for communicating newly verified transactions to the rest of the network. The responsibility for securing access to these nodes, including determining when and for whom to expand the set of trusted parties, rests with the blockchain system operator.

		 

		The receiver general could set up a permissioned distributed ledger and allow access to identical copies of the ledger to each federal department. Broadly speaking, the benefits of a private blockchain include faster transaction verification and network communication, the ability to fix errors and reverse transactions, and the ability to restrict access and reduce the likelihood of outsider attacks.

		 

		Using a permissioned network, the receiver general could assign differing roles to different departments (Table 5-1). Hyperledger Fabric, for example, allows different classes of network participants: network proprietors, owners, members, users, and auditors.

		 

		FIGURE 5-1

		POTENTIAL ARCHITECTURE OF GOVERNMENT BLOCKCHAIN

		 

		
			[image: image]
		

		 

		Source: “Introduction: Release 2.0,” Hyperledger Fabric Documentation, Hyperledger, 2017, accessed 20 March 2018. Adapted by Anthony Williams under CC BY 4.0.

		

	
		 

		PUBLIC VERSUS PRIVATE BLOCKCHAIN CONSENSUS MECHANISMS

		 

		On public blockchain, participants submit transactions to the block-chain, but no new data are accepted without consensus. The process by which a network of nodes verifies new transactions is known as a consensus protocol. In the public blockchain system, all nodes follow an algorithm that verifies transactions by committing software and hardware resources to solving a problem by brute force (i.e., by solving a cryptographic puzzle). The node that finds the solution first is rewarded, and each new solution, along with the transactions used to verify it, forms the basis for the next puzzle.

		 

		TABLE 5-1

		POTENTIAL ROLES, RIGHTS, AND RESPONSIBILITIES ASSIGNED TO DIFFERENT GOVERNMENT ACTORS

		 

		
			
				
				
				
			
			
					GOVERNMENT OFFICE
					NETWORK ROLE
					RIGHTS AND RESPONSIBILITIES
			

			
					Receiver general
					Network proprietor
					Proprietors set up and define the purpose of a chain network. After launching a network, they become network owners and can validate transactions and invite other business partners to use or co-own the network.
			

			
					Central agencies (treasury board, finance)
					Network owners
					Network owners are stakeholders of a network that can both initiate and validate transactions, invite new members or users to the network, and approve new owners.
			

			
					Line departments
					Network members
					Members are participants of a blockchain network that cannot validate transactions but can initiate new transactions on the network.
			

			
					Government auditors
					Network auditors
					These individuals or organizations have permission to interrogate transactions.
			

			
					Citizens, businesses, suppliers, researchers
					Network users
					End users of a network can read and initiate transactions on a chain network through applications. Unlike network owners and members, users do not own nodes. They transact with the network through a member or owner node.
			

		

		


		 

		This process is designed to take time, currently around 10 minutes on the Bitcoin blockchain. Transactions are not considered fully verified for about one to two hours, after which point they are deep enough in the ledger that introducing a competing version of the ledger, known as a fork, would be computationally expensive. This delay is a vulnerability of the system, in that a transaction that initially appears verified may lose that status later. It is also a significant obstacle to adoption by financial traders, devices on the Internet of Things, and any participant relying on fast-paced transactions.

		 

		The most widely adopted approach to adding a new block to a chain is the Nakamoto consensus protocol. In this instance, the rate at which blocks can be created is limited, often by using a proof-of-work mechanism, whereby a processing node can only add a new block by demonstrating that a difficult computational task has been completed. Proof of work is widely used, but the auxiliary effort required to complete the difficult task can be economically inefficient and would not be justified in receiver general context.

		 

		Another option is a proof of stake, in which the processing node that can add a new block in the next round is determined by the size of its stakeholding in the global blockchain and/or in that round. Proof of stake can be more computationally efficient, but it has not yet been widely adopted because of concerns that rewarding those who already are most deeply involved in the network inherently creates an increasingly centralized system. Centralization is inimical to a truly robust network, and so a stakeholding approach is not a natural fit for this use case.

		 

		Instead of the Nakamoto consensus, private blockchains such as the one proposed here can use conventional replication algorithms. For example, Hyperledger, Stellar, and Ripple use practical Byzantine fault tolerance, which provides stronger guarantees about the completion of transactions, is more computationally efficient, and supports fewer processing nodes, all of which must be trusted actors.³⁴⁴

		 

		 

		HOW PRACTICAL BYZANTINE FAULT TOLERANCE WORKS

		 

		 

		When a node in the network receives a message, it runs a computation or operation using that message along with its internal state (i.e., the values of its internal variables at any given time in an object-oriented programming environment).³⁴⁵ This computation informs how the node interprets that message (e.g., whether to accept a transaction as valid). The node then broadcasts its decision to all other nodes in the network. The blockchain updates according to the consensus decision determined by the total decisions submitted by the nodes—that is, a majority vote of validating nodes on the network.³⁴⁶

		 

		For the receiver general’s single ledger, departments would initiate transactions (e.g., payments to employees or vendors) and the receiver general (and possibly other federal entities) would interrogate the transactions to ensure they are valid. The government could customize its approach to validating transactions. For example, Hyperledger Fabric uses an endorsement policy to define which network members must agree on the results of a transaction before they add it to the ledger.³⁴⁷ Fabric includes a small domain-specific language for endorsement policies, such as:

		 

		•Government of Canada peers A, B, C, and F must all endorse transactions of type P (e.g., payroll transactions)

		 

		•A majority (51+%) of peers in the network must endorse transactions of type V (e.g., payments to vendors)

		 

		•At least three peers of A, B, C, D, E, F, and G must endorse transactions of type R (e.g., departmental revenues)

		 

		 

		Regardless of the protocol used, once network members reach consensus, the transaction data are time-stamped and their corresponding metadata are appended to the ledger and replicated to all other nodes (members) on the network. In this instance, the network would add validated transactions to the Government of Canada’s ledger and update the DFMS.

		
		 

		USER EXPERIENCE

		 

		A blockchain ledger would introduce several advantageous changes to the user experience for government departments, the receiver general, and government auditors.

		 

		Automation of reconciliation and reporting. The ability of departments to enter and verify transactions directly on the blockchain in near real-time would eliminate the need for time-intensive offline or batch reconciliation processes between the RG-GL and the departmental financial management systems. Rather, verified transactions in the blockchain would be used to update the receiver general’s ledger and the DFMS simultaneously.

		 

		Transparency and granularity. The receiver general and government auditors would gain near real-time visibility into individual transactions (i.e., revenues and payments) conducted across the network of federal departments. Under the current system, the information received on a monthly basis is a summary-level trial balance prepared by all departments by aggregating their detailed financial information to government-wide coding—information the receiver general cannot access otherwise. Since transactions recorded on a blockchain could be coded, a shared blockchain ledger could amalgamate transactions for producing the public accounts of Canada without losing the granularity of transaction data, which would reside in the shared ledger.

		 

		Reduced fraud. A blockchain solution would ensure that the government’s financial records are tamper-proof and would reduce the scope for entering fraudulent transactions or falsifying information. The use of cryptographically linked blocks would ensure that no one could alter or delete records without detection.

		 

		Value-added auditing. A blockchain ledger would allow government auditors to verify a large portion of the most important data behind the financial accounts of individual departments automatically. The cost and time necessary to conduct a financial audit would decline considerably. With blockchain-enabled digitization, auditors could deploy more automation, analytics, and machine-learning capabilities such as automatically alerting relevant parties about unusual transactions on a near real-time basis. Supporting documentation—contracts, purchase orders, and invoices—could be encrypted and securely stored or linked to a blockchain.

		 

		These improvements would free auditors to spend time where they could add more value, such as analyzing complex dealings, recommending improvements in public spending process, and ensuring adequate internal controls and processes for departments to measure and report on their performance.

		

	
		 

		ADAPTATION OF THE RECEIVER GENERAL MANDATE AND WORKFLOW

		 

		Introducing a shared blockchain ledger would introduce substantive changes to the receiver general’s mandate and workflow. Automating the labor-intensive reconciliation process will free the receiver general to focus more on upgrading the efficacy, timeliness, and transparency of government accounting and reporting functions. Consider the following:

		 

		Network governance. As governor of the blockchain network, the receiver general would be responsible for managing participants and their various roles in initiating and validating transactions. The receiver general would also be responsible for any updates to the consensus protocol for verifying transactions.

		 

		Blockchain training. Transitioning to blockchain solutions will require education and training for financial executives and departmental leaders. The receiver general could partner with technology leaders in the federal government to educate executives on how blockchain works and how it will transform financial management and accounting.

		 

		Data integrity. The success of a blockchain ledger depends on the quality of the data going in. By spending less on manual reconciliations, the receiver general could be more involved in doing quality control of the data management practices at the departmental level.

		 

		Data transparency and open government. On a public blockchain, any member of the public could view each record; any person could verify the authenticity of a transaction. This granularity would be overkill for releasing meaningful information about government revenues and spending to Canadians and would compromise the privacy of the individuals and entities that transact with the government. In some instances, it could pose a threat to national security.

		 

		However, the receiver general could build external applications that would interface with the blockchain ledger to make information accessible without sacrificing privacy or national security. For example, the receiver general could create smart contracts with rules and algorithms that allowed data in the blockchain ledger to be automatically shared with third parties, once predefined conditions were met. Researchers, journalists, citizens, industry associations, and other interested parties could use such applications.

		

	
		 

		CHALLENGES AND RISK MANAGEMENT

		 

		Blockchain is an emerging technology, and therefore carries some risks for early adopters. On one hand, the flexibility of the blockchain ecosystem offers organizations customized implementation to meet their needs. However, this diversity can impede the development of standards and best practices, creating a burden for training the workforce and building, operating, securing, maintaining, and defending the technology for users in government. What follows are some of the key risks that the receiver general must consider in evaluating the potential for using blockchain to create a single digital ledger for the public accounts of Canada.

		 

		Blockchain implementation skills. Blockchain solutions are currently built in modern programming languages. For example, Bitcoin uses C++, Ethereum uses JavaScript and Solidity for smart contracts, and Hyperledger, the Go language and Java. Programmers at established software vendors can shift to blockchain development with minimal requirements, whereas government IT employees may require training in blockchain and underlying programming languages. Sourcing the right talent to manage a government-wide blockchain implementation will be challenging, given the technology industry’s current shortage of skilled workers and the government’s hiring challenges.

		 

		Interoperability with blockchain. Blockchain is not a plug-and-play technology. On the contrary, blockchain solutions need to replace or tightly integrate or interoperate with existing systems. Most federal departments have aging infrastructure or legacy IT systems, which may impede blockchain adoption. With 102 federal departments, each with its own unique financial management system, the transition to a blockchain-enabled ledger will not be smooth. We need to investigate the blockchain compatibility of these systems as part of our feasibility study.

		 

		Modernizing policies and procedures. To adopt blockchain across the Government of Canada, each federal department must consider its existing policies, procedures, and financial management practices with an intent to update incompatible elements. According to the blockchain working group of the American Council for Technology–ndustry Advisory Council, outdated legacy policies will impede IT operations in transitioning to a distributed model. In particular, legacy data exchange procedures will hinder a blockchain platform’s operation and restrict its interaction with other government systems, be they internal or external. A blockchain system will not thrive over time if the participating federal departments cannot evolve with it. “Blockchain is still a very early technology and will require a healthy amount of flexibility and adaptability for any early adopters.”³⁴⁸

		 

		Computational power. Running a government-wide blockchain ledger that records all the transactions of the Government of Canada would require a significant amount of computational power. To reach consensus, each node in a network must solve a cryptographic problem and show a proof of work. The amount of computational power—and electricity consumption—needed in the proof-of-work method increases with the scale of the network.

		 

		Security. The security of a blockchain network generally grows with the number of members supporting consensus, as more sharing and agreeing on data means that more nodes would need to collude or be simultaneously manipulated in any attempt to attack the system and alter its individual databases. Theoretically, miners can collude to append false transactions into the blockchain, but the probability of success diminishes with an increasing number of nodes required to verify each transaction.

		 

		Nevertheless, the presence of giant mining pools and the other massive bitcoin-mining conglomerates concentrated in countries with low electricity prices is a growing concern within the community, given the risk that such conglomerates could establish the critical mass required to monopolize control over a blockchain effectively.

		 

		In the absence of numbers, private blockchains achieve security by giving their operators control over who can read the ledger of verified transactions, who can submit transactions, and who can verify them. In other words, security is based on limiting participation to trusted actors. In the receiver general use case, limiting participation to federal departments should rule out the presence of malicious users.

		 

		Implementing blockchain is challenging, but these challenges are not insurmountable. Any new technology always carries risk, but the public sector has a history of successfully, if slowly and cautiously, navigating those risks. The growing adoption of cloud computing is among the most recent examples. Given that the receiver general is preplanning its IT modernization, it has an opportunity to include a blockchain solution in its road maps now and to launch small-scale proofs of concepts and pilot projects in cooperation with willing early adopters. Meanwhile, it can leverage lessons learned and proven best practices from early adopters in other jurisdictions.

		

	
		 

		IMPLEMENTATION COSTS

		 

		Feedback from blockchain vendors suggests that it is too early to offer an accurate estimate of the costs and benefits of designing, building, and implementing a blockchain-enabled ledger for the receiver general. Vendors raised these considerations.

		 

		Heterogeneity of financial management systems in the federal government. Each of the 102 departments in the federal government has a unique financial management system. Therefore, we need a more detailed technical assessment of the extent to which existing systems could interoperate with blockchain and whether we would need to upgrade, modify, or replace DFMS wholesale to integrate a blockchain-enabled ledger into the compiling of the public accounts of Canada.

		 

		Differing departmental capacities to adjust to blockchain-enabled solutions. We need a similar analysis of capacity building, training, and process redesign needed to support the implementation of blockchain technology. In the launch of the Phoenix pay system, we learned that the ongoing capacity-building and support costs of implementation can easily exceed the cost of the initial technical build and system implementation.

		 

		Lack of comparable reference cases. There are no other comparable implementations of blockchain technology in government at this scale. The land and corporate stock registries are significantly less complex than a whole-of-government adoption of a distributed ledger for the public accounts of Canada. Estonia’s implementation of blockchain-enabled systems is far-reaching, but Estonia is working with a much smaller bureaucracy and far fewer legacy systems.

		 

		Rapidly evolving blockchain ecosystem. Blockchain technologies are still immature and constantly evolving. Interoperability between blockchain and the leading enterprise resource planning and financial management solutions is also advancing; whether and how these advances will roll out to existing users in government is unclear. Thus, the costs of design and implementation will depend on the state of evolution of the component technologies. Given these factors, along with the Government of Canada’s experience with the Phoenix pay system, the receiver general should adopt a cautious and incremental approach to blockchain technology.

		

	
		 

		TRIPLE-ENTRY ACCOUNTING

		 

		According to some blockchain enthusiasts, blockchain is disrupting the centuries-old standard of double-entry bookkeeping and giving rise to a new paradigm—triple-entry accounting—that will rock the world of chief financial officers, controllers, corporate auditors, and certified or chartered public accountants. It is hyperbole based on misunderstandings of both double and triple entries.

		 

		In the double-entry method, every financial transaction has an equal and opposite effect in at least two different accounts, in the form of debits and credits. It is used to complete this equation:

		 

		Assets = Liabilities + Equity

		 

		In other words, double-entry bookkeeping allows organizations to maintain records of their assets and liabilities that reflect what they own and owe, and what they have earned and spent over any given period of time.

		 

		In 1982, Yuji Ijiri, a professor of accounting and economics at the Graduate School of Industrial Administration at Carnegie Mellon University, added a third component—momentum—after the global standard debit and credit.³⁴⁹ While he used the phrase, “triple-entry accounting,” he did not coin it—Russian scholars did, around 1900—nor did he view his system as paradigm-shifting; he considered double-entry accounting highly extensible.³⁵⁰

		 

		In 2005, Ian Grigg argued that the cryptographically sealed record of transactions—effectively a shared receipt—was the equivalent of a “third entry” that could extend double-entry systems:

		 

		 

		The digitally signed receipt, with the entire authorization for a transaction, represents a dramatic challenge to double-entry bookkeeping at least at the conceptual level. The cryptographic invention of the digital signature gives powerful evidentiary force to the receipt, and in practice reduces the accounting problem to one of the receipt’s presence or its absence. This problem is solved by sharing the records—each of the agents has a good copy. … This leads to the pairs of double entries connected by the central list of receipts; three entries for each transaction.³⁵¹

		 

		 

		Ben Taylor, CEO of SoftLedger, a cloud accounting software company, argued that Grigg’s use of the phrase is confusing to accounting professionals and misleading to technologists: the presence of a digitally signed receipt is not a fundamental departure from double-entry accounting. He pointed out a common misconception, that “the writing of each piece of information to the blockchain is actually a third entry. It’s not.”³⁵²

		 

		Numerous blockchain commentators have used “double-entry accounting” to refer to the recording of a single transaction between two parties in the separate accounting records of each party—such as a buyer and a seller recording the sale and the purchase of an asset in their respective books.³⁵³ In this misrepresentation of double-entry accounting, the act of recording a transaction on the block-chain “creates an interlocking system of enduring accounting records” between the two parties, “rather than these entries occurring separately in independent sets of books.”³⁵⁴ Hence, the flawed notion of the third entry.

		 

		This misrepresentation is unfortunate, but it should not diminish the value of blockchain in accounting applications. The ability to write transactions to a blockchain in real time and between multiple parties is powerful. A ledger that shows the entire sequence and relationship among transactions provides not simply a credible audit trail but real-time status—the network state—of all transactions relevant to the parties.

		

	
		 

		 CONCLUSIONS AND RECOMMENDATIONS

		 

		In sector after sector, algorithmic techniques have extended well beyond their origins in cryptocurrencies to become tools to record, enable, and secure huge numbers and varieties of transactions, incorporating rules, smart contracts, and digital signatures among many emerging technologies. Jurisdictions ranging from Estonia to the United States are using blockchain to power innovations in business registration, identity management, e-voting, healthcare, and international trade. Based on our research, we recommend the following:

		 

		Examine the potential for significant process efficiencies. For the Government of Canada, trial balances, journal entries, sub-ledger extracts, account reconciliations, and supporting spreadsheet files likely exist in various electronic and manual formats. With the proposed blockchain-enabled solution, it could consolidate multiple independent and isolated departmental ledgers into a single shared ledger that would retain a complete, indelible, and authoritative history of all transactions by the government. Entering and verifying transactions directly on the blockchain could eliminate time-intensive offline or batch reconciliation processes between the RG-GL and the departmental financial management systems.

		 

		Begin to reimagine the role and responsibilities of government auditors. The receiver general and government auditors would gain near real-time visibility into individual transactions, as opposed to aggregated summaries. With realtime access to unalterable audit evidence (e.g., agreements, purchase orders, and invoices), auditors could improve the pace of financial reporting and auditing. Auditors could spend more time probing complex transactions, recommending how to improve the efficacy and efficiency of public spending, and ensuring that departments have adequate internal controls and processes for measuring and reporting on their performance.

		 

		Begin to reimagine the role of the receiver general. Automating the labor-intensive reconciliation process, in particular, will free the receiver general to focus more on upgrading the efficacy, timeliness, and transparency of government accounting and reporting functions. New roles for the receiver general would include managing participants and their various roles in initiating and validating transactions on the ledger as well as building external applications that would boost the transparency of the government’s reporting process.

		 

		Understand the trade-offs between private and public ledgers. With greater security and access control, a permissioned blockchain solution would allow access to identical copies of a ledger to a limited number of preselected trusted participants, namely each federal department and the receiver general. The benefits of a private or permissioned blockchain include faster transaction verification and network communication and the abilities to fix errors, reverse transactions, restrict access, and reduce the likelihood of outsider attacks. Using a permissioned network, the receiver general could choose to assign differing roles to different departments.

		 

		Include a blockchain-enabled ledger in forward-looking IT plans. Blockchain is still an emerging technology and carries some risks for early adopters. Technical staff will require training in blockchain and underlying programming languages. Most federal departments have aging infrastructure and/or legacy IT systems in critical functions, which may impede blockchain adoption. A blockchain system will likely not succeed long term unless the participating federal departments evolve with it. The receiver general has an opportunity to include a blockchain solution in its road map now and to leverage lessons and proven practices of early adopters elsewhere.

		 

		Proceed with an incremental approach. In light of the implementation challenges, and the evolving state of blockchain technologies, the receiver general should adopt a cautious and incremental approach to blockchain technology. A proposed first step is an in-depth feasibility study of cost and implementation-related parameters discussed. As a second step, pending the outcome of the feasibility study, the receiver general should work with two or three early adopter departments to design and test a POC and run a multiyear pilot to test assumptions and conclusions of the feasibility study.

		 

		 

		QUESTIONS TO ASK IN DEVELOPING PROOF OF CONCEPT

		 

		 

		How much does the current system of accounting cost to administer, for a department and for the government as a whole?

		 

		How would a blockchain solution affect the mandate and function of those responsible for government accounts?

		 

		Will the system align with existing laws and regulations?

		 

		Will changes to legal or regulatory frameworks facilitate adoption or effectiveness?

		 

		Could the solution leverage existing blockchain-based accounting efforts in either the public or private sectors?

		 

		Are there financial or fiduciary risks associated with the solution? If so, could those risks be mitigated?

		 

		How would a blockchain ledger change the user experience for government departments and/or affect other stakeholders such as government auditors and the public?

		 

		What will such a system cost each department and the government as a whole?

		 

		 

		Ultimately, the core question facing the receiver general is: do we go ahead, invest in this emerging technology, and embrace the required changes in technology, processes, and organizational design, or do we focus on improving the existing system and optimizing its processes?

		 

		 

		QUESTIONS TO ASK IN AN AFTER-ACTION REVIEW

		 

		 

		How much did it cost to build a blockchain POC?

		 

		How much did it cost to run a multiyear pilot process, including costs to support the implementation of the blockchain technology, such as investments in process redesign, capacity building, and ongoing technical support?

		 

		Were administrative efficiencies realized or demonstrated over the course of the pilot?

		 

		Based on these costs and benefits, what are the estimated costs and benefits of scaling the solution across the federal government?

		 

		What is the cost-benefit analysis of status quo versus a blockchain-based system?

		 

		If departments jointly participate in building and administering a shared blockchain ledger, how will the government account for pro-rata share of costs for each department?

		 

		Given the estimated benefits, over what time horizon should the government expect to see a payback on its investment?

		 

		 

		Collaborate with stakeholders. The receiver general should work closely with involved departmental financial managers to understand sunk costs, operational costs (i.e., departmental overhead), and costs borne by the receiver general. These will be important data when comparing costs and benefits of the status quo with blockchain-based processes. The receiver general and departmental financial managers should coordinate the tracking and analysis of efficiencies and benefits arising from a blockchain-enabled pilot. Given the learning curve and organizational adjustments in play, participants may not realize efficiencies and benefits until the second year of the pilot, once they better understand its effects on organizational design and financial management processes.
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		MANAGING BLOCKCHAIN TRANSPARENCY
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		 BLOCKCHAIN TRANSPARENCY IN BRIEF

		 

		•The advent of blockchain technology forces us to reconsider the upside and downside of public revelation of transactions and contracts. The implementation, application, and possible regulation of distributed ledgers involve choices that will critically affect information disclosure and economic interactions.

		 

		•Blockchain technology can facilitate the monitoring of a firm’s investment decisions by storing contracts and transactions in a manner that is comparatively inexpensive and inherently visible to anyone who has access to the Internet.

		 

		•It does not matter whether the blockchain is public and permissionless, such as the Bitcoin or Ethereum blockchains, or private and permissioned, such as Ripple or Hyperledger implementations: in principle, transactions are traceable with attribution of actions to identifiers. Therefore, the technology has a native high level of transparency.

		 

		•Users can still protect their privacy in both private and public blockchains: some methods are procedural and involve the smart usage of the protocol, whereas others are technological and use mathematics.

		

	
		 

		INTRODUCTION TO REAL-TIME INFORMATION SYMMETRY

		 

		On 19 October 2001, Enron Corp.’s multiyear success story ended without anyone’s living happily ever after: the firm announced $638 million in quarterly losses and a $1.2 billion reduction in shareholder equity. Fast forward a few months, following an SEC and US Department of Justice investigation, the world learned that Enron management had fudged the books and hidden massive debt obligations in complex accounting constructs. Enron executives received 24-year prison sentences, which was little consolation to tens of thousands of Enron and Arthur Andersen employees who lost their jobs and pensions and to shareholders who saw $65 billion of equity disappear. Several more accounting scandals later, US Congress passed the Sarbanes-Oxley Act, which tightened disclosure, accounting, and accountability standards.

		 

		Taking a step back, let’s ask ourselves: what is the root problem that regulators and legislators have been trying to solve? Lenders want to know whether a borrower is likely to pay back a loan, and equity investors want to know whether they are likely to receive a return on their investment, particularly whether the current market price of a public company indeed reflects the intrinsic value of a share. Yet, time and time again, managers of banks, corporations, accounting firms, and government agencies have been caught in lies.

		 

		Asymmetric information, when one side of a deal has better information than the other and can use it to the latter’s detriment, is toxic for the functioning of markets. For this reason, an elaborate and often burdensome system of regulations exists to reduce this asymmetry by mandating regular and accurate disclosures. Accounting rules give managers leeway to reallocate funds and revenues inside the company. Moreover, accounting reports are published intermittently, and there is ample evidence that managers engage in numerous economically pointless yet costly activities such as earnings “smoothing.” Finally, the external certification of the books is expensive.

		 

		Supplying intermittent reports was appropriate, time-consuming, and costly in the pre-digital world: management needed to aggregate information from various units and pay a third party to check and verify it before mailing it to shareholders. Today, firms have electronic accounting systems: executives get financial information in real time but have chosen not to share such raw and unaudited data streams with investors.

		 

		In principle, blockchain technology allows firms to disclose verified financial transactions publicly, directly, and in real time. It also allows them to disclose an extensive set of contracts. These published deals would be in the form of code that would eliminate ambiguity about a firm’s financial condition and commitments. Although fraudulent activities are still possible, many of the deals that led, for instance, to the demise of Enron would no longer be possible.³⁵⁵ Assets couldn’t appear to be owned by two parties at once, hiding liabilities would be impossible, and would-be Enrons couldn’t attract such positive media attention and additional funding as Enron did.

		

	
		 

		THE BENEFITS OF SHARED KNOWLEDGE

		 

		A critical component of asset ownership and of a contract is attribution: who holds the asset, and who has established and is party to the contract? A blockchain stores this information by recording asset origination and transactions, and thus changes of ownership within a distributed (as opposed to central) ledger. This complete record of transactions and contracts establishes the current owner of an asset. Ownership is attributed to an address, which is simply a set of letters and numerals and can be thought of as an identifier.

		 

		By recording transactions on a blockchain, a network with multiple parties has shared knowledge of past and current ownership of assets. An intrinsic part of the technology is thus that there is some degree of transparency regarding past actions and present ownership. Indeed, by default, the transaction attribution is entirely transparent to anyone with access to the network. In principle, the addresses or IDs are anonymous.

		 

		Had Enron’s management been required to disclose the firm’s addresses publicly, then investors and oversight bodies could have traced the movement of assets and liabilities. The beauty of block-chain-based transactions is that disclosure is inherent. In principle, those with access to the blockchain’s information can have the same information about a firm as the firm’s managers. This feature may reduce the costs of generating accounting statements and performing audits.³⁵⁶ There are further cost savings: asymmetric information is a risk, for which financiers require compensation. By reducing information asymmetry, firms reduce risk and lower their cost of capital; they have more money for investment and research, and they can use these funds to build better products and increase employment. Blockchain technology can therefore be a catalyst for incremental economic growth.

		

	
		 

		HOW MUCH IS TOO MUCH TRANSPARENCY?

		 

		For all its virtues, transparency affects the economic interactions of market participants, and it can have downsides. For instance, an investment dealer is asked by a client to absorb a large position because the client has a liquidity need. The investment dealer now has a risk on its book that it doesn’t want. In a relatively liquid market, this problem may be small because the dealer will likely be able to trade out of the position quickly. But, in a fairly liquid market, the client probably wouldn’t have approached the dealer in the first place. In an illiquid market, with few prospective counterparties, the dealer has to worry about a squeeze: a well-capitalized bandit trader may be able to move the market against the dealer and force the dealer to liquidate the position at a fire sale price. The dealer does not want the public to see its risky position.

		 

		Should we care about the dealer? I believe we must. The risk of a position squeeze is real, dealers want to be compensated, and thus either the cost of trading illiquid assets goes up or markets for illiquid assets collapse altogether.

		 

		Put differently, there are legitimate reasons to settle transactions on a highly transparent blockchain and legitimate concerns about such transparency. Indeed, when confronted with the concept of a public blockchain that records all transactions publicly, financial industry executives were put off—not on their watch!

		 

		The alternative is a permissioned, private blockchain, organized and controlled by a known and trusted consortium of entities such as banks. The assumption is that the level of visibility of such a private distributed ledger or blockchain is a design choice. But matters are not that simple: even a private blockchain, possibly organized by a consortium of banks still involves the record keeping of everyone’s transactions in each node of the distributed network. In other words, even in a private blockchain, our competitors can see our activities.

		 

		Is that the end of the discussion? No. If banks have concerns about lack of privacy, then they should not be using the Internet either. Instead, I believe that the discussion around transparency should focus on the desired, socially optimal level of transparency. This level is a critical design choice for firms that wish to establish a private blockchain. Moreover, regulators and lawmakers need to carefully think about what disclosure they require of corporate users of public blockchains.

		 

		In this chapter, I outline how the recording of information on a blockchain differs from that in the current world of asset transfers, and who gets to see what information. Changes in transparency have economic consequences and may create winners and loser. I will therefore describe the business cases against and for transparency. Finally, I discuss the technological solutions that exist to reduce the built-in full transparency of blockchains.

		

	
		 

		NATIVE TRANSPARENCY IN BLOCKCHAIN TECHNOLOGY

		

	
		 

		OWNERSHIP TRANSFERS: CENTRAL REGISTRIES VERSUS DISTRIBUTED LEDGERS

		 

		To illustrate the possible transparency issues, let’s look at the workings of blockchain technology and how they relate to the transparency of actions and holdings.

		 

		All non-physical, non-registered asset transfers require a mechanism to change the record of ownership. At present, centralized ledgers keep most such records, and only highly trusted parties can access and modify these records. Cash is kept in bank accounts, and a bank account is a central registry. The record of ownership of a house is kept in a property registry. Securities such as stocks, too, are kept in central securities depositories such as the DTCC in the United States or the Canadian Depository for Securities (CDS).³⁵⁷ Finally, records of most bilateral contracts are commonly kept by the parties involved, and transactions that the terms of the contract trigger thus involve a complicated account-reconciliation process. Consumer loan agreements are usually additionally registered with the credit bureau, such as Equifax or TransUnion.³⁵⁸

		 

		Blockchain technology is a consensus protocol to change records in distributed ledgers, and its setup defines who can make changes to the ledger and under what circumstances. At its core, a block-chain is an append-only protocol that stores “transactions,” where in principle a transaction can be a trade but also text-based information such as a piece of programming code. The key feature of a blockchain is that, by recording transactions, it ensures a consensus on the current owner of an asset. Anyone can explore token transfers on the Ethereum blockchain using the public website Etherscan.io, which pulls data from the Ethereum blockchain; or the Bitcoin blockchain using the website Blockchain.info.

		

	
		 

		OWNERSHIP TRANSFERS: PUBLIC VERSUS PRIVATE BLOCKCHAINS

		 

		Let’s consider the differences in data storage. To date, most firms still store enterprise data in a central database. This setup is simple and easy to understand. Also, since all information is stored and changed at a central location, one party cannot sell the same asset or spend the same dollar twice. Think about a bank account: Bob cannot send the same dollar to both Sue and Alice, and Bob cannot use the same asset as collateral in two transactions. The centralization of data storage prevents this double-spend problem.

		 

		There are, however, many concerns with central databases, foremost among them, security: if the database fails because of, say, a major hardware failure, all data might be lost. For that reason, keepers of central databases always make backups—and a backup model is one step closer to a distributed database. Namely, the keepers need to update their backups continuously to avoid data loss and thus need a backup protocol to ensure that data in the backup is accurate.

		 

		A distributed database shares features with a central-backup system in that it keeps all information at several locations. The key difference is that in a distributed database, there is no single primary location from which all changes originate. Instead, each site can make changes to the data.

		 

		There are numerous advantages to this setting: there is no single point of failure, all data are available locally, and the system can be set up so that the different locations need not trust one another, yet all sites continuously agree on the content of the database. According to Richard Gendal Brown from R3, “[a] system … that [is] operated by multiple parties, none of whom fully trust each other, that nevertheless come[s] into and remain[s] in consensus as to the nature and evolution of a set of shared facts.”³⁵⁹

		 

		However, a side effect of a distributed database is that all information is stored at all locations. So, for instance, if a set of banks organizes the distributed ledger (wherein each bank is a network node), then every bank holds the information of all other banks’ accounts. Such an arrangement raises red flags for executives, and so we need to understand what the information reveals (because storing information is not synonymous with accessing it).

		 

		There are two main types of distributed ledgers: public and private.

		 

		A public ledger is permissionless: anyone can become a network node and anyone can, in principle, enter records in the ledger. The most prominent examples are the Bitcoin and Ethereum blockchains. Indeed, the process of becoming a network node is part of using the blockchain: as a first step to use the Ethereum blockchain, one downloads a so-called wallet software; an example is the “Mist wallet.” These wallets monitor the Ethereum blockchain to find transactions that have been sent to the wallet. As part of the process, one downloads the information from the Ethereum blockchain and becomes a node.

		 

		A private distributed ledger, in contrast, is built by either an individual firm or by a consortium of firms and differs from public distributed ledgers in several key ways. First, a private network can be permissioned and can thus restrict who can use it to record transactions and can view the flow of information and assets across it. For financial institutions, this feature is important as it allows them to comply with KYC legislation, which is a usually a prerequisite for compliance with AML rules. Moreover, in principle, these networks don’t need a trustless protocol. A downside is that a consortium solution raises the specter of collusion and rent extraction typical of a trust; for instance, network members may restrict entry, fix prices, and collude on fees. From a competition policy perspective, it may thus be desirable to mandate a trustless protocol to remove a barrier for new entrants wishing to join a consortium network.

		 

		
			Figure 6-1 illustrates the workings of the verification of a block-chain transaction.³⁶⁰ The key idea is that a user’s blockchain address has (implicitly) two components, a public one and a private one. Everyone can see every transaction linked to the public portion of an address; the private component is used to sign the transaction. Furthermore, the public key is a crucial component in the verification that the user indeed authorized the transaction. The appendix explains how to obtain an address and transfer funds to this address.³⁶¹
		

		 

		FIGURE 6-1

		SIGNING AND VERIFYING TRANSACTIONS WITH PUBLIC AND PRIVATE KEYS
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		IN A NUTSHELL: HOW A BLOCKCHAIN TRANSFER WORKS

		 

		 

		Step 0: Two parties agree on a transfer of specific funds or other assets.

		 

		Step 1: The buyer (identified by an address) of an item sends a message to the blockchain network asking to initiate the transfer to a seller (an address).

		 

		Step 2: The network checks whether the buyer has funds specified and whether the buyer can verify that he or she is authorized to initiate the transfer; this verification requires signing the transaction with the private key/the private component of the address.

		 

		Step 3: Transactions are bundled into blocks and added to the chain based on the blockchain’s protocol.

		 

		Step 4: Once a block has been added to the chain, the transaction has settled. Implicitly, the buyer’s account has been decreased and the seller’s account increased by the transferred amount.

		 

		 

		The takeaway of this discussion is that a blockchain records all transactions with IDs of buyers and sellers, that this information is kept at each node, and that this info is thus shared across a wide network. Critically, one must not mistake a private distributed ledger with a blockchain protocol for a solution that guarantees privacy. On the contrary, the protocol above and the attribution of ownership to IDs in principle works the same way in a private blockchain. The main difference is that a private blockchain can control whether anyone other than the network members sees the transaction records.

		

	
		 

		TRANSPARENCY AS A RISK AND AN ASSET

		 

		In many situations, transparency is a double-edged sword, and some of the parties that may benefit the most from it are also the most fevered opponents. In the introduction to this chapter, I have already highlighted intermediaries as strong opponents, for instance because absorbing client inventories exposes intermediaries to risk. Transparency of past transactions and holdings may also help them identify possible counterparties.³⁶²

		

	
		 

		TRANSPARENCY AS A STRATEGIC RISK

		 

		The market for corporate bonds illustrates the complexity of this issue. At the beginning of the last century, corporate bonds were regularly traded on stock exchanges such as the New York Stock Exchange. But over time, this market moved almost entirely to over-the-counter arrangements; even though there have been significant advances in trading technology, this multimillion-dollar market is still surprisingly low-tech, as most trades are arranged in phone conversations or via Bloomberg chat.

		 

		The industry also strongly resists attempts to increase transparency, even in terms of post-trade information. For instance, the introduction of the US National Association of Securities Dealers’ (NASD) Trade Reporting and Compliance Engine (TRACE) in 2002 and similar efforts by the Investment Industry Regulatory Organization of Canada were met with much resistance. O’Hara, Wang, and Zhou provide one possible explanation: active traders, presumably regular customers, get better prices, and dominant dealers tend to offer worse prices.³⁶³ These findings suggest that dealers have margins to protect. Noncompetitive margins, however, ultimately come at the issuers’ expense because investors will price-in liquidity costs.

		 

		At the same time, start-up fintech firms such as Algomi, which offer systematic, algorithmic matching of corporate bond trading positions, report that some of their biggest clients are intermediaries. In other words, dealers recognize the usefulness of liquidity-enhancing technology. Similarly, there is ample evidence that market prices after the introduction of TRACE became significantly more precise. More accurate, efficient prices benefit intermediaries as a whole because poor pricing increases a risk.

		 

		Sell-side intermediaries are, however, not the only parties that worry about too much transparency. A host of research shows that institutional investors, in particular, are very concerned that competitors might imitate their trading strategies. For instance, mutual funds are required to publicly disclose their holdings regularly in 13-F forms; and Christoffersen, Danesh, and Musto document that actively managed mutual funds commonly delay publishing this information for as long as possible.³⁶⁴ In other words, these funds try to obfuscate their activities for as long as possible, presumably because they worry about losing their competitive advantage. Furthermore, on a more short-term basis, institutional traders spend much effort hiding their trading activities: instead of trading a large quantity in one go, they use complex computer algorithms that “shred” their large orders into tiny pieces. They do this to avoid being detected by the market at large because, as van Kervel and Menkveld report, the longer they spend working their orders over a day, the more likely other smart algorithmic traders detect these orders and move the price against them.³⁶⁵

		 

		Over the last 20 years, many firms left the public equity markets: the number of publicly listed firms in the States has dropped by over 40 percent since its height in the late 1990s, and some of the exiting firms are household names such as Dell and Safeway. Other highly successful and famous firms such as Uber avoid the public markets deliberately.³⁶⁶ There are numerous reasons for this trend, but mandated public disclosure for publicly listed firms is an often-cited one.³⁶⁷ CEOs have to publicly disclose their salaries, and financial disclosure may expose firms to the risk of revealing competitive or strategic business information.

		 

		In addition to situations when some parties desire privacy, there are situations where privacy is a necessity. A good example is block-chain-based voting. The underlying idea of using a blockchain for voting is to issue digital, single-use tokens to eligible voters. With a controlled and auditable supply and distribution of tokens, it would be difficult to manipulate a vote. However, at the same time in democratic, political elections, votes must be private, and thus privacy is essential. In other situations, a public vote may be desirable: for instance, in votes during general shareholder assemblies, as recently introduced by the TMX Group, shareholders may want to know if their proxy votes have been used as promised.

		 

		Existing blockchain technology can address many of the issues of transparency highlighted here. The arguments presented here are not against the usage of blockchain solutions.

		

	
		 

		TRANSPARENCY AS A STRATEGIC ASSET

		 

		The advent of the Internet and of electronic documents and data vastly increased the information that investors, consumers, trading partners, and regulators can obtain about firms, governments, nongovernmental organizations, and people. Over time, many of these entities have learned to embrace transparency and to use it in their favor. Blockchain technology enables firms to benefit from transparency both directly and indirectly.

		 

		Indirect effects: Reputation and perceived integrity

		 

		There is a long-standing literature in management science that studies the indirect effects of transparency.³⁶⁸ This literature posits that transparency should be a core principle of responsible management practice, and researchers have found ample evidence that organizations that embrace transparency benefit greatly. These benefits are, in my view, indirect, because many of the reported benefits that derive from a firm’s openness improve relationships over time. For instance, in many business dealings, one party gains knowledge about the other, and for a successful relationship, parties need to trust one another that one side of a deal will not exploit this knowledge. A common approach of firms to increase trust is to publish the adopted ethical codes of conduct, which makes it easier for employees to know what is expected and create credibility in business dealings. Furthermore, sharing relevant information with partners and supply-chain members in a timely manner improves trust, and can generally lift a firm’s brand.

		 

		As Tapscott outlines, there are five elements for firm success with increased transparency and public scrutiny. Firms need to

		 

		•Create true value that withstands the scrutiny that transparency brings about.

		 

		•Understand customers and build relationship capital.

		 

		•Protect customers’ privacy.

		 

		•Behave with integrity since lapses are caught quickly in a transparent world.

		 

		•Be candid as shortcomings can be seen quickly.³⁶⁹

		 

		Many of these principles apply in a world where financial transactions and contracts are visible on a blockchain. Indeed, Parris et al. define transparency as “[t]he extent to which a stakeholder perceives an organization provides learning opportunities about itself.”³⁷⁰ Transactions and smart contracts (pieces of programming code) visible on a blockchain deliver “hard” information (and thus learning opportunities) in that the information is verifiable and immutable.

		 

		An extreme case of transparency is the DAO.³⁷¹ Set up as a venture fund, all DAO investments and its entire governance are transparent by design, because the underlying code is open source and visible to all. The basic idea of DAO governance is that owners of DAO tokens would vote on whether or not to fund proposed projects. This autonomous, nonhuman operational model of a DAO is not practical for all firms, but it is a fascinating, stark contrast to “normal” corporate decision-making where executives have great discretion over the usage of funds and where shareholders rarely have a direct say and often have only limited or indirect knowledge about their CEOs’ decisions.³⁷²

		 

		As an example for how the “hard” information stored in a block-chain can help an entity, consider a historically corrupt country. How can the government of this country improve its standing? In the end, it is difficult to prove that one is not corrupt. Blockchain technology can be an answer. In the current world, it is often impossible to credibly and efficiently reveal all of a government’s relevant transactions and business dealings—but when all transactions and contracts are recorded on a blockchain, nothing remains hidden. And as the money and contract terms can be traced, this government can credibly document that its actions are not furthering corruption.

		 

		Direct benefits: Disintermediation, improved governance

		 

		There are also direct benefits from transparency: transactions that are recorded on a blockchain are usually of a financial nature, and recording transactions and thus holdings on a blockchain can have direct procedural advantages in market interactions. Many financial assets, such as corporate bonds, are very illiquid, meaning that it is difficult for a willing trader to find a counterparty; recent regulatory changes such as the Volcker Rule have exacerbated the situation.³⁷³ One problem is that under the current market structure, where most trades are arranged offline through dealers, it is difficult to know who traded a product in the recent past (and thus might have a continued interest) or who might hold the securities (and might thus be a candidate to trade with). Arguably, greater transparency in this market could increase investor-to-investor interactions (and thus decrease costly intermediation). Malinova and Park show theoretically that a setup with features of a public blockchain (even when market participants take steps to hide their behavior) improves allocative efficiency relative to the traditional, opaque setup where all information about past trading and current holdings remains in silos of information at dealers.³⁷⁴

		 

		Another example is the market for initial public offerings. During its last boom during the dot-com bubble at the end of the 1990s, this market was fraught with problems. One critical issue was the distribution and access rules to the offerings. Traditionally, the lead underwriting investment bank controls who gets shares in an offering. For popular IPOs, there were numerous conflicts of interest: for instance, a widely reported concern was that underwriting investment banks have an interest to please their best customers by giving them underpriced shares.³⁷⁵ Another widely reported issue was the process of laddering, whereby investors received shares in offers only if they committed to purchase further shares at higher prices.³⁷⁶ In the current world of investment banking, underwriters cannot easily convince issuers and investors that conflicts of interest play no role in their advice and decision-making. Contrast this with the currently hot (for better or worse) market of ICOs, many of which, for all practical purposes, look like securities offerings.³⁷⁷ The allocation mechanism in this market is entirely transparent because it is intrinsic to the piece of publicly visible code that determines how tokens are distributed.³⁷⁸

		 

		In a celebrated paper, David Yermack highlights numerous potential benefits for corporate governance that blockchain technology can bring about.³⁷⁹ Yermack argued, for instance, that transparent ownership attribution in a blockchain can help address the so-called empty voting phenomenon, where an entity gets to vote on economically meaningful decisions without having an economic stake in the firm.³⁸⁰ The usual assumption is that economic interest in a firm and voting rights are coupled with the ownership of a share. However, derivatives contracts make it possible that a party obtains a large number of voting rights without having an economic stake in the firm.³⁸¹ With ownership attribution via a blockchain, it would be transparent at any point in time who owns a stock and who has an economically justified right to vote.

		 

		Insider trades, another topic of much contention both in the financial industry and in academia, are a further obvious use case. Insiders are already required to announce their trades and holdings, but there are often significant delays between the transactions and their reporting.³⁸² Therefore, if all trades were recorded on a block-chain, then—by revealing their public IDs—insiders could credibly and immediately show their trades. All their trades would be visible, which would eliminate costly reporting requirements and could increase public trust.³⁸³ The public would be in the position to understand insider holdings and insider trading better, and firm executives would create trust with their shareholders. This argument applies particularly in jurisdictions where insider trading violations are less strictly enforced than in North America. Finally, transparency of insider trades should reduce the propensity of insiders to engage in illicit trading. As transparency reduces the flexibility of insider traders, it becomes more profitable for outsiders to generate information about firms.

		 

		Yermack highlights that the immutability of public blockchains improves (corporate) governance. In the current system, land records can be forged, corporate income statements can be manipulated, and option grants can be backdated. When all these data are recorded on a public blockchain, performing such manipulations becomes prohibitively difficult and expensive.

		 

		In finance, transparency of contracts and holdings extends beyond the resolution of adverse selection and moral hazard at the heart of corporate governance and has potentially far-reaching consequences for risk management. One major development in the wake of the 2008 financial crisis was that particular types of derivatives contracts, such as swaps, were forced to be cleared with a newly developed central counterparty (CP). The basic idea is that when A wants to sell to B, then A sells to the CP, and the CP sells to B. Why is this necessary? Imagine that A has also bought from C, but that C goes bust. A would then not be able to deliver to B and may go bust, too. Thus when dealing with A, B faces two counterparty risks: (a) the risk of A’s going bust independently and (b) the risk that C goes bust and takes A down with it.

		 

		Consider the derivative dealings of AIG prior to the financial crisis in the market for credit default swaps, where it became apparent that AIG had taken large unhedged positions. AIG’s default would have triggered defaults of its counterparties, causing a chain reaction all through the financial system. When all trades are cleared by a CP, risk is concentrated at the CP. Although this system can generate a mutually beneficial level of risk sharing, there are problems: because it is a too-big-to-fail entity, the CP needs to be tightly monitored, well-capitalized, and possibly heavily regulated. Moreover, currently, only a small number of contracts qualify for CP clearing. The root cause for the necessity of a CP is that there is insufficient information about the aggregate risk, and that creates moral hazard. As we’ve known since the path-breaking work of American economist George Akerlof, asymmetric information can lead to the breakdown of a market.

		 

		We could argue that the transparency possible with blockchain technology enables a market-based solution: when all financial obligations are visible, we will be able to trace counterparty risk beyond bilateral interactions. Unhedged positions would be visible. Moreover, we would be able to write smart contracts with protective covenants such that counterparties are forced, through the code, to establish hedges in a timely manner, or prevented from engaging in unhedged contracts.

		 

		Finally, smart contracts themselves can fundamentally improve economic interactions. As a first step, a smart contract can facilitate the delivery of collateral by automatically transferring the title in the case of a default. Such automation vastly improves the enforcement of collateral, increases its value, reduces risk, and potentially frees up capital.

		 

		We use contracts to prove to others (e.g., shareholders) that a transfer of goods will occur (or has been legitimized). We can use smart contracts without blockchains and in non-transparent environments; but in transparent blockchains, parties may be able to sell rights to future payments. In other words, firms may be able to sell cash flows directly from contracts, and they may be able to ensure cash flow risks directly. Furthermore, as Cong, He, and Zheng show, smart contracts can mitigate information asymmetry, leading to enhanced entry and competition and then higher social welfare and consumer surplus.³⁸⁴

		 

		Altogether, there is a solid business case in favor of the transparency of transactions and contracts that blockchain technology affords, and these advantages go much beyond addressing the concerns that arise from front-page scandals. As it is, the privacy of corporate entities is already limited, especially compared to that of individuals. It is not unreasonable to presume that regulation can simply require blockchain-based disclosure of interactions—and if indeed block-chains become the standard for financial transactions, then this type of disclosure is procedurally inexpensive.

		 

		Finally, the validity of the arguments that I present here is confirmed in a recent study by IBM of C-suite executives.³⁸⁵ The vast majority of executives that have already actively adopted block-chain technology report that the technology will create more trust, for instance, through traceable audit trails of transactions, that reputations can be built by offering transparency about past actions.

		

	
		 

		SOLVING THE PROBLEM: TECHNOLOGICAL APPROACHES TO PRIVACY IN BLOCKCHAINS

		 

		The primary purpose of a blockchain is to ensure the authenticity of the records—by default, distributed ledgers are not set up to guarantee privacy for their users. Indeed, there is ample evidence that transactions in public blockchains are not private, and that individuals’ actions can potentially be traced.³⁸⁶

		 

		As a prerequisite, it is important to separate the concerns that different parties may have. Judging by the tone of the discussions in popular Internet forums, many proponents of cryptocurrencies and particularly bitcoin worry whether their dealings can be traced or detected, for instance, by a government entity. Considering that bitcoin was a popular method of payment for illegal drug purchases on sites such as Silk Road or for ransomware payments, this is not surprising.

		 

		In contrast, most enterprise users are used to the government auditing their actions, and they worry less about government knowledge per se. Indeed, they may actually welcome a system that makes traceability easier. Instead, enterprise users are mostly concerned whether their actions are traceable by their competitors, thus diminishing their intellectual property.

		

	
		 

		PROCEDURAL WORK-AROUNDS: USAGE OF MULTIPLE IDS

		 

		So are actions on blockchains always fully traceable and attributable? The answer is no. There are several simple, low-tech, procedural workarounds that allow users to obfuscate their behavior.

		 

		Let me explain the ideas with a concrete example. A mutual fund wants to make a large investment in a recently issued firm whose securities are blockchain-based tokens. The mutual fund would convert fiat currency, such as the Canadian dollar, into a block-chain-based currency such as ether. This transfer would occur at a blockchain-based exchange. The exchange would know who bought the ether (because they have to follow KYC regulations). After the transfer is made, the fund would use the newly purchased ether and buy the crypto security. As I outline in the appendix, usually this transfer is performed in an exchange wallet that combines the actions of numerous market participants. For final settlement, the fund would then transfer the securities to a non-exchange wallet. But the fund does not have to use a known wallet or reveal the wallet ID to the public. Instead, the fund can create a dedicated new wallet. Or the fund can create an arbitrary number of new wallets and split the holding among these. If done carefully, it would be impossible for an outsider to piece together this big purchase. This solution can also be formally programmed using so-called hierarchical deterministic (HD) wallets, which algorithmically generate a new public key for every piece of a larger trade.

		 

		HD wallets have also been proposed as a solution to privacy in private distributed ledgers. Suppose that a private network is run by a consortium of large banks and brokers. Each of them would create one (or many) HD wallets, and record individual customers’ holdings within their own systems. This arrangement is similar to the current settlement of stock trades. Namely, currently, the settlement of stock traders occurs at a central depository, such as the US DTCC or CDS in Canada, and the settlement is at the broker level. The main difference is that HD wallet settlement is on a distributed ledger, and not in a central database. With the distributed ledger there is no informational advantage over the central depository solution, even for someone with access to the ledger (in particular not for Canada where trades usually carry a broker attribution).

		 

		Another solution to generate privacy that is related to HD wallets is a merge and re-split operation: under this protocol, several entities anonymously submit new addresses to a smart contract; the contract collects the same number of units of crypto securities from the parties (e.g., 100 bitcoins each), and then the contract redistributes the amounts to the new addresses.³⁸⁷ From the outside, we could not further follow a trail of money. Needless to say, in a public block-chain without outside control, what I am describing is, for all practical purposes, money laundering. In permissioned blockchains, however, the IDs would be known, and a regulator or tax authority would be able to track individuals. The primary purpose of this endeavor would then be to obfuscate one’s behavior to outside observers.

		

	
		 

		HIGH-TECH SOLUTION: ZERO-KNOWLEDGE PROOFS

		 

		In addition to the aforementioned low-tech solutions, modern cryptography offers several high-tech and elegant ways to obtain privacy. The common privacy-related concern regarding a transaction is that the owner of a piece of information wants to provide cryptographic proof that she is a valid owner of that information without having to reveal that information to the validator (i.e., the network).

		 

		For example, zero knowledge is critical in blockchain-based voting. For such a vote, one receives a voting token. When casting the vote, the tokenholder needs to verify that she is the legitimate owner of the token; but with secret suffrage, the validator must not see who the owner is because that knowledge might allow the validator to trace the actual vote back to the voter. After all, in public blockchains, each network member keeps a record of all information.

		 

		Probably the most sophisticated method yet to solve this problem involves so-called zero-knowledge proofs. Figure 6-2 shows how this verification works.³⁸⁸

		 

		Here’s a standard example of a zero-knowledge proof. Suppose Bob is color-blind but doesn’t know it. Alice wants to prove to Bob that there is a difference between green and red. Bob takes two snooker balls, one is red, the other green, but they are otherwise identical. To Bob, they seem completely identical, and he is skeptical that they are actually distinguishable. Alice wants to prove to him that they are in fact differently colored. At the same time, Alice doesn’t want Bob to learn which is red and which is green.

		 

		Here is the proof system: Bob takes two balls so that he is holding one in each hand. Alice can see the balls but doesn’t tell him which is which. Bob then puts both hands behind his back. Next, he either switches the balls between his hands, or leaves them be, with equal chance. He then brings them out from behind his back. Alice now has to “guess” whether or not Bob switched the balls. Of course, Alice can say with certainty whether or not Bob switched them by simply looking at the colors. If they were the same color and hence indistinguishable, she will guess the correct color with 50 percent probability. Of course, one try is thus not enough, but if Bob and Alice repeat this “proof” many times, the chance vanishes that Alice got it right all the time just by luck. Bob should therefore become convinced that the balls are indeed differently colored. Furthermore, the proof is “zero knowledge” because Bob never learns which ball is green and which one is red; indeed, he gains no knowledge about how to distinguish the balls.³⁸⁹

		 

		FIGURE 6-2

		ILLUSTRATION OF ZERO-KNOWLEDGE PROOFS

		 

		A prover wants to show that she has the key to a secret door in a cave. Irrespective of whether she goes left or right, she can always use the key and return from either direction. The verifier, not having seen which direction the prover went, demands she returns through the right tunnel. The prover, with the key to the door, opens the door and returns from the right tunnel. Of course, she could have been lucky; someone without the key could have taken the right tunnel in the first place. But they repeat the experiment many times, and the prover’s appearing from the correct tunnel by chance diminishes every single time.
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		At this writing, the developers of the public blockchain Ethereum are incorporating the option to use a generalized version of zero-knowledge proofs as part of the Ethereum blockchain. The concept that they employ is zk-SNARK, a protocol whereby someone can reveal only the necessary information to the verifier and no more. Zcash is one example of a cryptocurrency based on zero-knowledge proofs.

		 

		When would a company want such an option? Imagine that a firm stores smart contracts on a blockchain. A lender wants to assess the creditworthiness of the firm and asks to reveal what payments the firm can expect based on existing contracts. The firm may not wish to reveal all the details of the contracts (such as counterparties) to the lender. Zero-knowledge proofs are the solution: the firm can prove that it is the recipient of upcoming payments without revealing all the details.

		 

		Another blockchain-based cryptocurrency that offers privacy is Monero. It is based on a different concept, the so-called linkable ring signatures. The idea is that the system mixes the true ID with a random collection of other IDs for each transaction. In signing a transaction, the user reveals that s/he is the rightful owner without revealing which one. Linkability ensures that double-spending cannot occur. There are several other technological and procedural solutions that can deliver privacy but discussing all of them is beyond the scope of this chapter.

		 

		In summary, there are multiple solutions to ensure privacy: some technological (such as zero-knowledge proofs), some procedural (usage of multiple IDs).

		

	
		 

		IMPLEMENTATION IN PUBLIC VERSUS PRIVATE BLOCKCHAINS

		 

		The procedural solutions to obtain privacy that I describe above are intrinsic to public blockchains. The direct downside of the usage of many addresses is that it creates tangible costs: although the creation of IDs is free, each transaction involves a fee, and invoking privacy in this manner comes at a cost. Other than the costs, nothing prevents entities from using an arbitrary number of IDs and from hiding their identity.

		 

		While privacy is a right for private citizens, many jurisdictions, such as Canada and the United States, already limit privacy for firms and executives. For instance, firm insiders have to disclose trades in their company’s stocks, and mutual funds and some hedge funds are required to disclose their holdings. For firms that use public block-chains, a regulator or lawmaker could impose disclosure requirements. For instance, regulated hedge funds or firms that have issued security-like digital tokens on a blockchain may be required to reveal the addresses that they use from time to time. Doing so is arguably a more elegant solution than the current, administratively burdensome disclosure. Furthermore, as I have argued above, firms and executives may disclose the used addresses proactively to take advantage of the strategic value of transparency.

		 

		The usage of high-tech solutions to attain privacy, such as zk-SNARKs, is not contradicting firms using blockchain transparency as a strategic asset. For instance, smart contracts, which are one of the most appealing features of blockchain technology, could involve one party, A, making a delivery to another party, B, while using firm A’s IP for tasks that are necessary to make the delivery. Firm A would not want firm B to see its IP, nor does it want the broader public to see the IP. The solution here is to use zk-SNARKs to verify that the tasks have indeed been accomplished. Firms that want to be transparent (e.g., about relevant accounting features) would not have to reveal contract details, but instead they will still be able to announce the final delivery, or they could verifiably display the key parameters of an agreement.

		 

		In private or permissioned blockchains, the procedural workarounds from public blockchains apply, too. However, in private blockchains, there are further options. Whether a user can create multiple IDs is a design choice. The economic incentives for the verification and settlement of transactions is also a design choice, as are the costs for using multiple IDs. Private blockchains can also include features that mask user IDs or that limit visibility of subsets of transactions to a selection of parties.

		 

		More critical for private blockchains is that users understand the ID setup and that they understand the network governance and the information available to network members. For instance, is the setup identical to that of a public blockchain except that all users have gone through a KYC procedure? Or are there limitations to ID usage? Do all network members use IDs similarly? Do customers of networks have equal access or do some institutions give some customers more information than others?

		 

		If indeed leading financial institutions were to introduce private blockchains to facilitate their interactions, then the handling of the information and the identifiers would require much thought (and likely a lengthy legislative and regulatory process). For instance, the main benefit of a blockchain technology is that it enables peer-to-peer interactions, which will lead to further disintermediation. Institutional investors that rely on a bank-consortium-operated private blockchain need to understand what information they or any other party can derive from the blockchain.

		 

		A related concern arises for corporate users, that of baseline information. A business partner may make a subset of information visible. For instance, a party may share information to build a reputation as a good business partner. However, if disclosure is selective rather than full, then users cannot construct a baseline for a meaningful comparison.

		 

		As this discussion highlights, there are many possible information asymmetries that can arise with private blockchains. Since the existing financial institutions are already heavily regulated, any private blockchain they build would likely also need to be regulated. The regulation would need to ensure the mitigation of information asymmetries between members and nonmembers and the resulting conflicts of interest.

		 

		In the history of finance, it has been difficult to change transparency regimes, and such moves have often been met with much resistance.³⁹⁰ Personally, I believe that the regulation of private or consortium blockchains will quickly become extremely problematic, because it would need to cover multiple strong-willed jurisdictions.

		 

		In my view, there are two salient outcomes: the first is that the private, permissioned blockchains are identical to the public ones except that the access to the network is controlled by network members, but all other informational and transparency features are the same as in public blockchains.

		 

		The second outcome is that the financial institutions manage to design a distributed ledger that precisely mimics the current world. Indeed, the R3 consortium, formed by most of the world’s largest financial institutions, promotes its own version of a distributed ledger, the Corda system. R3 describes this system as an open, distributed ledger that preserves privacy in the sense that a firm that is part of the ledger can see only the information that pertains to it.³⁹¹ The best description of Corda, in my view, is that it is a system of bilaterally agreed and verified transactions with conflict resolution provided by (algorithmic) notaries. This system looks like a digitized version of the current world of contracts using some of the features that have been developed and deployed in public blockchains (e.g., smart contracts). Since blockchain technology is often compared to the Internet, the appropriate analogy here is that Corda looks like the AOL of the 21st century.

		 

		Finally, public blockchains such as Bitcoin or Ethereum are very secure: the proof-of-work (and possibly proof-of-stake) protocols require an attacker to control more than 51 percent of the respective networks’ computing power. At present, obtaining these resources comes at an astronomical cost; therefore, tampering with records is economically infeasible on these blockchains. Private blockchains would become large, lucrative targets for hackers; and depending on the protocol, a single compromised network member could contaminate the entire ledger. The security of private blockchains is a real and significant concern, albeit one beyond the scope of this chapter.³⁹²

		

	
		 

		 CONCLUSIONS AND RECOMMENDATIONS

		 

		When corporate executives first learned about the concept of a blockchain, they quickly realized that the native transparency fundamentally went against the grain of their current procedures—in particular for financial institutions. At first blush, private blockchains then seemed to be the obvious choice—the term “private” suggests that they could maintain the traditional level of total privacy for financial transactions. The truth is more complicated.

		 

		Transparency is native to most blockchains, including private ones. We would be wrong to think that a private blockchain is synonymous with privacy or to equate a public blockchain with lack of privacy. Instead, there are technological solutions that allow users to keep their transactions masked. Therefore, transparency and privacy are choices, even in public blockchains.

		 

		With that in mind, blockchain users must understand that they send signals when they opt for privacy instead of transparency. Insisting on privacy may come with a reputation loss. As firms consider incorporating blockchain technology into their business operations, they ought to consider the positive potential of high transparency for their business. Transparency increases trust and can help build positive reputations—with business partners, customers, and investors. It can be conceptually complex to add disclosure features to existing systems—but with blockchain technology, being transparent is straightforward, and disclosure can come at no operational cost.

		 

		Over the next years, we will likely see implementations of private blockchains that offer masking functionality of identifiers. The intrinsic security concerns and the signaling effect notwithstanding, executives who go down this path face important questions regarding the governance of information in private blockchains: Who knows what? Who masks and unmasks identifiers? Who controls and monitors the ensuing protocols? It is crucial not to set up a private blockchain in a manner that creates asymmetric information, adverse selection, and moral hazard, lest we see a whole set of innovation-stymieing regulations.

		 

		My hope is that executives embrace the positive network effects of transparency. It is challenging to amend existing disclosure practices, and historically we have seen meaningful changes only in the wake of scandals. The advent of this new technology is a unique opportunity to reconsider and to embrace transparency and to take advantage of the economic benefits of an open world.

		

	
		APPENDIX TO CHAPTER 6

		 

		

		 

		HOW TO ACCESS THE ETHEREUM BLOCKCHAIN

		 

		Items on the Ethereum Blockchain are associated with public addresses, which are combinations of numbers and letters. For instance, my public address is 0xb1f0ab5ba4DBABAACba71baB7d6bF79D64EE397c.

		 

		To receive a payment, we need to have such an address. Creating one is straightforward by using, for example, the website MyEtherWallet.com. To create an address, we enter an arbitrary string as a password. The website then creates a public ID and a private ID from this information, and it creates a file that contains the relevant information. For the term, “showmethemoney!” I received this information:

		 

		Your address:

		 

		0x15b71d3db7F17B31e911517252EeE6a7445eA66C

		 

		Your private key:

		 

		e36979144c398043f8606a349b01acecc1b8a0ffd-b9a55528710621434fdb538

		 

		Note that this information is for illustration only. It is not advice. No one should use this particular information. I can now receive payments to this address; by itself, however, the address is not useful. Namely, to make payments, one needs to obtain a wallet. A standard one is Mist, available here: github.com/ethereum/mist/releases.

		 

		How can we obtain ether, the native currency of the Ethereum network? There are at least three ways:

		 

		1.We become miners, meaning that we use our computer to participate in the verification activities of the Ethereum blockchain. If we succeed in creating blocks of transactions then we obtain newly minted ether as a built-in reward. However, successful mining requires specialized computing equipment—a standard central processing unit is much too slow.

		 

		2.A third party sends ether to our address, for instance, in return for a real-world item of value (say, a baby stroller that we sell on Craigslist).

		 

		3.We convert fiat currency (e.g., Canadian dollar, US dollar) into ether and send it to this address.

		 

		On that last point, as of this writing, converting fiat currency into digital money is a multistep process. First, we need to create an account at a cryptocurrency exchange such as Coinbase, Kraken, Poloniex, or QuadrigaCX. These exchanges perform KYC, meaning that we need to verify our identity by providing a credit card number and a scan of our passport or driver’s license. Once the exchange has verified our identity, the exchange creates an account, which we can fund by sending money to the exchange in our name using, say, a credit card or a wire transfer. Needless to say, this process involves non-negligible fees. Once funded, we can then buy ether or other digital assets at these cryptocurrency exchanges. Coinbase, for instance, instantaneously converts fiat currency into ether. However, the conversion transaction has not settled on the blockchain yet—the money is still technically at the exchange. So if the exchange gets hacked or goes bankrupt, our money is lost. To be a true owner of ether, we need to transfer funds away from the exchange and send them to an address such as the one listed above.
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“This book will help successful financial services leaders with a
pressing need: to relentlessly push the boundaries of their tech
knowledge, with imagination around its application.”

~DEAN CONNOR, President and CEO, Sun Life Financial

“Blockehain has the potential to transform financial services in
profound ways, to level playing fields, favor collaboration over competition,
and enable the individual to enjoy as much agency as the corporation does
today in financial matters. This book explains how. A must-read.”
~JOSEPH LUBIN, CEO, Consensys

“This book shows how blockehain is a game-changer for data and transfer
of value—at the heart of financial and government services today."
~LINDA MANTIA, former Senior Executive Vice President and
Chief Operating Officer. Manulife Financial

“It was an honor to contribute to the Blockchain Research Institute’s
comprehensive investigation into blockchain's promise and the
challenges that come with it. This is a must.read volume for anyone
interested i this potentially transformative technology.”

~MICHAEL CASEY, Chief Content Officer. CoinDesk

“Thoroughly researched and brimming with new insights,
Financial Services Revolution i required reading for every Wall Street
banker and all who care about the future of money and finance.”

BILL BARHYDT, CEO and Founder. Abra

“Alex Tapscortt has been among the first and most thoughtful contributors
to the global conversation on the future of finance. This book extends that
dialogue. It looks at how financial services might approach a technological
revolution originally designed to disintermediate it."
~MATTHEW ROSZAK, Chairman and Co-Founder. Blog
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