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Preface

In the rapidly evolving world of digital security, "Mastering Splunk for
Cybersecurity" serves as a comprehensive guide, bridging the gap between
theoretical knowledge and the practical applications of Splunk in the field
of cybersecurity.

Chapter 1: Introduction to Splunk and Cybersecurity sets the stage for our
exploration, outlining the importance of Splunk as a tool in the
cybersecurity landscape and its relevance in the current digital era.

Chapter 2: Overview of Splunk Architecture delves into the structural
aspects of Splunk, providing a detailed understanding of its framework and
components, essential for grasping its full potential.

Chapter 3: Configuring_Inputs and Data Sources focuses on the initial
steps necessary for integrating various data sources into Splunk, a
fundamental process for effective data analysis.

Chapter 4: Data Ingestion and Normalization discusses the techniques and
importance of processing and standardizing data within Splunk to ensure
accuracy and relevance in security analysis.

Chapter 5: Understanding SIEM explores the concept of Security
Information and Event Management, emphasizing its critical role in modern
cybersecurity strategies and how Splunk enhances these systems.

Chapter 6: Splunk Enterprise Security (ES) introduces readers to Splunk's
dedicated security platform, highlighting its capabilities in enhancing
organizational cybersecurity measures.

Chapter 7: Security Intelligence covers the strategic use of Splunk in
gathering and analyzing security intelligence to proactively identify and
mitigate potential threats.

Chapter 8: Forensic Investigation of Security Domains examines how
Splunk can be utilized for in-depth forensic analysis, aiding in investigating
and understanding security incidents.

Chapter 9: Splunk Integration with Other Security Tools emphasizes the
importance of integrating Splunk with a variety of other security tools,




enhancing its functionality and scope in cybersecurity ecosystems.

Chapter 10: Splunk for Compliance and Regulatory Requirements
discusses how Splunk aids organizations in adhering to compliance
standards and managing regulatory challenges, a critical aspect in the
current security landscape.

Chapter 11: Security Orchestration,_ Automation,_and Response (SOAR)
with Splunk highlights the role of Splunk in automating and streamlining
security operations, enhancing the efficiency and effectiveness of response
strategies.

Chapter 12: Cloud Security with Splunk addresses the unique challenges of
securing cloud-based environments and how Splunk can be effectively
leveraged in these scenarios.

Chapter 13: DevOps and Security Operations explores the integration of
Splunk within the DevOps framework, demonstrating its impact on aligning
security operations with software development processes.

Chapter 14: Best Practices for Splunk in Cybersecurity shares expert tips
and practices to maximize the effectiveness and efficiency of using Splunk
in cybersecurity applications.

Chapter 15: Conclusion and Summary concludes the book by summarizing
the key insights and contemplating the future role of Splunk in the ever-
changing world of cybersecurity.

This book is designed as a thorough guide for anyone looking to harness the
power of Splunk in their cybersecurity endeavors, whether you are just
beginning your journey or seeking to deepen your existing expertise.



Downloading the code
bundles and colored images

Please follow the link or scan the QR code to download the
Code Bundles and Images of the book:

https://github.com/ava-orange-
education/Ultimate-Splunk-for-
Cybersecurity



https://github.com/ava-orange-education/Ultimate-Splunk-for-Cybersecurity
https://rebrand.ly/2fadf7

In case there’s an update to the code, it will be updated on the existing
GitHub repository.

Errata

We take immense pride in our work at Orange Education Pvt Ltd and
follow best practices to ensure the accuracy of our content to provide an
indulging reading experience to our subscribers. Our readers are our
mirrors, and we use their inputs to reflect and improve upon human errors,
if any, that may have occurred during the publishing processes involved. To
let us maintain the quality and help us reach out to any readers who might
be having difficulties due to any unforeseen errors, please write to us at :

errata@orangeava.com

Your support, suggestions, and feedback are highly appreciated.


mailto:errata@orangeava.com

DID YOU KNOW

Did you know that Orange Education Pvt Ltd offers eBook versions of
every book published, with PDF and ePub files available? You can
upgrade to the eBook version at www.orangeava.com and as a print
book customer, you are entitled to a discount on the eBook copy. Get in
touch with us at: info@eorangeava.com for more details.

At www.orangeava.com, you can also read a collection of free technical
articles, sign up for a range of free newsletters, and receive exclusive
discounts and offers on AVA™ Books and eBooks.

PIRACY

If you come across any illegal copies of our works in any form on the
internet, we would be grateful if you would provide us with the location
address or website name. Please contact us at info@orangeava.com
with a link to the material.

ARE YOU INTERESTED IN AUTHORING
WITH US?

If there is a topic that you have expertise in, and you are interested in
either writing or contributing to a book, please write to us at
business@orangeava.com. We are on a journey to help developers and
tech professionals to gain insights on the present technological
advancements and innovations happening across the globe and build a
community that believes Knowledge is best acquired by sharing and
learning with others. Please reach out to us to learn what our audience
demands and how you can be part of this educational reform. We also
welcome ideas from tech experts and help them build learning and
development content for their domains.

REVIEWS

Please leave a review. Once you have read and used this book, why not
leave a review on the site that you purchased it from? Potential readers


http://www.orangeava.com/
mailto:info@orangeava.com
http://www.orangeava.com/
mailto:info@orangeava.com
mailto:business@orangeava.com

can then see and use your unbiased opinion to make purchase decisions.
We at Orange Education would love to know what you think about our
products, and our authors can learn from your feedback. Thank you!

For more information about Orange Education, please visit
www.orangeava.com.


http://www.orangeava.com/

Table of Contents

1. Introduction to Splunk and Cybersecurity
Introduction
Structure
Overview of Splunk
Defining_Splunk
Splunk Ecosystem
Search and Analytics
Search Capabilities
Visualizations
Real-time Alerting
Advanced Features
Introducing Cybersecurity
Importance of cybersecurity in today’s digital world
Types of cyber threats
Common cybersecurity frameworks and methodologies
Role of Splunk in Cybersecurity
Log management and event correlation with Splunk
Accelerating_incident response and investigation
Use Cases for Splunk in Cybersecurity,
Conclusion
Points to Remember
References

2. Overview of Splunk Architecture
Introduction
Structure
Overview of Splunk Architecture

Advanced SPL. commands and examples

More Advanced SPL. Commands and Examples
Indexing Data and Strategies

Data Parsing_and Event Processing




Data Storage and Indexes
Components of an Index
Configuring_Indexing_in Splunk
Index Management and Performance Considerations
Indexing_Strategy,
Scalability and High Availability

Best Practices for Splunk Deployment
Search Optimization Techniques
Security Best Practices in Splunk Deployment
Splunk Health Check and Maintenance
Conclusion
Points to Remember

3. Configuring Inputs and Data Sources

Introduction

Structure

Introduction to configuring inputs and data sources

Types of data sources

Configuring data inputs
Configuring data inputs for log files
Configuring data inputs for network events
Configuring_data inputs for APIs

Understanding and managing data inputs
Data onboarding
Custom log_file onboarding_example
Identification of data sources and input configuration
Parsing_and transforming data
Normalizing_data
Validating_and testing_the onboarding_process
Field extractions
Conclusion
Points to Remember

4. Data Ingestion and Normalization
Introduction



Structure
Overview of data ingestion in Splunk
Data Ingestion Process in Splunk
Data Parsing and Processing
Data Normalization
Defining_Data Normalization in the Cybersecurity Context

How Splunk Can Help to Normalize Data
Data Models and CIM
Data Models
Common Information Model
Example Scenario
Best practices for Data Ingestion and Normalization
Conclusion
Points to Remember

5. Understanding STEM
Introduction
Structure
Introducing SIEM
SIEM Features and Functions
Common Use Cases and Benefits of SIEM
Integrating Splunk with SIEM
Conclusion
Points to Remember

6. Splunk Enterprise Security

Introduction

Structure

Introduction to Splunk Enterprise Security
Splunk ES and its Role in Cybersecurity
How ES Works
Core Components of Splunk ES
Scenario 1: Protecting Against Data Breach Attempts
Scenario 2: Combating Advanced Persistent Threats (APT5)
Scenario 3: Preventing_Payment Fraud




Scenario: Implementing Adaptive Response Framework (ARF). for
Automated Threat Mitigation
Key Benefits of Using Splunk ES in Cybersecurity
Introduction to Correlation Searches and Notable Events
Creating_a new Correlation Search
Example: Detecting Data Exfiltration
Customizing_existing_correlation searches
Scheduling_and Configuring Alert Actions
Scheduling_Correlation Searches
Configuring Alert Actions
Using Splunk ES to Create Notable Events for Insider Threat
Detection
Security Monitoring and Incident Investigation
Executive Summary Dashboard
Introduction to Security Posture Dashboard and Incident Review
Dashboard
Navigating_and Customizing_the Security Posture Dashboard
Accessing_the Security Posture Dashboard
Understanding dashboard components
Hands-On Scenario 1: Addressing Access Control Challenges
Hands-On Scenario 2: Investigating Network Security Anomalies
Customizing_the Security Posture Dashboard
Investigating_Notable Events with the Incident Review Dashboard
Navigating_to the Incident Review Dashboard
Understanding Dashboard Components
Hands-On Scenario: Managing_a Ransomware Attack with the
Incident Review Dashboard in Splunk ES
Customizing_the Incident Review Dashboard
Filtering and sorting_notable events
Incident Ownership and Workflow Management
Investigating Notable Events
Adaptive Response Actions with Splunk ES
Integrating MITRE ATT&CK and Kill Chain Methodology,
Managing_ Advanced Persistent Threats (APTS)
Suppressing Notable Events
Anomaly Detection and Correlation Searches in Splunk ES
Introduction to anomaly detection and correlation searches




The role of anomaly detection in cybersecurity,
Overview of correlation searches in Splunk ES
Importance of Anomaly Detection in Cybersecurity
The role of anomaly detection in cybersecurity
Benefits of anomaly detection

Challenges of anomaly detection in cybersecurity

Combining_correlation searches with adaptive response actions

Utilizing_ machine learning_and artificial intelligence techniques

Collaborating and sharing_information across teams and tools

Continuously monitoring_and improving_detection capabilities
Investigations in Splunk ES

Purpose of Investigations

Starting_an Investigation in Splunk ES

Initiating_an investigation

Adding Artifacts

Adding Notes, Files, and Links

Collaborating on an Investigation in Splunk ES

Assigning_and sharing_investigations

Communicating_and tracking progress

Closing_and Archiving Investigations in Splunk ES

Closing_an investigation

Archiving_investigations

Reporting_and Sharing_Findings from Completed Investigations

Reviewing_the investigation summary,

Sharing_the investigation summary,

Printing_the investigation summary

Best Practices for Investigations in Splunk ES
Evaluating SOC Metrics in the Context of Splunk Enterprise Security
Future Trends

on Splunk ES
Conclusion
Points to Remember

7. Security Intelligence



Introduction
Structure
Introduction to Security Intelligence
Definition and Importance of Security Intelligence
Role of Security Intelligence in Splunk ES
Risk Analysis in Security Intelligence for Splunk ES
The Risk Analysis Dashboard in ES

with JIT Inc.
Effective use of Risk Analysis Dashboard
Web Intelligence
Web Intelligence Dashboards
HTTP Category Analysis Dashboard
HTTP User Agent Analysis dashboard
New Domain Analysis Dashboard
URL Length Analysis Dashboard
Hands-On Web Intelligence with Splunk ES at JIT Inc.
User Intelligence
User Intelligence Dashboards
Asset and Identity Investigator dashboards
User Activity Monitoring
Access Anomalies dashboard
Hands-On User Intelligence with Splunk ES at JIT Inc.
Threat Intelligence
Threat Intelligence Dashboards
Threat Artifacts dashboard
Hands-On Threat Intelligence with Splunk ES at JIT Inc.
Protocol Intelligence
Protocol Intelligence dashboards
Traffic Size Analysis
SSL Search
Email Activity
Email Search
Hands-On Protocol Intelligence with Splunk ES at JIT Inc.
Case Studies
Conclusion
Points to Remember




8. Forensic Investigation in Security Domains
Introduction
Structure
Forensic Investigation in Security Domains
Key Security Domains
Access Domain
Key Components of ES in the Access Domain
Access Domain Areas
Access Center
Access Tracker
Access Search
Account Management
Default Account Activity
Hands-On Access Domain Investigation with Splunk ES at JIT Inc.
Endpoint Domain
Endpoint Domain Areas
Malware Center
Malware Search and Operations Dashboard
System Center
Time Center
The Endpoint Changes
Update Center and Search
Hands-On Endpoint Domain Investigation with Splunk ES at JIT Inc.
Network Domain
Network Domain Areas
Network Trdffic
Network Intrusion
Vulnerability
Web Trdffic
Network Changes
The Port and Protocol Tracking
Hands-On Network Domain Investigation with Splunk ES at JIT Inc.
Identity Domain
Identity Domain Areas
Asset Data
Identity Data
User Session




Hands-On Identity Domain Investigation with Splunk ES at JIT
Inc.
Case Studies
Conclusion
Points to Remember

9. Splunk Integration with Other Security Tools
Introduction
Structure
Introduction to Splunk and Security Tool Integrations
The role of Splunk in Security Operations Centers (SOCs)
The Importance of Integrating Security Tools for Effective Threat
Detection and Response
Best Practices for Integrating Splunk with Security Tools
Data Normalization and Enrichment

Establishing_effective correlation rules and use cases
Splunk Integration with SIEM Solutions
Integration Benefits with SIEM Solutions
Integration with IBM QRadar
Integration with McAfee Enterprise Security Manager
Splunk integration with other SIEM Solutions
Splunk Integration with Threat Intelligence Platforms
Integration Benefits with Threat Intelligence Platforms
Integration with Anomali ThreatStream
Integration with other Threat Intelligence Platforms
Splunk Integration with Vulnerability Management Tools
Integration Benefits with Vulnerability Management Tools
Integration with Qualys
Integration with other Vulnerability Management Tools

Integration with CrowdStrike Falcon

Integration with other Endpoint Security Solutions
Splunk Integration with Network Security Tools

Integration Benefits with Network Security Tools

Integration with Cisco Firepower




Integration with other Network Security Tools
Case Studies
Conclusion
Points to Remember

Introduction
Structure
Introducing Compliance and Regulatory Requirements
Importance of Compliance and Regulatory Requirements in
Organizations
Common Regulations and Standards Affecting Businesses
Overview of Splunk for Compliance
Data Retention
Data Encryption
Data Encryption at-Rest
Data Encryption in Transit
Monitoring_and Reporting
Case Study: JIT Inc. - Enhancing Compliance with Splunk
Role-based Access Control and Auditing
Incident Response and Remediation
Continuous Improvement and Automation

Compliance Efforts
Case Studies
Conclusion
Points to Remember

11. Security Orchestration, Automation and Response (SOAR) with
Splunk
Introduction
Structure



Introduction to Security Orchestration, Automation, and Response
(SOAR)
Definition and Importance of SOAR
Incorporating the SOAR Maturity Model
Role of SOAR in Improving_Security Operations
Insights from the 2023 Gartner® Market Guide for SOAR Solutions

Introduction to Splunk SOAR
Key Features of Splunk SOAR
Splunk SOAR Playbooks
Playbook Components and Design
Playbook Design Best Practices
Benefits of Splunk SOAR
Implementing_Splunk SOAR
Security Orchestration with Splunk SOAR
Phishing_Incident Response with Splunk add-on for Microsoft Office
365
Endpoint Detection and Response (EDR) with Splunk add-on for
Carbon Black Response
Vulnerability Management and Patching_with Splunk add-on for
Tenable
Security Automation with Splunk SOAR
Threat Intelligence Enrichment with Splunk add-on for
ThreatConnect
Malware analysis with Splunk add-on for Cuckoo Sandbox
Incident Management with Splunk SOAR
Incident Response with Splunk SOAR and ServiceNow add-on
Incident Management with Splunk SOAR and Jira Integration
Additional Important Tool Integrations with Splunk SOAR
Case Studies
Best Practices for Implementing SOAR with Splunk
Assessing_Your Organization’s Readiness for SOAR
Building_a Cross-Functional SOAR Team
Training_and Skill Development for SOAR analysts
Conclusion




Points to Remember

12. Cloud Security with Splunk

Introduction

Structure

Overview of Cloud Security Challenges

Cloud Shared Responsibility Model
Data Protection and Privacy
Compliance and Regulations
Visibility and Control
Multi-cloud Environments

Splunk Solutions for Cloud Security

Monitoring and Analyzing Cloud Security Data with Splunk
Collecting Cloud Security Data
Analyzing_Cloud Security data

Integrating Splunk with Cloud Security Services
Integrating Amazon Web Services
Amazon Web Services (AWS)_Security Hub and GuardDuty
Integrating Microsoft Azure
Microsoft Azure Security Center and Sentinel
Integrating Google Cloud
Google Cloud Security Command Center and Chronicle
Integrating with Third-party Cloud Security Tools

Case Studies

Best Practices for Cloud Security with Splunk

Conclusion

Points to Remember

13. DevOps and Security Operations
Introduction
Structure

Tools and Technologies for DevSecOps
Challenges in Implementing_DevSecOps




Measuring_the Success of DevSecOps
Integrating Splunk into DevOps and SecOps
Overview of Splunk’s capabilities for DevOps and SecOps
Key Components of Splunk for DevOps and SecOps Integration
Benefits of Using_Splunk for DevOps and Security Operations

Splunk
Monitoring_and Managing_CI/CD pipelines with Splunk
Leveraging Splunk to Identify and Address Security Vulnerabilities in
CI/CD pipelines
Use Cases
Conclusion
Points to Remember
References

14. Best Practices for Splunk in Cybersecurity

Introduction

Structure

Overview of Best Practices in Cybersecurity
Fundamental Cybersecurity Principles
Role of Data Analytics in Cybersecurity

Techniques for Effective use of Splunk in Cybersecurity
Understanding Splunk’s Architecture and Components
Integrating Splunk with Various Security Tools and Data Sources
Identifying_Security Use Cases and Requirements

Best Practices for Data Ingestion and Normalization with Splunk
Choosing_the Right Data Inputs and Forwarders
Implementing_Data Normalization using the Common Information

Model (CIM)

Managing_Data Retention and Storage Policies

Best Practices for Search and Analytics with Splunk
Writing_Efficient and Optimized Search Queries
Creating Meaningful and Actionable Visualizations and Dashboards
Leveraging Machine Learning and Advanced Analytics for Proactive

Threat Hunting

Best Practices for Alerting and Reporting with Splunk

Configuring Meaningful Alerts and Notifications




Creating_Comprehensive and Actionable Security Reports
Integrating Splunk with Incident Response and ITSM tools
Best Practices for Scalability and Performance with Splunk
Designing_a Scalable Splunk Deployment Architecture
Optimizing Search Performance and Resource Management
Monitoring_and Maintaining_the Health of your Splunk environment
Conclusion

15. Conclusion and Summary,
Introduction
Structure
Recap of Key Concepts
Future of Splunk and Cybersecurity
Next Steps for Further [Learning and Practice
Splunk Training and Certifications
Final Thoughts and Recommendations
Conclusion

Index



CHAPTER 1

Introduction to Splunk and
Cybersecurity

Introduction

This chapter provides readers with a foundational understanding of Splunk
and its role in cybersecurity. It begins with an overview of Splunk and its
capabilities, highlighting its ability to collect, analyze, and act on large
volumes of data from various sources. It also introduces the concept of
cybersecurity and the diverse types of cyber threats that organizations face.

The chapter explains how Splunk can help organizations address these
threats through threat detection, incident response, and compliance.
Additionally, the chapter discusses Splunk’s search and analytics
capabilities, real-time alerting, and compliance features.

Overall, by the end of this chapter, readers will have a solid understanding of
Splunk and its potential applications in cybersecurity.

Structure

In this chapter, we will cover the following topics:

e Overview of Splunk
o Defining Splunk
o Splunk Ecosystem

e Search and Analytics

o Search Capabilities
o Visualization

e Real-time Alerting

o Advanced Features



Introduction to Cybersecurity

o Types of cyber threats
o Common cybersecurity frameworks and methodologies
o Importance of cybersecurity in today’s digital world

Role of Splunk in Cybersecurity

o Log management and event correlation with Splunk
o Accelerating incident response and investigation

Use Cases for Splunk in Cybersecurity
Points to Remember

Overview of Splunk

This section provides an introduction to the software platform, including its
capabilities and use cases. It also explores the Splunk ecosystem, including
its apps, add-ons, and partners.

Defining Splunk

Splunk is a powerful platform for searching, analyzing, and visualizing large
amounts of machine-generated data. Founded in 2003, Splunk has grown to
become an industry leader in providing software solutions for organizations
to gain valuable insights and operational intelligence from their data. This
helps businesses across various industries make informed decisions and
optimize their operations.

Machine-generated data refers to any digital information generated by
devices, applications, or systems. This includes log files, sensor data,
application performance monitoring (APM) data, and many more. Since
organizations continue to rely heavily on digital systems, the volume of
machine-generated data increases exponentially. Traditional data
management and analysis tools often struggle to keep up with this data
growth, leading to a need for specialized solutions like Splunk.

At its core, Splunk is a data-to-everything platform that enables users to
collect, index, search, analyze, and visualize data in real-time. It provides a
versatile and user-friendly interface for querying and exploring data, making



it accessible even to users with less technical exposure. Splunk’s flexibility
allows it to ingest a wide variety of data formats, making it suitable for
organizations with diverse data sources.
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Figure 1.1: Overview of Splunk
Splunk Ecosystem

Splunk supports a rich ecosystem of apps and add-ons, which extend its
functionality and integrate with other tools and platforms. This makes it easy
for organizations to adapt Splunk to their specific needs and customize it for
their unique use cases. Some popular apps and add-ons include:

e Splunk App for Enterprise Security: This app provides a
comprehensive security information and event management (SIEM)
solution, with pre-built dashboards, visualizations, and searches for
detecting and responding to security threats.

o Splunk App for AWS: This app helps organizations monitor and
manage their Amazon Web Services (AWS) infrastructure, providing
insights into usage patterns, cost optimization, and security.

e Splunk Add-on for Microsoft Office 365: This add-on enables
organizations to monitor and analyze their Office 365 environment,
tracking user activity, security events, and performance metrics.

In addition to its robust functionality, Splunk has a strong community of
users and developers who contribute to its ongoing development and share
knowledge and resources. The Splunk community organizes events such as



Splunk.conf and Splunk Live!, where users can learn about the latest
features, best practices, and use cases. Additionally, numerous online
forums, blogs, and resources are available to help users get the most out of
their Splunk deployment.

In summary, Splunk is a versatile and powerful platform that provides
organizations with a comprehensive solution for managing and analyzing
their machine-generated data. Its ability to ingest, process, and visualize
large volumes of data in real-time, combined with its rich ecosystem of apps
and add-ons, makes it an indispensable tool for businesses seeking valuable
insights and maintaining a strong security posture. By leveraging the
capabilities of Splunk, organizations can make informed decisions, optimize
operations, and provide better protection to their digital assets against the
ever-evolving threat landscape.

Search and Analytics

Search and Analytics encompass advanced search capabilities for efficient
data retrieval and visualizations for insightful data representation, enabling
users to make data-driven decisions.

Search Capabilities

One of the most powerful features of Splunk is its search and analytics
capabilities, which provide users with the ability to quickly and effectively
explore, analyze, and visualize large volumes of machine-generated data.
The platform’s search processing language (SPL) allows users to create
complex queries that can be used to filter, transform, and aggregate data,
enabling organizations to gain actionable insights into their operational and
security environments.

Splunk’s search functionality is designed to manage large-scale data
processing, capable of ingesting and indexing millions of events per second.
This makes it an ideal solution for organizations with extensive data streams
that need to be monitored, analyzed, and visualized in real-time. Splunk’s
search engine can be used to perform a wide range of tasks, including:

o Filtering and transforming data: Users can create SPL queries that
filter out irrelevant data, extract useful information, and transform data
into a more manageable format for analysis.



o Aggregating data: Splunk’s search capabilities can be used to
aggregate data by various criteria, such as time, source, or specific field
values, making it easier to identify trends and patterns in the data.

o Statistical analysis: Splunk’s SPL includes statistical functions that
can be used to perform calculations and generate statistical summaries
of the data, such as averages, sums, and counts.

e Machine learning and advanced analytics: Splunk’s analytics
capabilities can be extended with the Machine Learning Toolkit, which
provides a range of pre-built machine learning algorithms and custom
functions for advanced data analysis.
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Figure 1.2: Splunk Search

Visualizations

Splunk’s analytics capabilities are not limited to search queries; the platform
also includes a wide range of visualization tools that can be used to create
custom dashboards and reports. These visualizations can help organizations
better understand their data by presenting it in a more accessible and
understandable format. Some of the most popular visualization types in
Splunk include:




e Time series charts: These charts display data over time, making it
easy to identify trends and patterns in the data.

e Bar charts and column charts: These visualizations are useful for
comparing data across different categories or groups.

e Pie charts: Pie charts are an effective way to visualize the distribution
of data across various categories.

e Maps and geospatial visualizations: Splunk can integrate with
geospatial data to create interactive maps and other location-based
visualizations.

e Custom visualizations: Users can create their custom visualizations
using Splunk’s built-in visualization editor or by leveraging third-party
visualization libraries.

These visualizations can be combined and arranged on custom dashboards,
providing users with a comprehensive, at-a-glance view of their data.
Dashboards can be shared easily with other team members, enabling
collaboration, and promoting data-driven decision-making across the
organization.

In conclusion, Splunk’s search and analytics capabilities are a powerful and
versatile tool for organizations seeking insights into their data and aiming to
make data-driven decisions. With its powerful search processing language,
advanced analytics features, and robust visualization tools, Splunk provides
users with the ability to explore, analyze, and visualize their data in ways
that were previously unimaginable. In the context of cybersecurity, these
capabilities are particularly valuable, enabling organizations to proactively
detect and respond to potential threats, streamline incident investigations,
and maintain a strong security posture.

Real-time Alerting

Real-time alerting is a key feature of Splunk that allows organizations to
proactively monitor their environment for potential threats, anomalies, and
critical events. By leveraging Splunk’s powerful search and analytics
capabilities, users can create alerts based on specific criteria or patterns in
the data, ensuring that relevant stakeholders are notified immediately when
an important event occurs.




Splunk’s real-time alerting functionality is built on its powerful search
processing language (SPL) and can be configured to monitor various types
of data, including log files, network traffic, application performance metrics,
and security events. This flexibility makes it an ideal solution for
organizations looking to stay ahead of potential issues and respond quickly
to incidents.

Creating alerts in Splunk involves defining a search query and specifying
alert conditions, such as the frequency of the event or the presence of
specific keywords or values. Users can also configure alert settings,
including the triggering mechanism (for example, real-time or scheduled),
alert severity (for example, low, medium, or high), and notification method
(for example, email, SMS, or custom webhook).

Advanced Features

In addition to basic alert configuration, Splunk offers several advanced
features that enhance its real-time alerting capabilities, as follows:

e Throttling: This feature allows users to control the frequency of alerts
by setting a minimum time interval between alert notifications. This
can help prevent alert fatigue by ensuring that stakeholders are not
overwhelmed with notifications for the same issue.

e Alert suppression: Users can configure alerts to be temporarily
suppressed during specific time windows or under certain conditions.
This is useful for avoiding false positives and reducing the number of
irrelevant alerts.

e Correlation searches: Splunk’s Enterprise Security (ES) application
offers a more sophisticated approach to real-time alerting through the
use of correlation searches. These searches are designed to identify
complex patterns and relationships in the data, enabling users to detect
multi-stage attacks and other advanced threats.

e Adaptive Response Framework: The Adaptive Response Framework
(ARF) in Splunk Enterprise Security enables users to automate and
streamline their response to alerts. With ARF, users can configure
automated actions, such as blocking an IP address or disabling a user
account, to be triggered when specific alert conditions are met.



In conclusion, real-time alerting with Splunk is a powerful tool for
organizations looking to proactively monitor and respond to critical events
and potential threats in their environment. By leveraging Splunk’s powerful
search and analytics capabilities, users can create alerts based on specific
criteria or patterns in the data, ensuring that relevant stakeholders are
notified immediately when an important event occurs. In the context of
cybersecurity, this functionality is essential for enabling organizations to
detect and respond to potential threats in a timely and effective manner.

Introducing Cybersecurity

This section highlights the critical role of cybersecurity in the digital era,
explores various cyber threats, and presents common frameworks and
methodologies for safeguarding digital assets and maintaining a secure
online environment.

Importance of cybersecurity in today’s digital
world

Cybersecurity is the practice of protecting digital assets, including
computers, servers, networks, and data, from unauthorized access, theft,
damage, or disruption. As the world becomes increasingly connected and
reliant on digital systems, the importance of effective cybersecurity
measures cannot be overstated. In this digital age, organizations of all sizes
and industries face a wide range of cyber threats, which can result in
significant financial losses, reputational damage, and even physical harm.

One of the primary reasons cybersecurity has become a pressing concern is
the rapid growth of the internet and the proliferation of connected devices.
The number of internet users has increased exponentially in the past two
decades, and the Internet of Things (IoT) has introduced billions of
additional devices to the digital landscape. This growth has created a vast
attack surface for cybercriminals, making the protection of digital assets
more challenging than ever (see Figure 1.3).
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Figure 1.3: Introduction to Cybersecurity
Types of cyber threats

Cyber threats come in various forms, and understanding the diverse types of
attacks is essential for developing effective defense strategies. Some
common types of cyber threats include:

e Malware: Malicious software designed to infiltrate or damage
computer systems. Examples include viruses, worms, ransomware, and
Trojans.

o Phishing: A type of social engineering attack where cybercriminals
attempt to trick users into revealing sensitive information, such as login
credentials or financial data, by posing as a trustworthy entity.

e Distributed Denial of Service (DDoS) attacks: A form of attack
where multiple systems are used to overwhelm a targeted system,
causing it to crash or become unavailable to users.



e Insider threats: Attacks perpetrated by individuals within an
organization who have authorized access to sensitive data or systems.

To protect against these and other cyber threats, organizations need to adopt
a comprehensive, multi-layered approach to cybersecurity. This typically
involves implementing a combination of technical, administrative, and
physical controls designed to prevent, detect, and respond to potential cyber-
attacks. Some key elements of a robust cybersecurity strategy include:

e Risk assessment: Identifying and prioritizing potential threats,
vulnerabilities, and risks to an organization’s digital assets. This
process helps organizations allocate resources effectively and focus on
the most critical areas of concern.

e Access control: Implementing policies and mechanisms to restrict
unauthorized access to sensitive data and systems. This may include
user authentication, role-based access control, and network
segmentation.

e Encryption: Protecting the confidentiality of sensitive data by
converting it into an unreadable format that can only be decrypted by
authorized users with the appropriate key.

e Intrusion detection and prevention systems (IDPS): Monitoring
network traffic for signs of malicious activity and automatically
blocking or alerting security teams to potential threats.

e Security awareness training: Educating employees on cybersecurity
best practices, common threats, and their role in protecting the
organization’s digital assets.

e Incident response planning: Developing and maintaining a formal
process for identifying, containing, and recovering from security
incidents.

Common cybersecurity frameworks and
methodologies

In addition to adhering to established frameworks and standards,
organizations must also comply with various cybersecurity regulations and
laws that govern data protection and privacy. These regulations differ across
countries and industries but generally aim to ensure the confidentiality,




integrity, and availability of sensitive data. Some notable cybersecurity
regulations include:

General Data Protection Regulation (GDPR): A comprehensive data
protection law that applies to all organizations operating within the
European Union (EU) or processing the personal data of EU residents.
GDPR mandates strict data protection measures and grants individuals
greater control over their data.

Health Insurance Portability and Accountability Act (HIPAA): A
US law that establishes privacy and security standards for the
protection of health-related information. Organizations in the
healthcare industry must comply with HIPAA to safeguard the privacy
of patient data.

California Consumer Privacy Act (CCPA): A state-level data
privacy law in the United States that grants California residents specific
rights regarding their personal information, such as the right to know
what data is collected and the right to request deletion of their data.

Organizations can also turn to various cybersecurity technologies and tools
to bolster their defenses against cyber threats. Some of these technologies
include:

Endpoint protection platforms (EPP): Comprehensive security
solutions that protect endpoints, such as laptops, desktops, and mobile
devices, from several types of malwares, exploits, and other cyber
threats.

Security information and event management (SIEM) systems:
Tools that collect, analyze, and correlate security event data from
multiple sources to identify and respond to potential security incidents
in real-time.

Firewalls: Network security devices that monitor incoming and
outgoing network traffic and permit or block data packets based on a
set of predefined security rules.

Virtual private networks (VPNs): Secure communication channels
that encrypt data transmitted between a user’s device and a private
network, ensuring confidentiality and integrity of the data.



In conclusion, cybersecurity is an essential aspect of modern business
operations, given the increasing reliance on digital systems and the ever-
evolving threat landscape. By understanding several types of cyber threats
and implementing a multi-layered approach to cybersecurity, organizations
can better protect their digital assets and minimize the risk of cyber-attacks.
Adherence to industry standards, regulatory compliance, and the use of
cutting-edge cybersecurity technologies, all contribute to building a robust
cybersecurity posture, ensuring the safety and resilience of an organization’s
digital infrastructure.

Role of Splunk in Cybersecurity

Splunk plays a vital role in the cybersecurity landscape by providing
organizations with the tools and capabilities necessary to monitor, detect,
and respond to potential threats in real-time (see Figure 1.4).
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Figure 1.4: Role of Splunk in Cybersecurity

Now, let’s explain how Splunk helps organizations detect, analyze, and
respond to threats

As a data-to-everything platform, Splunk specializes in collecting,
analyzing, and visualizing machine-generated data, which is invaluable for



organizations seeking to identify and mitigate cybersecurity risks. This data
may include log files, network traffic, application performance metrics, and
many more. By leveraging the power of Splunk, security teams can gain
actionable insights into their security posture and make data-driven decisions
to protect their digital assets.

Log management and event correlation with
Splunk

One of the primary functions of Splunk in cybersecurity is log management
and analysis. Log files generated by various devices, applications, and
systems contain a wealth of information that can help security teams identify
potential threats, investigate incidents, and uncover patterns indicative of
malicious activity. Splunk can ingest and process large volumes of log data,
making it easy for security analysts to search, filter, and analyze this
information to detect anomalies and potential security incidents.

In addition to log management, Splunk also excels in the domain of security
information and event management (SIEM). SIEM systems collect and
analyze security event data from multiple sources. It then correlates events to
identify potential threats and provide real-time alerts to security teams.
Splunk’s Enterprise Security (ES) application is a comprehensive SIEM
solution that delivers pre-built dashboards, visualizations, and correlation
searches for detecting and responding to security threats.

Another crucial aspect of Splunk’s role in cybersecurity is its ability to
support advanced analytics and machine learning techniques. These
capabilities allow organizations to proactively identify and mitigate potential
risks before they escalate into significant incidents. By leveraging machine
learning algorithms, Splunk can analyze vast amounts of data and detect
patterns that may be indicative of malicious activity. This can help security
teams uncover previously unknown threats and respond more effectively to
evolving attack vectors.

Splunk’s flexibility and adaptability make it an ideal platform for integrating
with other security tools and platforms. This enables organizations to create
a unified security ecosystem, where data from multiple sources can be
ingested, analyzed, and correlated to provide a comprehensive view of the
security landscape. Some popular integrations include:



» Network security tools: Splunk can integrate with firewalls, intrusion
detection and prevention systems (IDPS), and other network security
devices to monitor and analyze network traffic for signs of malicious
activity.

e Endpoint security solutions: By integrating with endpoint protection
platforms (EPP) and other endpoint security tools, Splunk can help
organizations detect and respond to threats targeting their devices and
systems.

» Threat intelligence feeds: Splunk can ingest data from external threat
intelligence sources, allowing organizations to enhance their threat
detection and response capabilities with up-to-date information on
emerging threats and attack indicators.

Accelerating incident response and investigation

Beyond its core functionality, Splunk also supports Security Orchestration,
Automation, and Response (SOAR) capabilities, which streamline and
automate various aspects of the security incident response process. By
integrating with SOAR platforms or leveraging built-in automation features,
organizations can improve their response times, reduce manual workloads,
and minimize the risk of human error in the incident response process.

Some of the ways Splunk contributes to SOAR include:

e Automated threat detection and response: Splunk can automatically
trigger alerts or initiate predefined response actions when specific
threat indicators or patterns are detected, reducing the time it takes to
respond to potential security incidents.

e Workflow automation: Splunk can automate various security
processes and workflows, such as creating tickets for security
incidents, updating threat intelligence feeds, or initiating vulnerability
scans, to improve efficiency and reduce manual workloads.

e Incident management and collaboration: Splunk can serve as a
central hub for incident management, providing security teams with a
unified view of all relevant information and facilitating collaboration
among team members. This enables organizations to streamline their
incident response process and ensure that all necessary steps are taken
to contain, investigate, and remediate potential threats.



Splunk’s capabilities also extend to cloud security, making it an invaluable
tool for organizations with cloud-based infrastructure and services. By
integrating with various cloud service providers and platforms, Splunk can
help organizations monitor and manage their cloud environments, providing
insights into usage patterns, cost optimization, and security.

In conclusion, Splunk plays a critical role in modern cybersecurity by
providing organizations with the tools and capabilities necessary to monitor,
detect, and respond to potential threats in real-time. Its ability to ingest,
process, and visualize large volumes of machine-generated data, combined
with its robust ecosystem of apps and integrations, makes it an indispensable
tool for organizations looking to strengthen their cybersecurity posture. By
leveraging the capabilities of Splunk, security teams can gain actionable
insights into their security environment and take initiative-taking measures
to protect their digital assets.

Use Cases for Splunk in Cybersecurity

Splunk’s powerful data processing, search, and analytics capabilities make it
an ideal platform for organizations looking to strengthen their cybersecurity
posture. By ingesting and analyzing data from various sources, Splunk can
provide valuable insights into an organization’s security environment and
enable proactive threat detection and response. In this section, we will
discuss some common use cases for Splunk in cybersecurity.

Threat Hunting

Threat hunting is the process of proactively searching for potential threats
and malicious activity within an organization’s network, rather than waiting
for alerts to be triggered. Splunk can be used to facilitate threat hunting by
enabling security analysts to search through vast amounts of data and
identify potential indicators of compromise (IOCs) or anomalous behavior.
By leveraging Splunk’s powerful search and analytics capabilities, security
teams can quickly sift through large volumes of log data, network traffic,
and other security events to identify potential threats and initiate a response.

Incident Investigation and Response

When a security incident occurs, it is essential for organizations to quickly
determine the root cause, scope, and impact of the event to respond



effectively. Splunk can play a critical role in this process by providing a
centralized platform for gathering and analyzing data related to the incident.
Security analysts can use Splunk’s search capabilities to query and filter data
from various sources, enabling them to identify the affected systems, users,
and data, as well as the attacker’s tactics, techniques, and procedures (TTPs).
Splunk’s visualization and dashboard features can also be used to create
custom incident response workflows, streamlining the investigation process
and facilitating collaboration among team members.

Anomaly Detection and Behavior Analytics

Splunk’s advanced analytics capabilities, including the Machine Learning
Toolkit, can be used to build models that detect unusual patterns or
deviations from normal behavior, which may indicate potential security
threats. For example, organizations can use Splunk to monitor user behavior
and identify anomalies, such as unusual login times, failed login attempts, or
unexpected file access patterns. By leveraging machine learning algorithms
and statistical models, security teams can quickly identify and respond to
potential insider threats or compromised accounts.

Network Security Monitoring

Splunk can be used to ingest and analyze network traffic data, providing
organizations with valuable insights into the security of their network
environment. By monitoring network traffic for unusual patterns, suspicious
activity, or known IOCs, security teams can proactively detect and respond
to potential threats, such as malware infections, data exfiltration, or
distributed denial of service (DDoS) attacks. Splunk’s integration with
network security tools, such as intrusion detection systems (IDS) and
firewalls, further enhances its capabilities in this area.

Vulnerability Management and Risk Assessment

Organizations can use Splunk to monitor and manage their vulnerability
data, helping to identify and prioritize risks in their environment. By
ingesting data from vulnerability scanners, asset management systems, and
other security tools, Splunk can provide a comprehensive view of an
organization’s risk landscape. Security teams can use Splunk’s search and
analytics capabilities to identify high-risk vulnerabilities, track remediation



efforts, and monitor the effectiveness of their vulnerability management
program.

Compliance Monitoring and Reporting

Splunk’s powerful search and analytics features can be used to generate
compliance reports, helping organizations demonstrate adherence to various
regulatory requirements and standards, such as the General Data Protection
Regulation (GDPR), the Health Insurance Portability and Accountability Act
(HIPAA), or the Payment Card Industry Data Security Standard (PCI DSS).
By creating searches and visualizations that highlight key compliance
metrics, organizations can easily monitor and maintain their compliance
posture.

Security Orchestration, Automation, and Response (SOAR)

Splunk’s integration with security orchestration, automation, and response
(SOAR) platforms enables organizations to streamline their security
operations and automate routine tasks. By ingesting data from various
security tools and systems, Splunk can act as a central hub for security event
information and facilitate automated responses to potential threats. Using the
Adaptive Response Framework (ARF) in Splunk Enterprise Security or
integrating with third-party SOAR solutions, security teams can create
automated playbooks and workflows to respond to specific alert conditions
or incidents, such as blocking an IP address, disabling a user account, or
updating firewall rules. This not only reduces the manual workload for
security analysts but also helps organizations respond more quickly to
potential threats.

Cloud Security Monitoring

As organizations increasingly adopt cloud services and infrastructure,
maintaining visibility and control over their cloud security posture becomes
critical. Splunk can ingest and analyze data from various cloud platforms,
such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud
Platform (GCP), enabling organizations to monitor their cloud environments
for potential security threats and compliance issues. By leveraging Splunk’s
powerful search and analytics capabilities, security teams can quickly
identify misconfigurations, unauthorized access, or other security risks
associated with their cloud infrastructure.



Conclusion

Splunk’s powerful data processing, search, and analytics capabilities make it
an ideal platform for organizations looking to strengthen their cybersecurity
posture. Through a wide range of use cases, including threat hunting,
incident investigation, anomaly detection, network security monitoring,
vulnerability = management, compliance monitoring, and security
orchestration, Splunk enables organizations to gain valuable insights into
their security environment and proactively detect and respond to potential
threats. By leveraging Splunk’s capabilities in these areas, organizations can
improve their overall security posture and provide better protection of their
critical assets and data.

After gaining a solid understanding of Splunk and its applications in
cybersecurity, the next chapter will delve into the intricacies of Splunk
architecture, providing insights into its components and how they work
together to deliver powerful, real-time analytics.

Points to Remember

e Overview of Splunk: Splunk is a powerful platform for searching,
analyzing, and visualizing machine-generated data. It helps
organizations to gain insights from their data and make informed
decisions, especially in the context of cybersecurity.

e Introduction to Cybersecurity: Cybersecurity is the practice of
protecting digital assets, such as networks, computers, and data, from
unauthorized access, theft, or damage. It involves implementing
various security measures, including technology, processes, and
policies, to safeguard against cyber threats.

e The Role of Splunk in Cybersecurity: Splunk plays a crucial role in
cybersecurity by helping organizations identify, investigate, and
respond to security threats. It can aggregate data from various sources,
correlate events, detect anomalies, and provide real-time alerts to aid in
threat detection and response.

e Search and Analytics: Splunk’s powerful search and analytics
capabilities enable users to process large volumes of data, create
complex queries, and generate valuable insights. Understanding the



basics of Splunk’s search processing language (SPL) is essential for
efficient data analysis and threat detection.

Real-time Alerting: Splunk’s real-time alerting feature allows
organizations to be notified of potential security threats as they occur.
This enables security teams to react quickly and minimize the impact
of cyber incidents.

Use Cases for Splunk in Cybersecurity: Splunk is versatile and can
be used in various cybersecurity use cases, such as threat detection,
incident investigation, security monitoring, compliance reporting, and
more. Understanding these use cases can help you effectively utilize
Splunk to address specific cybersecurity challenges.

By keeping these important concepts in mind while working on this chapter,
you will establish a strong foundation in Splunk and cybersecurity. This
knowledge will be vital as you progress through the book and explore more
advanced topics and techniques related to leveraging Splunk for
cybersecurity purposes.
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CHAPTER 2

Overview of Splunk Architecture

Introduction

This chapter examines various aspects of Splunk, such as its architecture,
essential components, and capabilities. The chapter begins with an architectural
overview of Splunk, concentrating on its distributed, scalable, and fault-tolerant
nature. Components, including data sources, Universal Forwarders, Heavy
Forwarders, Indexers, and Search Heads, are discussed, along with optional
elements such as Deployment Server, Cluster Master, and License Master.

This chapter explains the functions of these essential components and their
interplay in data collection, processing, and analysis. It explores the Search
Processing Language (SPL), which enables users to construct complex search
queries by combining commands and functions for data analysis and
visualization.

Finally, the chapter concludes with a discussion of indexing strategies,
highlighting the significance of efficiently managing and storing data. In addition,
it discusses Splunk deployment best practices and the numerous deployment
options available to meet varying organizational requirements.

Structure

In this chapter, we will cover the following topics:

e Overview of Splunk architecture
e Understanding the key components of Splunk
e Search Processing Language (SPL)

o Advanced SPL commands and examples
o More advanced SPL commands and examples

e Indexing data and strategies

o Data parsing and event processing
o Data storage and indexes



o Components of an index
o Configuring indexing in Splunk
o Index management and performance considerations

o Indexing strategy

 Scalability and high availability
e Splunk deployment options

o Best practices for Splunk deployment

o Search optimization techniques

o Security best practices in Splunk deployment
o Splunk health check and maintenance

Overview of Splunk Architecture

Splunk’s architecture is optimized for ingesting, processing, and analyzing large
volumes of real-time data. Multiple components, including forwarders, indexers,
and search heads, collaborate to acquire, store, and analyze data. These
components can be deployed in various configurations to satisfy the specific
performance, scalability, and high availability requirements of an organization.

Splunk’s architecture is composed of the following three principal layers:

e Data Input Layer: This layer collects data from various sources and
forwards it to the indexing layer. Forwarders are agents that can be deployed
on servers, network devices, and other data sources.

e Indexing Layer: This layer is tasked with receiving, processing, and storing
data from the data input layer. It consists predominantly of indexers, which
perform data compression, indexing, and storage to facilitate quick and
efficient searching.

e Search Layer: This layer processes search queries, analyzes data, and
generates visualizations and reports. It consists primarily of search nodes,
which serve as the primary user interface for interacting with Splunk.

Each of these layers can be scaled independently to meet the data volume, query
performance, and user traffic requirements of an organization.
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Figure 2.1: Splunk Components Overview (source: Kalakota, R. (2012):
https://practicalanalytics.wordpress.com/2012/03/26/machine-data-analytics-splunk/)

Understanding the Key Components of Splunk

By understanding the key components of Splunk, you can gain a greater
understanding of how they work together to provide insightful analytics. Here, we
discuss some of Splunk’s primary components:

e Data Sources: These are the systems and devices that generate machine
data, including logs, events, and metrics. Servers, network devices,
applications, and IoT devices are examples.

e Universal Forwarder: Universal Forwarders are lightweight data
collection agents that are deployed on data sources such as servers, network
devices, and other IT systems. They collect and transmit to a Splunk indexer
log data, system metrics, and other machine-generated data for processing
and storage.

e Heavy Forwarders: These agents acquire data and perform pre-processing,
such as filtering, parsing, and field extractions, before forwarding it to
indexers. Heavy Forwarders are beneficial when advanced data processing
is required or when the volume of data sent to indexers must be reduced.
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Figure 2.2: Splunk Forwarder

Indexer: The indexer is the fundamental component of Splunk that
receives, processes, and stores the data collected by forwarders. Indexers
extract fields from incoming data, organize them into indexes, and make
them accessible for searching and analysis.

Search Head: A search head is the user interface for Splunk, allowing users
to construct and execute searches, reports, dashboards, and alerts. Search
managers are accountable for coordinating search requests, processing
search results, and generating visual representations.

Deployment Server: The deployment server is an optional component that
facilitates the configuration and deployment of Splunk components,
including forwarders and indexers. It automates the distribution of
configuration files and applications, ensuring that every component has the
most recent settings and decreasing administrative burden.

Cluster Master: The cluster master is responsible for administering and
coordinating the activities of indexer cluster members in a clustered Splunk
environment. It ensures that data is replicated correctly across indexers,
monitors the health of cluster members, and initiates recovery procedures in
the event of failure.

License Master: The license master is responsible for managing Splunk
licenses and ensuring the organization adheres to its licensed data ingestion
limits. It monitors license usage across all Splunk components and can
notify administrators if the data ingestion limit has been reached or is close
to being reached.

Knowledge Objects: Knowledge objects in Splunk are reusable
components that help define and organize data, making it simpler for users
to search, analyze, and visualize data. Fields, field extractions, event types,
identifiers, and lookups are a few examples of knowledge objects.



e Apps and Add-ons: Splunk offers a broad variety of apps and add-ons that
extend the platform’s functionality and provide pre-built configurations,
dashboards, and integrations for particular use cases or data sources. Splunk
App for Enterprise Security, Splunk IT Service Intelligence, and numerous
add-ons for integrating with third-party tools and services are a few
examples.

e Captain: The Splunk Captain is a crucial component in a Splunk Search
Head Cluster, managing and coordinating the activities of the cluster
members to ensure seamless functionality and high availability. It acts as a
leader within the cluster, overseeing the distribution of configuration
bundles, managing member nodes, and maintaining uniformity across
search heads

By understanding the main Splunk components and their roles in data collection,
processing, and analysis, you can better leverage the platform’s capabilities to
improve your organization’s security and operational efficiency and gain valuable
insights.
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Figure 2.3: Splunk Architecture

Search Processing I.anguage (SPL)

Splunk utilizes Search Processing Language (SPL) to search, analyze, and
visualize data. SPL permits users to construct sophisticated search queries to
extract valuable insights from indexed data. The strength of SPL is derived from



its extensive collection of commands and functions, which can be combined to
conduct a vast array of data manipulation and analysis tasks.

An SPL query consists of a series of commands, each of which is followed by a
set of parameters and options.

Note: The SPL queries provided in this section are formulated to be generic and
illustrative. They do not specify any index, to allow for broader applicability. If
you wish to experiment with these examples, you may adapt them to your specific
use case; for instance, by using index=_internal or any other index suitable to
your environment.

Here are examples of fundamental SPL queries:
e Simple search query: error

This query looks for events that contain the term error.
e Using the search command: search error

As the search command is implied when not explicitly specified, this query is
identical to the previous example.

e Combining multiple search terms: error OR warning

This query looks for events that contain either the word error or warning.

Here are some common SPL commands and examples of how to use them in
search queries.

Typically, commands are executed in a pipeline, where the output of one
command becomes the input for the subsequent command. This pipelining feature
permits users to construct complex inquiries by chaining multiple commands and
transformations.

e stats: The stats command is used to generate summary statistics for the
events returned by a search query.
Example: error | stats count
This query counts the number of events containing the word error.

e timechart: The timechart command is used to create time-based charts and
visualizations.

Example: error | timechart count

This query creates a time-based chart showing the number of events
containing the word error over time.

* top: The top command is used to display the most frequent values of a field.



Example: error | top user

This query shows the top users associated with events containing the word
error.

e table: The table command is used to create a table with specified fields.
Example: error | table user, action, _time

This query creates a table with the user, action, and timestamp fields for
events containing the word error.

e eval: The eval command is used to create or modify fields using
expressions.

Example: error | eval duration = endTime - startTime | table
user, action, duration

This query calculates the duration of each event by subtracting the
startTime field from the endTime field and displays the results in a table.

e join: The join command is used to combine the results of two or more
search queries based on a common field.

Example: search error | join user [search warning]

This query returns events containing the word error. It also includes
associated events with the word warning based on the common user field.

Advanced SPIL. commands and examples

In addition to the previously discussed basic SPL commands, Splunk also
supports more advanced commands that enable users to conduct complex data
manipulation and analysis tasks. Here are some sophisticated examples of SPL
commands:

e transaction: The transaction command is utilized to group events that
share a common attribute, such as a session ID or user ID.

Example: search error | transaction user

This query organizes error-containing events by user and treats each user’s
events as a separate transaction.

e rex: Using regular expressions, the rex command is used to extract
elements from event data using the rex command.

Example: error | rex “user=(?<user>[A ]+)”

This query extracts the user field from events containing the word error
using the regular expression provided.



e lookup: The lookup command is used to add attributes from an external
lookup table to event data.

Example: error | lookup user_info user OUTPUT email

This query adds the email field from the user_info lookup table to events
that contain the word error, based on the common user field.

e spath: The spath command is utilized to extract fields from structured data
formats such as JSON and XML.

Example: search error | spath input=raw_output path=results.user

This query extracts the user field from JSON or XML data in the
raw_output field of events that contain the word error.

e multikv: The multikv command extracts fields from multi-value fields,
such as those found in log files with multiple key-value pairs.

Example: search error | multikv fields user, action

This query retrieves the user and action fields from error-containing
events with multiple-value fields.

e streamstats: The streamstats command calculates summary statistics for
streaming events, enabling users to analyze trends and changes over time.

Example: search error | streamstats count by user

This query calculates a running count of events containing the word error
for each user.

More Advanced SPL. Commands and Examples

As you continue to explore SPL, you will encounter additional commands that
further expand the range of data analysis and manipulation tasks you can perform.
Here are some more advanced SPL. commands with examples:

¢ dedup: The dedup command is used to remove duplicate events based on
one or more fields.
Example: search error | dedup user

This query removes duplicate events containing the word error based on
the unique user field.

e sort: The sort command is used to sort events based on one or more fields,
either in ascending or descending order.

Example: search error | sort - count



This query sorts events containing the word error in descending order
based on the count field.

e mvexpand: The mvexpand command is used to expand multi-value fields into
separate events.

Example: search error | mvexpand user

This query expands the multi-value user field from events containing the
word error into separate events.

e fillnull: The fillnull command is used to replace null or missing values
in fields with a default value.

Example: search error | fillnull value="unknown” user

This query replaces null or missing values in the user field of events
containing the word error with the default value unknown.

e fieldformat: The fieldformat command is used to change the display
format of a field without modifying the underlying data.

Example: search error | fieldformat user="User: “+user

This query changes the display format of the user field in events containing
the word error by adding the prefix user:

As you become more proficient with SPL, you can leverage these advanced
commands to create custom searches, analytics, and visualizations that address
the unique needs of your organization. With a comprehensive understanding of
SPL, you can unlock the full potential of the Splunk platform and transform raw
data into actionable insights.

Indexing Data and Strategies

Splunk’s indexing functionality enables efficient data browsing, analysis, and
visualization. Indexing entails ingesting unstructured data, transforming it into a
structured format, and preserving it in a manner that facilitates quick and efficient
retrieval. This document explains how Splunk indexes data, including data
parsing, event processing, and data storage.

Data Parsing and Event Processing

When Splunk receives unprocessed data, it first parses the information. This
method consists of the following steps:

e Breaking raw data into individual events: Splunk divides raw data into
discrete events, which are the fundamental data elements that can be



searched, analyzed, and visualized.

e Timestamp extraction: Splunk identifies and extracts the timestamp
associated with each event, which is essential for time-based searching and
analysis.

¢ Field extraction: Splunk mechanically extracts key-value pairs, also known
as fields, from the event data. These fields enable users to explore and
analyze particular data characteristics.

e Event processing: Splunk performs additional processing on events, such
as line separation, event separation, and character set encoding.

Data Storage and Indexes

After events are parsed and processed, Splunk archives them in indexes. An index
is a collection of events structured to enable efficient searching and retrieval,
organized by time. Splunk can have multiple indexes, each dedicated to particular
data types or use cases. You can designate custom indexes or use the default main
index when configuring Splunk.
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Figure 2.4: Indexing in Splunk

Components of an Index

The components of an index are as follows:

e Buckets: Each index is organized into containers, which are directories
containing events for particular time intervals. Throughout their lifetime,



buckets pass through several stages: hot, warm, cold, and frozen. Warm
buckets are read-only and no longer being updated, cold buckets are read-
only and were rolled from warm due to age or size, and frozen buckets are
either deleted or archived.
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Figure 2.5: Index buckets in Splunk

e Raw data: The index compresses and stores raw data as it was initially
ingested. This ensures that the original data is always accessible and can be
reprocessed if necessary.

Index files: These files contain metadata and other information required for
efficient data searching. Examples of index files include time series index
(TSIDX) files, which contain pointers to events in the raw data files, and
bloom filter files, which facilitate faster searches by excluding events that
do not match the search criteria.

Configuring Indexing in Splunk

Typically, configuring indexing in Splunk entails the following tasks:

e Creating custom indexes: Define custom indexes to enhance data

organization and search performance. Each index must serve a distinct
function, such as storing data for a particular application or team.



Setting index properties: Set index properties such as the maximum index
size, the time range for each container, and the data retention policy. These
parameters can assist in managing storage needs and ensuring that data is
retained for an adequate period.

Configuring data inputs: Define data inputs and indicate to which index
the data should be sent. Configuring inputs is possible via Universal
Forwarders, Heavy Forwarders, or the Splunk Web interface.

Assigning permissions for an index: Control index access by assigning
permissions to particular users and responsibilities.

Index Management and Performance Considerations

Managing indexes and optimizing performance are essential aspects of working
with Splunk. Here are some best practices and recommendations for index
management and search performance optimization:

Plan yourindexes: Plan your indexing strategy before deploying Splunk by
considering the data types that will be ingested, the data retention
requirements, and the anticipated search traffic. Developing a well-
structured index plan can facilitate the optimization of storage and search
performance.

Monitor index growth: Monitor the development of your indexes regularly
to ensure that they do not exceed their storage limits or hinder search
performance. Splunk offers a variety of monitoring tools and dashboards to
trace index usage and expansion.

Optimize searches: Use specific index and field names in your search
queries to minimize the quantity of data that must be processed when
designing searches. This can help increase search performance and reduce
Splunk deployment load.

Use summary indexing: Summary indexing is a technique that pre-
aggregates data so that it can be retrieved more quickly during queries. By
establishing summary indexes for frequently used searches or dashboards,
search performance can be enhanced by reducing the amount of data that
must be processed during each search.

Archive old data: When data in your indexes reaches the end of its useful
existence, consider archiving it in order to reduce storage costs and enhance
search performance. Splunk can be configured to archive data to a distinct
storage system or delete it when it reaches a certain age or size.



By adhering to these best practices and recommendations, you can ensure that
your Splunk deployment remains efficient and performs well as your
organization’s data grows and its requirements change. Proper index management
and performance tuning are essential for optimizing your Splunk investment and
ensuring that your team can analyze and visualize your data swiftly and easily.

Indexing Strategy

Splunk provides several configurable strategies to optimize search performance,
manage data retention, and ensure data availability through effective handling of
indexed data:

e Data Partitioning: Indexed data can be organized based on various criteria,
such as data source, data type, or department. This enables enhanced search
performance and more effective management of data retention policies. It’s
important to note that it is the data that is partitioned, not the indexes
themselves.

e Data Clustering: Splunk can be configured to cluster indexed data to
ensure data redundancy, high availability, and improved search
performance. In such a configuration, data is replicated across multiple
indexers to secure its availability in the event of hardware failures or other
disruptions. Again, it is the data that is clustered, not the indexes.

e Data Tiering: Different storage tiers (hot, warm, cold, and frozen) can be
assigned to indexed data based on its age, optimizing both storage costs and
search performance. Cold and frozen data are stored in slower, less
expensive storage for long-term retention, while hot and warm data are
stored in faster storage, enabling optimal search performance.

These strategies are not inherent default settings but are configurable options
designed to optimize the management and performance of indexed data. They
emphasize the optimization and configuration of the data within the indexes,
rather than the indexes themselves.

Scalability and High Availability

Scalability and high availability are essential features of all enterprise-grade
software, particularly data analytics platforms such as Splunk. A scalable system
can accommodate growing data volumes, user counts, and search burdens, while
high availability ensures that the system remains operational and accessible
despite component and network failures. In this exposition, we will discuss how



Splunk’s architecture and various features address scalability and high
availability.

Scalability: The distributed architecture of Splunk is designed to scale both
horizontally and vertically to accommodate expanding data volumes, user
counts, and search loads.

Horizontal Scaling: Splunk can be scaled out horizontally by adding more
instances of specific components, such as Indexers or Search Heads, to
manage larger data volumes or increased search requirements. This is
referred to as horizontal scaling, and it can be accomplished by deploying
additional instances and distributing data and search traffic across them.
This methodology enables Splunk to scale nearly linearly as the number of
instances increases.

Vertical Scaling: Splunk can also be scaled vertically by increasing the
available resources to individual components, such as memory, CPU, and
storage. This is referred to as vertical scaling, and it can help improve the
efficacy of existing instances as well as accommodate larger data volumes
and search loads.

High Awvailability: Splunk achieves high availability by implementing
redundancy and failover mechanisms to keep the system operational in the
event of component failures or network issues.

Indexer Clustering: Splunk supports indexer clustering, which enables the
creation of a group of indexers that replicate data among themselves. This
replication ensures that multiple duplicates of the data are available so that
if one indexer fails, the remaining indexers can continue to fulfill search
requests. By distributing the search load across cluster members, indexer
clustering also enhances search performance.

Search head clustering: Splunk also supports search head clustering, a
feature that enables the creation of a group of search heads that service
search requests collaboratively. By distributing the search load and
providing redundancy, search head clustering enhances both search
performance and availability. If one search head in a cluster fails, the
remaining search heads can continue to service queries.

Load balancing and failover: Splunk can be configured to interact with
load balancers to distribute traffic across multiple instances of a component,
such as indexers or search heads. This ensures that no single instance
becomes a bottleneck or single point of failure, thereby enhancing
performance and availability.



By incorporating scalability and high availability features, Splunk ensures that its
platform can expand to meet the requirements of organizations of all sizes, while
also providing the reliability and resilience required for mission-critical
applications. This combination of scalability and high availability makes Splunk a
popular option for businesses that require a robust and flexible data analytics
platform.

Splunk Deployment Options

Splunk provides a variety of deployment options, each of which is tailored to
distinct organizational requirements, infrastructure specifications, and scalability
concerns. Understanding these options will allow you to select the most suitable
one for your particular use case. Here are Splunk’s primary deployment options:

e Single-instance deployment

All Splunk components (data inputs, indexing, and querying) are hosted by a
single machine in a single-instance deployment, which is the simplest deployment
option. This option is appropriate for small-scale environments or testing, where
the volume of data is comparatively low and the number of users accessing the
system is limited.

Advantages

e Simpler installation and management

e Reduced hardware and infrastructure needs
Disadvantages

e Limited scalability and performance

 Single point of failure — all Splunk functionality is lost if the instance fails.
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Figure 2.6: Splunk Single-instance deployment (source: Splunk Inc., (2022):
https://docs.splunk.com/Documentation/Splunk/9.0.4/Deploy/Singleindexer)

e Distributed deployment

Distributing Splunk components across multiple machines increases scalability,
performance, and defect tolerance in a distributed deployment. In a distributed
architecture, forwarders, indexers, and search heads can exist as discrete
instances, allowing each component to be scaled independently as needed.
Distributed deployments are appropriate for medium- to large-scale environments
with greater data volumes and user demands.

Advantages

e Enhanced scalability and performance

e Enhanced fault tolerance and high availability via clustering and data
replication

Disadvantages

e More difficult setup and management


https://docs.splunk.com/Documentation/Splunk/9.0.4/Deploy/Singleindexer

e Higher hardware and infrastructure requirements
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Figure 2.7: Splunk Distributed deployment (source: Splunk Inc., (2022):
https://docs.splunk.com/Documentation/Splunk/9.0.4/Deploy/SHCwithindexers)

e Splunk Cloud

Splunk Cloud is a fully managed, cloud-based deployment option that provides all
the features and capabilities of an on-premises Splunk Enterprise deployment
without requiring the management of the underlying infrastructure. Splunk Cloud
is appropriate for businesses that prefer not to invest in on-premises infrastructure
and wish to take advantage of the Cloud’s flexibility and scalability.

Advantages

e No need to manage hardware or infrastructure
e Quick and simple deployment and scalability


https://docs.splunk.com/Documentation/Splunk/9.0.4/Deploy/SHCwithindexers

e Cloud infrastructure offers high availability and dependability

Disadvantages

e Ongoing subscription costs

e Potential data security and compliance concerns, depending on the
organization’s specific needs

Hybrid Deployment

A hybrid deployment combines on-premises and cloud-based Splunk instances,
enabling organizations to utilize both deployment options based on their unique
requirements. For instance, a hybrid deployment may employ on-premises
indexers for the storage of sensitive data and cloud-based search engines for
remote users or external data sources.

Advantages

» Ability to select the optimal deployment method for particular use cases

e Combines the advantages of on-premises and cloud deployments

Disadvantages

o Potentially higher costs due to the combination of infrastructure and
subscription costs

Your organization’s size, data volume, user needs, budget, and infrastructure
preferences will determine which Splunk deployment option is most suitable. By
understanding the benefits and drawbacks of each option, you can make an
informed decision that best meets the requirements of your organization.

Best Practices for Splunk Deployment

Organizations should adhere to best practices when deploying Splunk to ensure
optimal performance, scalability, and high availability. Among the essential best
practices are the following:

e Plan and design architecture: Develop the architecture according to data
volume, user traffic, and performance specifications.

e Monitor resource utilization: Regularly monitor CPU, memory, disk, and
network usage to identify potential performance issues or bottlenecks.
Splunk provides several monitoring tools, including the Monitoring Console
and the metrics.log file, which can be used to analyze resource utilization.



e Analyze search performance: Utilize the integrated search task inspector
to analyze the performance of individual search queries and identify slow or
resource-intensive queries. Identify and address the underlying causes of
performance issues, such as suboptimal search queries and inadequate
hardware resources.

* Review indexing efficiency: Monitor the indexing rate and indexing queue
to ensure that data is indexed quickly and effectively. Investigate any
indexing delays or problems that could affect search performance or data
accessibility.

o Configure alerts: To proactively identify and resolve potential issues,
configure alerts for critical system events and performance metrics, such as
high resource utilization, lengthy queries, and indexing failures.

e Plan for capability and growth: Assess the capacity of your Splunk
environment regularly and plan for future growth by adding or upgrading
hardware resources, such as CPU, memory, and storage, as necessary.

e Data Retention: Implement data retention policies to control storage costs
and comply with regulatory requirements.

Monitoring and troubleshooting Splunk’s performance are essential for sustaining
a high-performance environment and keeping the system responsive to user
demands.

Here, we discuss some recommendations for Splunk performance monitoring and
troubleshooting.

Search Optimization Techniques

Splunk’s optimal search performance requires the implementation of search
optimization techniques. Several of these strategies include:

o Use selective filtering: Filter events as early as possible in your search
query to reduce the quantity of data that must be processed, thereby
enhancing search performance.

e Limit the time range: Specify a limited time range for your search to
reduce the amount of data that must be searched, which will result in faster
search results.

o Utilize indexed fields: Utilize indexed fields in your search queries to
optimize search performance and take advantage of Splunk’s indexing
capabilities.



Optimize SPL. commands: Select the most efficient SPL. commands and
functions for your search queries and use them in the proper order to reduce
processing latency.

Schedule intensive resource searches: Schedule resource-intensive queries
during off-peak hours to reduce their impact on search performance and
resource consumption.

Security Best Practices in Splunk Deployment

It is crucial to follow security best practices when deploying and managing
Splunk in order to safeguard sensitive data and maintain compliance with
regulatory requirements. Among the essential security best practices are the
following:

Secure communication: FEncrypt communication between Splunk
components using SSL/TLS to prevent unauthorized data access.

Implement role-based access control (RBAC) to restrict user access to
sensitive data and functionality based on their assigned roles and
responsibilities.

Regularly apply patches and upgrades: Keep your Splunk environment
up-to-date with the most recent upgrades and updates to address security
flaws and maintain security standards compliance.

Audit and monitor Splunk activity: Review Splunk logs and audit traces
on a regular basis to identify and investigate suspicious activity and security
incidents.

Implement data masking: Protect user privacy and maintain compliance
with data protection regulations by masking or removing sensitive data such
as personally identifiable information (PII) or payment card information.

Splunk Health Check and Maintenance

Regular health tests and maintenance can help ensure that your Splunk
environment continues to be stable, secure, and performant. Among the most
important health check and maintenance duties are the following:

Review system logs and internal Splunk logs: Review system logs and
Splunk’s internal logs (_internal index) on a regular basis to identify and
investigate errors, warnings, and other issues that could impact system
stability or performance.



e Validate configuration files: Examine and validate Splunk configuration
files on a regular basis to ensure they are formatted correctly and do not
contain any errors or inconsistencies that could cause problems.

e Planning for backup and recovery: Implement a thorough backup and
recovery strategy to safeguard your Splunk data and configuration files
against loss or corruption. Test your backup and recovery procedures
frequently to ensure their efficacy and currency.

o Test and validate upgrades: Before applying any upgrades or patches to
your Splunk environment, evaluate them in a non-production environment
to identify and resolve any potential issues or incompatibilities.

 Monitor and maintain security: Regularly review and update security
configurations, including access controls, encryption settings, and security
policies, to maintain a secure environment and comply with regulatory
requirements.

By adhering to these recommendations and best practices, organizations can
maintain a healthy, high-performance Splunk environment that supports their
cybersecurity and data analytics requirements effectively.

Conclusion

This chapter concludes with a thorough examination of Splunk’s architecture,
essential components, and functionalities. We have explored the distributed,
scalable, and fault-tolerant nature of Splunk and the roles of its various
components, including data sources, Universal Forwarders, Heavy Forwarders,
Indexers, and Search Heads, as well as optional elements such as Deployment
Server, Cluster Master, and License Master. In addition, we have presented the
Search Processing Language (SPL) and its capabilities for constructing complex
search queries for data analysis and visualization.

We have also addressed the significance of efficient data management and storage
via indexing strategies and shared best practices for Splunk deployment,
emphasizing the availability of flexible deployment options to meet the varying
requirements of organizations. With this foundation in place, you are well-
equipped to design and maintain a robust Splunk environment and leverage its
potent data analysis and visualization capabilities to drive informed business
decisions.

As we transition to the next chapter, Configuring Inputs and Data Sources, we
will explore various data ingestion techniques, such as files and directories,
network events, and more. In addition, we will cover how to configure data inputs



and source types, as well as how to manage data parsing and transformation to
ensure that your Splunk deployment effectively processes and analyzes data. This
knowledge will enable you to maximize Splunk’s capabilities and extract valuable
insights from your organization’s data.

Points to Remember

Overview of Splunk Architecture: Splunk’s architecture is modular and
consists of several essential components, including forwarders, indexers,
and search heads. Understanding the functions of these components and
their interactions is essential for effective data processing and analysis.

Key components of Splunk: Familiarize yourself with the primary Splunk
components, such as forwarders, indexers, search heads, deployment
servers, and license controllers. Each component performs a distinct role in
data intake, processing, searching, and administration.

Search Processing Language (SPL): Splunk uses SPL, a sophisticated
search language, to query and manipulate data. You can extract valuable
insights from your data and construct complex search queries,
visualizations, and alerts by mastering SPL.

Indexing Data: In Splunk, indexing is the process of preserving and
organizing data. Effective data storage and retrieval requires an
understanding of indexing strategies, index types, and data retention policy
management.

Indexing Strategies: Employ the appropriate indexing strategies, including
the use of multiple indexes, the establishment of data retention policies, and
the consideration of data prioritization. These strategies can optimize your
Splunk environment’s data storage, management, and retrieval.

Scalability and High Awvailability: Ensure that your Splunk deployment
can accommodate growing data volumes and user requirements. Implement
strategies for clustering and data replication to maintain high availability
and provide fault tolerance in the event of hardware failures.

Splunk Deployment Options: Familiarize yourself with the different
deployment options, such as single-instance deployments, distributed
deployments, and cloud deployments. Choose the option that best fits your
organization’s needs, budget, and infrastructure.

Splunk Best Practices for Deployment: Follow Splunk deployment best
practices to optimize performance, security, and maintenance. This



encompasses hardware dimensions, capacity planning, monitoring, and
routine maintenance.



CHAPTER 3

Configuring Inputs and Data Sources

Introduction

This chapter explains how to configure Splunk to capture and analyze data from
multiple sources. The chapter begins with an overview of the various data sources
that Splunk can consume, including logs, events, metrics, and network data.

This chapter describes how to configure inputs in Splunk, including file and
directory input configuration, network input configuration, and scripted input
configuration. It also explains how to forward data from remote sources to Splunk
and how to utilize Splunk’s Universal Forwarder.

In addition, the chapter elaborates on Splunk’s data source management
capabilities, including data input and output settings, as well as the application of
source types and tags to classify and organize data. A discussion of data parsing
and transformation, including the use of field extractions, event types, and
lookups, concludes the chapter.

By the end of this chapter, readers will have a thorough comprehension of how to
configure Splunk to collect and analyze data from multiple sources.

Structure

In this chapter, we will cover the following topics:

e Introduction to configuring inputs and data sources
e Types of data sources

e Configuring data inputs

e Understanding data inputs

e Managing data inputs

e Data onboarding

Introduction to configuring inputs and data sources

Splunk is a robust platform for analyzing and visualizing data from a variety of
sources, making it crucial for organizations to configure inputs and data sources




accurately. Configuring inputs and data sources entails establishing how Splunk
transforms data, such as log files, network traffic, and databases, into searchable
events. In this section, we will provide an overview of the inputs and data sources
configuration process, which enables Splunk to efficiently collect, process, and
analyze data.

The processes involved in configuring inputs and data sources in Splunk are as
follows:

Identifying data sources: This is the first step in configuring inputs -
identifying the data sources you wish to import into Splunk. These sources
may include log files, network traffic, databases, and APIs from various
systems and applications.

Choosing the appropriate input method: Splunk supports a variety of
input methods, including monitoring files and directories, eavesdropping on
network ports, and querying databases. Depending on the data source, you
must select the appropriate data input method for Splunk.

Configuring the input settings: After identifying the data sources and
selecting the input method, you must configure the input settings. This may
involve specifying file paths, network ports, or database connection
information, as well as any data parsing and transformation parameters that
are required.

Testing and validating the input configuration: Following the
configuration of the input settings, it is essential to test and validate the
input configuration to ensure that Splunk can successfully ingest and
process the data. This may involve examining the indexed data, detecting
parsing errors, or confirming field extractions.

Monitoring and managing data inputs: After inputs have been configured
and validated, it is crucial to monitor and manage them to ensure that data
ingestion continues seamlessly and efficiently. This may include modifying
input settings and resolving problems.

By following these steps, you can configure inputs and data sources in
Splunk to effectively acquire and process data from a variety of systems and
applications. To maximize Splunk’s potent data analysis and visualization
capabilities, inputs and data sources must be configured properly. It ensures
that the platform can efficiently manage the data, making it searchable and
valuable for the analytics requirements of your organization.

In the remainder of this chapter, we will delve deeper into various types of data
sources, explore the configuration and management of data inputs, and investigate



best practices for data onboarding. This information will assist you in
comprehending the process of configuring inputs and data sources in Splunk and
equip you with the knowledge required to optimize data ingestion and processing
for your particular use cases.

Types of data sources

Splunk is capable of ingesting data from numerous sources (see Figure 3.1),
which can be broadly classified as follows:

e Files and directories: Splunk can monitor local or remote files and
directories, such as log files, configuration files, and CSV files, for new or
updated data. This is one of the most common types of data sources for
Splunk, as many applications and systems generate log files that can provide
insightful information about their operation and performance.
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Figure 3.1: Data sources of Splunk

e Network events: Splunk can capture network events, including Syslog,
SNMP traps, and NetFlow data, by monitoring particular network ports.
This enables Splunk to receive data from network devices, firewalls, and
other systems that transmit network-based events.

e APIs and web data: Splunk can connect to APIs and web services to
collect data in JSON, XML, and other formats. This permits Splunk to



consume data from cloud services, social media platforms, and other
applications that expose their data via APIs or web interfaces.

e Databases: Splunk can query SQL, NoSQL, and time-series databases to
ingest data directly from these sources. This helps accumulate structured
data and integrate Splunk with other data analytics platforms.

e Custom data sources: Splunk also supports custom data sources that utilize
scripts, modular inputs, or other custom input methods. This enables custom
integrations with proprietary systems, IoT devices, and other specialized
data sources that Splunk may not support out of the box.

Understanding the various types of data sources is essential for configuring inputs
in Splunk, as it allows you to determine the input method and settings for each
data source. By ingesting data from multiple sources, you can obtain a
comprehensive view of the IT infrastructure of your organization and identify
patterns, trends, and anomalies that may not be apparent when analyzing data
from a single source.

Configuring data inputs

After identifying the data sources that you wish to import into Splunk, you must
configure the data inputs. Depending on the sort of data source, Splunk offers a
variety of data collection input methods. Here, we’ll discuss some common input
mechanisms and their configuration.

Configuring data inputs for log files

Suppose you want to onboard Apache web server access logs into Splunk. First,
you need to identify the data source - in this case, the Apache access log files,
typically located at /var/log/apache2/access.log. To configure the data input
for these log files, follow these steps:

1. In the Splunk Web interface, navigate to Settings > Data Inputs > Files
& Directories.

2. Click New Local File & Directory Monitor.

3.In the File or Directory field, enter the path to your Apache access log
file. Choose the path where your log file is located. For example, if your log
file is named access.log, you would find and enter the path where it is
stored.
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Figure 3.2: Configuring data inputs for log files
4. Set the source type field to apache_access (Splunk’s predefined source
type for Apache access logs).

5. Configure any additional settings as needed, such as indexing options or file
rotation policies.

6. Click save to create the data input.

Splunk will now monitor the specified log file for new events and ingest them as
they are written.

Configuring data inputs for network events

Consider the scenario where you wish to import syslog events from network
devices into Splunk. To configure a UDP data input to monitor for incoming
syslog messages, perform the following instructions:

1. In the Splunk Web interface, navigate to Settings > Data Inputs > “UDP.”
2. Click on New Local UDP.

3. In the Port field, enter the UDP port number on which Splunk should listen
for syslog messages (for example, 514).
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Figure 3.3: Configuring data inputs for network events
4. Set the source type field to syslog (Splunk’s predefined sourcetype for
syslog events).
5. Configure any additional settings as needed, such as IP filtering or event
parsing options.
6. Click save to create the data input.

Splunk will now monitor the specified UDP port for syslog messages and
consume them as events.

Configuring data inputs for APIs

Suppose you wish to retrieve data from a third-party API, such as a threat
intelligence feed or the monitoring API of a cloud service. In this scenario,
Splunk’s HTTP Event Collector (HEC) can be used to consume API data.
Perform the following instructions:

1. In the Splunk Web interface, navigate to Settings > Data Inputs > HTTP
Event Collector.

2. Click New Token.
3. Provide a name for the token (for example, Threat_Intelligence_Feed).
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Figure 3.4: Configuring data inputs for APIs

4. Set the Source type field to an appropriate value for the data you are
ingesting (for example, “json” for JSON data or “xml” for XML data).

5. Configure any additional settings as needed, such as index assignments or
IP filtering.

6. Click save to create the HEC token.

Once the token has been generated, it can be used in your API integration script
or tool to transmit data to Splunk via HTTP or HTTPS requests.

By configuring data inputs for various data sources, you can ensure that Splunk
can efficiently consume and process data, making it accessible for analysis and
visualization.

A Few other types of data configuration

Splunk’s DB Connect app allows you to generate inputs for various databases,
including SQL, NoSQL, and time-series databases, and can be used to query
databases. To begin, install Splunk DB Connect from Splunkbase, then navigate
to Apps > DB Connect > Data Lab > Inputs. Next, select the relevant database
type by clicking New Input and selecting the appropriate database type. Provide
the connection details, specify the query or table, and configure the sourcetype
along with any additional settings.

To collect data from custom data sources, you can construct scripts, modular
inputs, and other custom input methods. The configuration procedure for custom
data sources will vary based on the method employed. For guidance on creating
and configuring custom data inputs, consult the Splunk documentation and
developer resources



puts/).

DB Connect

Database Lookup Connection Pooling Database Query

JDBC

Oracle Database Microsoft SQL Other Databases
Server

Figure 3.5: Splunk DB Connect App (Source: Splunk Big Data: a Beginner’s Guide - Cloudian. (n.d.).
Cloudian. https://cloudian.com/qguides/splunk-big-data/splunk-big-data-a-beginners-guide)

By configuring the appropriate data inputs for each data source, you can ensure
that Splunk can efficiently ingest and process the data, making it searchable and
valuable for the analytics requirements of your organization.

Understanding and managing data inputs

After configuring data inputs in Splunk, it is crucial to comprehend and
administer them for efficient data ingestion and processing. This entails observing
the status of the inputs, resolving problems, and optimizing performance.
Consider the following factors when managing data inputs:

e Monitoring data inputs: Splunk offers multiple monitoring tools for data
inputs, including the pata Inputs page under Settings and the Monitoring
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Console application. These tools can assist you in identifying problems like
sluggish data ingestion, missing data, and parsing errors. Reviewing the
status of your data inputs regularly enables you to proactively resolve
potential issues before they compromise your analytical capabilities.

Troubleshooting issues: When problems arise with data inputs, such as
data not being ingested, incorrect parsing, or errors in field extractions, it is
essential to identify and rectify the underlying cause. Scrutinizing the input
settings, scrutinizing the indexed data, or examining the Splunk logs for
errors and warnings may be required during debugging. The Splunk
documentation and community resources
(https://docs.splunk.com/Documentation/Splunk/9.0.4/Data/Troubleshootthe
inputprocess) offer guidance and best practices for troubleshooting typical
data input problems.

Optimizing performance: Efficient data ingestion is essential to preserving
the performance and responsiveness of your Splunk environment. Consider
adjusting input parameters, such as batch size, throttle limits, or file rotation
policies, to optimize the performance of data inputs. Ensure that the
hardware and network resources allocated to your Splunk instances are
adequate to manage the data volume and velocity.

Data retention and aging: Splunk permits the configuration of data
retention policies for each input, which determines how long ingested data
is retained and searchable. Managing data retention effectively can help you
strike a balance between storage requirements and the need for historical
data analysis. Review and adjust the data retention parameters for each input
to ensure that they comply with the data retention and compliance
requirements of your organization.

By understanding and managing data inputs in Splunk, you can ensure that the
platform can efficiently capture, process, and analyze data from a variety of
sources, thereby meeting your organization’s analytical requirements.

Data onboarding

Data integration involves importing new data sources into Splunk, transforming
them into searchable events, and ensuring that the data is properly indexed,
parsed, and enriched. Data onboarding involves a number of phases, including:

o Identification of data sources and input configuration: This involves
identifying the data sources you wish to import into Splunk, selecting the
appropriate input method, and configuring the input parameters.
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e Data parsing and transformation: After ingesting the data, Splunk must
parse and convert it into a format suitable for indexing and searching. This
may involve configuring field extractions, timestamp recognition, or event
breaking settings to ensure the data is parsed and enriched appropriately.

» Normalization of data: To enable effective analysis and correlation of data
from various sources, it is crucial to normalize the data by employing
standard field names and data formats. This may entail the creation of field
aliases, lookups, or calculated fields in order to map the ingested data to a
standard data model.

e Data validation and testing: Before completely integrating new data
sources into your Splunk environment, you must validate and test the data
onboarding process. This may require a review of the indexed data, a check
for parsing errors, or confirmation of field extractions and data
normalization.

Custom log file onboarding example

In this section, we will navigate through each step using an example of
onboarding a custom application log into Splunk, as well as sample configuration
files and log files.

Identification of data sources and input configuration

Suppose you have a custom application log file named “app_log.log” with the
sample content as follows:

2022-10-01 12:30:00 INFO: User logged in, UserID: 123

2022-10-01 12:31:15 ERROR: Failed database query, Query: SELECT *
FROM users

2022-10-01 12:34:45 WARNING: High memory usage, Memory: 80%

To configure the data input for this log file, follow these steps:

1. In the Splunk Web interface, navigate to Settings > Data Inputs > Files &
Directories.

2. Click New Local File & Directory Monitor.

3. In the ‘File or Directory’ field, enter the path to your application log file.
Choose the path where your log file is located. For example, if your log file
is named app_log.log, you would find and enter the path where it is stored.



Figure 3.6: Identification of data sources and input configuration

4. Set the “source type” field to a new custom value, for example,
“my_app_log”.

5. Configure any additional settings as needed, such as indexing options or file
rotation policies.

6. Click save to create the data input.

Parsing and transforming data

You must construct a new sourcetype and define field extractions, event breaking,
and data transformations for the custom application log. Create the props.conf
and transforms. conf files in your application’s local directory.

Sample props.conf:

[my_app_log]
TIME_FORMAT = %Y-%m-%d %H:%M:%S

MAX_TIMESTAMP_LOOKAHEAD = 19

LINE_BREAKER = ([\r\n]+)

SHOULD_LINEMERGE false

EXTRACT-1loglevel AMd{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2} (7?<loglevel>
[A-Z]+):

EXTRACT-message = (?<log_message>[A-Z]+): (.+)

Sample transforms.conf (optional):

# You can include any transformations you require, such as anonymizing user
IDs:

[anonymize_user_id]



SOURCE_KEY = log_message
REGEX = (UserID: )\d+
FORMAT = $1XXX

DEST_KEY = _raw

We have defined the time format, line break, and field extractions for loglevel
and log_message in props.conf. If necessary, custom data transformations can be
added to the transforms.conf file.

Normalizing data

Normalizing data is essential for ensuring consistency and comparability across
multiple data sources. This is typically accomplished using CIM in Splunk.
Common Information Model (CIM) provides a standard set of field identifiers and
event tags that can be used to normalize data from diverse sources.

For the custom application log, you can either map your data to an existing
Splunk data model or construct a custom data model to meet your specific
requirements. This entails mapping the extracted log file fields to their
corresponding data model fields. As necessary, you can define these mappings in
the props.conf and tags.conf configuration files.

Add the following lines to your props.conf file if you want to map the loglevel
field to the severity field in the web data model:

[my_app_log]

FIELDALIAS-1loglevel to_severity = loglevel AS severity
Similarly, you can define event tags in tags.conf file to categorize your events:

[eventtype=my_app_log_errors]
search = sourcetype=my_app_log loglevel=ERROR

[my_app_log]
my_app_log_errors = enabled

We will explain Normalized data in detail in Chapter 4,_“Data Ingestion and
Normalization”.

Validating and testing the onboarding process

Prior to thoroughly integrating the onboarded data into your Splunk environment,
it is necessary to validate and test the data onboarding process to ensure that the
data is correctly ingested, parsed, and normalized.



You can use Splunk’s Search application to confirm that events from the custom
application log are being accurately ingested and that extracted fields correspond
to your expectations. In addition, you can use the bata Model Audit dashboard in
the Common Information Model application to verify that the data is mapped
accurately to the selected data model.

If any issues are discovered during validation and testing, you can modify your
configuration files and data input settings as necessary, and then retest until the
data onboarding process is operating as expected.

By incorporating field extractions, event types, and lookups, we can improve the
data integration process for our custom application log. These techniques will
help provide additional context and enrich the data that Splunk receives.

Field extractions

Using the props.conf file, we have already extracted the loglevel and
log message fields from the previous example. To provide additional context,
let’s extract the UserID and Query fields as well.

The following field extractions should be added to the props.conf file:
[my_app_log]

EXTRACT-user_id = UserID:\s(?<UserID>\d+)
EXTRACT-db_query = Query:\s(?<Query>[7, ]+)

Now, the UserID and Query fields will also be extracted from the log events.

Event types

Splunk’s data search and analysis are facilitated by event types, which categorize
events based on specific criteria. Using the sample log data, we can construct
event types for user login events, failed database queries, and warnings for
excessive memory consumption.

Update the eventtypes.conf file with the following definitions for event types:
[user_login]
search = sourcetype=my_app_log log_message="User logged in”

[failed_db_query]
search = sourcetype=my_app_log log_message="Failed database query”

[high_memory_usage]
search = sourcetype=my_app_log log_message="High memory usage”



Now, you can use these event types to easily filter events by category in your
searches.

Lookups

Lookups are used to enrich data by incorporating fields from external sources. In
this example, let’s suppose we have a CSV file named user_info.csv containing
user information with the columns UserID, Username, and Department:

UserID, Username, Department
123, jdoe, IT

124,asmith, HR

125, jbrown, Finance

We can use a lookup to add Username and Department information to log events
based on the user1bD field.

Navigate to Settings > Lookups > Lookup table files > Add new to upload the
CSV file to Splunk. Select the CSV file and specify the desired destination app
and file name.
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Figure 3.7: Lookup table files configuration

Alternately, the query can be defined in the transforms.conf file:

[user_info_lookup]
filename = user_info.csv

Then, define the lookup in the props.conf file:
[my_app_log]



LOOKUP-user_info = user_info_lookup UserID OUTPUT Username
Department

Now, based on the userID field, the log events will be enriched with username
and bepartment information, providing additional context for analysis.

Having implemented field extractions, event types, and lookups, you can now use
the enriched data to create more sophisticated Splunk searches, visualizations, and
alerts. Here are some examples of how you can search using the newly created
event types and query data:

e Count the number of user login events by department:
eventtype=user_login | stats count by Department

 Identify the most common failed database queries:
eventtype=failed_db_query | stats count by Query | sort -count

e Find high memory usage events and display the username and department
associated with the user who was logged in during that time:

eventtype=high_memory_usage | table _time, UserID, Username,
Department, log_message

These examples illustrate how field extractions, event types, and lookups can
considerably enhance the data onboarding process in Splunk by supplying richer
context and more precise event categorization. By employing these techniques,
you can obtain a deeper understanding of your data and strengthen your
cybersecurity posture.

Please note that the SPL queries provided in this chapter are formulated to be
generic and illustrative. They do not specify any particular index, allowing for
broader applicability. If you wish to experiment with these examples, you may
adapt them to your specific use case, for instance, by using index=
“<your_index>" or any other index that is suitable to your environment.

Example of data onboarding via scripted input:

Scripted inputs are a powerful technique for ingesting data into Splunk through
the use of custom scripts. They become particularly useful when you need to
collect data from an API, perform data manipulation or transformation, or collect
data from a source not supported by Splunk’s built-in data inputs.

Consider an example of importing openweatherMap API data into Splunk.

First, obtain an API key for openweatherMap by registering for a free account at
https://home.openweathermap.org/users/sign _up.


https://home.openweathermap.org/users/sign_up

Next, create a Python script (for example, weather_data.py) that retrieves
weather data from the openweathermap API:

import requests

import json

import sys

import os

api_key = “YOUR_API_KEY”

city_name = “San Francisco”

base_url = f”http://api.openweathermap.org/data/2.5/weather?q=
{city_name}&appid={api_key}”

response = requests.get(base_url)
data = response.json()

if data[“cod”] !'= “404":
weather_data = {
“city”: data[“name”],
“country”: data[”sys”][“country”],
“temperature”: data[“main”][“temp”],
“humidity”: data[“main”][“humidity”],
“pressure”: data[“main”][“pressure”],
“weather”: data[“weather”][0][“description”],
}
print(json.dumps(weather_data))
else:
print(“City not found.”)

Replace “YOUR_API_KEY” with your actual API key obtained from
OpenWeatherMap.

Make the script executable by running the following command:
chmod +x weather_data.py
Now, create a new scripted input in Splunk to run the weather_data.py script by
following these steps:
1. In the Splunk Web interface, navigate to Settings > Data inputs.
2. Click scripts > New Local Script.

3. Set the Name field to weather_data.py and the Source name override field
to weather_data.
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Figure 3.8: Lookup table files configuration

4.In the script field, provide the full path to your desired Python script.
Please ensure that your script is located in the splunk/bin directory of your
Splunk installation. Once placed in the correct directory, navigate through
the user interface to locate and select your script. For example, if you have a
script named weather_data.py, ensure it is stored in the splunk/bin directory,
and then select it from the UI.

5. Set the Interval to the desired frequency for running the script (for
example, 3600 seconds for hourly updates).

6. Choose the appropriate app context and click Next.
7. Review the input settings and click Submit to create the scripted input.

Once the scripted input has been configured, the weather_data.py script will be
executed at the interval specified, and the weather data will be ingested into
Splunk. You can now search and analyze meteorological data using the
weather_data sourcetype in Splunk.

To display the most recent weather information for San Francisco, for instance,
you can use the following search query:

sourcetype=weather_data | head 1 | table _time, city, country,
temperature, humidity, pressure, weather | city="San Francisco”

This example illustrates how to construct a scripted input in Splunk for importing
data from an external API. Scripted inputs can be used for a variety of data
sources and formats, allowing you to exploit Splunk’s complete capacity for data
analysis and visualization.



Conclusion

This chapter provided insightful information on the significance of properly
configuring and managing data inputs to extract meaningful information from
various data sources. Following an introduction to the concept of configuring
inputs and data sources, the chapter explored the various categories of data
sources. It delved deeper into the complexities of configuring data inputs and
comprehending their importance within the data processing pipeline.

The chapter also discussed the significance of effectively managing data inputs,
which is crucial for preserving data quality, consistency, and precision. Data
onboarding is the first stage in integrating new data sources into the system,
ensuring a smooth flow of information and minimizing potential data pipeline
bottlenecks.

Now that a solid foundation has been established in configuring inputs and data
sources, it is essential to concentrate on the subsequent phases of the data
pipeline. Importing data from various sources into the system, and then
transforming and normalizing it to ensure consistency and compatibility with
other data sets will be the focus of the following chapter.

In the upcoming chapter, you will learn about various data ingestion techniques,
their advantages and disadvantages, and how to choose the most appropriate
technique for your particular use case. In addition, the chapter will discuss the
significance of data normalization in the context of data processing, analysis, and
visualization, guiding you on how to effectively normalize data to improve its
usability and extract valuable insights.

Points to Remember

o Identify pertinent data sources: In the context of cybersecurity, it is
crucial to capture data from security devices, systems, and applications,
such as firewalls, IDS/IPS, antivirus software, and network devices. This
provides extensive visibility into your environment and aids in the
identification of potential hazards and vulnerabilities.

e Use secure communication channels: When configuring inputs and data
sources, ensure that secure communication channels such as encrypted
protocols (for example, TLS, SSL) are used to safeguard sensitive data
during transmission from unauthorized access or tampering.

e Correctly configure log and event collection: Ensure that logs and events
from data sources are collected at the appropriate level of granularity to



provide useful data for analysis. This includes enabling logging on devices
and applications and adjusting logging levels accordingly.

Implement data retention policies: For historical analysis, trend
identification, and incident response, it is essential to retain data for a
sufficient period. Establish data retention policies that strike a balance
between storage needs and the requirement for historical data in
cybersecurity investigations.

Configure data parsing and normalization: For effective analysis and
correlation of data from diverse sources, it is essential to parse the data into
a consistent format. This facilitates the analysis and correlation of events,
resulting in a speedier detection and response to threats.

Monitor data quality and integrity: Examine and validate the accuracy
and completeness of the collected data regularly. This increases the efficacy
of your security measures by ensuring that your cybersecurity tools and
processes are functioning with reliable data.

Test and validate configurations: After configuring inputs and data
sources, test and validate the configuration to ensure that data is collected,
parsed, and normalized appropriately. This assists in identifying any issues
or voids in data collection that could have an effect on your cybersecurity
posture.

Maintain current data sources and inputs: Regularly assess and update
the configuration of data sources and inputs to adapt to changes in your
environment, such as new devices, applications, or system updates. This
guarantees continuous visibility into your security landscape.

Comprehend compliance requirements: Be cognizant of any regulatory or
industry compliance requirements pertaining to data collection, storage, and
analysis. Configure your inputs and data sources accordingly to maintain
compliance and meet these requirements.

Educate your team: Ensure that your cybersecurity team is well-versed in
configuring and administering data sources and inputs. This allows them to
utilize data effectively for threat detection, analysis, and response



CHAPTER 4
Data Ingestion and Normalization

Introduction

In this chapter, we will examine the process of data ingestion and
normalization in Splunk, which is essential for ensuring accurate and
consistent analysis of data from multiple sources. From ingesting raw data to
transforming it into a structured and normalized format for analysis, we will
discuss the various phases of data processing in Splunk.

The chapter will cover important topics such as data parsing, data
normalization techniques, the common information model (CIM), and the
implementation of data normalization in Splunk. In addition, we will discuss
the advantages of data normalization, as well as the difficulties and best
practices associated with this procedure.

By the end of this chapter, readers will have a deeper understanding of how
data ingestion and normalization operate in Splunk and will be better
equipped to use these techniques to improve the cybersecurity posture of
their organization.

Structure

In this chapter, we will cover the following topics:

e Overview of data ingestion in Splunk

Data parsing and processing

Data normalization

Data models and common information model (CIM)

Best practices for data ingestion and normalization

Overview of data ingestion in Splunk




The process of collecting, integrating, and processing raw data from various
sources into Splunk for analysis and visualization is known as data ingestion.
Data ingestion is crucial in the context of cybersecurity because it enables
organizations to consolidate and analyze data from multiple sources, such as
logs, network devices, applications, and security tools, to gain insights into
their security posture and detect potential threats.
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Figure 4.1: Overview of Data ingestion in Splunk (Source: Splunk Data Ingestion - Javatpoint. (n.d.).
www.javatpoint.com. https://www.javatpoint.com/splunk-data-ingestion)

Splunk supports numerous data sources, such as files, network streams,
APIs, and databases. Splunk can receive data in real-time or in bulk,
depending on the use case and requirements.

Data Ingestion Process in Splunk

Splunk’s data ingestion process includes the following steps:

e Data Collection

Lightweight agents, referred to as forwarders, are used by Splunk to
collect data from a variety of sources. These forwarders, which are
used on data-generating devices, fall into the following general
categories:

o Universal Forwarders: They take in and send raw, unprocessed
data directly to Splunk indexers.

o Heavy Forwarders: These forwarders have sophisticated
capabilities and can parse, filter, and perform preliminary data
processing before sending it to the indexers.

e Edge Processors

Splunk makes use of Edge Processors in the early phases of data
ingress, particularly with Heavy Forwarders. These elements are the
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first in the pipeline for data processing, engaging directly with
incoming data and enabling quick alterations or enlargements. The
following are typical tasks carried out by edge processors:

o Timestamping: Establishes an event’s precise timestamp.
o Annotation: Adds crucial metadata or extra information to raw
data.

e Ingest Actions

Ingest Actions are predefined processing rules that can be applied to data as
it enters Splunk. Through these steps, Splunk is equipped with the flexibility
to carry out real-time data modifications throughout the ingestion stage.
Examples include:

e Data Masking: To comply with compliance requirements, mask
specific patterns, such as hiding credit card information.

e Data Transformation: Transform specific data types into a more
illuminating format, such as IP addresses into geographic coordinates.
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Figure 4.2: Data ingestion in Splunk (Source: Get Answers from Your Data with Cisco UCS
Integrated Infrastructure for Splunk Enterprise. (2023, March 20). Cisco.
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-
servers/splunk-eference-architecture-m6-cseries-solution-brief.html)

e Data processing

After data has been collected, it goes through a succession of
processing stages in Splunk, including:


https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/splunk-eference-architecture-m6-cseries-solution-brief.html

o Parsing: Splunk identifies and extracts relevant fields from the
raw data, such as timestamps and key-value pairs. This procedure
helps the data become more organized and navigable.

o Event breaking: Splunk divides incoming data into discrete
events, which are then stored and indexed for subsequent analysis.
This step ensures that Splunk treats each event as a distinct entity.

o Field extraction: Splunk extracts additional fields from events
based on predefined or user-defined field extraction rules. This
step adds more context and information to the data, making it
simpler to analyze and correlate.

e Indexing: After processing, the data is stored in an index on Splunk
indexers, which manage and store the ingested data. Each index is
comprised of a series of containers that represent various stages of the
data’s lifecycle, ranging from hot and warm to cold and frozen. This
indexing procedure guarantees the efficient storage and retrieval of data
for analysis and search.

e Search and analysis: Once the data has been indexed, it becomes
accessible for search, analysis, and visualization within Splunk.
Splunk’s powerful search processing language (SPL) enables users to
create complex queries, build dashboards, and generate reports,
enabling organizations to obtain data-driven insights and make
informed decisions.

Splunk’s data ingestion plays a crucial role in enabling organizations to
consolidate and analyze data from diverse sources, thereby providing a
unified view of the cybersecurity landscape. By grasping the various aspects
of data ingestion, you can effectively leverage Splunk’s capabilities to
improve the security posture of your organization.

Data Parsing and Processing

Data parsing and processing are essential stages in the data ingestion
procedure, as they facilitate the transformation of raw, unstructured data into
a more organized and searchable format. This ensures that Splunk can
analyze and correlate the data effectively.




e Line breaking: When data is initially imported into Splunk, it
undergoes the line-breaking process. Splunk recognizes the boundaries
of individual events by searching for line breaks, which are typically
represented in the raw data by newline characters or other delimiters.
This procedure ensures that Splunk treats each event as a distinct entity.

Example: Assume that your log file contains the following entries:
2022-10-01 12:00:01 [INFO] User logged in: john@example.com

2022-10-01 12:01:15 [ERROR] Failed login attempt:
jane@example.com

Splunk would recognize the newline at the end of each log entry and use it to
separate the events.

e Timestamp extraction: Splunk extracts the timestamps from the
events following line breaking. Timestamps are indispensable for time-
based analysis and event correlation. Splunk can detect and extract
timestamps from data automatically, but you can also configure custom
timestamp extraction criteria if necessary.

Example: In the aforementioned log entries, Splunk would extract 2022-10-
01 12:00:01 and 2022-10-01 12:01:15 as the timestamps for the
respective events.

* Field extraction: Splunk extracts additional fields from events based
on predefined or user-defined field extraction rules. This step adds
more context and information to the data, making it simpler to analyze
and correlate.

Continuing with the example of log entries, Splunk could extract the
following fields:

Log level: INFO and ERROR
Action: User logged in and Failed login attempt
User: john@example.com and jane@example.com

e Event type: Splunk can categorize events into various types based on
their content, structure, or other factors. Event types can facilitate the
organization and classification of events, making it simpler to analyze
and correlate data from multiple sources.



Example: Splunk could classify the events in our example log entries as

successful login and failed login according to the log level and action
fields.

o Field transformations: Field transformations are used to extract or
modify field values in Splunk utilizing regular expressions or other
pattern-matching techniques. These transformations can assist in the
cleansing, formatting, and enrichment of data, making it more suitable
for analysis and correlation.

Example: Suppose, in the example of log entries, that the email addresses are
followed by a unique identifier (UID) in the unprocessed logs, as follows:

2022-10-01 12:00:01 [INFO] User logged in:
john@example.com|UID:12345

2022-10-01 12:01:15 [ERROR] Failed login attempt:
jane@example.com|UID:67890

You could extract the UID as a discrete field using field transformations,
allowing you to track user activity based on this unique identifier.

e Lookups: Lookups are a method for enriching Splunk event data by
mapping field values to additional information recorded in external
lookup files or database tables. This can provide additional context for
the events and enhance the data analysis process as a whole.

Continuing with the log entries example, you could use a lookup file to map
email addresses to usernames, roles, or departments, providing you with a
more complete picture of user activities within your organization.
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Figure 4.3: Lookups in Splunk

e Data retention and lifecycle management: Splunk offers multiple
features for managing the lifecycle of ingested data, such as index and
data retention policies. By configuring these policies, you can
determine the length of time data is retained, when it is archived or
deleted, and how it is stored at various phases of its lifecycle.

Example: For compliance purposes, you may be required to retain certain
log data for at least one year. By configuring a data retention policy in
Splunk, you can automatically transfer data to a cold or frozen state after the
required retention period, thereby optimizing storage and ensuring
regulatory compliance.

By understanding and utilizing these various aspects of data parsing and
processing in Splunk, you can optimize the ingestion process and maximize
the analytical and decision-making value of your data. This will ultimately
improve the security posture of your organization and enable you to respond
more effectively to cybersecurity threats.

Data Normalization

Data normalization is the systematic approach of organizing data in
databases to reduce redundancy and improve data integrity. It involves
structuring data in a way that dependencies are properly aligned with the
primary keys of their tables. The primary goal of data normalization is to




eliminate any inconsistencies and anomalies, ensuring that data is stored
logically and in its most coherent form.

Data normalization is an essential phase in the data management process,
especially in industries like cybersecurity that deal with massive amounts of
data. Fundamentally, normalization tries to restructure and “clean” data to
increase its organization, effectiveness, and value. Let’s explore the methods
for data normalization, especially in the context of cybersecurity.

Defining Data Normalization in the Cybersecurity
Context

Data normalization and log and event management are frequently used
together in the context of cybersecurity. As a result of multiple security tools
and software programs frequently reporting logs in different formats,
normalization ensures a uniform representation. It makes analysis, threat
identification, and incident response more streamlined by transforming
different logs into a uniform format.

Here are the steps to achieve data normalization in cybersecurity:

e Collect a Variety of Logs: Before normalizing, collect a variety of
logs from various systems and devices, including firewalls, IDS/IPS,
endpoint solutions, and more.

e Identify Crucial Information to Retain from Each Record: Identify
the timestamp, source IP, destination IP, port number, and the type of
event that must be maintained from each record.

e Create a Standard Format: Create a standardized layout that will be
applied to all normalized data. This may entail adopting a uniform date
and time format, naming objects or systems consistently, and allocating
data points in a predetermined order.

e Conversion Process: Transform or convert the various log entries into
the predetermined format. This could entail rearranging the data points
in a given sequence, renaming specific fields, or altering data types.

e Validation: Following conversion, validate to make sure the data was
accurately changed. Make sure no important data is lost while the
normalization process is in progress.



A Real-Life Cybersecurity Example

Think about a business that employs System A and System B, two distinct
intrusion detection systems (IDS).

e Logs from System A record events as: [Timestamp] [Source IP] ->
[Destination IP] [Type of Attack]

Exanqﬂe: 2023-10-17 12:30:15 192.168.1.1 -> 10.0.0.5 SQL
Injection

e Logs from System B record events as: [Attack Type] detected from
[Source IP] targeting [Destination IP] on [Date] at [Time]

Example: SQL Injection detected from 192.168.1.1 targeting
10.0.0.5 on 17-0ct-2023 at 12:30:15
Both logs can be normalized to convert them to a common format, such as:
[Date] [Time] [Source IP] [Destination IP] [Attack Type]

The normalized log would appear as follows: 17-0ct-2023 12:30:15
192.168.1.1 10.0.0.5 SQL Injection.

With the logs in this uniform format, a cybersecurity analyst can rapidly and
clearly compare and analyze data from both IDS systems, improving the
effectiveness of threat detection and response.

How Splunk Can Help to Normalize Data

Data normalization is made simple and effective with Splunk’s wide range
of tools and features. Splunk helps with data normalization in the following
ways:

¢ Common information model (CIM)

In Splunk, the common information model or CIM is a popular data
normalization technique. It provides a standard set of field names and
event categories for common data sources including network traffic,
authentication logs, and system performance metrics. By mapping the
fields from various data sources to a standard set of field names and
event types, the CIM facilitates consistency and comparability across
diverse log sources.

e Field extraction and field aliases



Field extraction is a technique used in Splunk to extract specific data
elements from raw logs and allocate them to fields. Field aliases are a
method for assigning aliases to fields. This may entail the use of
regular expressions, delimiters, or other pattern-matching techniques to
recognize and extract the desired data. Then, field aliases can be used
to map the extracted field names to standardized field names, which
further promotes consistency and comparability across various log
sources.

Lookups

Lookups are a method for enriching Splunk event data by mapping
field values to additional information recorded in external lookup files
or database tables. This can provide additional context for the events
and enhance the data analysis process as a whole. By utilizing lookups,
you can standardize the format of additional data across multiple data
sources, which can then be used to generate field names and values that
are shared.

Data parsing and processing

Data parsing and processing entails converting unstructured data into
structured fields and then processing them to ensure a consistent
format. This may involve converting data types, applying field
transformations, or utilizing field extractions to extract additional data
from raw data.

Timestamp and timezone normalization

In many instances, log data from various sources may contain
timestamps in different formats or time zones. Timestamps are
normalized by converting them to a standard format, such as UNIX
time or ISO 8601, and ensuring that they are consistently expressed in
a single time zone, typically Coordinated Universal Time (UTC). This
method facilitates event correlation across multiple log sources and
time-based analysis.

Categorization and labeling

Categorizing and tagging events based on their characteristics or
significance is another data normalization technique. By assigning
consistent tags or categories to events, you can facilitate the
identification and analysis of particular types of events, regardless of



the data source from which they originated. For example, you could
identify events associated with authentication, network traffic, or
system performance, allowing you to filter or group events based on
these categories during analysis.

Standardized event taxonomies

Adopting a standardized event taxonomy, such as the MITRE
ATT&CK framework, can help further normalize and contextualize
data from various sources. You can create a more consistent and
structured view of your security data by mapping events to specific
tactics, techniques, and procedures (TTPs) within a well-defined
taxonomy. This strategy can facilitate the identification of trends,
patterns, and potential hazards across multiple log sources.

Data enrichment

Data enrichment is the process of adding additional context or
information to raw data in order to enhance its quality and analytical
utility. This can be accomplished using a variety of methods, including
the incorporation of threat intelligence feeds, geolocation data, and user
and asset information. By augmenting the data, it is possible to
standardize the context and enable more precise and exhaustive
analysis across multiple data sources.

Data pipelines and pre-processing

Before ingesting data into Splunk or another analysis platform, you can
cleanse, transform, and normalize data using data pipelines and pre-
processing tools. This may involve the removal of superfluous data, the
conversion of data types, or the standardization of field names and
values. By pre-processing data, it is possible to ensure that it conforms
to a standard format and structure, making it simpler to analyze and
correlate events from various sources.

Custom apps and add-ons

In some instances, off-the-shelf data normalization techniques may not
be adequate for particular use cases or data sources. In these instances,
you can create custom applications or add-ons to normalize data in
accordance with your organization’s specific needs. These applications
and add-ons can be customized to extract, transform, and normalize



data from specialized devices, applications, or systems, thereby
ensuring that data for analysis is consistent and comparable.

¢ Data retention and normalization

Data retention policies play a crucial role in assuring the normalization
of data from various data sources. By standardizing the data retention
periods for different data types, you can ensure that data is always
accessible for analysis and correlation. This can be crucial when
investigating historical trends, identifying patterns, or identifying the
fundamental cause of security incidents.

e Data quality and validation

Maintaining data quality and validating the data’s veracity are essential
components of data normalization. Ensuring that your data is clean,
accurate, and devoid of duplicates and inconsistencies can aid in
enhancing the overall efficacy of your security analysis. Auditing and
validating your data sources, field extractions, and normalization rules
on a regular basis can aid in identifying and resolving any issues that
could affect the consistency and quality of your data.

e Training and documentation

To ensure consistent and effective data normalization throughout your
organization, you must provide your team with appropriate training and
documentation. This includes training on best practices for data
onboarding, field extraction, and normalization techniques, along with
documentation on your organization’s particular data standards,
nomenclature conventions, and taxonomy. By investing in training and
documentation, you can ensure that your team has the skills necessary
to effectively normalize and analyze data from multiple sources.

Benefits of Normalization of Data
o Efficient Storage: This improves system performance by reducing data
redundancy and freeing up critical storage space.

e Improved Query Response Time: Faster query execution and data
retrieval are both made possible by the streamlined data.

e Consistency and Accuracy: Makes sure that data is kept logically by
reducing anomalies and inconsistencies.



* Improved Data Analysis: Offers a standardized framework that makes
it easier to cross-examine data from diverse sources and analyze it.

e Promotes Growth: Supports lead segmentation and other corporate
growth goals by ensuring that data is accessible and well-organized.

Issues with Data Normalization

o Possibility of Slower Queries: Highly normalized data might
occasionally cause queries to respond more slowly, especially when
combining huge volumes of information from various tables.

e Need for Expertise: A detailed understanding of data structures and
normal forms is necessary for proper data normalization. Execution
errors can produce major data anomalies.

o Team Complexity: Teams may face additional challenges due to the
inclusion of codes and numerical values in normalized data tables,
which forces them to often consult query tables.

e Emerging Options: As NoSQL databases and non-relational systems
gain popularity, denormalization is being seen as a potential
replacement.

In conclusion, data normalization is a crucial aspect of cybersecurity
analysis, as it ensures that data from various sources is consistently
formatted and structured for straightforward comparison and correlation.
You can enhance the quality and utility of your security data by
implementing various data normalization techniques, such as CIM, field
extraction, data enrichment, and custom applications. In turn, this will enable
your organization to detect, analyze, and respond to potential threats and
security incidents more effectively, ultimately enhancing your cybersecurity
posture.

Data Models and CIM

In this section, we will discuss data models, which are abstract frameworks
for organizing and interpreting data, and the Common Information Model
(CIM), a standardized data model that, in the context of Splunk, provides a
common language for correlating data from different sources within the
logging and IT operations analytics platform.




Data Models

Data models in Splunk are a method for structuring and classifying data
from various sources in a meaningful manner. By providing a higher level of
abstraction over raw data, they enable users to obtain insights from their
data. Data models assist in defining the structure of your data by employing
a set of reusable objects, also known as data model objects, which represent
various categories of events, transactions, and measurements in your data.

A data model comprises one or more hierarchically organized data model
objects. Each object has a set of fields that represent the numerous data
properties. These fields may be extracted from the original data, calculated
from other fields, or inherited from their parent objects. Data model objects
can also be connected via parent-child relationships, enabling users to
examine and analyze data at multiple granularity levels.

Imagine you have a variety of toys, including cars, aircraft, and boats. Each
object has distinctive characteristics, such as color, size, and composition.
Now you need to organize these toys in a way that makes them simple to
locate and compare.

Here, data models come into play. A data model is analogous to an
organizational blueprint. In our toy example, the data model would assist us
in creating toy categories and deciding which attributes, such as color, size,
and material, to record.

Consider a large organization that wants to monitor user authentication
activities across its vast network. The organization collects logs from Active
Directory servers, VPN gateways, and various other applications.

Types of Datasets

e Event Datasets: These depict particular categories of events.

Example: An ‘authentication event’ is produced each time a user logs
in.

e Search datasets: These are adaptable and may be created using any
type of search, enabling the collection of more intricate data.

Example: To identify any brute force attacks, the security team might
set up a search dataset to collect all unsuccessful login attempts over a
24-hour period.



e Transaction Datasets: Over time, these datasets compile collections of
connected occurrences.

Example: Grouping all a user’s authentication actions throughout a
week to look for any odd behavior.

e Child Datasets: These can be further filtered and inherit parent
datasets’ attributes.

Example: A child dataset from the larger “authentication event” dataset
might only include “failed authentication events.”

Distinguishing Between Event and Search Datasets

The degree of complexity is the primary differentiator between event and
search datasets. Search datasets allow for complicated search commands,
whereas event datasets are simpler and include conditions defining them.

Example: A search dataset can be created to collect VPN logins from a
particular geographic area or during non-business hours, whereas an event
dataset might catch all VPN login events.
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Figure 4.4: Common information model (Source: Splunk Documentation. (n.d.).
https://docs.splunk.com/Documentation/CIM/5.1.0/User/Howtousethesereferencetables)

Inherited Fields and Hierarchies

Upon specifying a dataset with restrictions, Splunk will automatically
include several fields, such as host, source, and sourcetype. Datasets are
standardized and consistent because of this inheritance method.

Constraints from the parent dataset will also be inherited by child datasets,
although new constraints can also be applied. The AND boolean operator links
this hierarchical relationship together.

Example: Let’s assume that the root dataset for our authentication events
includes data on every login that occurs within the company. A child dataset
may inherit all of these events but also include a new restriction, such as
only recording events that originated from IP addresses that are not
corporate. This could help discover potential external threats more rapidly.
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Dataset Fields

Several methods for defining and modifying variables inside datasets are
provided by Splunk:

Auto-Extracted: These are the fields that Splunk automatically detects
and extracts from the data.

Examples include username, timestamp, and authentication_status
in our authentication logs, which may be automatically extracted.

Eval Expressions: These fields are produced when an evaluation
expression is applied to an existing field.

Example: As an illustration, a new field may be added to identify
authentication events as suspicious if they take place after regular
work hours.

Lookup: This method enriches data by using a lookup table.

Example: A lookup table of known malicious IP addresses could be
used to compare IP addresses in authentication records.

Regular Expressions: These fields were created with regex, enabling
the extraction of more precise data.

Example: Extracting specific error codes from logs to see why certain
authentication attempts were unsuccessful.

Geo IP: This makes use of Geo IP data to incorporate fields such as
latitude, longitude, country, and more.

Example: Identifying the location of a login attempt to look for
potential risks from particular areas.

Application of Cybersecurity in the Real World

Imagine a company that experiences frequent cyberattacks. The company’s
security staff can create structured datasets to track various aspects of their
network using Splunk Data Models:

Event Dataset for Login Events: Keep track of each login event
across all servers and applications.

Search Dataset for Anomalies: L.ook for login attempts made at odd
times or from IP addresses that are blocked.



o Transaction Dataset for User Behavior: Compile a user’s daily
actions to look for any outliers from their usual behavior.

e Child Dataset for External Threats: Concentrate only on login events
coming from unknown IP addresses or from places where the firm
doesn’t operate

The security team can build a multi-layered surveillance system by
intelligently arranging the datasets mentioned above.

Example: If an employee, say John Doe, typically accesses the company’s
systems between 9 AM and 7 PM from New York, but suddenly there is an
authentication attempt at 2 AM from, say, Moscow, this would trigger alerts.

e The transaction dataset can assist in highlighting such unusual behavior
patterns.

e The system may detect several failed login attempts coming from an IP
range recognized for malicious activity using the child dataset centered
on external threats. This can be a sign of a system-level brute-force
attack attempt against the company.

e When there is a sudden increase in traffic or authentication attempts
from a particular country or region, the Geo IP capabilities might be
extremely helpful, especially if the firm has no commercial
relationships in that area. This can be a sign of a planned attack or the
possible transmission of malware.

e Lookup fields and regular phrases can help quickly identify the precise
causes of authentication failures. For instance, if a specific error code
connected to password failures surges, it can indicate that a password-
cracking effort is still being made.

The organization receives deeper insights into its network activity and can
respond to threats more quickly and effectively by utilizing the organized
approach of Splunk Data Models. Dashboards that display organized data
enable easy monitoring and quicker decision-making. Such qualities are
essential in a field like cybersecurity, where every second counts.

Benefits of Splunk Data Models

» Abstraction and Simplification: Data models offer a higher level of
abstraction, enabling users to browse complicated data without directly



interacting with raw data or sophisticated search queries.

e Reusability: Reusable items can be created by users and shared and
used in a variety of searches, reports, and visualizations.

* Decreased Query Complexity: The data analysis process is simplified
by eliminating the need to regularly create and manage complex search
queries for various use cases.

e Optimized Performance: Splunk’s ability to accelerate data models
with summary indexes and tsidx files provides faster search
performance and increases its suitability for large datasets.

» Rapid Data Access: Users no longer need to conduct time-consuming
searches since accelerated data models enable quick access to and
examination of data.

e Adherence to CIM: Splunk data models support consistency and
seamless integration across various data sources and applications by
abiding by the Common Information Model (CIM).

e Improved Data Visualization: Because data models are structured,
they make for better visualization, which helps users draw insights
more naturally.

o Support for Standardization: The CIM promotes coherence in data
analysis by ensuring that various data sources may be understood and
analyzed uniformly.

o Better Collaboration: Teams may work together more successfully
when using shared and standardized data models since everyone is
looking at the data from the same perspective.

e Scalability: Data models provide a scalable solution to ensure effective
data management and analysis as enterprises expand and data volume
rises.

In conclusion, data models in Splunk are a potent method for organizing,
structuring, and analyzing data from various sources, which makes it simpler
for users to gain insights and generate meaningful reports and visualizations.

Common Information Model

Let’s discuss CIM now. Think of CIM as a super-useful guide that helps us
standardize the organization of various categories of data, just as we did with




our toys earlier. Data in the field of cybersecurity originates from a variety of
sources, including computers, network devices, and security tools. Each of
these sources has its way of describing things, making it difficult to analyze
all the data at once.

The CIM assists in resolving this issue by supplying a standard set of
categories and details (called “fields”) for organizing data from various
sources. By adhering to the CIM, we can ensure that our data is consistently
organized, making it much simpler to locate, compare, and analyze.

The CIM enables us to organize data from diverse sources in a consistent
and structured manner, similar to how we organize objects based on their
characteristics. This makes it simpler for cybersecurity professionals to
comprehend the data and protect our computers and networks from
malicious actors.

Real-Life Example from the Cybersecurity Area

Now, let’s explore the world of cybersecurity. Consider a business that
employs an antivirus program and a firewall as its two main security
measures.

e The firewall keeps track of and logs network traffic, gathering
information about established and attempted connections, including
any that might be hazardous or unlawful.

e The antivirus program runs a system scan for the business and records
any malware or virus activity that is found.

There is a problem, though. Despite having similar functions, these
instruments may utilize various terminologies in their logs. For instance, the
antivirus software may refer to an external device’s IP address as source_ip,
but the firewall may record it as src_ip when it attempts to connect. This
discrepancy can be confusing for an analyst who is attempting to compare
data from both of these logs.

CIM steps in to save the day here. Both src_ip from the firewall and
source_ip from the antivirus can be standardized to a single field name,
such src_ip, by applying CIM to both logs. This standardization enables
analysts to easily link events and details when reviewing these logs, without
being hampered by varying terminologies.



Having normalized the data using the CIM, it is now easier to compare and
analyze the information from both sources. You may discover that certain IP
addresses not only attempt unauthorized network connections but are also
linked to known malware. This understanding would allow you to take the
necessary steps to further secure your computer and network.

Continuing with our example, after normalizing the data with CIM, you may
wish to generate visualizations and reports to better comprehend the security
events and trends. Since the data from the firewall and antivirus records now
share the same field names and structure, creating these visualizations and
reports becomes much simpler.

For instance, you can construct a dashboard that displays the top source IP
addresses that generate the greatest number of security events across the
firewall and antivirus logs. This would help you identify IP addresses that
are repeatedly triggering security alerts and may be malicious. Additionally,
you could construct a timeline chart displaying the number of security events
per day, allowing you to identify unusual spikes in activity that may indicate
a security breach or an ongoing attack.

Benefits of CIM

e Consistency in Data Analysis: By adopting CIM, data from various
sources are standardized, reducing terminological differences and
facilitating and enhancing combined data analysis.

e Improved Visualization and Reporting: With the data universally
organized, making dashboards, reports, and visualizations is simple.
For instance, a security analyst can quickly build a dashboard that
displays security events from both firewall and antivirus logs.

e Improved Threat Detection: By using CIM to standardize data from
many sources, it is simpler to spot trends, correlations, and
abnormalities across datasets. This simplified picture can help people
spot potential dangers and questionable activity more quickly.

o Facilitated Collaboration: Because CIM makes sure that data is
presented consistently, cybersecurity experts may communicate their
results with CIM-versed colleagues more successfully. Teams that have
a common knowledge of data structure will communicate more quickly
and work together to mitigate threats.



o Efficiency in Incident Response: Incident response teams can
immediately comprehend the nature and scale of a security incident
with a clear and unified view of security events. They can then contain
and lessen the threat more quickly and decisively.

e Scalability: CIM makes sure that the addition of new data sources
doesn’t interfere with current analytical procedures as a firm expands
and incorporates more tools into its cybersecurity architecture. The
same model can be used to easily include the new data.

e Promotion of Best Practices: Organizations naturally embrace a set of
best practices for data organization and analysis when they follow a
standardized model like CIM. This may result in an overall
improvement in the effectiveness and quality of data-related operations.

e Enhanced Security Posture: As CIM is consistently used, it can result
in better cybersecurity decision-making over time, giving the business
a more strong and resilient security posture.

Example Scenario

Suppose AcmeCorp, a sizable business, has several security measures in
place, including a Cisco ASA firewall, a web proxy, an endpoint detection
program, and others. Splunk is used by AcmeCorp to organize its logs and
carry out security analytics.

One day, a probable effort at data exfiltration raises a Splunk alarm. The
warning recognizes when a large amount of data is sent outside of the firm
quickly using a correlation rule as its foundation.

How CIM helps in this scenario using the Splunk Add-on for Cisco ASA

e Raw Data Collection: A device within AcmeCorp’s network
established a connection to an external IP and sent a sizable amount of
data, according to a syslog message sent by the Cisco ASA to Splunk.

e CIM Normalization by the Add-on: This raw data is normalized by
the Splunk Add-on for Cisco ASA in accordance with the CIM’s
Network Traffic data model. To match the anticipated CIM data, key
fields are removed and renamed.

o src_ip (source IP) becomes src
o dest_ip (destination IP) becomes dest



o bytes_sent becomes bytes_out

e Correlation with Other Sources: Since the web proxy logs adhere to
the Network Traffic data type, Splunk can now simply correlate this
data with them. By comparing the normalized user field between the
two data sources, the security team may identify which user was in
charge of the traffic.

e Incident Investigation: The team investigates the incident and
determines that a gadget in the HR division was to blame. After
correlating this with data from their endpoint detection solution (also
normalized to CIM), they discover that the device had recently been
infected with malware.

* Reaction: The team rapidly isolates the affected device, eliminates the
virus, and blocks the external IP that data was being transferred to
using the knowledge learned from the normalized data.

In this situation, the Splunk Add-on for Cisco ASA’s
The security team at AcmeCorp could easily correlate ASA data with logs
from other tools by making sure that the ASA logs corresponded to the
desired data model (in this case, Network Traffic), which allowed for
quicker discovery, investigation, and repair of the event.

In conclusion, the CIM provides a standardized method for organizing and
analyzing data from various security tools, thereby making it simpler for
cybersecurity analysts to detect, analyze, and respond to potential threats and
security incidents. By applying the CIM to your security data, you can obtain
deeper insights, enhance collaboration, and ultimately strengthen the
cybersecurity defenses of your organization.

Best practices for Data Ingestion and
Normalization

 Plan your data strategy: Before ingesting data into Splunk, it is
essential to have a clear strategy for the data you wish to collect and
analyze. This involves identifying the data sources, the frequency of
data intake, and the anticipated volume and velocity of data.
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Standardize data formats: To ensure consistent data ingestion and
analysis, it is essential to standardize the data formats across all
sources. This includes the application of standard field names, data
types, and formats.

Use CIM: CIM is a standardized data model for Splunk security-
related data. Using CIM can help ensure that data from all sources is
normalized and structured consistently.

Real-time monitoring: To ensure effective data processing,
continuously track data utilization, intake rates, system performance,
and expenses.

Field mapping and standardization: When converting data during
ingestion, clearly define the mappings between the source and
destination fields.

Document and evolve data models: Data models should be
thoroughly documented and updated on a regular basis in accordance
with modifications to data sources and business needs.

Adapt to source changes: Keep an eye out for structural or content
changes in data sources and make quick adjustments to the ingestion
and normalization procedures.

Maintain current documentation: To keep records accurate and up-
to-date, any changes to processes should be promptly documented.

Use field extractions: Use Field Extraction To identify and extract
specific fields from the data, use field extraction. This helps make the
data simpler to search and analyze.

Utilize lookups and mapping tables: Use lookups and mapping tables
to contribute additional context or information to data. This can
provide valuable insights and aid in identifying data patterns or
anomalies.

Use regular expressions (Regex): Regular Expressions (Regex) are
useful for matching and extracting data patterns from unstructured data.
This can help identify particular data fields or events.

Utilize event type categorization: Event type categorization can be
used to classify events according to particular attributes or
characteristics. This can aid in identifying data patterns or anomalies
and facilitate analysis.



o Use time-based processing: Splunk is optimized for time-based
processing, so it is essential to use timestamp-based processing to
ensure that data is correctly indexed and analyzed.

o Utilize data preview: Using Data Preview prior to ingesting data can
help identify any issues, such as missing fields or formatting errors.
This can help ensure that data is correctly ingested and analyzed.

e Consistently apply metadata and monitor data quality: It is crucial
to continuously examine the quality of the data for accuracy,
completeness, and consistency, as well as to look for data gaps,
duplicates, and formatting issues. Additionally, make sure that the
metadata applied to resources and hierarchies is uniform and complies
with established standards.

By adhering to these data ingestion and normalization best practices, users
can ensure that their data is consistent, accurate, and searchable in Splunk.
This can help generate valuable insights and guide data-driven decision-
making.

Conclusion

This chapter has provided a thorough comprehension of the critical data
ingestion process in Splunk, including data parsing, processing,
normalization techniques, data models, and the CIM. In addition, we have
covered the best practices for data ingestion and normalization, which will
ensure that your data is clean, consistent, and well-structured, leading to
more accurate and insightful analysis.

As we transition to the upcoming chapter, “Understanding SIEM,” it is
essential to recognize the close relationship between data ingestion,
normalization, and Security Information and Event Management (SIEM)
systems. The effectiveness of a SIEM solution is significantly dependent on
the quality and organization of the ingested data. Using the knowledge
acquired in this chapter, you will be able to optimize your SIEM system,
ensuring accurate detection, analysis, and response to security incidents and
events.

In the upcoming chapter, we will delve deeper into the realm of SIEM by
examining its fundamental components, functionalities, and advantages. We
will discuss the integration of SIEM systems with various data sources,



including ingested and normalized Splunk data. In addition, we will discuss
real-world use cases, deployment considerations, and implementation and
management best practices for an STEM solution. The combination of a solid
foundation in data ingestion and normalization with an in-depth
understanding of SIEM systems will enable you to better safeguard the
digital assets of your organization and strengthen its cybersecurity posture.

Points to Remember

Data ingestion is the process of accumulating and indexing data into
Splunk, whereas data normalization is the process of standardizing and
structuring the data in preparation for analysis.

Identifying the sources of data and determining the optimal method for
ingesting the data into Splunk is the first stage in data ingestion.

In addition to guaranteeing data compatibility and fixing any
interoperability issues, one should always take into account and
evaluate potential security and privacy concerns.

Multiple data sources, including files, network ports, APIs, and
message queues, are supported by Splunk.

For consistent analysis, it is essential to standardize the data formats
across all sources. CIM can be employed to standardize data pertaining
to security.

Field extractions can be used to identify and extract particular data
fields, whereas lookups and mapping tables can be used to enrich the
data with additional context or information.

Regular expressions (Regex) are capable of matching and extracting
data patterns from unstructured data.

Event type categorization can be used to categorize events based on
specific attributes or characteristics, facilitating the identification of
patterns or anomalies in the data.

Since Splunk is optimized for time-based processing, timestamp-based
processing is essential for accurate indexing and analysis.

Data previewing can help identify any problems with the data before
they are ingested, and monitoring data quality over time is essential for
ensuring accurate and consistent analysis.



e Planning your data strategy, using standardized data formats, CIM,
field extractions, lookups and mapping tables, Regex, event type
categorization, time-based processing, previewing data, and monitoring
data quality are best practices for data ingestion and normalization.



CHAPTER 5
Understanding SIEM

Introduction

This chapter provides an introduction to Security Information and Event
Management (SIEM) and its relationship to Splunk. It begins with a
definition of SIEM and its primary functions, which include log
management, event correlation, and threat detection.

The following section describes how Splunk can be used as a SIEM
platform, including the deployment of the Splunk Enterprise Security (ES)
app, which provides additional STEM functionality, such as security event
correlation, threat intelligence integration, and incident response
management.

Moreover, the chapter discusses the creation and management of correlation
queries, which are used to identify specific activity patterns in log data that
may indicate a security threat. In addition, it explores the role of dashboards
and visualizations in SIEM, along with the use of real-time alerts and data
exploration tools.

This chapter provides an overview of SIEM and how Splunk can be used as
a SIEM platform to help organizations detect and respond to security threats
more effectively.

Structure

In this chapter, we will cover the following topics:

e Introducing SIEM

e SIEM features and functions

e Common use cases and benefits of SIEM
e Integrating Splunk with SIEM

Introducing STEM



SIEM is a security solution that enables organizations to centrally monitor
and analyze security-related events and alerts from multiple sources. By
aggregating and correlating security events from multiple sources into a
single console, a SIEM solution aims to provide real-time threat detection,
response, and compliance management.

Typical SIEM solutions include the following components:

e Data collection: SIEM solutions capture logs and other security-
related data from a variety of sources, such as network devices, servers,
and security systems like firewalls and intrusion detection systems. The
collected data is then normalized, correlated, and stored in a centralized
repository for subsequent analysis and reporting.

* Real-time analysis and alerting: The SIEM solution performs
continuous real-time analysis of aggregated data to detect potential
security threats, anomalies, and patterns. It generates an alert for
further investigation and response in the event that a potential threat is
identified.

 Reporting and compliance management: SIEM solutions include
dashboards, visualizations, and reports that enable security teams to
gain insight into security incidents, trends, and threats.

SIEM solutions enable security teams to detect, investigate, and respond
more efficiently to potential security threats by providing a centralized view
of security events and alerts. SIEM has become an essential component of an
effective cybersecurity strategy for organizations of all sizes due to the rise
of advanced persistent threats (APTs), zero-day vulnerabilities, and insider
threats.

SIEM solutions can also assist organizations with compliance management
in addition to providing a centralized view of security events and alerts.
Compliance regulations such as PCI-DSS, HIPAA, and SOX mandate that
organizations monitor and analyze security-related events and generate audit
reports. STEM solutions can aid in automating these duties and ensuring that
organizations meet compliance standards.

SIEM solutions can also be integrated with endpoint detection and response
(EDR) systems, security information management (SIM) solutions, and
threat intelligence platforms. This integration can offer a more complete



view of security events and enable security teams to respond more
effectively to potential threats.

It is crucial to consider the following best practices when implementing a
SIEM solution:

* Define use cases and objectives with precision: Clearly define the
use cases and objectives for your SIEM solution to ensure alignment
with the security objectives of your organization.

e Plan the collection and normalization of data: Plan the data sources
you will collect and how they will be normalized and enriched to
facilitate effective analysis.

e Consider performance and scalability: Ensure that your SIEM
solution can scale to meet your organization’s requirements and can
operate in real-time to provide effective threat detection and response.

e Implement a robust security architecture: Implement security best
practices, such as secure communication protocols, access controls, and
encryption, to ensure the security and resilience of your SIEM solution.

SIEM solutions are an essential element of an effective cybersecurity
strategy, and Splunk offers a robust platform for implementing a SIEM
solution that enables organizations to detect and respond to potential security
threats in real-time.

SIEM Features and Functions

SIEM solutions are intended to assist organizations in collecting, analyzing,
and managing security-related network data from multiple sources in real-
time (see Figure 5.1).
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Figure 5.1: A SIEM solution (source: What’s Cloud SIEM? Security Incident & Event Monitoring in
the Cloud. Splunk-Blogs. (Watts, S.). https://www.splunk.com/en us/blog/learn/cloud-siem.html)

Among the most important features and functions of SIEM solutions are as

follows:

» Data aggregation: SIEM solutions can aggregate data from a variety
of sources, including firewalls, intrusion detection systems, and
antivirus software. For instance, a SIEM can aggregate log data from
various network devices and servers to provide a centralized view of all
security-related events across the enterprise.



https://www.splunk.com/en_us/blog/learn/cloud-siem.html

Event correlation: SIEM solutions can correlate events from multiple
data sources in order to detect and respond to potential security threats.
For example, if a firewall event indicates an attempted intrusion and
endpoint logs indicate anomalous user activity, the STEM can correlate
these events to identify a potential security threat.

Alerting: SIEM solutions can generate alerts based on rules and
thresholds that have been predefined. For instance, a SIEM can
generate an alert when an unauthorized user attempts to access
sensitive data or when network traffic suddenly spikes.

Incident response: SIEM solutions offer workflows and tools to assist
security teams in responding to and resolving security incidents. For
instance, a SIEM can automate the incident response procedure by
generating tickets, sending notifications, and initiating predefined
workflows to mitigate the security incident.

Forensic analysis: STEM solutions enable forensic analysis of security
incidents, enabling security teams to investigate incidents in detail and
determine the source of the problem. For instance, a SIEM can provide
forensic data such as packet captures and log files to assist in
identifying the origin of a security intrusion.

Compliance reporting: SIEM solutions can generate compliance
reports that demonstrate a company’s adherence to regulatory standards
such as PCI DSS, HIPAA, and SOX. For instance, a SIEM can
generate a compliance report that demonstrates how the organization
complies with regulatory data security and privacy requirements.

Threat intelligence: SIEM solutions can integrate with threat
intelligence feeds to provide additional context and data regarding
potential security threats. For instance, a STEM can integrate with a
threat intelligence feed to provide real-time data on the most recent
malware or ransomware attacks.

User behavior analysis: SIEM solutions can analyze user behavior
across multiple data sources to identify anomalies and potential internal
threats. For instance, a SIEM can detect anomalous user behavior, such
as when a user accesses sensitive data at odd hours, which could
indicate an insider threat.

Log management: SIEM solutions can offer log management
capabilities to assist organizations in collecting, storing, and managing



log data from various sources. For instance, a SIEM can help
organizations meet regulatory compliance requirements by preserving
logs for a specified period and providing auditing and reporting
capabilities.

Real-time monitoring: SIEM solutions enable real-time monitoring of
security events, enabling security teams to respond rapidly to potential
security threats. For instance, a STEM can provide real-time alerts when
a security incident is detected, allowing security teams to investigate
and respond quickly.

Correlation with business context: SIEM solutions can correlate
security events with business context, allowing for a more complete
understanding of an organization’s security posture. For instance, a
SIEM can correlate security events with business applications, thereby
revealing the potential impact of a security incident on essential
business functions.

Anomaly detection: SIEM solutions can identify potential security
hazards by detecting anomalies in security-related data. For instance, a
SIEM can detect network traffic anomalies that may indicate a
distributed denial of service (DDoS) attack.

Threat hunting: SIEM solutions with sophisticated search and
analytics capabilities can facilitate threat-hunting activities. For
instance, a SIEM can enable security teams to search for particular
events or behavioral patterns that may indicate a potential security
threat.

Integration with other security tools: SIEM solutions can integrate
with other security tools, such as endpoint protection, identity and
access management, and vulnerability management solutions, to
provide a more comprehensive security posture. For instance, a SIEM
can integrate with an endpoint protection solution to provide a more
comprehensive view of network-wide security-related events.

Dashboards and reporting: SIEM solutions can offer customizable
dashboards and reporting capabilities to enable security teams to
visualize and report on data related to security. For instance, a SIEM
can provide a dashboard that displays security-related events and
metrics in real-time, such as the number of events, the top event
sources, and the top event categories.



e Machine learning and artificial intelligence: Some SIEM solutions
analyze security-related data and identify potential hazards using
machine learning and artificial intelligence (AI) algorithms. For
instance, a SIEM with machine learning capabilities can learn to
recognize behavioral patterns that may indicate a security threat.

e Cloud Security: SIEM solutions can be deployed in the cloud to
monitor and provide visibility into cloud-based environments. For
instance, a SIEM deployed in the cloud can offer visibility into security
events across multiple cloud providers and services.

e Orchestration of incident response: SIEM solutions can assist
organizations in automating and coordinating incident response
activities. For instance, a SIEM can automatically quarantine a system
or disable an IP address in response to a security incident.

SIEM solutions provide businesses with a comprehensive collection of tools
for managing their cybersecurity posture. By collecting and analyzing
security-related data from across the network in real-time, SIEM solutions
allow organizations to detect and respond to potential security threats swiftly
and effectively, thereby reducing the likelihood of a data breach or other
cybersecurity incident.

Common Use Cases and Benefits of SIEM

SIEM solutions offer numerous benefits to organizations seeking to enhance
their cybersecurity posture. Among the most important benefits of SIEM
solutions are as follows:

e Enhanced detection and response to threats: SIEM solutions can
help organizations detect and respond to security threats more promptly
and effectively. STEM solutions can assist security teams in identifying
and responding to threats before they cause significant damage by
providing visibility into enterprise-wide security events in real-time.

e Enhanced compliance: Numerous SIEM solutions feature compliance
reporting capabilities that aid organizations in meeting regulatory
compliance requirements. By providing centralized logging and
reporting capabilities, SIEM solutions enable businesses to demonstrate
compliance with regulations such as HIPAA, PCI-DSS, and GDPR.



Increased efficiency: SIEM solutions can automate a variety of
security-related tasks, enabling security teams to concentrate on more
strategic endeavors. For instance, SIEM solutions can automatically
correlate security events and generate alerts, eradicating the need for
manual intervention.

Better resource utilization: By providing a centralized view of
security events across the organization, SIEM solutions enable
organizations to utilize their security resources more effectively. By
reducing the need for multiple security tools and platforms, SIEM
solutions can save organizations time and money.

Improved incident response: SIEM solutions can assist organizations
in enhancing their incident response capabilities by providing real-time
information about security events. SIEM solutions can assist
organizations in mitigating the consequences of security breaches by
enabling security teams to swiftly identify and respond to security
incidents.

Enhanced visibility: SIEM solutions can provide a comprehensive
view of security events across an enterprise, enabling security teams to
identify patterns and trends in security-related data. This can assist
organizations in gaining a deeper understanding of their security
posture and making more informed cybersecurity strategy decisions.

Vulnerability management: SIEM solutions can assist organizations
in identifying and prioritizing IT environment vulnerabilities, enabling
them to take preventative measures to rectify these vulnerabilities
before they can be exploited by attackers.

Centralized logging: SIEM solutions provide centralized logging
capabilities, allowing organizations to store and analyze large volumes
of security-related data in a central location. This can help
organizations streamline their security operations and facilitate the
administration of security-related data.

Correlation of events: SIEM solutions can correlate security events
from multiple sources to identify patterns and tendencies that may
signal a security threat. By aggregating data from multiple sources,
SIEM solutions can provide a more comprehensive view of security
events across the organization.



o Integration of threat intelligence: Many SIEM solutions integrate
with threat intelligence feeds, enabling organizations to identify and
respond to emerging threats more quickly. By incorporating threat
intelligence into their security operations, organizations can stay ahead
of the most recent threats and reduce the probability of a security
compromise.

o Customization: SIEM solutions can be adapted to meet the specific
needs of an organization, allowing security teams to modify the
solution to their environment. This may include customizable
interfaces, alerts, and reports, as well as the ability to integrate with
other security tools and platforms.

SIEM solutions provide numerous benefits to organizations seeking to
improve their cybersecurity posture, such as enhanced threat detection and
response, compliance reporting, increased efficiency, better resource
utilization, enhanced incident response, enhanced visibility, centralized
logging, event correlation, threat intelligence integration, and
customizability.

Integrating Splunk with STEM

Integrating Splunk and SIEM can provide a robust security monitoring
solution, as Splunk’s data aggregation and analytics capabilities can augment
SIEM’s detection and response capabilities. Several methods exist for
integrating Splunk with STEM, including:

e Data forwarding: Splunk can forward data to the SIEM in real-time
using a variety of protocols, including Syslog, SNMP, and SNMP trap.

e Ingestion of SIEM data: The SIEM can be configured to consume
Splunk data. This method is beneficial if you have already deployed
Splunk and wish to avoid duplicating data ingestion configuration
efforts.

e Event forwarding: Splunk’s event collectors can forward events to a
SIEM for event relaying. This method is beneficial when there are only
a few events to forward.

o Correlation searches: Correlation searches can be used to identify and
send to the SIEM events that match specific criteria. This method is
beneficial when reducing the volume of data sent to the STEM.



When integrating Splunk with SIEM, the following recommended practices
must be considered:

Define a clear data management strategy: Identify which data
sources should be sent to the SIEM and which should remain within
Splunk.

Configure data normalization: Normalize the data so that it is
consistent and straightforward to analyze.

Define correlation rules: Define correlation rules within Splunk to
determine which events should be sent to the STEM.

Monitor the integration: Ensure that the integration is functioning as
expected and that data is being transmitted accurately by monitoring it.

Conduct regular audits: Conduct regular audits to ensure the security
of the integration and that data is being handled by regulatory
requirements.

Map SIEM alerts to Splunk dashboards: SIEM alerts are mapped to
Splunk dashboards: Mapping SIEM alerts to Splunk dashboards
enables analysts to view all security events through a single pane of
glass.

Develop custom dashboards and reports: Splunk can be used to
generate customized dashboards and reports that integrate SIEM data
with other data sources to provide a more comprehensive view of
security events.

Use machine learning algorithms: Use machine learning algorithms
to identify and predict potential security hazards in advance.

Automate incident response: Use Splunk’s automation capabilities to
automate incident response and reduce response times.

Conduct regular performance tuning: Conduct routine performance
tuning to optimize the integration and ensure that it continues to meet
the security monitoring requirements of the organization.

Overall, integrating Splunk with SIEM can improve a company’s security
monitoring capabilities by providing a more comprehensive view of security
events, facilitating faster response times, and enhancing the organization’s
security posture. However, the integration must be meticulously planned and
executed to ensure its effectiveness and security.



Conclusion

This chapter concludes with a comprehensive overview of Security
Information and Event Management (SIEM) systems, including their
essential characteristics and functions. In addition, we have examined the
common use cases and benefits of SIEM to demonstrate the importance of
these systems in maintaining a robust cybersecurity posture. In addition, we
have discussed the integration of Splunk with SIEM solutions, which
enables organizations to enhance their security operations by leveraging
Splunk’s data ingestion and analysis capabilities.

In the upcoming chapter, we will delve into Splunk Enterprise Security (ES),
a top-tier SIEM solution building on the concepts outlined here. We’ll
explore its architecture, features, and optimal practices for deployment and
utilization, all aimed at providing profound security intelligence and
actionable insights.

By combining the knowledge acquired in Understanding SIEM with an in-
depth examination of Splunk Enterprise Security, you will be well-equipped
to implement and manage a cutting-edge SIEM solution that protects your
organization from evolving cybersecurity threats.

Points to Remember

e Security Information and Event Management (SIEM) is a technology
that analyzes security alerts generated by network infrastructure and
applications in real-time.

e SIEM systems are designed to help organizations detect and respond to
security threats promptly by centralizing and correlating data from
multiple security-related sources.

e SIEM systems include log management, security event correlation,
real-time alerting, incident response, and compliance reporting as
essential features and functions.

e Threat detection and response, compliance monitoring, and insider
threat detection are frequent use cases for SIEM systems.

e Integrating Splunk with a SIEM system enables organizations to
enhance their security monitoring capabilities by leveraging the data
analytics and machine learning capabilities of Splunk.



e Configuring the SIEM system to forward data to Splunk, configuring
Splunk to receive and extract the data, creating custom dashboards and
reports in Splunk, and automating incident response using Splunk’s
automation capabilities comprise the integration process.

e Setting clear security goals and objectives, selecting the appropriate
technology and vendors, defining data sources and data retention
policies, and regularly reviewing and updating security policies and
procedures are all best practices for implementing and using SIEM
systems.



CHAPTER 6

Splunk Enterprise Security

Introduction

This chapter examines Splunk Enterprise Security (ES) and its role in bolstering
cybersecurity. It begins by introducing Splunk ES and delineating its advantages
in the context of cybersecurity. The chapter then examines the fundamental
components of Splunk ES, such as data inputs, forwarders, the Security
Information Model (SIM), glass tables, and the Adaptive Response Framework.

In addition, the chapter explores the Security Posture Dashboard, its purpose,
customization options, and the interpretation of metrics used to enhance security.
It focuses on integrating external data sources and enhancing access controls to
highlight the significance of asset and identity management. It explains how
threat intelligence inputs can be integrated into Splunk ES to enable proactive
threat hunting and response.

Also covered is the significance of anomaly detection and correlation searches in
identifying patterns and indicators of compromise. The chapter accentuates the
Splunk ES incident review process, workflow customization and automation, and
collaborative incident response. It describes typical cybersecurity use cases for
Splunk ES, including network security monitoring, advanced persistent threat
detection, insider threat mitigation, and compliance monitoring.

The chapter concludes by emphasizing the significance of integrating Splunk and
Splunk ES, providing best practices for seamless integration, and leveraging both
platforms to improve cybersecurity. It ends with a discussion of the evolving role
of Splunk ES in the cybersecurity landscape and the influence of emergent trends
and technologies on its capabilities.

Structure

In this chapter, we will cover the following topics:

 Introduction to Splunk Enterprise Security

o Splunk ES and its Role in Cybersecurity
o How ES Works



o Core Components of Splunk ES
o Key Benefits of Using Splunk ES in Cybersecurity

e Introduction to Correlation Searches and Notable Events

o Creating and Customizing Correlation Searches
o Scheduling and Configuring Alert Actions
o Creating Notable Events for Insider Threat Detection in Splunk ES

e Security Monitoring and Incident Investigation

o Executive Summary Dashboard

o Introduction to Security Posture Dashboard and Incident Review
Dashboard

o Navigating and Customizing the Security Posture Dashboard

o Investigating Notable Events with the Incident Review Dashboard
o Incident Ownership and Workflow Management

o Investigating Notable Events

o Adaptive Response Actions with Splunk ES

o Integrating MITRE ATT&CK and Kill Chain Methodology

o Managing Advanced Persistent Threats (APTs)

o Practical Use Cases of Splunk ES

o Suppressing Notable Events

e Anomaly Detection and Correlation Searches

o Introduction to Anomaly Detection and Correlation Searches
o Importance of Anomaly Detection in Cybersecurity
o Integrating Anomaly Detection with Other Security Measures

e Investigations in Splunk ES

o Purpose of Investigations

o Benefits of Investigations

o Starting an Investigation in Splunk ES

o Collaborating on an Investigation in Splunk ES

o Closing and Archiving Investigations in Splunk ES

o Reporting and Sharing Findings from Completed Investigations
o Best Practices for Investigations in Splunk ES



e Evaluating SOC Metrics in the Context of Splunk Enterprise Security
e Conclusion and Future Trends

o Evolving role of Splunk ES in the cybersecurity landscape

o Emerging trends and technologies in cybersecurity and their impact on
Splunk ES

Introduction to Splunk Enterprise Security

Splunk Enterprise Security (ES) is an advanced security solution designed to
improve threat detection, incident response, and operational intelligence. It helps
organizations harness machine data by providing an analytics-driven approach to
cybersecurity, effectively reducing risk.

Splunk ES and its Role in Cybersecurity

Splunk ES serves as a key component in cybersecurity, utilizing its advanced
analytics capabilities to identify and mitigate security threats in real-time. By
integrating with various data sources, it enhances visibility into a network,
enabling a swift response to security incidents and fortifying an organization’s
defense against cyber threats.

Splunk Enterprise Security
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Figure 6.1: Splunk ES Interface

How ES Works

Here is a summary of how ES operates:




Through add-ons and data inputs, security-related data is collected from various
sources within your enterprise, such as servers, routers, firewalls, and other
devices. These add-ons facilitate the collection and parsing of data from various
sources, ensuring that the information is compatible with Splunk ES and
appropriately formatted.

The collected data is transmitted to Splunk indexers, where it is stored as events.
Data is processed, categorized, and stored by Splunk indexers, making it
searchable and accessible for analysis.

Splunk ES performs real-time searches on the indexed data to identify indicators
of threats, vulnerabilities, or attacks. These searches may be predefined
correlation searches or custom searches developed by the security team to identify
particular patterns or anomalies. Some of these searches include:

e Alerting and visualization: If a search uncovers something that requires
attention, such as a potential security hazard or incident, ES displays the
information on one or more of its dashboards. These displays provide a
visual representation of the data, facilitating the identification and
prioritization of issues by security teams.

o Investigation and analysis: Security teams can use the investigative
capabilities of Splunk ES to delve deeper into the identified issue,
monitoring it, analyzing it, and determining the best course of action. This
may necessitate the utilization of additional features such as the Incident
Review dashboard, Investigations, and various intelligence modules.

e Incident response and remediation: Based on the analysis, security teams
can take the necessary steps to resolve the issue, such as deploying patches,
revising security policies, or initiating incident response procedures.

Splunk Enterprise Security provides organizations with an efficient and effective
means to manage, analyze, and respond to security threats and incidents by
leveraging its potent search capabilities, data correlation, and visualization
features.

Core Components of Splunk ES

The following are some core components:

e Correlation Searches

Correlation searches are a vital component of Splunk ES that run
continuously in the background, scanning data for evidence of attacks,
known threats, or vulnerabilities. These searches can be conducted in real-



time or on a predetermined schedule and can be modified or expanded as
necessary. When a correlation search identifies a potential problem, an alert
is generated, creating a notable event and potentially initiating additional
actions such as sending emails, executing routines, or updating risk scores.

e Notable Events

Notable events are generated when correlation searches identify possible
security incidents. These events are recorded in the notable index and
provide crucial incident investigation data, including pertinent fields, event
types, and tags. Analysts can search the index for notable events to obtain
insight into potential vulnerabilities or threats.

Real-Life Examples:

Scenario 1: Protecting Against Data Breach Attempts

Scenario Description

To stop data breaches, Jit Inc. must recognize and react to anomalous data access
patterns and possible data exfiltration.

Implementation of Correlation Search and Notable Events

e Correlation Search for Data Access Patterns: Jit Inc. sets up a search to
track unusual data access, like an employee accessing records more
frequently than necessary.

e Notable Events for Data Exfiltration: When suspicious data transfers
occur, the system creates notable events to notify the security team of
possible exfiltration attempts. These noteworthy occurrences provide
situations priority for examination and handling.

Scenario 2: Combating Advanced Persistent Threats (APTs)

Scenario Description

In order to detect and address APTs, Jit Inc. must keep an eye out for any
persistent, subtle hostile activity.

Implementation of Correlation Search and Notable Events

e Long-term Pattern Correlation Search: In order to find signs of APTs, the
organization configures searches to examine prolonged patterns in user and
network behavior.



e Creating Remarkable Events for APT Indicators: The search produces
remarkable events in response to indications it finds, such as recurring
connections to dubious IP addresses or configuration modifications. These
incidents facilitate the investigation process by allowing analysts to
concentrate on the most important and maybe dangerous tasks.

Scenario 3: Preventing Payment Fraud

Scenario Description

Jit Inc. is vulnerable to payment fraud in its e-commerce operations.

Implementation of Correlation Search and Notable Events

e Transaction Pattern Monitoring Search: The business uses searches to
find patterns that deviate from the norm, including lengthy or quick
successions of transactions.

* Remarkable Events for Fraudulent Transactions: A remarkable event is
generated each time an anomaly is found. By reviewing and addressing
questionable transactions promptly, the security team might potentially halt
fraud in its tracks, thanks to these events.

In each of these cases, Jit Inc. uses Splunk ES Correlation Searches to identify
potential security threats and to produce noteworthy events for each one. The
security team uses these noteworthy occurrences as a focal point, which helps
them to effectively prioritize and address the most urgent situations. By
integrating noteworthy occurrences into its cybersecurity process, Jit Inc.
improves its capacity to handle a variety of cyber threats and guarantees a strong
security framework for its online store.

e The Adaptive Response Framework (ARF)

It is an ES feature that enables organizations to automate and optimize their
security response processes. The framework is intended to assist security
teams in responding rapidly to threats, mitigating the impact of incidents,
and decreasing the time spent on manual tasks.

Scenario: Implementing Adaptive Response Framework (ARF) for
Automated Threat Mitigation

Scenario Overview



Let’s look at an example at Jit Inc. where the company wants to integrate the ARF
into Splunk ES to improve its cybersecurity response plan. Jit Inc. is especially
worried about responding quickly to malware attacks, discovered network
intrusions, and any data breaches.

Situation and Challenge

Threats including virus attacks and illegal network access are frequent
occurrences for Jit Inc. Delays in the manual analysis of alarms and reaction
implementation might raise the possibility of data loss or system compromise.

ARF Implementation
1. Automated Response to Network Intrusions

e Detection: Splunk ES’s Correlation Searches identify anomalous
network traffic patterns that can point to an intrusion.

e ARF Activation: The ARF automatically starts predetermined actions,
such as isolating the impacted network segment and blocking the IP
address at the firewall, upon detection.

2. Immediate Action on Malware Detection

e Detection: By integrating threat intelligence and doing correlation
searches, Splunk ES detects a possible malware infection on a
company workstation.

e ARF Activation: In response, the ARF automatically quarantines the
impacted workstation, starts a malware scan, and notifies the IT
security team to do additional research.

3. Data Breach Containment

o Detection: Unusual data access patterns and unauthorized data
transfers alert a correlation search, which in turn finds a possible data
breach.

o ARF Activation: In response, the ARF suspends the concerned user
accounts for a short while, blocks erroneous outgoing traffic, and starts
backup procedures to guard against data loss.

Benefits for Jit Inc.

e Quick Reaction: Jit Inc. can react to threats quickly, thanks to ARF, which
reduces the time attackers need to cause damage.



e Lessened Manual Involvement: The security team can concentrate on in-
depth analysis and strategic responses as automated responses reduce the
need for rapid manual involvement.

o Adaptable and Scalable: Jit Inc. can adjust ARF activities in accordance
with particular threat categories, guaranteeing a customized reaction plan
that changes with the business’s demands.

The real-time cybersecurity threat management capabilities of Jit Inc. are greatly
improved by the Adaptive Response Framework in Splunk ES. The ARF reduces
the impact of security incidents and enables the security team to deploy resources
more effectively by automating the response process. This allows the team to
concentrate on strategic security initiatives rather than on routine threat responses.
Jit Inc. is able to maintain a strong and durable defense against a variety of cyber-
attacks because of its proactive approach to cybersecurity.

e Assets and identities

Assets (devices within the enterprise) and identities (people within the
organization) are essential components of ES that assist in determining the
significance of noteworthy events. Managed via lookup databases, assets,
and identities provide context for security incidents, enabling analysts to
prioritize their responses based on the significance of affected devices or
users.

e Investigation timelines

Splunk ES provides investigation journals to assist security teams in
tracking, coordinating, and managing ongoing investigations. These journals
allow analysts to visualize and document the progress of incident analyses,
collaborate with others, and archive notable events, search results, notes,
and other investigation-related content.

e Beyond notable events

Splunk ES provides advanced tools for in-depth security analysis, such as
risk and threat analysis, web and user intelligence, protocol (stream)
intelligence, and adaptive response, in addition to the fundamental
components described previously. These tools can be indispensable during
forensic investigations, proactive threat hunting, and historical analysis of
previous intrusions to better comprehend and prevent incidents.

Splunk Enterprise Security enables organizations to effectively detect, investigate,
and respond to security threats and incidents, thereby improving their overall
security posture.



Key Benefits of Using Splunk ES in Cybersecurity

Splunk ES offers many benefits in the field of cybersecurity, including:

Comprehensive Visibility: Splunk ES provides a comprehensive view of
an organization’s security posture by consolidating data from multiple
security sources, enabling security teams to identify patterns, trends, and
anomalies that may indicate potential threats.

Rapid Threat Detection: Through advanced analytics, correlation searches,
and customizable dashboards, Splunk ES enables security teams to detect
threats and vulnerabilities rapidly and effectively, thereby reducing the time
required to respond to incidents and minimizing the resulting damage.

Improved Incident Response: Splunk ES’s Adaptive Response Framework
enables automated and semi-automated responses to threats, streamlining
the incident response procedure and allowing security teams to concentrate
on high-priority duties.

Enhanced Collaboration: Splunk ES facilitates collaboration among
security teams with features such as incident review and workflow
management, allowing for more effective and coordinated response efforts.

Scalability: Splunk ES is readily scalable to accommodate large amounts of
security data from expanding organizations, ensuring that its performance
remains consistent and dependable as the volume and complexity of security
data increases.

Compliance and Reporting: Splunk ES assists organizations in meeting
regulatory compliance requirements by providing built-in reports and
customizable dashboards that make it simpler to monitor, analyze, and
demonstrate compliance with a variety of security standards.

Ease of Integration with Other Security Tools: Splunk ES integrates
seamlessly with a variety of security tools and technologies, including
firewalls, intrusion detection systems, endpoint protection platforms, and
threat intelligence feeds. This enables organizations to centralize the
administration and monitoring of their security infrastructure, thereby
reducing complexity and enabling security teams to operate more
efficiently.

Customizability and Extensibility: Splunk ES is highly customizable and
extensible, allowing organizations to customize the solution to their specific
needs and requirements. To better analyze and visualize their security data,
security teams can construct personalized dashboards, reports, alerts, and
correlation queries. In addition, Splunk ES supports the development of



custom applications and add-ons, allowing organizations to extend the
platform’s functionality and resolve particular security challenges.

e Machine Learning and Artificial Intelligence Capabilities: Splunk ES
makes use of machine learning algorithms and artificial intelligence to
improve its threat detection and response capabilities. These technologies
enable Splunk ES to recognize patterns, trends, and anomalies in security
data that may indicate potential threats, thereby reducing false positives and
enhancing the accuracy of threat detection. Adaptive response capabilities
are also powered by machine learning, enabling more intelligent and
efficient automated responses to security incidents.

e Cloud Readiness and Support for Hybrid Environments: Splunk ES
supports both on-premises and cloud-based deployments, making it suitable
for businesses of all sizes with diverse IT infrastructures. In addition, it
provides seamless integration with popular cloud services, enabling security
teams to monitor and analyze security data from their cloud environments
alongside on-premises infrastructure. This assures comprehensive security
monitoring and visibility across hybrid environments.

Splunk ES is, in conclusion, a robust and adaptable STEM solution that addresses
the diverse cybersecurity requirements of modern organizations. Splunk ES
enables security teams to better defend their organizations from cyber threats and
maintain a strong security posture by providing comprehensive visibility, rapid
threat detection, enhanced incident response, and seamless integration with other
security tools. Customizability, extensibility, and advanced capabilities, such as
machine learning and support for hybrid environments, make the platform an
indispensable asset in an ever-changing cybersecurity environment.

Introduction to Correlation Searches and Notable
Events

In this section, we will discuss the process of creating and customizing correlation
searches in the context of anomaly detection and cybersecurity. Correlation
searches are essential for identifying patterns and indicators of compromise that
may signify potential threats.

Creating a new Correlation Search

In Splunk Enterprise Security (ES), correlation searches are essential for spotting
anomalies and locating possible security risks. The study of intricate data patterns
and compromise signs is made possible by these searches. In the following



sections, we delve into great depth on how to create these searches, with resources
and examples to help.

Creating a New Correlation Search

e Getting to Content Management: In Splunk ES, go to the configure
menu and choose Content Management. This section serves as the central
location for handling different kinds of content, including correlation
searches.

e Launching a New Correlation Search: To begin, click create New and
choose correlation Search. The process of defining a new search is
started at this phase.

e Defining Search Parameters: Enter the search name and description in the
creation interface, among other pertinent information. Ensure that the search
name is descriptive and reflects the goal of the search.

e Formulating the Search Query: The correlation search revolves around
the search query. To specify the parameters, use Splunk’s Search Processing
Language (SPL). Here, resources like the SPL. documentation from Splunk
might be quite helpful. For query formulation, use knowledge-based
datasets pertinent to your security requirements as well.

Correlation Search

Search Mame

Figure 6.2: Splunk Correlation Search

e Creating the Search Schedule and Alert Actions: Establish the search
schedule (for example, real-time, periodic), decide on the level of detail
required in the results, and set up alert actions (for example, email alerts,



script executions). It’s critical to match these configurations to the unique
security goals of the correlation search.

e Testing and Validation: Test the correlation search to ensure that it is
effective before storing it. As part of this testing, the search may be
compared to past data to see how well it detects possible dangers.

e Preserving and Observing: Save the correlation search once extensive
testing and validation are complete. Keep an eye on its functioning and
make any required adjustments in light of the changing cybersecurity
environment.

Deep-Dive Resources
e Splunk Documentation: Comprehensive instructions for configuring
correlation and SPL searches.

e Splunk Community Forums: An area for users to converse and exchange
ideas.

e Splunk Education: Provides training programs and credentials for
increased user knowledge and proficiency.

Example: Detecting Data Exfiltration

Scenario

Jit Inc. wishes to keep an eye out for any possible data exfiltration, which entails
sending a lot of data to other locations.

Sample Dataset

Consider a simplified dataset from Jit Inc.’s network logs, containing fields like
user, file_size, destination_ip, and timestamp.

user file_size (MB) destination_ip timestamp
Alice 20 192.168.1.105 2023-11-01 10:30:00
Bob 1500 203.0.113.5 2023-11-01 10:45:00
Alice 25 192.168.1.110 2023-11-01 11:00:00
Bob 1600 203.0.113.5 2023-11-01 11:15:00

A sizable file transfer from Bob to the external IP address 203.0.113.5 is noted in

this dataset; this could be a sign of data exfiltration.

SPL Query




In order to find such actions, Jit Inc. could use the following to generate a
correlation search:

index=network_logs sourcetype=network_traffic | stats sum(file_size)
as total transferred_MB by user, destination_ip | where

total transferred_MB > 1000 | search NOT [| inputlookup
internal_ip_addresses | fields + destination_ip] | table user,
destination_ip, total_transferred_MB

Query Breakdown

e index=network logs sourcetype=network traffic: Specifies the log
index and sourcetype for network traffic.

e stats sum(file_size) as total_transferred_MB by user,
destination_ip: Aggregates the total data transferred by each user to each
IP address.

e where total transferred MB > 1000: Filters for transfers where over
1000 MB of data is moved, indicating potentially large file transfers.

e search NOT [| inputlookup internal_ip_addresses | fields +
destination_ip]: Excludes internal IP addresses, focusing the search on
external data transfers.

e table user, destination_ip, total_transferred_MB: Formats the
output in a table for easier analysis.

Unusually significant data transfers to external destinations, which may indicate
data exfiltration, are detected by Jit Inc. with the use of this SPL query. The
security team can take the necessary action to look into and lessen possible
security incidents by evaluating the findings.

Customizing existing correlation searches

To modify an existing correlation search, follow these steps:

1. Navigate to the configure menu and select Content Management.

2. Locate the correlation search you wish to modify and click on its name.
3. Update the search fields, settings, or query as needed.

4. Save the modified correlation search.

Scheduling and Configuring Alert Actions




Alert actions are an essential component of efficient correlation searches, as they
serve to notify security teams of potential threats and initiate the corresponding
response actions. In this section, we will discuss how to schedule and configure
alert actions for Splunk ES correlation searches.

Scheduling Correlation Searches

To ensure the timely detection of security events and anomalies, it is essential to
schedule correlation searches to run at regular intervals. The process of
scheduling entails determining the frequency, time range, and precedence of
searches. When planning a correlation search, take into account the following
factors:

e The urgency and potential impact of the security event

e The performance and resource consumption implications of running the
search

o The intended balance of detection speed and search efficiency

To schedule a correlation search in Splunk ES, navigate to the configuration page
for the correlation search and configure the desired cron schedule, time range, and
other parameters.

Configuring Alert Actions

After scheduling the correlation search, the next step is to configure the alert
actions that will be activated when the search generates notable events. Alert
actions can include sending email notifications, creating notable events in the
dashboard for Incident Review, executing custom programs, and more. When
configuring alert actions, consider the following best practices:

e Select alert actions that correspond to your organization’s incident response
plan and escalation procedures.

e Customize the alert action’s parameters, including email recipients, priority,
and subject, to ensure that pertinent information is effectively
communicated.

o Use throttling to prevent security teams from being overwhelmed by
duplicate or excessive alerts.

e Verify that alert actions function as anticipated and do not generate false
positives or negatives by testing them.



To configure alert actions for a correlation search in Splunk Enterprise Security,
visit the configuration page for the correlation search and select the Add New
Response Action button. Select the desired action from the list of available
response actions and modify its settings as required.

By scheduling and configuring alert actions for correlation searches, security
teams can improve their ability to detect and respond to potential threats, ensuring
a proactive and efficient cybersecurity strategy.

Using Splunk ES to Create Notable Events for Insider
Threat Detection

To identify possible insider threats, this section will guide you through a
methodical procedure for creating noteworthy events in Splunk Enterprise
Security (ES). In this scenario, we monitor anomalous user behavior, such as
accessing sensitive data at odd hours, which could indicate a security issue.

Situation: Tracking Abnormal After-Hours Access to Private Information

Jit Inc. is worried about insider threats to its sensitive data. They seek to identify
any anomalous access to sensitive material by staff after hours to rectify this.

Sample Log File
Consider a simplified dataset from Jit Inc.’s secure data access logs:
User file_access edtimestamp
Alice fileA 2023-11-01 23:00:00
Bob fileB 2023-11-01 23:15:00
Alice fileC 2023-11-01 23:30:00
Bob fileD 2023-11-01 04:00:00

This dataset records instances of users accessing various files, with timestamps
indicating after-hours activity.

Step 1: Define the Search Criteria
¢ Goal: The goal is to develop a search that finds sensitive data access outside
of regular business hours.

e Criteria: Search for logs that show who accessed sensitive data repositories
(for example, between 10 PM and 6 AM) after hours.



Step 2: Create the SPL Query

index=secure_data_logs sourcetype=user_access | where hour(_time) >
22 OR hour(_time) < 6 | stats count by user, file_accessed | where
count > 5

Explanation: This query checks for user activities in the secure data logs
(secure_data_logs) sourcetype, specifically accessing files outside of regular
hours and where such access occurrences are more than five times in a night.

Step 3: Set Up Correlation Search in Splunk ES
e Navigation: In Splunk ES, choose content Management from the
Configure menu.

o Configuration: Click create New Content and then Correlation Search.
In the designated field, type the SPL query.

» Specifics: Provide a descriptive name (for example, After-Hours Access
to Sensitive Data), along with a description and a level of severity.

Step 4: Define Trigger Conditions for Notable Events
e Criteria: Define the circumstances, such as any favorable outcome from the
SPL query, that lead to a noteworthy event.

o Thresholds: Establish thresholds, including multiple after-hours accesses,
suggestive of possible insider threats.

Step 5: Configure Notable Event Creation
» Action Setup: In the correlation search settings, choose the action to Create
Notable Event when the search criteria are met.

e Customization: Make the noteworthy event’s title and description more
appropriate for the situation by changing it to something like Potential
Insider Threat Detected: After-Hours Data Access.

Step 6: Test and Validate

e Manual Testing: Manually carry out the correlation search’s initial testing
to ensure that it accurately identifies the specified activity.

* Refinement: As necessary, based on the results, modify the search query
and the remarkable event criteria.

Step 7: Implement Monitoring and Response Protocols



e Ongoing Monitoring: Make sure to frequently monitor the Incident Review
Dashboard for noteworthy events that have been generated.

e Reaction Plan: Formulate a well-defined protocol for addressing these
noteworthy incidents, including prompt inquiries and subsequent measures.

Through the use of this Splunk ES configuration, Jit Inc. will be able to detect and
address possible insider threats with efficiency. The security team can take
immediate action to safeguard sensitive data by being swiftly notified of
unexpected and potentially dangerous behaviors when notable events are created
based on specified user activity patterns.

Security Monitoring and Incident Investigation

Splunk ES enables continuous security monitoring, allowing for the real-time
detection of potential threats and anomalies. Its comprehensive incident
investigation features facilitate detailed analyses of security events, providing
context and insights that drive effective responses to incidents.

Executive Summary Dashboard

One essential element in Splunk Enterprise Security (ES) is the Executive
Summary Dashboard, which gives executive teams and senior management a
high-level picture of their company’s cybersecurity posture. It simplifies intricate
security data into concise, useful insights, empowering leaders to decide on their
cybersecurity plans with knowledge.

Key Features of the Dashboard

e High-Level Security Metrics: The dashboard shows important security
metrics, such as total threat levels, attack type trends, and compliance status,
in an understandable manner.

* Visual Representations of Data: The dashboard visually shows data using
graphs, charts, and heat maps, which helps executives immediately
understand the security status and trends.

e Customizable Views: This feature enables customization to concentrate on
particular topics of interest or concern, including certain company divisions,
geographical areas, or categories of security occurrences.
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Figure 6.3: Splunk ES Executive Summary Dashboard

Utilization at Jit Inc.

o Strategic Decision-Making: The executive team at Jit Inc. uses the
dashboard to evaluate the overall success of their cybersecurity initiatives
and to make strategic choices, such as directing resources toward regions
where threats are more prevalent.

e Monitoring Compliance and Risk Management: Jit Inc. is able to manage
risk and stay in compliance with regulations thanks to the dashboard’s
insights on compliance with different standards.

e Identifying Trends and Patterns: Jit Inc. executives are able to foresee
possible future threats and modify their cybersecurity strategy by examining
long-term trends and patterns in security data.

Scenario: Addressing Emerging Threats
Situation: An increase in phishing attempts aimed at the firm is indicated by the
dashboard.

e Management Action: Jit Inc.’s management team launches a cybersecurity
awareness campaign for the entire organization and provides extra funding
for cutting-edge phishing detection tools.

Scenario: Regulatory Compliance Monitoring

Situation: Possible non-compliance with data handling procedures is shown by
the dashboard.



e Executive Action: To guarantee adherence to the most recent legislation,
the executives provide the IT and legal departments instructions to examine
and update data handling protocols.

Benefits for Jit Inc.

e Improved Understanding: Jit Inc.’s leadership can now see the
cybersecurity landscape clearly and succinctly without getting bogged down
in technical minutiae, thanks to the Executive Summary Dashboard.

e Proactive Security Posture: The dashboard enables executives to
proactively address security risks prior to their escalation by furnishing
them with actionable intelligence.

e Cybersecurity and Corporate Goal Alignment: This ensures that security
measures promote rather than impede corporate expansion by bringing
cybersecurity strategies into line with overarching business goals.

The Executive Summary Dashboard in Splunk ES is a crucial component of Jit
Inc.’s strategic cybersecurity management, serving as more than just a reporting
tool. It gives the executive team the ability to stay informed, make decisions
based on facts, and steer the company in the direction of a compliant and safe
digital future.

Introduction to Security Posture Dashboard and
Incident Review Dashboard

The Security Posture Dashboard and Incident Review Dashboard are integral
components of Splunk Enterprise Security that are designed to enhance a
company’s security monitoring and incident investigation capabilities. Both
dashboards provide security analysts with valuable insights for efficiently
managing security incidents, prioritizing responses, and enhancing the security
posture as a whole.

e Security Posture Dashboard: The Security Posture Dashboard is intended
to provide an all-encompassing, high-level view of an organization’s
security status across multiple security domains. It presents key
performance indicators (KPIs) and security metrics that assist security teams
in understanding the current state of their organization’s security, identifying
trends, and prioritizing areas requiring improvement. The Security Posture
Dashboard enables security teams to obtain a comprehensive understanding
of their organization’s risk landscape, monitor the efficacy of security
controls, and make data-driven decisions to improve security posture.



e Incident Review Dashboard: On the other hand, the Incident Review
Dashboard focuses on the investigation and administration of noteworthy
events. It provides security analysts with a centralized location to triage,
investigate, and manage security incidents. This dashboard provides
essential tools for filtering, sorting, and analyzing notable events, allowing
security teams to respond to incidents and mitigate potential threats in an
efficient manner. Through the Incident Review Dashboard, security analysts
can designate ownership, manage workflows, implement adaptive response
actions, and suppress false positive notable events. This streamlines the
investigation process and ensures a prompt response to security incidents,
thereby minimizing the potential impact of security violations.

In conclusion, the Security Posture Dashboard and Incident Review Dashboard
are indispensable Splunk Enterprise Security tools that enable security teams to
effectively monitor and manage security incidents, prioritize responses based on
risk, and perpetually enhance their organization’s security posture. By utilizing
these dashboards, security analysts can make informed decisions and proactively
address potential threats, thereby protecting their organization’s valuable assets
and data.

Navigating and Customizing the Security Posture
Dashboard

Customization of the Security Posture Dashboard is a key feature that enhances
its usability. You can modify the dashboard to display specific panels based on
your organization’s needs or preferences. This might include focusing on certain
threat categories, incorporating data from unique sources, or adjusting the visual
presentation of data. This level of customization enables security teams to focus
on the most relevant information, leading to more efficient and effective threat
detection and response

Accessing the Security Posture Dashboard

To access the Security Posture Dashboard, log in to Splunk Enterprise Security
and click the Security Posture option in the main menu. This will take you to
the dashboard, where you can view the overall security status of your organization
across different security domains.
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Figure 6.4: Splunk ES: Security Posture Dashboard

Understanding dashboard components

The Security Posture Dashboard consists of a number of essential elements,
including;:

» Key Indicators: This section displays the number of noteworthy events per
security domain over the previous 24 hours. It provides a summary of recent
activity in each security domain, enabling security teams to rapidly evaluate
the overall health of the security environment.

These indicators are organized by security domain and display the total
number of noteworthy events and their trajectory for each domain. Here is a
summary of each of the main indicators:

o Access Notables: This metric displays the total number and trend of
notable events related to access control, such as an excessive number
of failed logon attempts, which may indicate potential unauthorized
access attempts.

o Endpoint Notables: This indicator displays the total tally and trend of
notable events related to endpoint security, such as a host with a
recurring malware infection, highlighting potential endpoint protection
and malware detection issues.

o Network Notables: This metric displays the total count and trend of
network security-related notable events, such as detected network



changes, which can help identify unauthorized network modifications
or prospective intrusions.

o Identity Notables: This indicator displays the total number and trend
of identity-related notable events, such as activity from expired user
identities, highlighting potential account management and access
control issues.

o Audit Notables: This metric displays the total count and trend of
notable events related to auditing and compliance, such as the
detection of personally identifiable information (PII), which can assist
organizations in identifying and mitigating potential compliance risks.

o Threat Notables: This indicator displays the total number and trend of
notable events related to threat intelligence, such as the ATT&CK
tactic threshold being exceeded for an object over the previous seven
days, which can assist security teams in identifying and prioritizing
potential threats.

o UBA Notables: This metric displays the cumulative count and trend of
notable User Behaviour Analytics (UBA) events, if Splunk UBA is
sending threat data to Splunk Enterprise Security (ES). This can assist
businesses in identifying and investigating potential internal threats or
compromised accounts.

Notable Events By Urgency: This section displays the notable events in the
last 24 hours based on their urgency. The urgency is calculated based on the
asset’s designated priority and the severity of the correlation search. The
drilldown launches the Incident Review dashboard, which displays all
noteworthy events with the selected urgency from the previous twenty-four
hours.

Chronology Of Notable Events: This visualization displays a chronology
of noteworthy events by security domain. It assists security teams in
identifying patterns and trends in security event occurrences over time. The
drilldown launches the Incident Review dashboard, which displays all
noteworthy events for the selected security domain and time period.

Top Notable Events: This section displays the most notable events,
organized according to their respective criteria, along with a total count and
a sparkline to illustrate activity spikes over time. The drilldown opens the
Incident Review dashboard for the notable event rule that was selected.

Top Ten Notable Event Sources: This section displays the top ten
noteworthy events by source (src), along with a total count, a count per
correlation and domain, and a sparkline to depict activity spikes over time.



The drilldown initiates the Incident Review dashboard, concentrating on the
selected notable event source for a more targeted analysis.

Hands-On Scenario 1: Addressing Access Control Challenges

Scenario Overview

Concerns regarding possible unauthorized access attempts are raised by Jit Inc.’s
unusually high number of unsuccessful logon attempts. For more thorough
monitoring and reaction, the organization chooses to use the Access Notables
indicator on the Security Posture Dashboard in Splunk ES.

Implementation Steps

* Monitoring Access Notables: Jit Inc.’s security team keeps a careful eye on
the dashboard’s Access Notables measure, which indicates an upward
trend in unsuccessful login attempts.

e Identifying and Responding to Unauthorized Access Attempts: The
thorough investigation identifies recurrent attempts from particular IP
addresses. To reduce the possibility of unwanted access, Jit Inc. reacts by
blocking these IPs and starting password resets for the impacted accounts.

Hands-On Scenario 2: Investigating Network Security Anomalies

Scenario Overview

Jit Inc. receives alerts about unforeseen network changes, which could be
indicative of illegal changes or invasions. The organization utilizes the Security
Posture Dashboard’s Network Notables metric to conduct comprehensive
investigations.

Implementation Steps

e Monitoring Network Notables: The IT department monitors the Network
Notables statistic and has observed a rise in warnings concerning network
modifications lately.

e Diving Deeper into Particular Network Events: When there is a
noticeable increase in notables pertaining to the network, the team uses the
Incident Review Dashboard to get a detailed picture of these events,
including the devices that were impacted, the kinds of changes that were
made, and when they occurred.



* Recognizing and Reducing Unlawful Network Modifications: The
inquiry identifies unlawful configuration modifications made to vital
network equipment. To stop such mishaps, the team quickly undoes these
modifications and tightens network access rules.

In both cases, Jit Inc. efficiently monitors, looks into, and addresses security
issues pertaining to network security and access control by utilizing the particular
metrics available on the Security Posture Dashboard in Splunk ES. The security
team will be able to proactively manage potential security threats and uphold the
integrity of their cybersecurity posture thanks to these practical applications that
showcase the dashboard’s capacity to deliver actionable insights.

Customizing the Security Posture Dashboard

You can tailor the Security Posture Dashboard to your organization’s requirements
by modifying the default panels, adding new panels, and rearranging the layout.
To personalize the display, follow these steps:

1. Click Edit in the upper right-hand corner of the dashboard.

2. To modify the dashboard configuration, select from options such as Add
Panel, Edit Panel, and Remove Panel.

3. When adding a new panel, you can select from a variety of visualization
types, including charts, tables, and maps, and configure the panel’s data
source and parameters.

4. The panels can be rearranged by selecting and dragging them to the desired
location.

5. Save your modifications by selecting save

By configuring the Security Posture Dashboard, you can display the most
pertinent data for your organization, enabling more effective security monitoring
and decision-making.

Investigating Notable Events with the Incident Review
Dashboard

The dashboard for Incident Review is a central location for investigating and
managing noteworthy events generated by correlation searches. This dashboard
allows analysts to observe event details, drill down into underlying data, and
perform actions including assigning ownership, modifying event status, and
adding comments. Additionally, the dashboard provides tools for filtering and




sorting events based on various criteria, such as urgency, status, and owner,
making it simpler to manage and prioritize incidents.

Navigating to the Incident Review Dashboard

To navigate from the Security Posture dashboard to the Incident Review
dashboard, follow these steps:

A. First way

To access the Incident Review Dashboard in Splunk Enterprise Security, navigate
to the main menu, and click “Incident Review.” This dashboard provides a
centralized view of all notable events, allowing you to investigate incidents and
take appropriate actions.

B. Second Way

1. Access the Security Posture dashboard: In Splunk ES, access the Security
Posture dashboard to view key metrics such as open incidents, recent
noteworthy events, and a breakdown of events by urgency and domain.

2. Identify a notable event: Review the displayed metrics and event
categories on the Security Posture dashboard to locate an event of interest.

3. Click the notable event: In the Security Posture dashboard, click the item
corresponding to the noteworthy event. This action will automatically
access the relevant notable events in the dashboard for Incident Review.

4. Investigate the notable occurrence: After opening the Incident Review
dashboard, scrutinize the specifics of each notable event, including event
information, related assets and identities, and underlying data.
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Figure 6.5: Security posture dashboard

Understanding Dashboard Components

The Incident Review Dashboard is comprised of various elements, including
filters, a timeline, and a table of noteworthy events. Filters permit you to refine
the displayed events using criteria such as time range, status, urgency, and
proprietor. The timeline provides a visual representation of notable events over
time, while the table provides information about each event, including its title,
description, status, proprietor, and urgency.

Hands-On Scenario: Managing a Ransomware Attack with the
Incident Review Dashboard in Splunk ES

Scenario Overview

A significant rise in encryption activity on multiple network endpoints suggests
that Jit Inc. is under attack by ransomware. The business manages and looks into
the event using Splunk ES’s event Review Dashboard.

Incident Detection

e First Alert: If Splunk ES detects unusual encryption activity on several
endpoints, it may be a sign of an impending ransomware assault.



e Noteworthy Event Creation: As a result of the alert, notable events are
created and promptly marked on the Incident Review Dashboard.

Utilizing the Incident Review Dashboard

1. Prioritizing Events Based on Urgency

The Jit Inc. security team looks over the Notable Events By Urgency
section, which indicates that the suspected ransomware assault is of high
priority. This prioritizing aids the team in concentrating their short-term
efforts.

2. Analyzing the Chronology of Events

The group looks at the chronology Of Notable Events graphic to
comprehend how the attack progressed, starting from the first compromise.

3. Investigating Top Notable Events

Based on the attack pattern matching a known ransomware signature, the
team determines the exact ransomware strain shown in the Top Notable
Events section.

4. Identifying the Source of Attack

The group pinpoints the attack’s origin using the Top Ten Notable Event
Sources section, demonstrating that a phishing email was the initial source.

Response and Mitigation

1. Isolating Affected Systems

Jit Inc. swiftly isolates the compromised computers to stop the ransomware
from spreading based on the information acquired.

2. Alerting Relevant Stakeholders

The team can communicate succinct information to stakeholders, such as
the IT department, management, and possibly impacted users, thanks to the
comprehensive analysis provided by the Incident Review Dashboard.

3. Initiating Recovery Procedures

The group starts the recovery process by restoring data from backups and
thoroughly cleaning the compromised endpoints of malware.

Post-Incident Analysis

e Examining incident chronology and reaction: Using the Incident Review
Dashboard, the team examines the full incident chronology and the



effectiveness of the reaction following the attack to pinpoint areas where
detection and response tactics need to be improved.

e Updating defensive mechanisms: Jit Inc. modifies its cybersecurity
defensive mechanisms in light of the acquired knowledge to more
effectively identify and thwart similar assaults in the future.

This practical example shows how Jit Inc. uses the problem Review Dashboard in
Splunk ES to manage a sophisticated cybersecurity problem, such as a
ransomware assault. The dashboard offers the tools and insights required for
efficient incident management, from initial detection to post-event analysis,
allowing the business to react quickly and efficiently to lessen the impact of the
assault.

Customizing the Incident Review Dashboard

The Incident Review Dashboard can be tailored to your organization’s
requirements and preferences. Enhance the dashboard’s usability by adding or
removing columns, modifying the fields displayed, and modifying the sorting
order. Customizing the dashboard enables you to prioritize pertinent data and
expedite the incident investigation procedure.

Filtering and sorting notable events

Filtering and categorizing notable events enables you to rapidly identify and
prioritize incidents requiring attention. Utilize filters to display events that meet
particular criteria, such as high urgency, unassigned ownership, or particular
keywords. Sort events according to columns such as urgency, status, or time to
prioritize your investigation efforts and ensure a prompt response to critical
incidents.

By navigating and customizing the Incident Review Dashboard, you can
efficiently manage and investigate noteworthy events, thereby enhancing the
security incident response capabilities of your organization.

Incident Ownership and Workflow Management

The dashboard is utilized by analysts to assess event severity, assign events for
review, and investigate event specifics. Administrators have the ability to
administer and modify the dashboard and its settings. Visualizations and charts,
such as pie charts and timeline visualizations, offer insight into notables based on
criteria such as urgency, status, proprietor, and domain.




Splunk Enterprise Security identifies noteworthy events via correlation queries
that detect suspicious patterns, thereby generating new noteworthy events for
further investigation. The dashboard for Incident Review displays these events
and classifies them according to severity for efficient triage and monitoring.

Examples of incident assessment workflow components include:

Administrative analysts monitor the interface, classifying and prioritizing
new notable events.

Assigning events for investigation to reviewing analysts.

Reviewing analysts who update event status, conduct research, and acquire
data.

Documenting research specifics and executing adaptive response actions as
required.

Resolving incidents and elevating remediation duties.

Assigning resolved events for verification and closure to a final analyst.

Using filters, categories, and dispositions, the evaluation of notables can be
accelerated.

Users can employ techniques such as sorting, filtering, labeling, and adding
dispositions to expedite the triage of notables:

Sorting notables: Utilizing filters such as Urgency, Status, Security
Domain, Owner, and Type facilitates the categorization, tracking, and
assignment of events.

Creating and applying filters: Users are able to create filters to zero in on
specific information regarding noteworthy events and rapidly identify
potential threats. Filters can be created based on fields including Urgency,
Status, Owner, Security Domain, Type, Search type, Time, and
Associations.

Grouping notables: Saving filters based on specific fields enables
investigators to reuse filter groups. Additionally, they can set a filter as the
default and manage filters by modifying, deleting, or selecting them as
necessary.

Adding dispositions: Users can add dispositions to notables to precisely
identify the threat level, classify notables, and distinguish false positives.
Additionally, unique dispositions can be created and applied to notables.

Individually or in bulk, notables can be allocated to specific proprietors.
Typically, owners hold the administrator, ess_admin, or ess_analyst role. As the



event progresses through the incident review workflow, the status of a noteworthy
can be updated to reflect the actions taken to address the occurrence. Users are
able to tailor workflow statuses and progression to their organization’s process.

Investigating Notable Events

Follow these steps to investigate a noteworthy event on the Incident Review page
of Splunk ES:

1.

10.

Open event 