u,n.de,(s tcu\dir\g Do&ex

N o v.‘sua.ﬁ wa,\J

o(.wm chsc,ovex :Doc,ﬁe,r n sexel:dmobe.s
- with some E.’ps iachded

HU ré&e \.(a,clne.






u,l\cle,rsto,mdir\3 Do&ex
in a visval way

Aurebic Vache



La,l/fU\l'/) ~ husband , H’eeka_rxol(e./ heg son and ol
the caring ?e,oF@e_ cho beliocve in me e,ve,r'acla-y
T}\a}\e\ \JOU So MUCJ'\

evielel

TA.W\P\; to Goelle Acas Sé_é_r}\.al\e. PJ\'.@E Wa,(l’
Aee)t ou\c're_ "rouce.t

who éovg\ 6‘)& éime, éo eviety U\is looog\.
kgl

Ry /DJ /020'2/{
IA[04[202D

1.0.0

Re [ caeit| dracd ing
{3 peges
Lo.40. 24




ncl

TJ\.OJ\% Co (‘\; cak “ Sushi ’7, toho

d?o( a 80;' CrPu(r SRJ(,l\r\oé'-(\ﬁ”a;ék Mme ,

Cence

Creative Commone BY.NC . WD



Docfgex?ze, e,ve,rgtkmﬁ
What is 'bocae/
)OC—Q&( Ef\gine. COMPov\e_r\kr

E '_J;ma._je_
bq}useinﬂ imq_ﬁe,s
bu.Qd iMa.ges
Push 3ma_3as

Pel refrieve \mages

Resho v \oo&c? es
E)c A% SYa_l:oLS

Run a co r\\’q,i ner

COQU Lo g(olh o Caﬂb,'a nes



Exe.c, in a Conya..?l\e.f 6L

Stop ¥ cestact oo conkwines 64\
Pause * vapause a container ¢
& Volume g
Event :"I‘l-
Q Search é
(%3 Secariby H:
Scan vilrerabilibies 3
SpoM J
Conbenk T7ush 24
Run o conbainesr coth pr?v«‘&jecl mode. %;
Run as fon. fool user qu.
SYaks 1035)
Clean & Purge o
dZ¥ Nemory % CPU constrainks lllw
Convexl 121
S ek o
Sys tem \s'l
(\cu\ixe,s‘r \’5‘5



bebu‘ﬂg f/\a TrDUbeQShobéllﬂg 139

DocVer i gore 1;5
ﬁﬁ Docfer File @
e o
LABEL 15%
Ao
eEvv 164
ADD I Coty 63
RUN (73)
CND = Skiing vs JSoN synbax o
N EvTRY PoinT »H:
€x fose
VseR 190
WORK> iR
ONBUILD |5:;_
HeALTHCHECK Eoo
STolS: GN AL
SHELL 10%



2"
@‘ I ‘:S ‘( e - Sta:ﬂ G

2
5 Compose
& € Fensions ‘g,
Tools .
Dive

Hob  Eoof @

133
Qe, Sg\ofeo

235
Y Tr vy
j: r~ 61}\& Sa_me C,oeeeoéloo n ( : ::’



T )l\»\ a’bv.sl’ o Ce)UCJ élc.}\llogagie}' ZDV'&F
coho &ve,s he.@p?ﬂj ()e,o]oee. Sha.n‘n_g

éo oHefs CJLIPLL T Enow MC[ M&fgéa_l\d.

T Cove. (‘_rg'.nj e.xqea.{r\mﬁ comp@e,x
ée,c/m;c,a_@ (:kn‘/\gs in o visval wo.(j )

(N o SE&"O‘H\HL,&S C\)a_y,

){o vo_ Hou /-@Z efLJo}j Ux;s BooE

_




Dg§ >Oc%e}fz€

@ wu?H i N

’If T cant o ua an oapp in
o Coz\ta.,l'f\er/ it 's easy-. ’Ionfg reed Eo
Yind the good base imcoe

el , bet s cemind
(:,\'mgs that matber

gobd Pra.c,éu' ces

\ .

=

maincf LJ{& die
< g




6\)’\64\ 30-.) c-)a-hl’ 60 rn a_ﬂ)s in cor\\fa-?/\ef EAMR a.J:ou"‘

Smemlo l@xhj %e g (es?ei ent

E(’)\e,me,ra_e{t(\j Keeping imaqes size
s small as \oossibee_

S ¥a\}€,€e__g S

@. /\)(e Xe( Eamﬂuage_g

6\/‘\ N

O_ 6

/ & | C)ith o skl CpU
[

g4 ne,r‘oor g %QOY P in 6

WDith o st sbart P

Qikh clean shulbdowin support

*rhadr ollows Bou Eo creaVe

S
S a,\’fc sze,c,u‘fakee, L;na_c(e_s "

10




é\))\n(: Ky

(s]n]
(]2 ]=]
: i -Doce.e/

(==]u

c,(e.mte Cot\}'a.,? ners
Container - based cepps

Ef\a.‘)& Po(“a.[oié("y \

Peaéyorm gor c‘e—VeBoPP.'nﬁ, S;\ippif\ﬂ

@ L r\g q’?PS @
(1)

11



Buld / fa.cﬁa.je, ofe - Eime
k

Lhen run whenever You cank 2

‘
... ‘

9
ij\

&

Wt
a»
(1

&

aWS

VA

12



oggga 'Docgy E’\a}l\e
(ﬁ comporenks

&g $ doc %u[ﬁ

| fesT
hPT

(g_

—|

Q/'\(ycg) § ot

s



=2

Docler daemon Cislens gor APT rec(ue_sl’.s
creates / edits / delekes

CcuL communicate w:’é}\ oL(‘,he,r daemens

=

Prinna.ry Loy (Zo ,‘(\L‘g,ra.c,t (,J;U‘n
C;Ioc.(()lex C(/I SQJ\CJ fQ,crue..SL's (run) femove ) éo A'Pj:

Cau\ c{;nnunica-tz Ni“\ mofle (:L\an ona cla_p,pnon

14



(= =]}

0(8% T mages

nages ase ‘:cle,mtiXiQJ Eg oC Name & o /;ag

(eFos:éory 2 &ﬂj
o)
L(S;Ae}rv\aye_s Uze a Ca.e.a Lﬁ@
¢

eaae‘ Socld Xe%
easou % 2Zac G2
Cager  elelbel?

-
L

-

emou Ye13pb 2

|~ )

- ﬂl\ image Q,ons:sh OX WUU(')\MQ I\e,ec[e.c[ bo (UN an
app@ic,a.éion 3 Ooc[e, bil\axies, Ew&, wlx‘f«'me.:,JePeaJa\o‘vw voo

- Lmae(_g Can be feused Lg imxﬂe.r 15



S}\ouw T need éz cjoaneoac' alL
Eaaefs &a.o['\ bime, "; f)dee an ;Mq'?g

Vo La_:je_rs N ea.cly &Vaiezbée
eocag&g con't be dowsloaded

cgga.in

f

16



ﬁ’{
Lish ol available (puéfed o cleaked n\7squ )

$ docker images
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$ docker images alpine
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$ docker images —filter=reference=‘busyx:*xlibc’

List all wnused tagjec, (da_f\gfir\j )

$ docker images —-f dangling=true

/
R.QJ“OVQ, ULU«\YUZ ea—EQJ"

$ docker rmi ubuntu: latest

RIE,MoVe, VEUI\" U-‘Qa,lle_.rv
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$ docker rmi ubuntu:latest —force 17
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$ docker build -t my-awesome-image:1.0.1 .
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$ docker build -f build/DockerFile -t my-image:tag .

uied an Mage grom a Gl re,pos:torg
(mecin b(cu\c.}\, hellocaorld / gfc Pa,[:/\ )

—demo.git#main —-f helloworld/Dockerfile
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$ docker tag my-img:my-tag my-registry/my-img:my-tag

kash an ;fhox_se, éo a (tﬁ;.sj’rg

$ docker push my-registry/my—-img:my-tag
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$ docker login
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$ docker pull ubuntu
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'I'f s ot clefif\ed, defa,u@} is eoJ‘e.sP

Pu& a\.% éa.sge,o’ ;MOL5Q3 Srom o regasiﬁ‘or; name.

$ docker pull —all-tags ubuntu

PU@ an }mche, grom oo P(iva.\’g rejl'SEry

$ docker pull myprivateregistry:8080/user/image—name:tag

Lisv ]mouge,5 Q,Va.;eocl:(ze, echaLCe,y

$ docker images
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"debug" : true,
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¥
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List oL gor o sivy\ (ou\cl their size)

$ docker history my-image ——no-trunc

D;S(eada dige,,si* gor an

$ docker inspect -f '{{json .RootFS.Layers}}'
scraly/simpleapp | jq .
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PU& an ;MGLSQ_, grom c re.ﬁi.sé(y

$ docker pull my-registry/my—image:my-tag

/’0-5 an ;Mmﬂe U\OJ' oJ'-CQ Le, hos"eﬂ - feﬁisﬁry

$ docker tag my-img:my-tag my-registry/my-img:my-tag

Pusk aun ]moxae_ o a (&555;’(3

$ docker push my-registry/my—-img:my-tag
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$ docker image remove my-registry.com/my—-image:my-tag

Song‘,buV this command
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Crea—\re a CDf\Va_i(\ef CJH\ o !'Ol_/\clom \ame.

$ docker container create my-image

Crea—\’e a con‘fa_‘. nes

$ docker container create —name my-container my-image

i
€]
C’o&@er CcnYa.?I\er cfe_aye Command l"a_Ve. o

Shof"'c,u\’ CiOC,EU‘ Uea_‘f& )

Rename o COAVdJﬂef
$ docker container rename my-container my-awesome-container

Lfs" ru./u\.'nj Cpr\t'a_ille_rs

$ docker container 1s

Lish ol U\e, Cpr\k:.ine,rs

$ docker container ls ——all
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ﬂewags fe_s}'q.r\f o C,of\‘/a»'/\er re,sa..rc(eg_gg

Og é,;\O, 'CKF" Sya}u..s‘

<5

'DOCQQ.( (Q,SPDL("
daemen (nc\egsn;\/e 62

$ docker run —restart=always my-container
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[;ol\- Yoibure ]

R-Q.S»'a.fl" oL Co/\"a__mef O/\ey ;f EJ’ e,;cil’s

C]u.e l:o an elror

<5

'DOCE.Q.( (E,Sya("
daemen fg gou'as

$ docker run —restart=on-failure my-container

o5
\/ou con &mib the number o(f resYark welries
L)\e 'Docau (‘Ja_&mon a.H’e.mPtS

-

$ docker run —restart=on-failure:5 my-container
S
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[;W\eass - .S*c ?PQC' }

R—e_s‘ra_rt cu u_AeLs: ‘-), oS

stoppecl loefore. Ehe DoclRer daemon

Qas (eskau(:ecl

$ docker run —restart=unless—-stopped my-container
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Ck&r\ge (&A&r‘f Po@ic.y gor co (Lu\/\;!\j C,Df\.éa.,iner

$ docker update —restart=unless—stopped my—-container

-
.

Re,s"a_r\r Poeic,y oney \’a._ge.s nge,d’ aLae Ee,r

oo Confainer SS’a\-rl’.S Suc.c,e,.&sgouf,e?

T shasted suc_ceSsguuee?
ig T/’m uF <?»&r
II!!EII oy eea4§' A0 se conds

:DiS(Qaua the number og cesYauls

g’:’c m\a - CaOnyD-('ﬂf/( c,on}’a.me/—

$ docker inspect —f "{{ .RestartCount }}" my-container
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docfer wn Quibs

$ docker run —myflag busybox; echo $7?

ALF
Conyainerd Command C,au\no)’ J:e gow\o’

$ docker run busybox cmd; echo $7?

A6

Conkoiinesrd command camol be invoked

$ docker run busybox /etc; echo $?
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A30

Eerminaled b; ComTRol + C

A37F

feceived oo SIGKILL

A%

feceived o« SIGTERHK
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/{/M.Jc} LJAJ/M

)oe,g é,}\e, ';Ma.ge_ 'S in
the bocal cache
ﬁ Cache
':f:dl? /\of" y ;t 'S é/\e.r\ Se.a.rcke,d
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Crea-\'e a chl’a_'. nes

$ docker create —-it —name busybox busybox

Sk:qY o S}-QP?e‘d C,or\ya._}f\ef

$ docker start my-container

RA&A o chPaJAar é%or\ JQLiaJ\ iMCﬁjQ_

$ docker run debian:stable

XUL A docﬁy Ueole
< cbcggf sYasl
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Run o Conlaiter, Name iF % execule
E.C“\o ) l\e_eﬁo see}okno\(u eovexs ) coMMa.mc’

$ docker run busybox —name busybox echo "hello sketchnotes lovers"

P Conloinesr 0@ execule
(D

echo command

Ehen it will be berminaled

P\MJ\ o Cor\hz_i/ler oPu an ‘,ml:era_c_t;ve_ é&(mi(\ae :nfo;(:

$ docker run -it busybox /bin/sh

- / - ;née(qct“Ve alloss nou to .'Al',e,ra_J

fun cpmmaAJs n U’le_ c,or\Ya_.'ne.r

“t/" bty a.H’o.CJ\ fe,mo"e C,ol\Soee
to ovr eoc,oz_EQ C,ov'\.Saee_

AN

CJJH\ U’\?S opy;on/ 00:\&0/.?(\6/ 2RI A
nok  be slro(eed
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RAAJ\ [0 & &J‘f\?o(a,(y C,o/\i’a_if\e/'

$ docker run —rm -it my-img:my-tag /bin/bash

i 2 Contaiter 02 be cenaed when 5 exisk

RMJ\ co Col\yo_i(\e,\" G\):k‘\ de)’a.c,l\e,cl MoCk_

exposes por k?

$ docker run —d —-P ——name my-container my-image

cd [-d s bue s defached mode
- FVbei.s[\ /) GKQOSQG‘ ?ocb'

Q‘ Dc}‘a_c,kec[ mode ed:af, tervinal

s Ndr a,H'a.c)\ed l:o H\e (u«\/\ir\ﬁ CoAVa_i/\er

Y



RA.A.!\ a Co/\"o.inef S?ec,igvj c,usl’om Porb

$ docker run —p 8080:80 my-image:my-tag

~P 5 Mmeap &mﬁ pof(: to remote Poft

Vi Cool ' T can access
@‘ a,ppéic.a.ﬁio:\ eoc_a.ﬁe,a U\rough

Run a conlainer 1 wiVe the coraiter TD in o g:&

$ docker run —cidfile /tmp/cid.txt ubuntu echo "hi!"

58



Rm.r\ ol PoLSS er\l/;fo/\me,r\‘f \/a._(ia_bge,s'
ir\yo i»’

$ docker run —it —rm —-p 5432:5432 \

—e POSTGRES_USER=my-user \
—e POSTGRES_PASSWORD=my-password \
postgres:9.6.10-alpine

~e /~~ env Se} or overr.'c!e, envi:/on me,n‘f'

v ar ables
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CO(XJ éo 5(0('/\

g
Dggﬂ
a Cor\ya_': Nes

a.@@ow_c yw C’°\’j;’\j g,&g g\:@cius
grom \AW/ Ma.cj\w\e Vo c C_OAVQ_,ine,(

grom oL C,of\YQJﬂe,f VO 300/ ro_a..g Ma.cjli(\e

&JU?
g, &°

Lo
$ doc Rer p Conlainer:xK "‘?)g

Yol A
TF is ok gossible to copy specific sydem §iles
$UCJ'\ s (esoUlCes W\Jer /Proc, ’ }5}]5 , [dev, \’p-pgs

— —
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ﬁ’%
Ccf»g ) fe.pofk x ME. ) X-ee grow\ o ConFoLiner to may
€oc—aﬁ machine

$ docker cp my-container:afolder/report.xml .

Ccf:\g " i(\;k c,oqg ‘ g:&, ins.’o|g ce Cor\["ot_fﬂe,/‘

$ docker cp init.conf my-container:conf/env/init.conf
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Y doc,e\er exec Comma.r\cl allocus ‘(‘]m) (Lu\/Lr'/\g

C,ommou\cls N oo Conlaoliner

- use.f.,.e (Zo cJe,lwg in \aow conbainer

$o|ocee,r exec -* (,d&a.it\gr l)a..sk

fj
$ 1ls -1
$ cat path/to/a/file

62



i

Cor\r\e.c_£ 60 a C,or\liaii\ef OPer\ an tUmctiVe, Shew/

$ docker exec —-it my-container bash
o ) inbeacbive -ty s iaberackive shefl
> 1s -1
> tail -f /var/log/debug. log
E)CQ.LUEZ, a_ (,QMM(J N el (ﬁl\}.a_'(f\e( n hue\jfog)(\cl

$ docker exec -d my-container touch path/my/file

-d [ .-detoch deboched mode
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d

a_ Confouiner

doclRer s?of Comtand stops any waning conbaners

$ docker stop my-container

i
: Send s':sz\qﬁ

(e 40 secends by defatt

%} Send si j/\a-e

T et

cloc,ee_r l‘es(fa_rt CoMMau\c[ re.stauts a_t\y fu.nl\il\g CDAEa_Ine_r;

P
)

\aU Can s\’op and ru)'a,rF o cO:\‘”od!\ef Sfe,c}.eiecf

!:b ks Name Oc Confainer TD 64




i

Stbf> CQAtaJ&u' my— conbeiner

$ docker stop my-container

Séop Conlainer (ha-c.m"a_ll\er which have
re,s(?a/(: = ae.s c,oncffgufa.tion

$ docker update —restart=no my-container
$ docker stop my-container

R,e,sta.(b Cof\ta_i(\e( Mj - Do/\éou'nef

$ docker restart my-container

R&stau('/ CoAta_i/\e( Mj - c,o/\ll:ou'nef BoJ’ wa_ct AS Se_c,oncls
Leﬁ(& ﬁi@;n‘g .'V

$ docker restart -t 15 my-container

_E/-~bme
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o8 ggﬂ P“‘U e Uﬂ Pavse
10 @ o container >

doceef pause Command paunses all °c€ Lhe

proOe.SSe_s ir\sw’e ONe Oc¢ several. Con"a.;l\US

$ docker pause my-container

Sun Nov 27 12:09:40 UTC 2022
Sun Nov 27 12:09:42 UTC 2022

[t
<
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doc Rer Ungause Command unpauses all Lthe processes

$ docker unpause my-container

Sun Nov 27 12:09:40 UTC 2022
Sun Nov 27 12:09:42 UTC 2022
Sun Nov 27 14:01:12 UTC 2022
Sun Nov 27 14:01:14 UTC 2022
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ﬁ\?
RMJ\ o E}\a.‘” c[?s p&&; Ule__ c’ate_

every <L seconds

$ docker run ——name my-container alpine /bin/sh
—C "while true; do sleep 2; date; done"

Ar\cl (wn anobler

$ docker run ——name my-container2 alpine /bin/sh
—c "while true; do sleep 5; date; done"

PaM.Se_ Mg— Cor\to.}ne.r ma - Con a.:‘ller-?_

$ docker pause my-container my-container?2

Un porse mg - container

$ docker unpause my-container
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(=1=]u

@ Vlecnes

\/\O&«.M&S QJ\.OL.beQ, ?QA'.S' s l’f(\ﬁ c]aJ'oL.

YD'J can ‘V\OU(\.L €oc_a,e foedei' iqsicle -5 Co:\Va.(/\eI

Wws 71\3 oL \/oe-ame,

Theg Can be Sl\a.rec’ a_Moltg Several cpn}’a..iners
(7 7 O

‘V\B . vaeu-MQ.

VO&W G\Oﬂ'\f iN¢feaSe (:‘\Q.S;ZE. Dga_ wr\‘fcqne,r

\

0}

f\z 6.4«9_ e;@»,c.yc@a. Cc:)l\"a_;ﬂ&r &fec.ycg
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P
)

\/O&*-”\CS are Saved ia U\e hosF Si&sy.s,'zm
/var/lib/docker/volumes/

70



?
ial
Creoks o volime

$ docker volume create my-volume

L'- S\’ a& Vo €M,f\'\€5

$ docker volume 1s

R o Conlosiner Ceake a volume

$ docker run -it -v /etc:/my-etc my-container bin/bash
N\ o)

\hos\f A'-f

C/fﬂ@,lf(, a VO&;.Me,
noUc\V EOCM.Q cJ;rec,Eorg

‘»r\s'.Je cu co«&a.ﬂ\e,r
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M cL CO’\"G_;(\E’I 6\)\”\ cL VO&J-MB ﬂwv\e,d “'\'a- Vo'e

$ docker run -it -v /data —name my-vol my-container /bin/bash

ﬂH’ack cL rur\{\if\s Oaz\Fo.ll\e,(sl Voeu-Me, éo ano(:he,r c,mi’a.'n@,r

$ docker run -it —volumes—from my-vol my-container2 /bin/bash

Rien o i\ﬁ'my (,Jour\er
hownl o volume pith tead - only accecs

$ docker run -d -v nginx-vol:/usr/share/nginx/html:ro
—name nginx-vol nginx: latest

q!\C) Ou\\q,L a,l:auv

\/O&Me CQCaJ\i (\5

Cunomed vbiume) 8 wy-nwéd 8

wy- (unomed vbime)

Cunamed vhime)

-Deeb&e, o~ \loewr\e, (\a,hecl MY - VOZ

$ docker volume rm my-volume
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RMJ\ a Ca\You'-!\e,(; Cr e,a-tl l:(do Vogh—m,s

femove Ehem ohea toe Command has ended

$ docker run —rm -v /my-folder -v my-vol:folder busybox top

= |

< UNcmed \ro&.me > my - w@

R.e(hove o&Z vo@u.me,s

$ docker volume prune
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Events

81 @ @)

R,e.o.e Lime e,\/er\‘/s K,rom U\e_ servesr —
‘B w 3

Bn C»[ngoEZ'_ ) eaL,SLL_ /{ODD &3 61/&#\6& cue CIisPeaUea,

’Lér: POSHL& (:0 d.-sp&x(j e,\fe,wE: sinee

élku}ak P fbgnLiVQ time do.éz
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_

Dispeoua evmﬁs since 5 minubes

$ docker events —since ‘5m’

Ru.,l\ oo,\f,o;./\er c)-sPme in fe,a.ﬁ . time re,eoJ’eA

COI&OL e s even [’J

$ docker run img & docker events
—filter 'container=$(docker ps -1q)'

- Q ed,,st
-9 Cfu‘ ek

:Dispea.y &VUJ:.S in dSON

$ docker events —format ‘{{ json . }}’

:D"Spea.y A’ZPME ;Matﬂe,'s events

$ docker events —filter ‘image=alpine’
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DI;PZQ? syoF e,‘/enks oNn oo te..s}’ C,or\bz_;/\e(

.

M‘a - a«Va.(AU

$ docker events —filter ‘container=‘my-container’
—filter ‘event=stop’
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Sea.rc}\

6\)}12,1\ aou wank éo gif\cl an ?ma-ge_ n
a (egisE{y, gr‘rst hobib is bo searcch in UT

docler

N oocef

Bu)f ) Jo ‘Jov g.l\ow You tan Seacch Aire_c,\*ey
E}lfo%ﬁh ? N

v
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Ba Aegm(’,\f, Clocee.r Seaf ch Commud Sea.( CJ\
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]

LisY LLLunéu ' mage

$ docker search ubuntu

Seafck n o Prhelk.(qg}s@y m;-iMage ?Mage

$ docker search <registry_host>:<registry_port>/my—-image

Lish Debian | Mo ge Ehat have. more ban A0 shacs

$ docker search —filter stars=10 debian

L;sk oxg}danﬁ Q(’.P;l\e, iMche_ cikh wp to S resullx

$ docker search —-f is-official=true ——1limit=5 alpine

Uslf lws«al)ox Ima,ges 0 Ehodl
ony L iuncatbed cle_sc,r.'pﬁ.'on

$ docker search ——no—-trunc busybox

L'nslf N ginx ;fV\OLge,«S gOfME the fesponse

$ docker search

—format "{{.Name}}\t{{.StarCount}}\t{{.IsOfficial}}" nginx
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oo

@ Scan

SCa.A.. vueng,ra..,:léil’iu n gouf eocﬂu.e ima_jes

// A
gea.éue
{\/eed (‘,o ir\s\fa.ee Docgex n version .

@’\' worﬁ gor Aep‘.ne disfrz'):u‘fioru' 3e}.
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AT

Sc.a..n cL &me

$ docker scan my-image:my-tag

Scan bk o delailed aJLa.CaSLC

$ docker scan my-image:my-tag ——file Dockerfile

:D?SFQa._; the cle,')e_l\cJeAc;E_.S

$ docker scan my-image:my-tag —-—dependency-tree

D}svea_j eney WEnefa_L;@IL'iQ.S N aouf C.OCIQ_
( e)ccéLIJ;qﬁ' base )

$ docker scan my-image:my-tag ——file Dockerfile
——exclude-base

D-’sﬂaua OI\Q? vuene,ra_):)&}’izs w'.Uw Aigh se,veri\fy
$ docker scan my-image:my-tag ——file Dockerfile

—-—json |

jg '[.vulnerabilities[] | select(.severity=="high")]"

/A

.AO YQ—SYS Pex nwnl:}\ ale aﬁ@oooe::[-’ﬁ INSeaSe H\;‘s
7\10"&, \30\) need ’;o s‘-gn.up gm' o gre,e_ Sn‘jgg aLC,ood(\k

80



oLa

o &

o

—
D

Sug’:céa.re b:e@ 05 Na.&e_fca_&

&

gf\ EI\VZ_V\.[Zorg > f a2 é:he_ Com(ene_nlcc
all the soflware cle perdencies

In oo Co/\ya_,'(\e,r ]Mage
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C\)‘\j
/ro f;'\d PaLCE&SeS

é}\a}’ Con Co/\ya.ff\, Vueﬂ&fqbief}'fe.s

0}
(g

T wank €o sewrch ;aP

ch ] Mage C,or\kz.';ns Loﬁ(/.j

ﬁ YES , é}\a,/\ Es (:o

C’OCEQI SLDM Yqj Caon

oy

CJQc_gpf sLoM 'S Wsife Service

lowk Y Ma(.? C,l\a.ﬂﬂe_ TN &})Q. ga(:ue
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i

GeneraYe a SBRONM gor an

$ docker sbom my-image:tag

G&ﬂefa,¥e a SBD)'( N o OUYPUV‘ £I£Q

$ docker sbom ubuntu ——output sbom.txt

Generale o SRoM in SSoN Serm\r

$ docker sbom ubuntu —-format syft—json
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Conbent

88
EZF T

nDS“ of Doc@ex imogje,s atle UI\S'okge_)

oLa

eNen é,}\e_ ones gw can f{p\d CA

THcSCase Ehe Ecush in i mages

H\au\Es Eo docRer Erosk  commands.

F\ é,o.ﬁﬁe,d }ma.ge, Cawn }'\a.ve. o Sij/\atufe.:

TE atteshs Yo veabed - published the 6&3.

My- ;ma.je,: E&j

Ogg;o(ae ;M%gQS ale S?Dv\e.d
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‘jou Can E,r\aL&_ Docﬁﬁf COI\VQ.'\‘, ’r(u.s)’

‘?ro[fe.o(’ vour hosh go( u,r\S;ﬁAQA images

$ export DOCKER_CONTENT_TRUST=1

T wank bo pveﬁ

an ‘.("\a.ge eo

$ docker pull scraly/what-is-my-pod:1.0.1

Conlfe)\" ’l’msﬁ ' s E}\a.]pee_d,
You can’ b Vuef_ W\sijne,d

imaoes @
S

$ docker pull busybox:latest

Tls o
s\gned image.
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ﬁ?‘
El\a-lpgl Doc—aﬂr COI\"Q-"\P "rru.s)f

$ export DOCKER_CONTENT_TRUST=1

D'-sa.l:& Dbt-etcr Conkert Tewsh

$ unset DOCKER_CONTENT_TRUST

Cfe_ a.ye o N\e(J

$ docker tag scraly/what-is—-my-pod:1.0.1
scraly/what-is-my-pod-signed:1.0.1

Fws\-\ S 9N E}\Q_

$ docker push scraly/what-is-my-pod-signed:1.0.1

P.'S ?&3 ;ﬂgo(ma\_s’;m\ GLLOU" (?Le,j 5}947,.[]4.(3_
in JSoN gorma\f

$ docker trust inspect scraly/what-is-my-pod-signed:1.0.1

P.’S QQ&Q ;'\30( Ma\J’fOA GLLOU" ?Le,b 5}940..[]4.(3_
N oo  Mmocre reade% Wav

$ docker trust inspect scraly/what-is—-my-pod-signed:1.0.1
——pretty
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Sig/\ Lle A.0.2

$ docker trust sign scraly/what-is-my—-pod-signed:1.0.2

Dewe slgm.l:we gor A D4

$ docker trust revoke scraly/what-is—-my-pod-signed:1.0.2

G—ene,ra.\fe oL Sigm‘zxﬂ Q&g-Pq}r

$ docker trust key generate my-key ——dir my-folder

E’J\cfa ()3’&(:1

|- @md Lhe
Creatre
Priw\.t& 6‘53

my -XaecJer/ My - 8“"3' pub
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Grou\l(s Eo oL Co/\)fod(\ef Foo\" Ca\DaL}@ihu

éo all cfe,l/v'ce,s on é‘e, ho.s\"

T}\M\RS Lo this mocle,, gou Can

Cun :Docﬁer dq_emon m a C,or\"a_ine,r

CJith priv}eeﬂe_d n—\ocle,
Conlaifer have super posers

/i | Q@
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— AN

‘3:!: 1S r\J‘ (&Comnuclec[ éo fun Pt?viec,gul conkainecs

n producb'on envi ronhemf .

PBe Ca.fefu.e DJ) é;\is U.SQje.

- - —

91



ﬁ\r{
RA«'\ a Conya_':ne/ (A\IIJ\ P(:v-'geﬁed moc’e So i}’ Ceoun
access ﬁo al@ devices in the hosh

$ docker run ——privileged my_image:tag

RM!\ o CoA'fo_;l\ef/ U\e;\ c,re_o.\re_ mow\t o—
&Q_mpo(a.ry %:e& Svste,m

$ docker run -it ——privileged ubuntu mount -t tmpfs none /mnt

CI\QCR 3y cL CO/\YaJ(le,r 1S N P(Jvieeﬂecl MDAQ

$ docker inspect
——format '{{.HostConfig.Privileged}}' my-container

N

E(\)e, g a_€se_
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fq%cas ‘:o reduce r«‘se\y w'-H\ Pr\l/z'ge_gecl mea’e

\

)

‘59 dejcmdf/ Conlainers can « A M

on c)e,vic,c.s ELJ’ ~Jou Can cwi'ohiza é:;\e_se riskh'
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i

Rean o

Cov\"a_':ne/ chich can O/lQ;

fead \oa,rlf.'h‘on Eable

$ docker

Rean

fead

$ docker

Recn o
o-lloc

$ docker

run ——device /dev/sda:/dev/xvdc:r ——rm -it ubuntu

(ea_d

oov&a_':ne/ (,Jhic)\ Can O/le,y

i Ye \oa,r}’.'h‘on Eable

run ——device /dev/sda:/dev/xvdc:rw ——rm -it ubuntu

( e.o_(’J
ATe] 62_

Cov\"o_'une/ oak.‘c)\ Can 042(7

’thoc‘ Q@rmiss ion

run ——device /dev/sda:/dev/xvdc:m ——rm -1t ubuntu

mRned
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?E;$f2
RAM'\ oL (,Jh.‘c)\ vse afl C,a.Pa.E}@i}’fu‘

exCe pl go ¢ Chon

$ docker run —--cap—add ALL —-cap-drop CHOWN ubuntu

RM!\ o c,\)h.‘c)\ mow\l’
oo FUSE based gieesgs)fe,m

$ docker run ——rm -it —--cap-add SYS_ADMIN
——device /dev/fuse sshf
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ogg RM.A as foA- (oo
User

BB cje,gcw.e,,’, 'Dnc,ee/ (lns Coﬂ’::dﬂ&rs as (Do}’ wser,

co:ith rook p(iviee,gz.s

RAU\A'.nj as root Can Cawse Se,(,wrify i sgves

gf\aol\e— Can S}’a..f}’ UIJ\JESifa.[)QQ Ffoce.sses

n é—‘l& C/Of\‘/a_j ner

\'kmﬁicfious User Can C)\a._nﬁe the uzD GTD
w}\e/\ sta.fL"f\g Ule, c,o/\l:a.iner
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—~

D G'ilfe (:he, MmiN t MUm Q{hau/\,’ of P(i\/n'Ee.je,s

r’IQ/C,Q_SSaury to (un a protess

U RM_V\ C/or\)’a,(f\e,rs as fNen- (oa[" wser
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(et >

RAA—/\ a COI\VCLI-/\EI' C,L\E.cg é—l\ﬁ Ooz\&a_'»fle,f

'S run/\iqa as (oof

$ docker run ——rm busybox id

l/{/\o.bee, '11»0 SMJ H"\atye ) lDVSv l)o% eotl’ﬂr} 8361%

o0V 0

Séaéus: 'Downgwuded "eex imge gt?f l)usbbbx'-w%‘l’
wid = 0 (rodr) 9;3 -0 ( (ooV) grou(x—./{o(w‘huﬂ)

R,u_r\ a C,of\('.aJﬂe( %olc,e HE_ C,onl?a_:'/l@f
éo S»a_fé Gd"U\ a 9;\/0\ UIZ> % GTD

$ docker run ——rm ——user 1000:1000 busybox id

wid = Aooo 973 - Aopo
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C(Ea—ée, o WSer Hmy usel AJ.'UI UTD 666 ,

3’.'/& Ehe ¢ ig}\h Eo /CL?{’ go&Je/

'Poc,gu Fi ez

wse it

FROM ubuntu: latest

RUN useradd —-u 666 myuser
WORKDIR /app

COPY . /app

RUN chown -R myuser /app
USER myuser

CMD ls —-alrt /app
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A conceyt of Linvx Rermel

Tsloked nomes pace

s?muﬁa.b'(\j (7 R (oo" ﬂaJ«Q.SFa_CQ.

EE
(7 B

;Sowed

Names pace

. Coot vUser :Asiolz Un‘.r Names paCe

N ‘ 'S Ma‘PPQ‘d to - floA - Qlivie&fj&c’ u.‘c‘

@ -
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Can\ra.u\efs Can ‘r\awe fod Q‘ivieeges n

Che vser nopes pace v 1 Ehoo

kavir\ﬁ any ?m/i ee@es in Ehe
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ﬁ?
A ) Enable userns- emap on the Dacmon

s(]axf: ékg dsgauf)' chEh

Ehe dooﬁp_rma,p user 1 gfovp m«x.mgc[ to
oA . ?(-'viee,ﬁe,d VLD and GTD

~ . AooQ\e/[ Aa_e,mo/\, FSon
{

"userns—remap" : "default"

}

$ dockerd ——userns—remap=default &

y) \/M"X DocRer have crealed
Ehe c}ocﬁama.(: wser ge( Yo

$ id dockermap
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3 (\[o(A V()o-) Can (W a c,onto,me,r y
;SQZa.‘fed gb( (:Le_ Mos\r

$ docker run -it -v /bin:/host/bin busybox /bin/sh

P~ TN o vSer Names Pace
@‘ Yoo Can’'t have an impack bo
Ehe hesh
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@ Stoks

NN :D:seeq_g rw\mr\j c,ozx}’o.iv\e/s Sh'e.ov._("lQ/CJ uxage in ormb'or\

Ccu\ T ha.\/e, ;(\goﬂ\wd’:'o’\
Q. ‘ ot-\>ou\’ gou?

| Sure, ceU %

T w funning f\e,(hor7 uscge
Nemory €imiy
lemocy %,
Nelwock T/0

’c® Dovices T/O

. A
TL's Poss;bee, Yo ey shoks aboul s"op?ui

Coz\\raine,rs l)u." Pl\gonv\a]/.‘on AN YA be e,mptg.
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gl

DFS?&:A; H\gormu‘/?o:\ gor a bl fu—/\f\?f\g

$ docker stats

D;SQE&‘Q ?r\%orma}ior\ Sor Ay- Cm)’OL;flcf Cor\"ouir\e/-z

$ docker stats my-container <container_2_ID>

D;sfeo.&a Noa sl’rea_me,cl S[’m)’s gar l\r\‘J— Car\"'m}w

$ docker stats my-container —-—-no-stream

D':Sp@oda sVa&; N o cus}'omz,ed Sorm\.!' response
gOf a\&_

$ docker stats -a
——format "table {{.Container}}\t{{.CPUPerc}}\t{{.MemUsage}}"

Disqea.\é shaks g,or Lunalmx in ISV gorﬂnw"

$ docker stats busybox ——no-stream ——format "{{ json . }}"
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S&DFQ,C' c‘agka. Can lDe.
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7

$ docker container rm <containerID>

Remow& o- ConyaJﬂar

Re,move— a-ee e.xi"e_c[ COAJ’aJne_rs

$ docker rm $(docker ps —-a —-q -f status=exited)

Remove a2 sﬁovpe,o' coateiners

$ docker container prune
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Re,move, a ](V\a_ﬁe_ (Of S&M&E)

$ docker rmi <imageID1> <imageID2>

KQ,MDVQ CJaJ\j 2,' /\j ) Ma_ﬂ esS

$ docker images purge

Re,move a @l in'\agt?_s

$ docker rmi $(docker images -a —-q)

\

0

— Cu Q@Q '-maae_g-

- q op[:ion feturn U/\;crde TDg
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Rf,Mo\/ﬂ a. VOZU._MQ,

$ docker volume rm <volumeID>

ReMQve a_ con\rq_}ne/ :\fs \/o&.me_

(even »‘f Vs an utamed volume )

$ docker rm -v <containerID>

——

mé ~ CDV\VQ.:AQK' ?.

' Iorr\d Y\'g Sa\yorilie
| purge Command

R&MOVQ ‘:maaej; C.of\)‘a.;/\ej_?/ \/oeu-me‘s,
ne\rwme\; active + s(:o(??ed

$ docker system prune —-a —-—volumes
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g
[s] 7 g He,hm 74V, o6
@ LO/\SLfa,H\ Es M

Ibta clegmd’, conlociners don’tF have memory e,:m':)’aj’"olls

—

Cor\yo_ine_(‘s Can use ol ou/a.iea_':ee, me_rnory f:Ae,g Wank
on é:}le, hosl

Chen 5"" c’e(f-’ne_ memory confaiter can SWa_ p

7

ALY m gor memory TN RéAM"TY
AL9 m go( SR#P -2/56 m

/A

Be_ CaJQ.JDME, MJu'I\ﬁ SUAP can .Se;w cham Pefformau\c,e,s.
II\CIQE,C[/ SQS,’E.M cqf@@ cori}’e, to U)e, dl.sg.

é«"lQ Some Q_MOU(\}"

- = memory A29% m
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]

“W\ a ODAE@L!\U S&t H\& M & MLMO(B u.ga.ne {:o 60 Mb

$ docker run —memory 60m my-image:tag
“«JI\ o Con.ta-(.f\ef wse uaﬂim:l;eal MDUAE e'P ,Sb)/‘\'p
$ docker run -m 128m —-memory-swap -1 my—-image:tag

\ .

&>
?fﬁ&ho(‘} [
- Mm J

(\w\ o coz»l?aénex cje,a_c,k;\/a.& ool Kgéex

$ docker run -m 128m —--oom-kill-disable my-image:tag

F~ me,norca (EM‘.[Z; (:L\e_ v\e,hofy u,.fa.ﬂe, ?n:}Je_ (:l‘c c,mxl:a_il\&ﬂs
%o\.t «'lil.r nué E—crla@s 150 l’:he. Sarkefh am'.(',&l,& Me,ﬂafz l:/\a,é 7ou

Caiv §Ce (AiH\ %re.& LONMMJ :'n.(i)e. o~ c,o/\[:a.if\&f.

I
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Hoeo’ oA wwt a m;nu_‘fe-
C\)knt 'S e« ODOH K@fef

?@eu Riller = O 0f- Nenory Lcéaeé

(/\)aﬁu up G\J’le.n Hlefe_ 1S Mo Cnouah Mmemoly
on Ule Syste,m

Kjfﬁs the 3(2&6-‘&55 pfocesses unkil Lhe sastem

recltovesrs e,nouy; fesodrles EO %a? Ej\e_m ( uJULfl\ﬁ

=
geaﬁurg AQ

& @/ o T

M&hofy
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e

Se,‘f' c. MmMaX me_:nory

o SWAP Umt ko really Cimb Lo 60 mb

$ docker run —memory 60m —memory-swap 60m my-image:tag

numbers ocre chu::(_g_s el nok SOAP
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bt R

/

\by A@fmﬂ”, contuitors don'F have CPU Gimiktadon

.(/ry s ﬂoL PDSS;LQE_ 6_0 &gi(\e_ o &M.V og

Lhe available aumber o s on the hosk
— —
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ﬁ\?
Run o bimiv ks cpU Y lizakion

E, A U

$ docker run —cpus 1 my-image:tag

RM—'\ o Se,t i‘f con uSe or\ev
SD% °g cu/o_«'ea.lpge, CPu

$ docker run —cpus .5 my-image:tag
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edieabed i

_—

AZZDO\IS nav l:o Se,f?aurotye, C,onl’a.ﬂlef.s OAPO
d;gfe,re/df CPUs oc cores

.- cpuseb. cpus Ay 2, Y

il
-: \ [l

o

N
o |-

1C

O&X ‘ = op”So\#OQ\K heans

o (Mae, 0-5%

/A

63, c,a,fe,?)ue, --op%ul:-wpu; Jie buic Il\)o_)(

S((w/l""f\a %tam O 118




:De,g:ninj o ir\vczf,icl ceU inJe,;c cwil? Ehtow an efroc
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[he? S

Rdr\ a- a&owl{—e« H’Ie; 2/\0{
and dcd CPU

$ docker run —cpuset-cpus 1,2 my-image:tag
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- fAllocs Yo handle Lhe connection ©

& o ('e,ho}’a. Doc@e,r Il\s}“a.r\cz_s /ﬂodej‘

%‘ “ Ko\lae,me\'e,s c.&xs"e,rs
@ o Seyarm  clnshecs

121






\

D
Iba o)Qgcw@lZ V- degw»ej’ OOA}'Q)J’ [y r,fﬁa,}’ed
ecruagd' I, o gwr rooq”, ins}a_e@aj’ /on
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ﬁ\?
L'\SV exishf\j cony'ex}‘s

$ docker context s

C(Qa\(e a Neg) C,onve,k‘" Eo Ovur a..f\o[’)\?/ ")os"

$ docker context create dev
—description "Development environment

Scdi}clx éo our OLV cOn}ex"

$ docker context use dev

(\/;(,J, aw cen 6«5" eé<'-.s".'l\3 oon\(a.?/lers (dn/\i(\g

" éht Secnd hosk

$ docker container 1s

K/A.n a. Necd OOA}aJ(\e,r 1N our a’efa.ue}’ oon)’exf,

$ docker —context default run -d -p 80:80 nginx

SO.VE'_ (500( Con l’e_xl"

$ docker context export dev
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\")

00
Qo
oo

MekaorR

=, c:f\[la}lf\efs N oo So.he '\e,lf'wor(()k Can Co/‘\hwlir_a./:i éD

Qac.‘\ 01: )\e,r.s

@ o Mg I\P}more\ o |

MJ- Conleiner Ma Coz\‘/a_ /\6(,2,

# ﬁ' F;”‘“ OS ;Soea_";of\

> E:Ha Aegau.d ) o conlainesr is at.‘['ra.c,he,c) to éhe, defa,uel"
bfioige, V\e}wmq

- 3 /\@Vworg\s ale M"oma":c@e&y Cfea.ve.d Ly cle,gtwﬂl’

— \v\‘\

be; Aﬁe
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o ]

- )egmelz ne,h,oores d.river

- ﬂefow COAPD..:‘\GFS' Coov\eof'ed éo éﬁe_&:me L(icl‘je_ ne}'worg. éo
Communicale to each olhers

- :CSoea}e_ vu\ef Om}’d-ner: f\DL' comech.c( é‘a A}\a" }:ﬁc['je. A&F'ware

@ can creale Yeoue own\
\f\%'— LMQA bridge M

ﬁ/&
(7
M\J Coz\‘/o. necd

@ o Mg nehaor &

(\13, Conleuifer My Co/\Va. /\eri_

/
MJ Co/\VO. Neecb

“y- Co/\[/a. nee 4 126

Ma Cox\‘/a. nerS




;

(or Sku\aa,eane c,on}' a\eLs

Re move V\e)’wor% isveo}-‘m\ \:eJ”we,Q.n (;)\e, Cpe\hz_?ﬂer
Do&ger Hos‘f

(LSQJ }\os\r‘s I\e)’ woc%f\g cjire.ckey

]

j)\Sa.l)ee_ aBB ne} “Dre.il\j gor o (,on\fa_EI\Er

EM b, J_D
(7
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]

Connect mulhiple DocRer daemons éogelh&f

ué‘e.o’ Epgac_i@'kxy& Comp-un:Co\bOn t)e,}’ween o Stiarm Service

o shandabone conloiter

]

ﬂ&S]ﬂ{\ o MAC &Ac‘rQSs }’D a C.Of\!'od(\er
naeins ‘.Ya_ppeo;r as a p;\\{.s ical cIeVn‘Ce
da,e,mor\s ('Ot/kes I.I,rqé)gic, éo Cor\}'aﬂ\e,r.s bg Meir

HAC addresses

D
Tk?ral- Pcuyy (\e,hs)ofg. FZAQ'-OS Can cLeS'o
be« -'l\sl’aceged
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ﬁ?.
L"-SV ex:sh(\a f\eh\)ore\s

$ docker network 1s

RMJ\ fod Ca\yaine(‘ é)\a& feed éo l:e, ;Soea.}'ec{

$ docker run ——network=none ubuntu

Cot\m_c,» oL cor\\ra_iner (:o ouN exp's"ing ne"NO(R

$ docker network connect my-network nginx

D isconect a conleiner %ro«\ a ulef. Je,})}ﬂed
b(;o)ge, ne}wm(z

$ docker network disconnect my-network nginx
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L&V:S éf oUbQE'_s}lbol“
ne}wor@\ 1ssues

C\)iél\c(/» C)\a.l\j‘-’g an CK;Stl.ﬂj

rvr\{\h\s C,onYau'r\gf] e Can CunN oo G
necy conloiner ko dedwgy | troubfesheol 4
it

A Low./\c,k o OW\\fa_mer ( H\a} has Po"eb\l’fa&y an Essue.)

$ docker run —-d —name my-broken-container nginx

< RMJ\ cu\o"h&l‘ Cor\hz,ine,r é)\al’ Slla,re_ é‘)e Same /\e,l’ooare{

$ docker run -it —network container:my-broken—-container alpine

We CL e.ofe oL r\a_me,spa.c,e_ U\a}“ Can ]oe

s;\a,re,ci gor érovb&:hoo[’inj é(oubee.s

Theﬂ/;/\s;C’E ‘.Y’ N\sl’aee éDO& gor AQB‘Jag;’\j
$ apk add —update-cache iproute2 bind-tools net-tools

And Squ%% ckiwj

$ nslookup localhost 130
$ netstat -laptn



ova

%‘% System

g U.Se,gu.e commands Eo query

.) ocge,r n L'exna.f/ey

ASR ne a.nyﬁ)\mg 0o®
or almost "*
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‘(D' The haﬁf o(f cloc Rer s”sée_m
® COI‘\(V\a_I\C{S L\a.VQ Sl'loftCu.VS

& 8 P) doc/g\e,r Sysﬁem e,(/e,r\.J’S’ @
H = .

\ c@ docBer events B EL&

el - bime crenls ,Erom serves

& doc/g\efr Sysﬁim i"g°

—

L docg\p,r ir\go

Disreaa svtem- Loi de 'mfa&’l"\ab'on
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A

QDZS r&uy aZZ .Syt&m- w]a’& il\é)o(ma_()'on

$ docker system info

D"S()eoua Ke/nef vesSion S‘dstem ingoﬂvm—{:"w‘ one‘;,

$ docker system info -f '{{ .KernelVersion }}'

D;S ?20.3 o);&‘g ugaﬁg

$ docker system df

Dis ?20-3 C[E’yaiee,c, J:'Sg usa ge

$ docker system df -v

)«'s’)ea.j cjisq vsage in SSoN

$ docker system df ——format '{{ json . }}'
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J)?s()eab ever\,kr in feal - Eime

$ docker system events

Dis (gauj e_ve,nJ’: Xo: m?-conya’.l\ar wnl’a.}ne/
since A S mrnwtes

$ docker system events
——filter 'container=my-container' —--since '15min’

HI\A 0/e Of Mg
(::> gaybrﬂé. Command

De@e}e. a.ge unused 1lha_335 ) coAYOginer_c )
ﬂé*&NNES, vcaxmes, da69€m5 ;ﬁﬁges
boild cache

$ docker system prune —-a —-volumes
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a
oago
e

,..‘:f\ga( ha."e‘on OLLOWP an ima.ge, eavgr_g

Size

digesk / hash
architectuse
0S

Eat-cl\ Ma,r\ige.s}’ e,nl',ry re,p(e,senks
a_ d:jgaw& Va/{a.n.‘f o(f Ule_ iMage
x“oé/ ALD 64, ARMGG

\

ol
f Docler wses manifesks to Raots if an image i\
is compatible cith Lhe corrent device.

how to stark a neww container. J
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ﬁ'{
Disvemy Une, w»'ge_sF gw Eusbbok I'Ma_je_

$ docker manifest inspect busybox

D?S()Ecz_g the mr\er_sF gor J:usbjzox :'Ma§e
é;\e_ ir‘\a\@e/'s La,g ) archibecbure oS

$ docker manifest inspect busybox -v

Disveagg U.e, WJSQ_SF gor an ?("\age

gfom o INSecule f&ﬁist(y

$ docker manifest inspect —-insecure 127.0.0.1/my-image:tag
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C/(ea_[:e_ muﬂéi . aschibecture [hages
( AAD 64 - ARM 66)

AMD64 Architecture
docker build -t my-image:amd64 .
docker push my-image:amd64

ARM architecture
docker build -t my-image:arm64 .
docker push my-image:arm64

Combine the manifests

docker manifest create my-image:my-tag
——amend my-image:amd64

——amend my-image:armé64

A H A H AR

Push the manifest
docker manifest push my-image:my-tag

“ H

L, ’(;\a.)\e\s E'D !Jlis (‘\au\}(yesb
@‘ AND GG ARMLG wSers can

create Conbainers Xfom Ehis image

$ docker buildx build
—platform darwin/amd64,darwin/arm64
——tag my—-image:my-tag

137



A "o Va,ée ar

$ docker manifest annotate my-image:my-tag my-image:amd64
——0s-version darwin —-arch amdo64

'De,ee}‘e éAe_ gor mg - ;(maﬂg

$ docker manifest rm my-image:my-tag
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(N hen an esroc occurs, (\ie,e_e calm
Ca Mm@'gz.e s"e,P [39 SYe,f =
A Cke,cﬁ Oof\ya_;ne,rs

D;S(ea.y OLZZ C,or\}‘o.}ne,r:
ven S':op()e,d inoce bve Eermingled

$ docker container ls -a

d, Show 8035 COA[Za."/\eIS

‘DDA'IZ Lesl"aYe o cakch Con}’odnef:v &3: n ofc’e/ to
éfa‘f to bu\derséa_nc' w}\a.‘i ‘S hapf?e_hinj

$ docker logs my-container
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Coce, bt T wanlkt &o stfeaun Upe, eogs in reallime

$ docker logs —f my-container

.—g / go%w sream 8035 grom STDOUT # STDERR

3 Exe.o n o Co/\éa..?l\ef

Debug n your c,or\]’a,Ene,r exe,c.u,}’e_ c.ommcu\a’s c[,'reclfey
l'f\}l‘a Y
$ docker exec —it ubuntu bash

' /-- )\ Eera.c,[?il/e -- Yvy t'nlie.fac_tive_ shell

\

\ NMou a.J‘c,l'\ ecific
(D ([ oo con kb spc
9s

$ tail -f /var/log/access_log
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q’ L‘.st ?U‘J&J;\&J pofb fooJe.c‘ L-g a c,onEa.;ne,r

OO Y\a C,o:\l'/aﬁf\ef c,x?o.Se.S Por[’.c Luf w‘nck ofes

$ docker port my-container
80/tcp —> 0.0.0.0:28600
443/tcp —> 0.0.0.0:33000

f&mote eoc,afea

OR ;7 So Now 3“" Can S;n\peg
corl ih

$ curl http://localhost:28600 7

5 )‘«s(&g fdn/\?/\g ()foa’-ﬂes in OV afvesome (,on(:a_me,(

$ docker top my-container
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6 G—eé MGLMD"H C/P(J \/Ja.ae_

U.Ie,gue_ &o Not\ibar and /or cu«&,vze @
a pofential memory Ceal [

$ docker stats my-container

F) Geb conluiner s TP address

Th's me a—ga,-'n, No(w
$ CJOU\,V to gf\cw H\e_ j;P

$ docker inspect
—format ‘{{NetworkSettings.IPAddress}}’' my-container

142



% %DF&SJ’ a.oéuo\.e (,o,»lla_?/\e,f'.r U\—Ef‘l'pomh

\ >/our im:;Lge_ Uashes
@‘ oR ,sbart b XhoLin
l)w" C\ht;\ a sheﬁQ

$ docker run ——entrypoint "/bin/sh folder/" my-image

(\[ow/ Ehg Ow\"cninef ‘s (dnning, ) SO bod Lan execo.kg

o shef? ff\\’o it
c[e,bu5 ,'t; C,ol\fl'gufa_t'-aﬂ gar ek,mp&

5 \/?e,u Oof\Ea-Zl\e(rS clel:a.Z&'

yOu Cau\’{'- '»(\Sw;c,t {IO" on% TP addresc bu" a.&‘e
obhers vsej)ue .‘nfamnaf_ion

t@q

$ docker inspect my-container
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Ao (,JaJr.}\ 'Docger e,t/e,nkr

ﬂg ConVeinesr is re.sﬁa,réfng
000 an.in a,aq_iv\

ooa

D’”t
=

Run  conloiiner dis (ea..y in rea.f,bime

fe,ea."Ed C,ol\}’o\-fne,( 's e_\/e,r\j"_r

$ docker run xxx & docker events
—filter 'container=$(docker ps -1q)'

- (7, ed,st
-q % qiet

/{'A A‘\J %od can afso

fv Q-& Pcir\é mofe iAg)orthaE"oA
Recn clocae,r Command in de.fwg mode

$ docker run -D xxx

..b/ -—Jebua de.h«@ mode.

15
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d
ogggf> }oc.gef ijaore

Deg:'r\e fvees e)coe_\oﬁior\s gor (E,ee_s and goeéers
[:o be &ceu.c’ed Srom é}\e, ’Du}ec/ COA}"E)(L

l'a% E

A Y imege
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Same oS .5it:‘5nore, bulV gor
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Aééows (:o no[’ Copy fnc,eucle_ in U\e, BMa_ﬁe,

Sens )-é;\/e, ;f\gOf Moutt'Of\
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[ Helps b reduce images size )
g
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lﬁ Be.}\a.vior >

,{/lufm/,, LJA A

T cark o build an mage
q. .? bu} how Aoes n't uorQ?

0,
$ docker build -t my—-awesome-image:1.0.1 .
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gor Lhe cf&wb’al\,
T §olls e Diclec il
%Me g&; &sJ’ec’ in 'C)Cf—QC(c‘j'\Qre_

'Doc_Rgr F. & . CJQC—QE’J‘«' gnele
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The g}c\a.e boc,ge/ image

Conlains on@y g.&: yov wanV, even i g
aw cJo a CoPY of an HDD

a Ehe, boogu F\Q.e,
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\@-‘
Don't add 35&5 in the boild cobexl if
Yyou dow't feed them

M‘a' a(iesome - }1\13
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oo
oon

Dockes File

> :DOC_Q'/F:'& Gor\}"a_i/\: a sef 00(7
insCacclions Ehak Docfer

Xo@gows to build an Image

T,\rough a )o&u F,‘e&, :lbc,Qex de,(f;ne_c
Whal o wn % How o wa
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Line.g N a Doceuﬁ& ale injrw‘ienlc:
0? ovr imaﬂe,

'Docg\er fi ez

FP\OT‘[ 5@1\0:‘5@} l)a.Se, }Ma.jc

ADD otspberr

Ruv L J il\jre.a"‘anl’;
Runv —_— Oj o
Colf — —~— )
EvdDPo VY C.a_Qe_
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To O‘PJXH\Q, an 71\5&1&&&01\ Eka& il\iéfaeizgs

oo

—_—

V FRoR {r\sl'(uc(:ion J

FRON

y
P FROM python:3.9.16-s1lim
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Tt's Poss;l:ﬂ»_ to seeagj
Lhe 6&(9@\« ()Ea&gorm

FROM ——platform linux/armé4 my-image:tag

\

£D-

ARG s bhe or\eta insErwction Yo Can

Pu\' bﬂgat& e FROHK
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0
Qo0
oon

@ LABEL

HCIC[S m&"uc‘a&u 60 an lma,ge,

(Vasion, deSCrsPl:ion, f‘°J¢°b )

\fL ABEL insbructbion J

Qc[c)s 1 r\go cmalion

£O an 'm'\ocge_

/Q

) e

FROM my-image:tag

LABEL version="2.0.0"

LABEL description="my text \
in several lines"

LABEL com.scraly.app="My app"

157



\

(D

Use [LABEL 7(\3‘1310'.&6:'01\ Insl’e.m.cf og
ckprecaked MAINTAIVER
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)

:D‘ns Y@««(, eabees 0‘? asr ':n'\acﬁe

docker image inspect
——format '{{ .ConfigLabels }}' my-image:tag

Base ?Magels Uocbels ore
‘aheriVed Bg Your imoge

%
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oua

088 f> ARG

—

| ARG i bruckion |

ngn\e_g an ou’ﬂdme_r\é thal can be POLSSQ_A

ot ,.)u:ed éimg,
ﬁ)@@ows Eo DVE_rric[e lau:erf a,rgume,nés

(/LSe.Slbe l:O r'\oL‘ hafcjwok
'l(\gO(Ma,Ein\ N
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i

A Pa_SS inf\a_ae \oeme. cu\é Version

ove,rride Vatues in

o o

s

ARG MY_IMAGE=golang
ARG VERSION=latest
FROM $MY_IMAGE:VERSION as build

'Doc,%u Fi ez

Eu;u 6oea_r\9: ea,f’e_s" dOCQE/ f"’lagﬁ’_

$ docker build -t my-image:tag .

Buie,d l)iy{\mmi/ﬁo&_r\ji a.ep.'r\e}_lz_ doc_(ze,r lma_se_

$ docker build -t my-image:tag
——build-arg MY_IMAGE=bitnami/golang
——build-arg VERSION=alpine3.12

- A -
ARG '-nshu.c,t.'on shald be de,gine,d Begofe Ehe
FROM insbruckion in ocdec o have an eggac,t ko

L' Lhe FROM . J o




< Pecss Mgor walion Co

FROM busybox
ARG user
RUN echo "user is $user"

'Docg\er £ ee

BUQQC‘J '.ma.ge_ 601“\ wser \/aug/.e_

$ docker build -t my-image:tag
—build-arg user=moby

o /A

Otherwise, defiee ARG insEcucbion ofter FROM

Yes, ARG have « Stope
— —
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:E(;'s Cooe, Lu.t c[on'lfu.se. ARG

\

0

» insf:(u.c,b'ons or Sem;é;w_ ;/\fof{l'\a.ﬁior\

ofea[e.z\tiqes ) pa..s.cwords

\ d
.
§ —

uiEc’~ b'me, vou( ?o.\ope afe Vis3l>€e H\fov'gh

c‘ocgex )v\i.s'(:ory C.omMoL—/\CI
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ooa

088 f> ENV

\7 env ;f\sl.'(uce?on ]

j)e,gs‘nes an e,t\vironmemt \/ar.’aJ:ee. E}'La"

can be ‘;a,.ssacJ ol build time

SeV eny ifonmenk Va,riaJ:ee—S to a Ooﬂ}'o.il\e-r

164



?gikf{
A PG-SS an e,r\\/;fonmtrl)’ \/au:'aL% Xrom axﬂume.u‘f

FROM alpine: latest
ARG PORT_ARG=3000 ;2

()

ENV PORT=$PORT_ARG

COPY ./package.json .

'Poo%u Fi &z

Buiecl IMa_ge_ fun cc CJD/\yCL;f\Gf'

$ docker build -t my-image:tag .
$ docker run my-image:tag
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2 P&Ss cn.vf(onme/\[’ \/a.r,'a_bge_s éo our fa.vorilfe, con;’a.‘me,r

C/ 'pocg\u Fi ez

FROM golang:1.19

ENV ENV=INT

ENV REGION=eu-central-1

COPY ./entrypoint.sh /app/entrypoint.sh

WORKDIR /app
ENTRYPOINT ["./entrypoint.sh"]

$ docker run

—-e "ENV=prod"
—e "REGION=eu-central-1"
my—image: tag N
D
- & SaMme Y
- - envVv
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PO_SS e,r\V:'ro/\me,r\t Varl‘a‘:&_s S(om

an enyifonmenl gee_

ENV=prod
REGION=eu-central-1

mﬁ‘-&. env

RM-'\ cL Co/lVa_i nes

$ docker run ——env-file=my-file.env my-image:tag

RAAJ\ c Con\fa_'.ne)r Srom Lusgbcx lma_ge
dis?@oua env vaiiables

$ docker run

—-e KEY=VAL
——env-file=my-file.env
busybox env
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I

G
Y you pass an environment value Ehiough
e Vs e file the Jinal vatue
i be Lhe one povided by -e opbion

-

. A

A Dispea.y U\e Corxy'e,r\l’ of ove e,nvironmcnt frefz

$ cat myfile.env

ENV=prod

'2 Rbu\. (o B COA}’a_iner
5is?@a_;3 enviconmenl volu es e,quaeg te ENV

$ docker run —e ENV=qa ——env-file=myfile.env
ubuntu:latest env | grep ENV

ENV=prod
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ADD

088 %
COPyY

To COP\J g;c,a,é J’;éss cfire.c,torg

ova

N an }ma.ge_,
S(e,cify ok Censt ADD or COPY inskevetions
n U\e.

cofY N VS & AP 2
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\fCo(’Y NS l‘(ULc (Z:’on

Adds gige.; direc,fory

grom a host & an 1Mage
/A

< cofY }

(
4 FROM golang:1.19-alpine

ijfffi] WORKDIR /app

, COPY go.mod ./

COPY go.sum ./

RUN go mod download

COPY *x.go ./
RUN go build -o /my-app main.go

CMD [ "/my-app" ]

D
Use Coly 13 Yo Ius\' want £ CoPY 2,&5
difec,lotj ;A\ro Lhe by:ld Co:\h;cé
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| ADD “astrction {

Tee———

A > 2

/

Li R& Cofy Mofe Xca_bv/es
( eoca.e - oneg E«.r x 6(&0&:’00
(emo¥e URL sut)?or}')

e

FROM busybox: latest
WORKDIR /app

CMD 1s -alrt

—

Allos <siey inpul as Qibe or an URL. Bk
be Ca,(egu.e gar cache wscege ¥ s tecommended

Eo wse (_,u(e Comna.ﬂ-é n RUN n'nséru.cz:ion inséea.c[

A =

_
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X Coly is re.fe_r:e,c{ or bacic
\g’)‘ P e 3 9
COPy; no  mag.c éric_Qy
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00
jun
ooa

e

To cb(?;fle, Commands Lo execule

\7 RUN insteucbion ]

c xe,c,u\((e CommoLnds

wse Lhe resuel in

OL’\GX CoMMaAi/A

S; RUN :2

,
g

e

## Install dependencies
RUN apt update && \
apt install curl cowsay -y

FROM ubuntu

RUN cp /usr/games/cowsay /usr/local/bin/cowsay 173
7



J*Eu» does 't
uar&

A Bue 0d Chis irmz_ge.

$ docker build -t cowsay .

L 'D'-S Qea.v E}\e ea.;e;s

$ docker image history cowsay

3 Rien E)\e conl:ame,r
execule CotiSay with o messoge

$ docker run -it cowsay

Coor @ &893&AEDQA33:N$ C,QNS'aLg l\e&o

< hello >
\ /\_/\
\ (o00)\
(__N\ )\N/\
| |- |
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\fﬂb ins brwe Eion

You Ceur &Egir\e CHD 3/\&”(1/4,{::'0/\ N éwa QoS

?Skf iAg S'a«Yo« 3SoN S}’JAXA
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e L

f})e, c,a,regv\-g, Hlis inskruJZ-'o/\ ekec_ulie-s a command
wiVh o»ideez

CMD ["./hello"]

/bin/sh -c "./hello"

F, A—
T}\e_rers ho she@@ in e,very image,s

T}l"s command can Cause an efror
exec: "/bin/sh": stat /bin/sh:

no such file or directory
\—
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AN

This comand executes arguents withod o shell

CMD ["./my-command"]

Lef ,s 6@&& o €0o(2 w-\Hn ac c,oncfe}"e. e.xa.m,a&

'poc,%u fi ez

FROM golang as build
COPY hello.go .
RUN go build hello.go

FROM scratch

COPY —from=build /go/hello.

CMD ["./hello"]
EK&w.,Ve_ a ODnr\ma.nA wiU\ o- o'igferekL sLe,QZ
(e_ 3 bash )

CMD ["bash","-c", "echo $HOME"]
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CHy

088 %
ENTRY Por VA

Spec.ig:‘es ok lexst CHD oc ENTRYPOINT insfructions
in the

oo

(EMTRYRrMT tsbiucbion

%3:"\2.5 ekew.VaJ:ee
Eo (lun m‘\er\ Ule

Conkoiner starks

; EVTRYROINT }

y e
(- FROM my-base—image
/J RUN chmod +x deploy.sh
- ENTRYPOINT [ "./deploy.sh" ]

— AN

ENTRY PoinT instruckion ( command PWOLMQ{ZE(S
afe '\oll ' y\ord w‘le»\ U;e, oOmMa,AJ doc/etzr fun

I




L end nsbuckion

Tee——

J{\

De,g ires execulnble + paramelecs
%or cL ConéaJner

AU CHY T2

- £

FROM node:alpine
{' WORKDIR /usr/src/app

COPY package.json .

RUN npm install —only=production
COPY . .
CMD [npm start]
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Defines exearable bo cun

Gakeu kke. oonkzjmu' sJa;kg

HJO’ Dpé-'o ns

L EvTRpoinT R CHY 2
\, Arq *)

$ kubectl exec my-pod -it — 1s

e

FROM golang:1.19.4
COPY ——from=build /src/bin/redis-tools /redis-tools

ENTRYPOINT [ "/redis-tools"]
CMD [ "--help" ]
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@. CJ,\a.E x\aPPeN‘ ?f T oney .Sfe_c.igﬂ
CHd }r\sﬁwoti on

Impeicit QJJ.'—“'?O;AL 's /bin/sh —c

\

(D

Use ENTRY CoivT % CHD combe
then GQou (vn Ehe same exectabf every Evme.
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[He? D

R/"‘-’\ a U\at &IQ.S peag.s a he_ssoaaguf &Ve, DOC% "

FROM —~——

— ~——

P e T

cnd T L Zovn Dec_&er ’

$ docker run -it my-image

Run a with Ehe Sa_he. butl overrides uz a,efa,./eé
C'D“"Ma-—hcl U\o& a.erc-QS \jou Ao (un/exec iaéo ié

$ docker run —-it my-image /bin/bash

R,u-—r\ a overcide ENvTRY POINT E(\erVoéfon

$ docker run my-image —entrypoint="*"'
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oLa

o0
@ € xPose

To Ob(?;'le/ é:,\e. ‘)or" the ?(o,'a(,oe
é.’\a} E)\e [,or\ya_il\e,r Zis?e.us on

\ EXPOSE MJ;L;;W

:E&'S eige a ckmpuheAPaYIen
‘.30 (()U\oto Lél\;c,lr\ ?o(Y to
Pube;s)\

(7 e

FROM golang:1.19-alpine

WORKDIR /app

COPY go.mod ./

COPY go.sum ./

RUN go mod download
COPY *.go ./

RUN go build -o /my-app main.go

EXPOSE 8080 183
CMD [ "/my-app" ]



<)fo&> does 1

work

I8

FROM my-image:tag

EXPOSE 80/tcp
EXPOSE 80/udp

'poo%u’ Fi ez

A Boi 0d Ehis [ Motge

$ docker build -t my-image:tag .

L RMI\ U\g cot\\’a;f\er
Q,)CQOSQ ?ofV gof TCP Md VDP

$ docker run —-p 80:80/tcp —p 80:80/udp my-image:tag
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%

Bg dej)au«el:, DDC»E@( e€x poses Ehe profawe
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(= =]}

088
j VOLUOME

) To O‘PJ(?Me, oNe or several

Moun\" Po ?/\\"s

\ VOLUHE \'f\s{.‘rou'_ &?on

voLore ]}
o

.

Fﬂé

FROM ubuntu

VOLUME myvol myvol2

186



Hoto does it

pock

I8

'pob%u’ Fi 62

FROM ubuntu

RUN mkdir /myvol
RUN echo "hello docker lovers" > /myvol/docker

VOLUME myvol

A Bui 0d CEhis Hhacge_

$ docker build -t my-image-with-vol .
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,Z RMJ\ th_ C;or\"a_:.f\ef
V&rigj U1e_ e/x;s(:a,uc,e, o{? (:ke, Voeu.,me_

and Ehe conbent °£ Lhe ¢ docRer " j;(Ze,

$ docker run -it my-image-with-vol

ooV @ a.gq’ze..AlDDC.Ag3:~$ e,g /Mavoe,
docgg,r

CooV @ mgq3e.M>DcJ\gS g car lano@/ docRer
h&% doc,gp,r goVU’.S

2 Lish ex ishng vo bumes

$ docker volume 1s
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VolUNE Mvwe.

\(3‘ /o need Eo syec,idpg | before = polh,
= becanse Lhe Jefa»&‘* woegtng cji(&ctofj
eoi bhin o is /
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oba

(s]s
@ USER

To Ot?z(?}v\e, Ehe wser fame (. grou'o)
f,o use as Cthe degawf)’ wser C 3(00P)

—

V USER {nsl.‘ruu'.b‘on J

—

(Mé chich wser )
o (é:onaeég 9(00(? éo use_
/Q

g USER }
y

(7 e

ceole =
H\e, uses FROM ubuntu: latest
Uwe RUN groupadd —-r mygroup \
(v S_{SL && useradd -r —g mygroup —-ms /bin/bash myuser
(=) |

USER myuser
WORKDIR /home/myuser
190



J*Sa» does it

CJD(F\

I

C/ 'Doc,%u £ ez

FROM ubuntu:latest

RUN groupadd —-r mygroup \
&S useradd -r —g mygroup —-ms /bin/bash myuser

USER myuser

WORKDIR /home/myuser ,
—m C uses's home dite,c,f:ory

_s wse('s necy shel?

A Bui @d Ehis Hhatge_

$ docker build -t my-image-with-user .
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,Z, Cfe_a._l‘.:L -8 C,or\é:cz_if\ef
verigv Da} afe ﬂo& roo\/ bv\r

Lhe wQOa cli(ec,tofp 'S ‘s bome

$ docker run -it my-image-with-user

my wSer @ 0\.3932.113 Dc.Ag3 g chl

/ ;\ow_/ma wser
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TP the user dbesn't have
anry Qt}mawj geoop

Che grovp by defautlt s
@ &?Ua.es (:O

T;\e. wSer musL Qx}s‘r \De.gore, (:he_ USER

%

I NS E(u.c,éfor\ .

Eese_} é))e_ sui"c,l\ u:uu\ol’ aoore.

_J
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oo

o0
@ (JORK DI R

/rc; OL?z(?}ﬂe, é-he_ wofe\{r\g c{Irec&ory gw

oél\er NS tewctions

\CJ ORKDiR insbruc Eion

@g ine Ehe wor%'\g
c{((e.c.(',ora al a 9iven step
//A

« COORKDIR }

.

(7 e

FROM my-image:tag

# My directives
WORKDIR /usr/src/app
# Others directives

WORKDIR /tmp/ 194



L f? ce Q,Qa._b're, (Ja_bl'\
@‘ is defined , other pabhs wil2 be
appended o the previous one

-« COORKDIR }

\

(7 e

FROM my-image:tag

WORKDIR /my
WORKDIR awesome
WORKDIR path

RUN pwd

pud
/Mv /au%ome/ Paél‘l
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@.
[ :Ef you don't de(f;ne o (JORKDIR,

139 cfega.u.ﬁﬁ Lois Sel: to
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o
000
@ ONBUILD

To cb,(?;ne, ?I\stfuobiot\s U\ajf wll be

U(&ab‘("e,é (A\f\us Lau':@é'mﬂ a N }Ma.ﬁQ

—

\ ONBULD {r\sl‘(uc Eion

I ge,e_p géf ea.}' esS

Ehese ONBO (LD
sasbeac éien_c

g ONDBOILD }

.

FROM node:0.12.6

RUN mkdir -p /usr/src/app
WORKDIR /usr/src/app

ONBUILD COPY package.json /usr/src/app/
ONBUILD RUN npm install
ONBUILD COPY . /usr/src/app

CMD ["npm", "start"] 197



Hoto does it
work

I8

A Bu¢ od (—_L\is irmx_ge.

$ docker build -t node:0.12.6-onbuild .

L Use it ;n Lthe FRoM instewe Eion
(n gour
FROM node:0.12.6-onbuild

#

2 f)u;w ((Twr ”‘"“ﬁe

$ docker build -t node:0.12.6-mine .

L. Th& e 5] VACORY A }ngéructz‘ons
@‘ og l.'.’\t LGLSQ_ 'nmange_ are WCJA—P—&C{
gusl* afﬁ‘ef 30‘” FRor jaslructon
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P
)

u.Segu.e thA. U\e image is used acs

cL l:o\,se, fmat_ge
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’,T: obgme, :hs(‘,mcb’ons f,)la[’ Doc,Qer

needs o Lesh ig o Conbaines
is st; worﬁmg

\ HEALTHCHECK inskruction

ey Oo/\ﬁa_,if\e/,
asre Yo sv %0
ofbve

C HEALTHCHECK ™ E

o

Q‘ FROM golang:1.19-alpine

C] WORKDIR /app

COPY go.mod ./
COPY go.sum ./
RUN go mod download

COPY x.go ./
RUN go build -o /my-app main.go

HEALTHCHECK CMD curl —-fail

CMD [ "/my-app" ] 200



How does :t>
Lo R

YA 'r(JM/m

A
Co r\¥q.}ner
iS sYacYed
L
HEACTUC KE Kk
ins é—fbta,b'ol\ s
exe culed
3

Ig }v\gtmoﬁ.iw\
gad\eed x Limes,

confainer ljﬂcome,
v nha@“l;

( HemeH\\a\7

x X

i

& Waheallhy
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\
%
ﬁgé&r o sl'ou" Qe,t;od Og %Se.col\d:,

Cl\e_c_g eye,ry AD seconds.

:Ef a C}]Q_cﬁ 60.,&55 éol\ﬂﬂf éhau\ 5 Se,ooncls, F ga_les
Hgtu 5 ga_;&.d fe,tric,s, éhe c,onba_.‘/\e,r 1S luthe.oﬁéhy,

g HEALTHCHECK }

& FROM nginx:1.23.3
( HEALTHCHECK ——interval=10s ——timeout=5s
——start-period=8s —-retries=5 \
- CMD curl ——fail http://localhost:80 || exit 1
EXPOSE 80

€]
1§ you define several HEALTHCHECK
'mstmcin'm\s, Lhe QM" il be ﬁzgen in accoun
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TE's afso poss ible o
\g,)' C‘Q,E;r\e on HEALTHCHECK

INS ,:,mc.tion "
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oua

oo
@ STofS I GVAL

Overide the c[egaw@’ signal senk

Eo o (,or\f:ajncr‘ (:o exct

T’\e. dﬁ?a.u(j 5:5/\0\.@ s E’.ql/ol_és Eo

ﬁro?siauﬂL S G "

\ 4
Q‘ KiLL
= * TERM

Kernel Sys&aﬁ@ nJmber
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\ SToPSiGNAL inskuckbion J

Xeb Conéa.}/\&(/ hece. is
Lhe necy Signal chen
Wu need &o s}’op
/

g STOPSI GV AL }

.

1 e

FROM my-image:tag

STOPSIGNAL SIGQUIT

205



~N efanl k
%

clocee/ S\(OP Colhhalscf Sh?PS c:u\é (U{\(\?f\g C,O’Léa_;ﬂ&fs

$ docker stop my-container

Send signal
(e 40 secends l:b defaull
S;jnne
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Hots does it
Oor R

|

A Bu¢ €<J Eki: irna_ge.

$ docker build -t my-app .

L Esth}' a (uynfbmiﬂar

$ docker start my-app

3 S}'or éhq_ (;on}'q_,'/f\er

$ docker stop my-app

g STOPSIGNVAL }

.

(1
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O
Qo
ova

@ SHELL

,De,gaue,ﬁ she€l on Lnvx is

on (Jindocus s

SHELL overrides bhe defaull shell

(SHELL ins bruc Eion l

g SHELL 2

/

FROM windowsservercore

# Executed as cmd /S /C echo default

E:: RUN echo default
=~ # Executed as cmd /S /C powershell —command Write-Host default
RUN powershell —command Write-Host default

# Executed as powershell —command Write-Host hello
SHELL ["powershell", '"—command"]
RUN Write-Host hello

# Executed as cmd /S /C echo hello
SHELL [Ilcmdll’ "/S"", ||/C||] 208
RUN echo hello



\

D

L(,SLX\A@ gﬁf )i adotss because Lhe DS
"\a._\/e_ Ewo f\ou_b'w. she@ls

209



foc o unique feed, Yo Can creake
Ehe with oiffecent

maners < @ik cj’ayga_(e,h" instiuctions.
Tk i work ... b, maybe ¥ o8 ok

be, \/E’X'ﬂ e,y{}c,a‘e,nk
Se vesal, é,?(s exist Lo ceduce the size

OX 61\2 '\ma.ges.
o
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S ma.eée,r ;Mﬂge,s

F&S t&r ,Du JKAJ'
Fa. S 68( de,pgoy;
Sma.eee,r a.H'au_g Swga.ce
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ne,r@e_ Muﬁ‘r;(;&_ Ruv sifa_éeme,nl’s iabo
Sir\gee, one

RUN apt—-get update
RUN apt—-get install -y nginx

RUN apt—get update \
&& apt—-get install -y nginx

@\ Reduce &9 ers

Eo (QdUCE_ S-2e

212



Squask aé U\e er\c[ og U\e L)u.«'EJ

$ docker build --squash -t my-image .
\(’3 Allocws to merge all
s~ (. :
X i&s(agl'em &aw "in mey one.

p— AN

.H.qu\ms\'\ 'S anzy Sdfeoll'ﬁd On

e Docge( w‘:H'l exfec imenkal Xe_a.bofes
— —_—
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Use l)a.se, (Met 9L

\(’j‘ To (Q/C’M.ce, 'lr"loLge, Size
> }\a,fde,r\ 4s
— now;'—q_ﬂ:

tunbive dependencies

(Ohy

D SM& in«aﬁe,s

[J Avoid ing volnecab:lities

D Less a..H’a.cQ S\Ifga.ce

D Eristif\g 7M9e5 Sof C‘iyge,(enj’ Ea.hjvaﬁes

214



/\ _

Dis éraée.ss c’o nol C,o/\l’q_if\ aC she@@ \
So, CHD < ENTRYPo VT st bo S()ec:'gEQ,d

n vec,éor C?orm

(.:I\./”.) [Il/appll]
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Lu;ed

(9"\&3 one n A)L\e.fe_
Ne c\eg ine Bu:ﬁa’ RMb'me, envi ronme,nﬁs

'Docga f:le

k.

Runbime environmenk

build environment

216



H@@ows 60 Com a-‘hfa.c,\fs Xram

one 5‘/0-9& éD ano Ilhef

Runbime environment

build environment

Aamm_of Lhe staﬂe

# Build env

FROM maven:3-jdk-11 AS build

COPY src /app/src

COPY pom.xml /app

RUN mvn -f /app/pom.xml clean package

# Runtime env

COPY ——from=build /app/app.jar /usr/app/app.jar
EXPOSE 8080

ENTRYPOINT ["java", "-jar", "/usr/app/app.jar"]
Vi
D

Lmages conbain onea\/ apps c[e,fe,&c)e,nu'e_s y

So (‘Jleb Ptovfcje_ ( B m;l\{ﬂm.e oLH"a_cR svrtecCe .
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~ TE'c possibly Fo buitd
@. pos
aL_S?e,c,:fie,d Séangg

$ docker build --target build -t my-image:tag .

OR, bk hy

D D&LUQS}Ag oL sto.ge

MSH\@ o c‘e.bug .s"m'?e_
Cuil;k tm&

=

D M,Sir\g [ tesV sbw.ge_
cith ga?\e Jaj’ou

B
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Q‘ An a..(é-'gac,t can be

Co?fec’ Xrom an ectectal /./hage,

FROM my-image: tag

COPY ——from=nginx:latest /etc/nginx/nginx.conf /nginx.conf

CJ,éh ) Of\e.? /leﬂ-c{e.c/ séaﬁeg ale Lo;lt

'Docg\u Fi ez

FROM my-image:tag AS base
RUN echo "hello from base"

FROM base AS stagel
RUN echo "hello from stagel"

FROM base AS stage2
RUN echo "hello from stage2"

Le,(:ls Lo {d m\ev base s(la-ga-l

$ DOCKER_BUILDKIT=1 docker build -—-no-cache —--target stage2 .
219



F Ro ™

’13 I)u.‘@c’ LRS'Q
C CJE’—B:'QA , AvsyLox )
or [\r\ini{\'\a.e

(01\29 oA L.‘na.rg)

FROM scratch
COPY hello /
CMD ["/hello"]
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Q0
Q0
oDna

Compose,

Xa.r\c[ge Several conboine ¢s ouE onNce

\q Cor\&a.iner 's (nngu‘gura.tion 'S

Caeeeﬂ o Secvice

Secvices afe cJeX:!\e,d in a
g:ﬁe,

dochr- CompoSe, -yme.

H‘@Mos" every &m n
f(@e Corres poan to 'Doc,eer commanrd -
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Hots does it
wor R

I3

[ buitd My 00N image

$ docfer build -t Cowsay maa_yr/

services:
my—app:
build:
context: ./myapp
dockerfile: Dockerfile
image: cowsay: latest
container_name: my-app
ports:
— 8080:5000
db:

conYaiineds .1|T1?ge: my-db:1.0.0

// pu& szlsl’:lt\j ;/“\a,oe.
$ Aocﬁ@.f eueﬁ m.a.dL:A.o.'o

4 o

o A @aa
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Vo &.—mes Can be &me

(a.c,c,e_ssil;ge n ohe Conéa.fne,r)
abobol_
(ecessible by ol conlaiters)

services:
myapp-with-vol:
image: my-image:tag
volumes:
— my—global-volume:/the-global-volume
— /my-folder:/vol-in-readonly: ro (ead OAQB vobime
my-second—-app—-with-vol: OAQQ go,«
image: alpine:latest MY - app- c3; Eh. vof
volumes: d-pP
— my—global-volume: /another—-path/the—global-volume
volumes:
my—global-volume:

ﬁ%baﬁl volume
occessible "9

oall conbainess/ services

W
A @ mca,&wwg.s(u\— vol
' =

C -
o
(’ @ My - second - ap - ith - vol

¥
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TE's ?oss;te& Lo as® Docler
(:o Séa,ré,/}\au\c'ee a Servile a_al,)ﬁ&‘

Maé’\?f o

services:
2 myapp:
image: my-image:tag
depends—-on:
- db
A db:
image: my-db: latest

TASYQA of )'\a.vil\ﬂ A Service = U c.mlfo.i/\ef,
»m Can c[eXMe_ l:;le_ '\VM!JQJ of Ca\ta_;’\&rs

Pef service

services:
myapp:
image: my-image:tag
deploy:
mode: replicated
replicas: 6

mta m(’e
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; \ H 8}' OOP oé.ler(?e,a.é(d‘zf
JERE
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:

Sl'icuk U\e_ Services

$ docker compose up

Start é}\e. Services in lao._oejladnol

$ docker compose up -d

lDi.s YQOLD (U\J\n](\D Services

$ docker compose ps

Sto p Lhe services

$ docker compose stop

Fbamovz.é:KL Services oﬁ2a}tc1 vvakmes

$ docker compose down ——volumes
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Q0
Qo
(= =]}

€>< tuts ons

Extends

LW

Extbensions are accessible ia
é)le, f(a,(%,_(:‘;@aoe,

Q‘ Yoo can instell your

oWN mb&:fous
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&L[)ON C[Oe.s t>
c.)or B\

A'\ e_kh_ns}ot\ 'S Cof\«,o.S'QCI o} SO_Vefoxé re,quife,cl
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(,’;{\i&im@i& o Ned) e)cte/\sion

$ docker extension init my-extension

Bu / ed 9 ouc €/K'£eJL§ on

$ docker build -t myuser/my-extension:1.0.0

\éour DOCQW)&LL wser

T f\s}/a.eQ »aw ex Lz‘_ems/'on

$ docker extension install myuser/my-extension:1.0.0

‘/L()ola,be, Ehe e-kz:e_r\sion

$ docker extension update myuser/my-extension:1.0.0

Lis" .'/.sheée_d exbensions

$ docker extension 1s
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$ docker extension rm myuser/my—extension:1.0.0

\VCLeAJouta your X;ék

$ docker extension validate metadata.json
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https://github.com/wagoodman/dive

Usage

$ dive gcr.io/distroless/java

or

$ dive build -t my-image .

Tn CI/CD chain

CI=true dive my-image
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D;s Pea_y UsSer 1n arma.tu'on wser &m€|fs

$ hub-tool account info

D"Seea—g user (ate &im:t:ng

$ hub-tool account rate-limiting

Lis" m:J re,Posit'or 1es

$ hub-tool repo 1s
S}\o(p g,or fepos: kor'a
$ hub—-tool tag ls scraly/simpleapp —format=json

R.emove, f'\y (e,Po.S'.to(LJ Suae‘j / to[:o

$ hub-tool repo rm scraly/to to —force
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https://github.com/containers/skopeo

KQJ\A& ()‘(3—86‘0& COr\\(a,'(l\Q,(.S re_9is t(ies
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Google
JFrog Artifactory A RBOR  Container
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$ skopeo login my-registry.com —u my-user
Cop\a an imouge_ grom t‘o
My F(;VDL,I:Q, ce,ﬁ;géry

$ skopeo copy docker://dockersamples/k8s—wordsmith-web
docker://my-registry.com/dockersamples/k8s—wordsmith-

web

De,Qde an 'm'\"‘-ge gror\ o (e/moée, (o_j}gé(z)

$ skopeo delete docker://my-registry.com/my—image:my—-tag

Tasgeet o remobe inage (no teed fo p2 1)

$ skopeo inspect docker://my-registry.com/my—image:my-tag
8‘3(\0\\[01\77«& "l’\a.su Le}wev\ a_ (eg?s"f‘a au\(; a go%f

$ skopeo sync ——src docker ——dest dir
my—-registry.com/busybox /my/folder
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https://github.com/aquasecurity/trivy

Vilrorabi libies delection
G & os pecRages
vl ﬁp(efcmb‘on deperdencies
Cagm , yan, carag pipenv, Camposer, bunclber -..)
Niscondigqurakion dekeckion

( Ku.\oe,mq,hs, ‘Doc_g\er/ Terl(alorm )
Secrelr deYeckion

SZM?&», and Fast scanner
Ea;y in‘:egfai}oa gor cT
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Xan an

$ trivy image python:3.1l1l-alpine

SCa.n a_r\c[ See IN oo SSoN re,(soré

$ trivy image golang:1.19-alpine —-f json -0 results.json
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