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Foreward

Foreward
Here is another book by Dave, Cristal, Cary and Emile; what a significant milestone!

Ask yourself one question: Why? There are so many technologies, but why do we use what we 
use? Why do we do what we do? The answer is how. It’s how we use something. I like to explain 
sometimes compliance in this way. No product or technology is inherently compliant. It’s how it is 
implemented and how it is audited. The same goes for technology implementations; it’s about 
how we use them. The how is the why.

Operations are still cool. There are so many razzle-dazzle job titles and buzzwords in the market 
today, but in the end, Operations are Operations. DevOps, PlatformOps, SRE (Sire Reliability 
Engineer), Platform Engineering... I do not need to go on, but no technology will take care of itself 
across all disciplines. How it is used, implemented, monitored, etc., matters today. Technology 
still needs humans and their knowledge.

Expert advice is the difference. We all learn from each other. When taking on the next new 
challenge, where does one go first? We look for resources to consume. Blogs, books like this, and 
social profiles; the established experts are the trusted advisors in the technology space. Call it 
community, social sharing, or what you want; we all find ourselves going to the go-to experts of a 
particular space.
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Above and Beyond. What Dave, Cristal, Cary and Emile put forth in this book is outstanding in 
their practicing advice for technology. They could easily focus on their professional 
responsibilities and keep them narrow. But writing a book is hard work! Editing a book is hard 
work! I’ve not discussed this with them, but I’m sure they aren’t doing it for the money of writing 
a book. They write this book because they go above and beyond, share, and care.

I’m sure you will enjoy this book, and a big congratulations on this book, Dave, Cristal, Cary and 
Emile.

Best Regards,

Rick W. Vanover Microsoft MVP, VMware vExpert, Cisco Champion
Senior Director, Product Strategy - Veeam Software
Twitter: @RickVanover
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Introduction Prerequisites

Introduction
This book aims to showcase the fantastic expertise of our guest speakers of MVPDays Online. 
They have so much passion, expertise, and expert knowledge that it only seemed fiffing to write 
it down in a book.

This book aims to show how to be operationally proficient using Veeam Backup and Replication, 
Veeam One and various other Veeam products and tools. We hope you find immense value in 
reviewing this guide and encourage you to share your operational knowledge and skills with 
others in the community.

Sample Files
All sample files for this book can be downloaded from http://www.checkyourlogs.net and 
www.github.com/mvpdays

Additional Resources
In addition to all the tips and tricks provided in this book, you can find extra resources like articles 
and video recordings on our blog http://www.checkyourlogs.net
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Chapter 1 Prerequisites

Chapter 1

Prerequisites

This chapter will go over the system and port requirements. Before installing the Veeam Backup 

and Replication, all conditions must be met.

System Requirements
Before installing Veeam Backup and Replication, please ensure the virtual environment and 
servers meet system requirements.

Veeam Back and Replication Manager Server
Please ensure the server meets the following system requirements for the Veeam backup and 
replication manager server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

OS Features .NET Framework 4.7.2 or later, Windows Installer 4.5, 
PowerShell 5.1, SQL Server Management Objects, SQL 
Server System CLR Types, Report Viewer Redistributable 
2015, Universal C Runtime, Firefox, Google Chrome, 
Microsoft Edge, RDP client version 7.0 or later.

Option- Microsoft System Center Virtual Machine Manager 
2019, 1807, 1801, Microsoft System Center 2016 Virtual 
Machine Manager Admin UI, Microsoft System Center 
2012 R2 Virtual Machine Manager Admin UI, Microsoft
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System Center 2012 SP1 Virtual Machine Manager Admin 
Ul.

Database Microsoft SQL Server 2022, 2019, 2017, 2016, 2014, 2012

Veeam Backup and Replication Console Server
Before installing the Veeam backup and replication console server, please ensure the server 
meets the system requirements.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

OS Features .NET Framework 4.7.2 or later, Windows Installer 4.5, 
PowerShell 5.1, SQL Server Management Objects, SQL 
Server System CLR Types, Report Viewer Redistributable 
2015, Universal C Runtime, Firefox, Google Chrome, 
Microsoft Edge, and RDP client version 7.0 or later.

Veeam Backup and Replication Off-Host Backup Proxy Server
Please ensure the server meets the following system requirements for Veeam backup and 
replication off-host backup proxy server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012

16
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Veeam Backup and Replication Proxy Server for NAS Backup
Please ensure the server meets the system requirements of the Veeam backup and replication 
proxy server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Veeam Backup Repository Server
Please ensure the server meets the following Veeam backup repository server system 
requirements.

Components Description

Windows OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions (64-bit versions) CentOS 7.x, Debian 10.0 to 11.0, RHEL 7.0 to 9.1, Oracle 
Linux 7 (UEK3) to 9 (UEK R7), Oracle Linux 7 to 9 (RHCK), 
RHEL 7.0 to 9.1, SLES 12 SP4 or later, 15 SP1 or later, 
Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

Linux distributions (advanced XFS 
integration (fast clone))

Debian 10.x, and 11, RHEL 8.2 to 9.1, SLES 15 SP2, SP3, 
SP4, Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS

Veeam Tape Server
Please ensure the server meets the following system requirements for the Veeam Tape Server.

Components Description

17
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Windows OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions (64-bit versions) CentOS 7.x, Debian 10.0 to 11.0, Oracle Linux 7 (UEK3) to 9 
(UEK R7), Oracle Linux 7 to 9 (RHCK), RHEL 7.0 to 9.1, SLES 
12 SP4 or later, 15 SP1 or later, Ubuntu 18.04 LTS, 20.04 
LTS, 22.04 LTS

Veeam WAN Accelerator
Please ensure the server meets the following Veeam WAN accelerator server system 
requirements.

Components Description

Windows OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 0 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Veeam Backup & Replication Gateway Server
Please ensure the server meets the following system requirements for the Veeam backup and 
replication gateway server.

Components Description

Windows OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11 
(version21H2, 22H2), 10 (from version 1909 to version 
22H2), 0 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions CentOS 7.x, Debian 10.0 to 11.0, Oracle Linux 7 (UEK3) to 9 
(UEK R7), Oracle Linux 7 to 9 (RHCK), RHEL 7.0 to 9.1, SLES

18
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12 SP4 or later, 15 SP1 or later, Ubuntu 18.04 LTS, 20.04
LTS, 22.04 LTS

Supported Applications
Veeam supports the following list of application-aware backups.

Components Description

Active Directory Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008
R2, 2008

Exchange Exchange 2019, 2016, 2013 SP1, 2013

SharePoint SharePoint 2022, 2019, 2016, 2013

SQL Server SQL Server 2022 (only for Windows), 2019 (only for 
Windows), 2017 (only for Windows), 2016 SP2, 2014 SP3, 
2012 SP4, 2008 R2 SP3, 2008 SP4

Oracle (Windows OS) Oracle Database 11g Release 2, 12c Release 1, 12C Release 
2, 18c, 19c, 21c

Oracle (Linux OS) Oracle Database 11g Release 2, 12c Release 1, 12C Release 
2, 18c, 19c, 21c

PostgreSQL PostgreSQL 15, 14, 13, 12

Firewall Open Ports Requirements
You should only open the ports required for an application to run in a production environment. 
Locking an environment is required for most Cyber Security audits and best practices. The list 
below is the Port requirements for Veeam Backup and Replication. This list will help you securely 
build your environment, and these firewall rules for the required ports are automatically created 
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when you install the Veeam Backup & Replication servers. However, some Linux distributions 
need to have manual firewall rules created.

Windows Servers
Windows servers require the following inbound and outbound ports opened. The 
inbound/outbound ports must be opened for Windows servers as Veeam backup infrastructure 
components or enable application-aware processing.

Sources Target Network Protocol Port Number

Veeam backup & 
replication manager server

Windows server TCP 445

135

Microsoft Hyper-V server 
or Off-host backup proxy

TCP 6160

Veeam backup repository TCP 2500 to 3300

Veeam gateway server TCP 6162

Veeam mount server TCP 49152 to 65535

Veeam WAN accelerator 
server

Veeam tape server

Linux Servers
Linux servers require the following inbound and outbound ports opened. The inbound/outbound 
ports must be opened for Windows servers as Veeam backup infrastructure components or 
enable application-aware processing.

Sources Target Network Protocol Port Number
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Veeam backup & 
replication manager server

Linux servers TCP 22

TCP 6162

TCP 2500 to 3300

Linux Servers Veeam backup & 
replication 
manager server

TCP 2500 to 3300

Veeam Backup Manager Server
The Veeam Backup and Replication Servers require the following inbound and outbound ports 
opened.

Sources Target Network Protocol Port Number

Veeam backup & 
replication manager 
server

SCVMM server TCP 8100

Hyper-V Host server TCP 445

135

TCP 6160

TCP 6162

TCP 6163

TCP 2500 to 3300

TCP 49152 to 65535

Veeam Backup & 
Replication

TCP 1433
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configuration database 
server

DNS server UDP 53

Veeam update 
notification server 
(dev.veeam.com)

HTTPS TCP 443

Veeam update license 
server
(vbr.butler.veeam.com, 
autolk.veeam.com)

TCP 443

SMBS server TCP 6160

TCP 6162

Veeam backup & 
replication manager 
server

TCP 9501

TCP 6172

Management client PC TCP 3389

REST client TCP 9419

SCVMM TCP 8732
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Veeam Backup & Replication Console
The Veeam Backup & Replication Console application requires opening the following inbound and 
outbound ports.

Sources Target Network Protocol Port Number

Veeam backup & 
r^plicOnon console server

Veeam backup & 
replication manager 
server

TCP 9392

TCP 10003

TCP 9396

Veeam backup & 
replication console server

Veeam Mount server TCP 2500 to 3300

Veeam Backup Proxy server
The Veeam Backup Proxy server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Windows Hyper-V server/ 
Off-host backup proxy

Windows server TCP 49152 to 65535

SMB (CIFS) share TCP 445

135

NFS share TCP, UDP 111 2049

Veeam Gateway 
server

TCP

UDP

49152 to 65535

Windows Hyper-V server TCP 2500 to 3300
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SMBS server Veeam backup 
proxy server (onhost 
or offhost)

TCP 2500 to 3300

Veeam backup & 
replication manager 
server

Offhost backup 
proxy

TCP 6163

SMBS server TCP 6163

OWiost file proxy TCP 6210

Windows and Linux-based Backup Repository
The Windows and Linux-based Backup Repositories require opening the inbound and outbound 
ports.

Sources Target Network Protocol Port Number

Veeam backup proxy 
server

Veeam backup 
repository

TCP 2500 to 3300

Veeam source backup 
repository

Veeam target 
backup repository

TCP 2500 to 3300

Veeam source backup 
repository

Azure Object 
storage repository 
gateway server

TCP 2500 to 3300

Veeam Backup repository/ 
secondary backup 
repository

Cache repository in 
NAS backup

TCP 2500 to 3300

Windows server running 
vPower NFS Service

Veeam backup 
repository gateway 
server as a backup 
repository

TCP 2500 to 3300
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NFS Share Backup Repository
The NFS Share Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway server /
Veeam backup proxy

NFS share is as a 
backup repository

TCP

UDP

2049

TCP

UDP

111

NFS share as a 
backup repository 
(version 3)

TCP

UDP

mountd_port

TCP

UDP

statd_port

TCP lockd_port

UDP lockd_port

Windows SMB Backup Repository
The SMB Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway server /
Veeam backup proxy

Windows SMB 
(CIFS) backup 
repository

TCP 445

135
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Azure Object Storage Repository
The Azure Object Storage repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway 
server

Azure Object 
Storage

TCP 443

HTTPS xxx.blob.core.windows.net for 
the region of Global

xxx.blob.core.chinacloudapi.cn 
for the region of China

xxx.blob.core.cloudapi.de for 
the region of Germany

xxx.blob.core.usgovcloudapi.net 
for the region of Government

TCP 80

HTTP ocsp.digicert.com

ocsp.msocsp.com

*.d-trust.net

External Repository
The External Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

TCP 443
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Veeam gateway 
server

Azure Object 
Storage

HTTPS xxx.blob.core.windows.net for 
the region of Global

xxx.blob.core.chinacloudapi.cn 
for the region of China

xxx.blob.core.cloudapi.de for 
the region of Germany

xxx.blob.core.usgovcloudapi.net 
for the region of Government

TCP 80

HTTP ocsp.digicert.com

ocsp.msocsp.com

*.d-trust.net

Azure Archive Object Storage Repository
The Azure Archive Object Storage Repository requires opening the inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway 
server

Azure proxy 
appliance

TCP 443

SSH 22
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HTTPS Public/private IPv4 addresses of 
Azure appliance

Azure proxy 
appliance

Azure object 
storage

TCP 443

HTTPS xxx.blob.core.windows.net for 
the region of Global

xxx.blob.core.chinacloudapi.cn 
for the region of China

xxx.blob.core.cloudapi.de for 
the region of Germany

xxx.blob.core.usgovcloudapi.net 
for the region of Government

TCP 80

HTTP ocsp.digicert.com 

ocsp.msocsp.com 

*.d-trust.net

Veeam Gateway Server
The Veeam Gateway Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway 
server

Windows SMB (CIFS) 
backup repository

TCP 445

135
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NFS shares the backup 
repository

TCP, UDP 111, 2409

Veeam Tape Server
The Veeam Tape Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

Veeam tape server TCP 6166

TCP 2500 to 3300

Veeam tape server Veeam backup and 
replication manager 
server

TCP 2500 to 3300

Veeam WAN Accelerator Server
The Veeam WAN Accelerator Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

Veeam WAN 
accelerator server

TCP 6160

TCP 6162
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TCP 6164

Veeam WAN 
accelerator server

Veeam backup and 
replication manager 
server

TCP 2500 to 3300

Veeam WAN 
accelerator server

TCP 6164

TCP 6165

Veeam Guest Interaction Proxy with Non-Persistent Runtime 
Components
The Veeam Guest Interaction Proxy with non-persistent Runtime Components requires opening 
the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

VM guest Linux OS TCP 22

Veeam Guest 
interaction proxy

TCP 6190

TCP 6290

TCP 445

Veeam Guest 
interaction proxy

VM guest Windows 
OS

TCP 445

135

TCP 49152 to 65535
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TCP 6167

VM guest Linux OS TCP 22

VM guest OS Veeam Guest 
interaction proxy

TCP 2500 to 3300

Veeam Guest Interaction Proxy with Persistent Agent 
Components
The Veeam Guest Interaction Proxy with Persistent Agent Components requires opening the 
following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam Guest 
interaction proxy

VM guest OS TCP 6160

11731

TCP 6167

TCP 6173

2500

Log Shipping Server Connections
The Log Shipping Server connections require opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Log shipping server TCP 445
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Veeam backup and 
replication manager 
server

135

TCP 6160

TCP 6162

TCP 49152 to 65535

Log shipping server Veeam backup 
repository

TCP 2500 to 3300

SQL Guest OS Connections
The SQL Server connections require opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam Guest 
interaction proxy

SQL VM guest OS TCP 445

135

TCP 2500 to 3300

TCP 6160

11731

TCP 49152 to 65535

TCP 6167
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SQL VM guest OS Veeam Guest 
interaction proxy

TCP 2500 to 3300

Veeam backup 
repository

TCP 2500 to 3300

Log shipping server TCP 2500 to 3300

Oracle Guest OS Connections
The Oracle Server connections require opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam Guest 
interaction proxy

Oracle VM guest OS 
(Microsoft Windows)

TCP 445

135

TCP 2500 to 3300

TCP 6160

11731

TCP 49152 to 65535

TCP 6167

Oracle VM guest OS 
(Linux)

TCP 22

TCP 2500 to 3300
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Oracle VM guest 
OS

Veeam Guest 
interaction proxy

TCP 2500 to 3300

Veeam backup 
repository

TCP 2500 to 3300

Log shipping server TCP 2500 to 3300

Veeam Mount Server
The Veeam Mount Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam Mount 
server

Veeam backup and 
replication manager 
server

TCP 9401

Veeam Backup 
repository

TCP 2500 to 3300

Veeam backup and 
replication manager 
server

Veeam Mount server TCP 445

TCP 2500 to 3300

TCP 6160

TCP 6162

TCP 6170
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TCP 49152 to 65535

Veeam Helper Appliance
The Veeam Helper Appliance requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam helper 
appliance

Veeam Backup 
repository

TCP 2500 to 3300

Veeam backup and 
replication manager 
server

Veeam helper 
appliance

TCP 22

TCP 2500 to 3300

Veeam mount 
server

Veeam helper 
appliance

TCP 22

TCP 2500 to 3300

Veeam Helper Host
The Veeam Helper Host requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam helper host Veeam Backup 
repository

TCP 2500 to 3300

Veeam helper host TCP 22
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Veeam backup and 
replication manager 
server

TCP 2500 to 3300

TCP 6162

Veeam mount server Veeam helper host TCP 22

TCP 2500 to 3300

VM Guest OS
The VM Guest OS requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

VM guest OS Veeam helper 
appliance

TCP 21

Veeam helper 
appliance

VM guest Linux or 
Unix OS

TCP 20

TCP 2500 to 3300

Veeam helper host VM guest Linux or 
Unix OS

TCP 2500 to 3300

Veeam backup and 
replication manager 
server

VM guest Linux or 
Unix OS

TCP 22

Veeam mount server VM guest Windows 
OS

TCP 445

135
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TCP 6160

11731

TCP 6173

2500

TCP 49152 to 65535

Veeam backup and 
replication manager 
server

VM guest OS TCP 2500 to 3300

Veeam U-AIR
The Veeam U-AIR requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam U-AIR Veeam Backup 
Enterprise manager 
server

TCP 9394

Application Item of Active Directory Domain Controller Restore
The Application Item of Active Directory Domain Controller Restore requires opening the 
following inbound and outbound ports.

Sources Target Network Protocol Port Number

TCP 135
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Veeam backup and 
replication manager 
server

Active directory VM 
guest OS

TCP

UDP

389

TCP 636

3268

3269

TCP 49152 to 65535
(for Microsoft 
Windows server
2008 and later)

Application Item of Exchange Server Restore
The Exchange Server Restore Application Item requires opening the inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

Exchange 2003/2007
CAS Server

TCP 80

443

Exchange
2010/2013/2016/2019
CAS Server

TCP 443

Application Item of SQL Server Restore
The SQL Server Restore Application Item requires opening the inbound and outbound ports.
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Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

SQL VM guest OS TCP 1433

1434 and other

Azure Proxy Server
The Azure Proxy Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server/ Backup 
Repository server

Azure Proxy server TCP 443

Azure Helper Appliance
The Azure Helper Appliance requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

Azure helper appliance TCP 22

Azure Stack
Azure Stack requires opening the following inbound and outbound ports.
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Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

Azure stack TCP 443

30024

SMTP Server
The SMTP Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam backup and 
replication manager 
server

SMTP server TCP 25
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Chapter 2

Deployment

This chapter will walk you through installing and upgrading the Veeam Backup and Replication 

components. You must ensure that the devices meet the system requirements before installing or 

upgrading Veeam Backup and Replication components on the machine.

Veeam Backup and Replication v12 includes several new features and improvements, including:

• Direct-to-Object

• Direct-to-Cloud

• Immutable backups

• Hardened repository improvements

• Microsoft Azure Blob Storage immutability support

• HPE Storage immutability support

• Multi-factor authentication

• Kerberos-only authentication

• IPv6 support

• gMSA accounts for Windows

• Single-use credentials for Linux

• Automatic console lockouts

• Best practices analyzer

• Network-less discovery and deployment

• Dynamic protection scope

• in-cloud data flow
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• Full portability

• PostgreSQL support for a configuration database

• VeeaMover

• Move backups between jobs

• Copy backups between repositories

• Multiple gateway server support

• Direct to archive

• Object storage as performance extent

These are only a few new features and improvements in Veeam Backup and Replication v12. 

Overall, the new release focuses on providing faster and more efficient backup and recovery, 

enhanced security, and greater flexibility and ease of management.
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Install Veeam Backup and Replication v12 with PostgreSQL

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is 

automatically installed on the backup server.

You can choose PostgreSQL as a Veeam Backup & Replication database. It has no size limit or 

computes restrictions and has improved performance over SQL Express.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and Replication 
manager server.

2. Download the Veeam 
Backup and Replication 
v12 ISO image file from 
the Veeam website sign-in 
required).
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3. Mount the Veeam Backup 
and Replication v12 iso 
image file.

4. Run Setup.exe.

5. On the User Access 
Control page, click Yes.

User Account Control X

Do you want to allow this app to make 
changes to your device?

ffrprl Veeam Backup & Replication Setup Autorun

Verified publisher Veeam Software Group GmbH 
File origin: CD/DVD drive

Show more details

Yes No
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6. On the Veeam Backup &
Replication 12 page, click 
Install.

7. Select Install Veeam
Backup & Replication on 
the Veeam Backup & 
Replication page.

[cRj Veeam Backup & Replication

Install Veeam Backup & Replication
Veeam Backup 8t Replication combines fast, flexible and reliable backup, recovery and 
replication for all your workloads and data.

ilra] Install Veeam Backup Enterprise Manager
[ESj Veeam Backup Enterprise Manager is an optional web-based management and reporting 

console for Veeam Backup & Replication. It provides a single pane of glass for larger 
environments with multiple backup servers.

Install Veeam Backup & Replication Console
l"U Veeam Backup & Replication console is a Windows-based graphical user interface client 

for managing backup servers.

O View Documentation
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8. Click I Accept on the
License Agreement page.

in j Veeam Backup & Replication

License Agreement
Read the license agreements and accept them to proceed.

- X

Please view, print or save the documents linked below.

By clicking “1 Accept" button, 1 hereby accept the following:

• Agree and consent to the terms of Veeam License Agreement and licensing policy

* Agree and consent to each of the license agreements of 3rd party components used

• Agree and consent to each of the license agreements of required software

Cancel

9. Click Browse on the 
License page.

in j Veeam Backup & Replication — X

License
Provide license file for Veeam Backup &. Replication.

License file:

tfl Browse...

□ Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires 
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. 
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

o Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, 
you may not install, configure or manage such backup servers at your client's environment as a 
consultant or an MSP.

Next
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10. Select a license file for 
Veeam Backup & 
Replication and click 
Open.

11. On the License page, 
select Update license 
automatically (enable 
usage reporting). It will 
automatically download 
and install a new license 
when you renew or 
expand your contract.

12. Click Next.

!□ j Veeam Backup & Replication ■— X

License
Provide license file for Veeam Backup & Replication.

License file:
ifr.bc | Browse...

□ Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires 
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. 
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

o Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, 
you may not install, configure or manage such backup servers at your client's environment as a 
consultant ar an MSP.
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13. The setup wizard checks if 
the required software is 
installed on the machine 
during the System 
Configuration Check step. 
If required components 
are missing, the setup will 
attempt to install them 
independently. Rebooting 
is required after the 
components have been 
successfully installed. 
Click Reboot to restart the 
machine.

14. Click Customize SeWngs 
on the Ready to Install 
page.

jn|] Veeam Backup & Replication

Ready to Install
Installation will begin with the following settings.

Installation folder: C:\Program Files\Veeam\Backup and Replication
vPower cache folder: C:\ProgramData\Veeam\Backup\IRCactie
Guest catalog folder: C:\VBRCatalog
Service account: LOCAL SYSTEM
Database engine: PostgreSQL
SQL server VBR12PostgreSQL:5432
Database name: VeeamBackup
Catalog service port: 9393
Service port: 9392
Secure connections port: 9401
REST API service port: 9419
Check for product updates: Automatically

- X

Customize Settings Back Install Cancel

48



Chapter 2 Deployment

15. On the Service Account 
page, select LOCAL 
SYSTEM account and click 
Next.

in j Veeam Backup & Replication — X

Service Account
Specify account for Veeam Backup 8t Replication.

(*) LOCAL SYSTEM account (Recommended)

O The following user account:

User name:

1 A Choose...

Type in the user name in the DOMAINMISERNAME format
The specified user account must have local administrator privileges on this server.

Password:

16. On the Database page, 
select PostgreSQL from 
the database engine drop­
down list.

17. Select the Install a new 
instance option to install a 
new PostgreSQL instance. 
PostgreSQL 15.1 will be 
installed on the Veeam 
Backup & Replication 
server, and a database 
named VeeamBackup will 
be created.
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18. Select the Use the existing 
instance option to use an 
already installed 
PostgreSQL instance.
Then, in the HOSTNAME: 
PORT format, enter the 
instance name.

19. Enter a name for the 
Veeam Backup & 
Replication configuration 
database in the Database 
name field.

20. Select Windows 
authentication credentials 
of the backup service 
account to connect to 
PostgreSQL Server.

21. Click Next.

Note:

If you use an already installed 
PostgreSQL instance or make 
any changes to the machine 
hardware, you must perform 
additional PostgreSQL 
instance configuration. To 
accomplish this:

1. In the automatic mode, 
run the Set-
VBRPSQLDatabaseServe 
rLimits cmdlet.
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2. Start the PostgreSQL 
service again.

22. On the Data locations 
page, click Browse and 
select the path in the 
Installation path field.

23. Browse and select the 
path in the Guest file 
system catalog: field.

24. Click Browse and select 
the path in the Instant 
recovery write cache field.

25. Click Next.

in j Veeam Backup & Replication — X

Data Locations
Specify paths for persistent and non-persistent data storage locations,

Installation path:

■I Browse...

Guest file system catalog:

■I Browse...

Instant recovery write cache:

Browse...

o Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly 
recovered VMs, otherwise VMs will stop due to being unable to perform a disk write. We recommend 
placing the write cache on an SSD drive.

26. On the Port Configuration 
page, specify the port 
configuration to be used 
by Veeam Backup and 
Replication and click Next.
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27. Click Install on the Ready 
to Install page.

28. Click Finish on the Veeam 
Backup & Replication 12 
Successfully installed 
page.
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Install Veeam Backup and Replication v12 with Microsoft SQL (or 
SQL Express)

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is 

automatically installed on the backup server.

You can choose Microsoft SQL as a Veeam Backup & Replication database. However, you installed 

a Microsoft SQL Server (or Express), either locally on the backup manager server or remotely. If 

Microsoft SQL Server is not already installed. In that case, the Veeam Backup & Replication won’t 

install the Microsoft SQL Server Express Edition on the backup server automatically. You must 

install it before installing Veeam Backup and Replication v12 RTM version.

Microsoft SQL Server Express has a configuration data storage limit of 10 GB. The Express Edition 

is sufficient for the evaluation and small environments (500 VMs).

Instructions Screenshot (if applicable)

1. Ensure the Microsoft SQL 
Server or Microsoft SQL 
Server Express is installed 
locally or remotely.

2. Log in to the Veeam 
Backup and Replication 
manager server.

3. Download the Veeam 
Backup and Replication 
v12 ISO image file from 
the Veeam website sign-in 
required).
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4. Mount the Veeam Backup 
and Replication v12 iso 
image file.

5. Run Setup.exe.

6. On the User Access 
Control page, click Yes.

User Account Control X

Do you want to allow this app to make 
changes to your device?

ffrprl Veeam Backup & Replication Setup Autorun

Verified publisher Veeam Software Group GmbH 
File origin: CD/DVD drive

Show more details

Yes No
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7. On the Veeam Backup &
Replication 12 page, click 
Install.

8. Select Install Veeam
Backup & Replication on 
the Veeam Backup & 
Replication page.

[cRj Veeam Backup & Replication

Install Veeam Backup & Replication
Veeam Backup 8t Replication combines fast, flexible and reliable backup, recovery and 
replication for all your workloads and data.

ilra] Install Veeam Backup Enterprise Manager
[ESj Veeam Backup Enterprise Manager is an optional web-based management and reporting 

console for Veeam Backup & Replication. It provides a single pane of glass for larger 
environments with multiple backup servers.

Install Veeam Backup & Replication Console
l"U Veeam Backup & Replication console is a Windows-based graphical user interface client 

for managing backup servers.

O View Documentation
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9. Click I Accept on the
License Agreement page.

in j Veeam Backup & Replication

License Agreement
Read the license agreements and accept them to proceed.

- X

Please view, print or save the documents linked below.

By clicking “1 Accept" button, 1 hereby accept the following:

• Agree and consent to the terms of Veeam License Agreement and licensing policy

* Agree and consent to each of the license agreements of 3rd party components used

• Agree and consent to each of the license agreements of required software

Cancel

10. Click Browse on the 
License page.

in j Veeam Backup & Replication — X

License
Provide license file for Veeam Backup &. Replication.

License file:

tfl Browse...

□ Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires 
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. 
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

o Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, 
you may not install, configure or manage such backup servers at your client's environment as a 
consultant or an MSP.

Next
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11. Select a license file for 
Veeam Backup & 
Replication and click 
Open.

12. On the License page, 
select Update license 
automatically (enable 
usage reporting). It will 
automatically download 
and install a new license 
when you renew or 
expand your contract.

13. Click Next.

!□ j Veeam Backup & Replication ■— X

License
Provide license file for Veeam Backup & Replication.

License file:
^fr.lic | iBrowse..^

□ Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires 
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. 
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

o Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, 
you may not install, configure or manage such backup servers at your client's environment as a 
consultant ar an MSP.
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14. The setup wizard checks if 
the required software is 
installed on the machine 
during the System 
Configuration Check step. 
If required components 
are missing, the setup will 
attempt to install them 
independently. Rebooting 
is required after the 
components have been 
successfully installed. 
Click Reboot to restart the 
machine.

15. Click Customize Settings 
on the Ready to Install 
page.
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16. On the Service Account 
page, select LOCAL 
SYSTEM account and click 
Next.

17. On the Database page, 
select the Microsoft SQL 
Server from the database 
engine drop-down list.
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18. Click Browse to select the 
SQL server and instance 
on the SQL Server 
instance session.

19. Select Windows 
authentication credentials 
of the backup service 
account to connect to SQL 
Server.

20. Click Next.

21. The error message will 
pop up if the Microsoft 
SQL Server or Microsoft 
SQL Server Express does 
not install locally or 
remotely.

jcftj Veeam Backup & Replication

Database
Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Mi Browse...

Database name:

Use following database engine: |Microsoft SQL Server |

SQL Server instance (HOSTNAME\INSTANCE):

Connect to SQL Server using:
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22. On the Data locations 
page, click Browse and 
select the path in the 
Installation path field.

23. Browse and select the 
path in the Guest file 
system catalog: field.

24. Click Browse and select 
the path in the Instant 
recovery write cache field.

25. Click Next.

26. On the Port Configuration 
page, specify the port 
configuration to be used 
by Veeam Backup and 
Replication and click Next.

in j Veeam Backup Si Replication - X

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication.
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27. Click Install on the Ready 
to Install page.

28. Click Finish on the Veeam 
Backup & Replication 12 
Successfully installed 
page.
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Upgrade the Existing Veeam Backup and Replication to v12

Veeam Backup and Replication v12 launched on Feb 14, 2023. If you are still using an older 

version, it is time to upgrade it to v12. To upgrade Veeam Backup & Replication to version 12, you 

must have version 10a (build 10.0.1.4854) or later installed on the supported operating system.

Instructions Screenshot (if applicable)

1. Log in to the existing 
Veeam Backup and 
replication manager 
server.

2. Open the Veeam Backup 
& Replication Console.

3. Drop down the main 
menu, select Help, and 
click About to check 
Veeam Backup & 
Replication version.
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4. Make sure the existing 
Veeam Backup and 
Replication version meets 
the requirements.
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5. Drop down the main 
menu and select 
Configuration Backup.
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6. On the Configuration 
Backup Seffings page, 
select Backup now to back 
up the current 
configuration.

7. Click OK to close the 
Configuration Backup 
Seffings after the backup 
is completed.

8. On the Home page, select 
Jobs.

9. Right-click jobs and select 
Disable to disable all jobs.
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10. Make sure all jobs are 
disabled and close Veeam 
Backup & Replication 
Console.

11. Download the Veeam 
Backup and Replication 
v12 iso image file from 
the Veeam website. (Sign­
in required).

12. Mount the Veeam Backup 
& Replication v12 ISO 
image file.

13. Run Setup.exe.
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14. On the User Account 
Control page, click Yes.

User Account Control X

Do you want to allow this app to make 
changes to your device?

Veeam Backup & Replication Setup Autorun

Verified publisher Veeam Software Group GmbH 
File origin: CD/DVD drive

Show more details

Yes No

15. On the Veeam Backup & 
Replication 12 page, click 
Upgrade.
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16. On the Veeam Backup & 
Replication page, select 
Upgrade Veeam Backup & 
Replication.

Veeam Backup & Replication — X

Upgrade Veeam Backup & Replication
Veeam Backup & Replication combines fast flexible and reliable backup, recovery and 
replication for all your workloads and data.

Install Veeam Backup Enterprise Manager
Please upgrade backup server first

^1=1 HU
Upgrade Veeam Backup & Replication Console
Please upgrade backup server first

View Documentation

17. On the License 
Agreement page, click I 
Accept.

[c/?] Veeam Backup & Replication

License Agreement
Read the license agreements and accept them to proceed.

- X

Please view, print or save the documents linked below.

By clicking "1 Accept'* button, 1 hereby accept the following:

• Agree and consent to the terms of Veeam License Agreement and licensing policy

* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

Cancel
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18. On the Upgrade page, 
click Next.

in j Veeam Backup & Replication — X

Upgrade
Review Veeam Backup 8t Replication components to be upgraded.

Product Version

Veeam Backup Catalog 11.0.1.1261 - 12.0.0.1402
Veeam Backup & Replication Server 11.0.1.1261 — 12.0.0,1402
Veeam Backup & Replication Console 11.0.1.1261 -* 12.0.0,1402

Please note that the update will be installed on the backup server only. To update remote 
components, wait for this installation to finish, open the Veeam Backup & Replication console 
and follow the Upgrade wizard. Alternatively, we can initiate remote components update process 
for you.

O Update remote components automatically

19. On the License page, click 
Browse.

in j Veeam Backup & Replication — X

License
Provide license file for Veeam Backup Bl Replication.

License file:

tfl Browse...

□ Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires 
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. 
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

o Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, 
you may not install, configure or manage such backup servers at your client's environment as a 
consultant or an MSP.

Next
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20. Select the Veeam Backup 
and Replication license 
file, and click Open.

in j Veeam Backup & Replication — X

License
Provide license file for Veeam Backup Bl Replication.

License file:

tfl Browse...

O Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires 
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically. 
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

If you don't have a license simply click Next to install the Community Edition.

o Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, 
you may not install, configure or manage such backup servers at your client's environment as a 
consultant or an MSP.

21. Select Update license 
automatically (enable 
usage reporting) on the 
License page and click 
Next.

in j Veeam Backup & Replication — X

License
Provide license file for Veeam Backup Bt Replication.

License file:
|c:\POst-lns1all\VBR12\limnse-mair.-100C.BHA3.lll:__________________________

S Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand you 
sending the license ID, the installation ID, and workload usage counters to Veea 
Successful usage reporting doubles the number of workloads you can exceed yc

If you don't have a license simply click Next to install the Community Edition.

O Veeam EULA prohibits using Community Edition to provide any services to thr 
you may not install, configure or manage such backup servers at your client's 
consultant or an MSP.

Back

contract. Th 
m servers pe 
jur installed

rd parties. In 
environment

Browse..

is requires 
riodically. 
icense by.

particular, 
as a

Cancel
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22. Select LOCAL SYSTEM 
account or specify 
another user account on 
the Service Account page 
and click Next.

Note:

If you would like to use the 
specified user account, the 
user account must be a 
member of the Administrators 
group on the Veeam Backup & 
Replication machine. Also, it 
must have db_owner rights 
for the configuration 
database.

23. On the Database page, 
click Next.
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24. Click Yes on the question 
pop-up message. Veeam 
will automatically upgrade 
the database to the 
version you are installing.

25. If the Configuration Check 
page returns errors, 
resolve them before 
upgrading. If the check 
produces warning or 
information messages, 
you can proceed with the 
upgrade and deal with 
them later.

26. Click Next.
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27. On the Ready to Upgrade 
page, click Upgrade.

28. On the Veeam Backup & 
Replication 12 
successfully upgraded 
page, click Finish.
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29. Open Veeam Backup & 
Replication management 
console and click Connect.

30. Select the all servers 
checkbox on the 
Components Update page 
and click Apply.

Components Update X

r—> . Servers
L1r | Select servers to update product's components on. Consider removing servers which are currently down or unreachable from 

i; selection. Update process will not reboot the updated server.

Servers Managed servers:

Update
Server Update required

0 HPHV01 Hyper-V Integration, Installer, Mou,,.
0 HPHV02 Hyper-V Integration, Installer, Mou,,.
0 STORAGE-WIN Installer, Mount Server, Transport
0 ubuntu20D45 Installer, Transport
0 VBR11.gooddealmart,ca Installer, Mount Server, Transport, V...
0 veeam-proxy-appliance-azure-u... Azure restore helper appliance

Refresh

Select All

Clear All

| Apply | | Cancel
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31. Click Show servers on the 
provide signal-use 
credentials question page.

Components Update

Servers
Select servers to update product's components on. Consider removing servers which are currently down or unreachable from 
selection. Update process will not reboot the updated server.

Servers

Update

Managed servers:

Server

0 HPHV01
0 HPHV02
0 STORAGE-WIN
0 ubuntu2OD45
0 VBR11.gooddealmart.ca
0 veeam-proxy-appliance-azure-u...

Update required

Hyper-V Integration, Installer, Mou.,,
Hyper-V Integration, Installer, Mou.,, 
Installer, Mount Server, Transport 
Installer, Transport
Installer, Mount Server, Transport, V... 
Azure restore helper appliance

Refresh

32. Review the Server listing 
and click Yes.

Components Update

Update

Select All

Clear Alt

Servers
Select servers to update product's components on. Consider removing servers which are currently down or unreachable from 
selection. Update process will not reboot the updated server.

Some hosts were registered with Veeam using single-use credentials.
To perform components upgrade, you will need to provide these credentials again 
Are you readytodothisnow?

Veeam Backup St Replication
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33. On the Host Credentials 
page, select the host, click 
Set User and select Singal- 
use credentials for the 
hardened repository.

34. Enter your credential 
information and click OK.
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37. Click OK on the Host
Credentials page.
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38. Ensure the components 
update successfully for 
selected servers and click 
Finish.

Components Update

I-- Upd3teI Please wait while product's components are updated on the selected servers, this will take a few minutes.

SI
Servers

Update

Server

O HPHV01
© HPHV02
O STORAGE-WIN

© ubuntu20045
Q VBR11.gooddealmart.ca

Status

All components have been upgraded. 
All components have been upgraded. 
All components have been upgraded. 

All components have been upgraded. 
All components have been upgraded.

|' veeam-proxy-appliance... Azure restore helper appliance has been successfully updated.

< Previous | Finish | Cancel

39. Drop down the main 
menu, select Help, and 
click About to check 
Veeam Backup & 
Replication version.
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40. Ensure the existing Veeam 
Backup and Replication 
version is upgraded.

41. On the Home page, select 
Jobs.

42. Right-click jobs and 
unselect Disable to enable 
all jobs.
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43. Ensure all jobs are 
enabled.
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Migrate the Existing Veeam Backup and Replication to the new 
server with PostgreSQL

PostgreSQL is free and has no size limit or compute restrictions has improved performance over

SQL Express.

Instructions Screenshot (if applicable)

1. Log in to the existing 
Veeam Backup and 
replication manager 
server.

2. Open the Veeam Backup 
& Replication Console.

3. Select and right-click all 
jobs.

4. Select Disable.
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5. Drop down the main 
menu and select 
Configuration Backup.

6. Click Backup now on the 
Configuration Backup 
Seffings page.
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7. Copy the configuration 
file from the backup 
repository to the new 
Backup and Replication 
manager server.

10 J V I Post-Install

tome Share View

■J1 > This PC > Local Disk (G) > Post-Install

Name

0 fl Search Post-Install

Date modified Type

E Desktop >t

Downloads /

U Documents /

g| VBR11_2023-01-30_13-39-59

I I Veeam-100instances-suite-nfr,lic
1/30/2023 1:40 PM

1/31/2023 5:12 PM

Veeam Backup &... 529 KB

2 KB

2 items 1 item selected 528 KB

8. Log in to the new Veeam 
Backup and Replication 
manager server.

9. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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10. Drop down the main 
menu and select 
Configuration Backup.

11. Click Restore on the 
Configuration Backup 
Settngs page.
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12. Click Yes on the User 
Account Control page.

User Account Control X

Do you want to allow this app to make 
changes to your device?

Veeam Backup Configuration Restore

Verified publisher Veeam Software Group GmbH 
File origin: Hard drive on this computer

Show more details

Ves No

13. Select Migrate on the 
Restore Mode page.

Veeam Backup and Replication Configuration Restore

Restore Mode
Specify your configuration restore scenario,

Restore Mode

Configuration Backup

Backup Contents

O Restore

Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once 
the configuration restore has been completed, the wizard will initiate the process of searching for 
any new restore points that might have been created after the last configuration backup.

Target Database

Restore Options

Restore

@ Migrate

Use this mode if you are performing planned migration of your backup server to a new computer. 
To ensure there is no data loss, make sure you are using the configuration backup made after all 
jobs have been stopped and disabled.

Summary

| Next Cancel

87



Chapter 2 Deployment

14. Select this server in the 
Backup repository field on 
the Configuration Backup 
page.

15. Click Browse in the 
Backup file field.

Veeam Backup and Replication Configuration Restore

Configuration Backup
Select the configuration backup file you would I ike to use.

Restore Mode Backup repository:

This server

I Backup file:

Backup Contents

Target Database

| | Browse.-., j

Configuration backup file located in remote backup repositories will be copied locally 
into a temporary folder. This may take sometime.

Restore Options

Restore

Summary

’revious | Analyze > | Cancel

16. Select the backup 
configuration file and click 
Open.
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17. Click Analyze on the 
Configuration Backup 
page.

Veeam Backup and Replication Configuration Restore

Configuration Backup
Select the configuration backup file you would I ike to use.

Restore Mode Backup repository
| This server v~|

^figuration fectup J

Backup Contents | CWort-lrataWBm 1 2Q23-IIZ-O1 C9-25-04.bco | | Btowse... |

Configuration backup file located in remote backup repositories will be copied locally
Password into a temporary folder. This may take sometime.

Target Database

Restore Options

Restore

< Previous Analyze > : ; Cancel

18. Click Next on the Backup
Contents page.

:i-'l Veeam Backup and Replication Configuration Restore X
| k. Backup Contents

Review the contents of he corresponding backup file. If necessary, go back in the wizard to pick another one.

Restore Mode Parameter Value A

Configuration Backup
Path C:\Post-lnstall\VBR11 2023-02-01 09-25-04,bco

Backup Contents Size 584.8 KB

Creation time 2/1/2023 9:25:08 AM
Password

Creation duration 00:00:13

Target Database Compressed data 578,0 KB

Uncompressed data 5,5 MB
Restore Options Com pression ratio 11.4x

Restore
Encrypted backup Yes
Password loss protection Mot supported

Summary Product-----

riouucL ridrrie veearri DdLKup unu nepiicdiiuri id

Product version 12.0,0.1402

Database

Original database server Microsoft SQL Server

Microsoft SQL Server Supported
PostnreSOI Sunnnrted V

< Previous I Next > I • Cancel
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19. On the Password page, 
enter the password of the 
configuration file in the 
Password field.

20. Enter the description in 
the Hint field.

21. Click Validate.

Veeam Backup and Replication Configuration Restore

Restore Mode

Configuration Backup

Backup Contents

Password

Hint:

Password:

Target Database

Restore Options

Restore

Summary

I Your backup administrator chose not to enable password loss protection,

22. Select PostgreSQL from 
the Database drop-down 
list on the Target 
Database page.

23. Enter the instance name 
and Database name in the 
Connection session.

24. Select Windows 
authentication using the 
service account 
credentials in the 
Authentication session.

Veeam Backup and Replication Configuration Restore

Target Database
Specify the Veeam Backup & Replication database to restore configuration to.

Restore Mode

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Restore

Summary

Database engine

Database: PostgreSQL

Connection (HOSTNAMEPORT)

Instance name: 11 oca [host5432 ~

Database name: [VeeamBackup '

Authentication

(•) Windows authentication using credentials of service account

O Native authentication using the following credentials:

Login name: GOODDEALMARI\csun

Password:
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25. Click Yes on the warning 
message.

Veeam Backup and Replication Configuration Restore

Database VeeamBackup is Veeam Backup and Replication 
configuration database. If you continue, current database 
contents will be lost. Proceed?

Yes No

26. Select the Backup and 
replica catalog checkbox 
on the Restore Options 
page.

27. Select the Session history 
checkbox.

28. Select Enable required 
PowerShell execution 
policy for SCVMM 
checkbox.

29. Select Backup existing 
database before 
configuration restore 
(recommended).

30. Click Restore.

Veeam Backup and Replication Configuration Restore

Restore Mode

Restore Options
Specify what configuration data you want to restore. Once you click Restore, the wizard will proceed with restoring the selected 
configuration data into the specified database.

Configuration Backup

Backup Contents

Password

Target Database

Restore

Summary

Restore

0 Backup and replica catalog

Restores information about available backup and replica restore points, including content and 
location of all tapes which have been written.

0 Session history

Restores job sessions and restore operator activity history.

Advanced

0 Backup existing database before configuration restore (recommended)

Creates native backup of the existing database using SQL Server's built-in backup capabilities.

< Previous | Restore" Cancel

31. Click Yes on the close 
console and stop all 
running jobs warning 
messages.

Veeam Backup and Replication Configuration Restore

Veeam user interface is open:

1 instance of Veeam Backup and Replication Console

We need to close it and stop all running jobs. This may take a 
moment. Continue?

Yes No
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32. On the Restore page, 
ensure the Configuration 
restore is completed 
successfully and click 
Next.

Veeam Backup and Replication Configuration Restore

Restore
Please wait while configuration is being restored,,.

Restore Mode

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Message Duration

Analyzing database VeeamBackup
© Decompressing configuration backup 0:00:15

Connecting to database VeeamBackup
O Starting configuration catalog restore
© Reading configuration backup 0:00:07
© Configuration catalog processed (1027 items] 0:00:02
© Backups cata log processed (108 items} 0:00:01
O Sessions catalog processed (2066 items) 0:00:02

' Tape catalog processed (0 items)
©' Finalizing configuration catalog restore 0:00:07

A

Restore

Credentials

Cloud Credentials

Summary

' Disabling all scheduled userjobs
© Locking database VeeamBackup,,.
© Analyzing restored configuration 0:00:01
© Enabling Microsoft PowerShell execution policy 0:00:02
© Microsoft PowerShell execution policy is already set to Remote Signed

Restoring backup server certificate
© Saving configuration restore session

©’ Configuration restore completed successfully V

re io | Next > | Cancel

33. On the Credentials page, 
ensure all credentials are 
up-to-date and click Next.

C rerienfiak

Veeam Backup and Replication Configuration Restore

Restore Mode Account Type Description

Configuration Backup kapikey Standard apikey
A cary Linux cary

Backup Contents 'kCARYPCXAdministrator Standard CARYP CXAd mini strator
VkgooddealmartXadminist... Standard gooddealmart caXadminis,,.

Password H GOODDEALMAKT\csun Standard GOODDEAL MARI\csun

Target Database
' k HPHV01 XAdministrator Standard HPHV01\Administrator
?k HPHV02\Administrator Standard HPHV02\Administrator

Restore Options 1?k root Standard Azure helper appliance ere...
A root Linux Helper appliance credent!...

Restore ?kroot Standard Provider-side network ext...
"i?k root Standard Tenant-side network exten...

Credentials ykVEEAM@carysun.com Standard VEEAM@carysun.com

Cloud Credentials
k VEEAM MFA@carysun.c... Standard VEEAMMFA@carysun.com

Summary

| Edit...,

’revious | Next > | Cancel
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34. Ensure all credentials are 
up-to-date on the Cloud 
Credentials page and click 
Start.

: j’j Veeam Backup and Replication

| k. Cloud Credentials 
Provide updated cloud

Configuration Restore X

credentials in case they have changed since the time this configuration backup was taken.

Restore Mode Account TyPe Description . HH„. |

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Restore

Credentials

Cloud Credentials

Summary

khomevbr Microsoft Azure Azure Storage account na...
1?^homevbrarchive Microsoft Azure Azure storage account for...

35. Click Finish on the 
Summary page.

Veeam Backup and Replication Configuration Restore

| k. Summary
d Reviewthe configuration restore result, and click Finish to exit the wizard.

Remember to enable all jobs back once configuration data synchronization completes.

। fe t | Finish |

Restore Mode 5u mmaryj

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Configuration restore is completed successfully

Source backup file C:\Post-lnstaflWBR11.2023-02-01 _09-25-04.bco
Target server: PostgreSQL
Target server name: Iocalhost5432
Target database: VeeamBackup

Note that all jobs are disabled after configuration restore. Do not enable them back until Veeam 
Backup & Replication synchronizes the restored configuration data with the actual state of backups 
and replicas on disk. You can monitor the synchronization progress using the Configuration Database 
Resynchronize session under History tab of the management tree.

Restore

Credentials

Cloud Credentials

Summary
3 Launch the Backup & Replication user interface

Wait for configuration synchronization process to complete before enabling the jobs. You can 
monitor the synchronization progress using the Configuration Database Resynchronize session 
under History tab of the management tree.
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36. Open Veeam Backup & 
Replication console and 
click Connect.

37. Select and right-click all 
jobs, and unselect Disable 
to enable all jobs.
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38. Ensure all jobs are re­
enabled.
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Migrate the Existing Veeam Backup and Replication to the new 
server with Microsoft SQL

Microsoft SQL Server (or Express), either locally on the backup manager server or remotely.

Microsoft SQL Server Express has a configuration data storage limit of 10 GB. The Express Edition

is sufficient for the evaluation and small environments (500 VMs).

Instructions Screenshot (if applicable)

1. Log in to the existing 
Veeam Backup and 
replication manager 
server.

2. Open the Veeam Backup 
& Replication Console.

3. Select and right-click all 
jobs.

4. Select Disable.
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5. Drop down the main 
menu and select 
Configuration Backup.

6. Click Backup now on the 
Configuration Backup 
Seffings page.
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7. Copy the configuration 
file from the backup 
repository to the new 
Backup and Replication 
manager server.

Post-In stall

«- ’ 1“ □ > This PC > Local Disk {Ci} > Post-Install v 0 Search Post-Install

Quick access

Wi Desktop

Downloads

,5] Documents 

iCj Pictures

i
Name

■® SQL2022-SSEI-Expr 
LV SSMS-Setup-ENU

Date modified

1/31/2023 251 PM

1/31/2023 3:23 PM

Type

Application

Application

Size

4,191 KB

636,249 KB

2 VBR11.2023-02-01.12-13-23 2/1/20231213 PM Veeam Backup & 594 KB
0 Veeam-100instances-suite-nfr.lic 3/30/2022 3:31 PM LIC File 2KB

4 items 1 item selected 593 KB

8. Log in to the new Veeam 
Backup and Replication 
manager server.

9. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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10. Drop down the main 
menu and select 
Configuration Backup.

11. Click Restore on the 
Configuration Backup 
Settngs page.

Configuration Backup Settings .

Backup

M Enable configuration backup to the following repository:

Default Backup Repository (Created by Veeam Backup)

= 91.5 GB free of 126.4 GB

Manage passwords

t Saved credentials, backup server certificate and backup 
appliance data will not be included in the configuration backup until 
encryption is enabled

Restore

Restore the configuration backup to this server: Restore...

OK | Cancel
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12. Click Yes on the User 
Account Control page.

User Account Control X

Do you want to allow this app to make 
changes to your device?

Veeam Backup Configuration Restore

Verified publisher Veeam Software Group GmbH 
File origin: Hard drive on this computer

Show more details

Ves No

13. Select Migrate on the 
Restore Mode page.

Veeam Backup and Replication Configuration Restore

Restore Mode
Specify your configuration restore scenario,

Restore Mode

Configuration Backup

Backup Contents

O Restore

Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once 
the configuration restore has been completed, the wizard will initiate the process of searching for 
any new restore points that might have been created after the last configuration backup.

Target Database

Restore Options

Restore

@ Migrate

Use this mode if you are performing planned migration of your backup server to a new computer. 
To ensure there is no data loss, make sure you are using the configuration backup made after all 
jobs have been stopped and disabled.

Summary

| Next Cancel
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14. Select this server in the 
Backup repository field on 
the Configuration Backup 
page.

15. Click Browse in the 
Backup file field.

Veeam Backup and Replication Configuration Restore

Configuration Backup
Select the configuration backup file you would I ike to use.

Restore Mode Backup repository:

This server

I Backup file:

Backup Contents

Target Database

| | Browse.-., j

Configuration backup file located in remote backup repositories will be copied locally 
into a temporary folder. This may take sometime.

Restore Options

Restore

Summary

’revious | Analyze > | Cancel

16. Select the backup 
configuration file and click 
Open.

Organize » Newfolder tn ©
JEJ Desktop it

J|r Downloads it 

|8] Documents /

Date modified Type

Post-Install

QEI Desktop

|S] Documents

Downloads

Music

Videos

;2_ Local Disk (QJ

|«| VBR11 2023-02-01 12-13-23 2/1/2023 12:13 PM

| VBR11 2023-02-01 12-13-23~ | Veeam configuration backup fil v 

| Open | Cancel
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17. Click Analyze on the 
Configuration Backup 
page.

Veeam Backup and Replication Configuration Restore

Configuration Backup
Select the configuration backup file you would I ike to use.

Restore Mode Backup repository:

■ H This server 3
Configuration Backup J Backup file:

Backup Contents | C:\Post-lnstall\VBR11_2023-02-01_12-13-23.bco | | Browse... |

Target Database
Configuration backup file located in remote backup repositories will be copied locally 
into a temporary folder. This may take sometime.

Restore Options

Restore

Summary

'revious Analyze > Cancel

18. Click Next on the Backup
Contents page.

Veeam Backup and Replication Configuration Restore X
| k. Backup Contents

Reviewthe contents of the corresponding backup file. If necessary, go back in the wizard to pick another one.

SsSore Mode Value A

Configuration Backup Backup file

Path C:\Post-lnstall\VBR11 2023-02-01 12-13-23.bco
Backup Contents | Size 593.3 KB

Creation time 2/1/2023 12:13:24 PM
Password

Creation duration 00:00:17

Target Database Compressed data 586.5 KB

Uncompressed data 6.6 MB
Restore Options Compression ratio 11.5x

Encrypted backup Yes
Password loss protection Not supported

Summary Product------ —
Product name

Product version 12.0,0.1402

Database

Original database server Microsoft SQL Server

Microsoft SQL Server Supported
PostnreSOI 5iinnnrteri V

< Previous 1 Next > 1 r i Cancel
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19. On the Password page, 
enter the password of the 
configuration file in the 
Password field.

20. Enter the description in 
the Hint field.

21. Click Validate.

22. Select Microsoft SQL 
Server from the Database 
drop-down list on the 
Target Database page.

23. Enter the instance name 
and Database name in the 
Connection session.

24. Select Windows 
authentication using the 
service account 
credentials in the 
Authentication session.

Veeam Backup and Replication Configuration Restore

Target Database
Specify the Veeam Backup & Replication database to restore configuration to.

Restore Mode

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Restore

Summary

Database engine

Database: Microsoft SQL Server

Connection (HOSTTJAMEMNSTANCE)

Instance nam e: | VBR12\SQLEXPRESS

Database name: [VeeamBackup '

Authentication

(•) Windows authentication using credentials of service account

O SQL authentication using thefollowing credentials:

Login name: GOODDEALMARI\csun

Password:
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25. Click Yes on the warning 
message.

Veeam Backup and Replication Configuration Restore

Database VeeamBackup is Veeam Backup and Replication 
configuration database. If you continue, current database 
contents will be lost. Proceed?

Yes No

26. Select the Backup and 
replica catalog checkbox 
on the Restore Options 
page.

27. Select the Session history 
checkbox.

28. Select Enable required 
PowerShell execution 
policy for SCVMM 
checkbox.

29. Select Backup existing 
database before 
configuration restore 
(recommended).

30. Click Restore.

Veeam Backup and Replication Configuration Restore X

| k Restore Options
Specify what configuration data you want to restore. Once you click Restore, the wizard will proceed with restoring the selected 

| configuration data into the specified database.

Restore Mode Restore

0 Backup and replica catalog
Configuration Backup n . - . . . . . .. . . . ,■ . - . - . . . . .3 r Restores information about available backup and rephca restore points, including content and

location of all tapes which have been written.
Backup Contents r-n „ . ...• Ki Session history

Password Restores job sessions and restore operator activity history.

Target Database
Advanced

| Restore Options 0 Enable required PowerShell execution policy for SCVMM

_ 0 Backup existing database before configuration restore (recommended)
Restore .

Creates native backup of the existing database using SQL Server's built-in backup capabilities.

Summary

< Previous | Restore > [ r Cancel

31. Click Yes on the warning 
message.

Veeam Backup and Replication Configuration Restore

Veeam user interface is open:

1 instance of Veeam Backup and Replication Console

We need to close it and stop all running jobs. This may take a 
moment. Continue?

Yes No

104



Chapter 2 Deployment

32. On the Restore page, 
ensure the Configuration 
restore is completed 
successfully and click 
Next.

Veeam Backup and Replication Configuration Restore

Restore
Please wait while configuration is being restored,,.

Restore Mode Message Duration A

Configuration Backup ‘ Restoring database 0:00:24
Q Processing configuration VeeamBackup at VBR12VSQLEXPRESS 0:00:24

Backup Contents Analyzing database VeeamBackup 
O Decompressing configuration backup 0:00:24

Password O Connecting to database VeeamBackup

Target Database
Starting configuration catalog restore (100% done) 

O Reading configuration backup
0:00:04
0:00:13

Restore Options © Configuration catalog processed (1020 items) 0:00:07
Backups catalog processed (89 items) 0:00:02

Restore O Sessions catalog processed (2267 items) 0:00:03
Tape catalog processed (0 items)

Credentials O Finalizing configuration catalog restore (100% done) 0:00:05

Cloud Credentials
.. Locking database VeeamBackup,,. 

Analyzing restored configuration

Summary O Enabling Microsoft PowerShell execution policy

Microsoft PowerShell execution policy is already set to Remote Signed 
® Saving configuration restore session

S’1 Configuration restore completed successfully

0:00:02

V

| Next > | [ Cancel |

33. On the Credentials page, 
ensure all credentials are 
up-to-date and click Next.

Veeam Backup and Replication Configuration Restore

Credentials
Please verify and update the restore credentials, if they have changed since the time when configuration backup was taken.

Restore Mode

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Restore

Credentials

Cloud Credentials

Summary

Account TyPe Description

4. apikey Standard apikey

. Mu. |

cary Linux cary
''4»CARYPC\Administrator Standard CARYPCXAdministrator
V4, good dealm artXadminist... Standard gooddealmart, caXadminis...
^4. GOODDEALMAKT\csun Standard GOODDEALMARI\csun
^HPHVOIXAdministrator Standard HPHV01\Administrator
1j,4,HPHV02\Administrator Standard HPHVD2\Administrator

Y4» root Standa rd Azure helper appliance cre.„

root Linux Helper appliance credenti...
^4* root Standard Provider-side network ext...
ij'4»root Standard Tenant-side network exten.,,

V4» VEEAM@carysun.com Standard VEEAM@carysun.com
ff4»VEEAMMFA@carysun.c... Standard VEEAMMFA@carysun.com

< Previous | Next > | Cancel
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34. Ensure all credentials are 
up-to-date on the Cloud 
Credentials page and click 
Start.

: j’j Veeam Backup and Replication

| k. Cloud Credentials 
Provide updated cloud

Configuration Restore X

credentials in case they have changed since the time this configuration backup was taken.

Restore Mode Account TyPe Description

Configuration Backup

Backup Contents

Password

Target Database

Restore Options

Restore

Credentials

Cloud Credentials

Summary

khomevbr Microsoft Azure Azure Storage account na...
1?^homevbrarchive Microsoft Azure... Azure storage account for...

35. Click Finish on the 
Summary page.

Veeam Backup and Replication Configuration Restore

Summary
Review the configuration restore result, and click Finish to exit the wizard.

Restore Mode 5u mmary:

Configuration Backup
Configuration migration is completed successfully

Source backup file C:\Post-lnstaflWBR11.2023-02-01.12-13-23.bco
Backup Contents Target server: Microsoft SQL Server

Target server name VBR12\SQLEXPRESS

Password Target database VeeamBackup

Target Database

Restore Options

Restore

Credentials

Cloud Credentials

Summary

Now you can start Veeam Backup and Replication Console

PI I Launch the Backup & Replication user interface;

Veeam Backup and Replication Console will be launched automatically once the restore is 
completed.

I Fl'",h I
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36. Open Veeam Backup & 
Replication console and 
click Connect.

37. Select and right-click all 
jobs, and unselect Disable 
to enable all jobs.
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38. Ensure all jobs are re­
enabled.
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Install Veeam Backup and Replication Console 12

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is 

automatically installed on the backup server. If you want to access Veeam Backup & Replication 

remotely, you can install the Veeam Backup & Replication console on a dedicated machine.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and Replication 
manager console 
machine.

2. Download the Veeam 
Backup and Replication 
v12 ISO image file from 
the Veeam website sign-in 
required).

3. Mount Veeam Backup & 
Replication v12 iso image 
file.

4. Run Setup.exe.
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5. On the User Access 
Control page, click Yes.

User Account Control X

Do you want to allow this app to make 
changes to your device?

Veeam.Setup

Verified publisher Veeam Software Group GmbH 
File origin: CD/DVD drive

Show more details

Yes No

6. On the Veeam Backup & 
Replication 12 page, click 
Install.
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7. Select Install Veeam
Backup & Replication
Console on the Veeam
Backup & Replication 
page

[cRj Veeam Backup & Replication

Install Veeam Backup & Replication
Veeam Backup 8t Replication combines fast, flexible and reliable backup, recovery and 
replication for all your workloads and data,

Install Veeam Backup Enterprise Manager
Veeam Backup Enterprise Manager is an optional web-based management and reporting 
console for Veeam Backup & Replication. It provides a single pane of glass for larger 
environments with multiple backup servers.

Install Veeam Backup & Replication Console
Veeam Backup & Replication console is a Windows-based graphical user interface client 
for managing backup servers.

O View Documentation

8. Click I Accept on the 
License Agreement page.

H Veeam Backup & Replication Console

License Agreement
Read the license agreements and accept them to proceed.

- X

Please view, print or save the documents linked below.

By clicking "1 Accept" button, 1 hereby accept the following:

• Agree and consent to the terms of Veeam License Agreement and licensing policy

• Agree and consent to each of the license agreements of 3rd party components used

• Agree and consent to each of the license agreements of required software

Cancel

111



Chapter 2 Deployment

9. The setup wizard checks if 
the required software is 
installed on the machine

H Veeam Backup & Replication Console

System Configuration Check
System is being verified for potential installation problems.

- X

during the System 
Configuration Check step. 
If required components 
are missing, the setup will 
attempt to install them 
independently. Rebooting 
is required after the 
components have been 
successfully installed.
Click Reboot to restart the 
machine.

(T)

Please wait...
Enabling missing features...

Cancel |

10. Click Customize Seffings H Veeam Backup & Replication Console - X

on the Ready to Install Ready to Install
page. Installation will begin with the following settings.

—

Installation folder: C:\Program Files\Veeam\Backup and Replication

■jJj Customize Settings Back Cancel |

—

112



Chapter 2 Deployment

11. On the Data locations 
page, click Browse and 
select the path in the 
Installation path field.

12. Click Next.

H Veeam Backup & Replication Console — X

Data Location
Specify path for persistent data storage location.

Installation path:

Files\Veeam\Bacla Browse...

13. Click Install on the Ready 
to Install page.

H Veeam Backup & Replication Console — X

Ready to Install
The wizard is ready to begin the Installation.

Installation folder: C:\Program Files\Veeam\Backup and Replication

Back Cancel
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14. Click Finish on the Veeam 
Backup & Replication 12 
Successfully installed 
page.

15. Verify that the Veeam 
Backup Service is running 
on the Veeam Backup 
Server, and then test 
connectivity to that 
service from the remote 
machine using the 
following PowerShell 
cmdlet.

Test-NetConnection -
ComputerName
<hostname/ip> -Port 9392
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16. Open the Veeam Backup 
& Replication Console, 
click Connect, enter the 
Backup & Replication 
manager server name or 
IP address, and click 
Connect.

17. Ensure you can connect to 
the Veeam Backup & 
Replication manager 
server without issue.
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Upgrade to Veeam Backup and Replication Console 12

To gain remote access to Veeam Backup & Replication v12, you must first upgrade the Veeam 

Backup & Replication console to v12 on a dedicated machine.

Instructions Screenshot (if applicable)

1. Log in to the existing 
Veeam Backup and 
replication manager 
console machine.

2. Download the Veeam 
Backup and Replication 
v12 iso image file from 
the Veeam website. (Sign­
in required).
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3. Mount the Veeam Backup
& Replication v12 ISO 
image file.

4. Run Setup.exe.

§ 1 Q ’ 1 Manage DVD Drive (D:) Veeam Backup and Replication 12 — □ X

oH Home Share View Drive Tools

T l.™ is » DVD Drive (Ds) Veea... v 0 P Search DVD Drive (D:) Veeam Backup ant Replication 12

M Desktop j* A Name Date modified "IyPe Size

-$• Downloads # Agents 1/26/2023 8; 35 PM File folder
|S| Documents ,/ AIR 1/26/2023 8:35 PM Rle folder
|C| Pictures / Backup 1/26/2023 8:35 PM Rlefotder

£■ This PC
Catalog 1/26/2023 8:35 PM Rlefotder
Cloud Portal 1/26/2023 8:35 PM Frlefolder

J| 3D Objects EnterpriseManager 1/26/2023 8:35 PM File folder
L£] Desktop EULA 1/26/2023 8:41 PM Rle folder
|g| Documents Explorers 1/26/2023 8:35 PM Rlefotder

■$- Downloads Packages 1/26/2023 8:35 PM Rle folder

Ji Music Plugins 1/26/2023 8:35 PM Rle folder

|g| Pictures
Redistr 1/26/2023 8:36 PM Rlefotder

Setup 1/26/2023 8:41 PM File folder
Q Videos

■'■J autorun.inf 1/26/2023 8:41 PM Setup Information 1 KB
Local Disk (QI [>] Setup.exe 1/26/2023 8:25 PM Application 392 KB
DVD Drive (D:J V.

Agents

□, AIR

Backup

Catalog

Cloud Portal
V < >

14 items l-i

5. Click Yes on the User
Account Control page.

User Account Control X

Do you want to allow this app to make 
changes to your device?

(Pen Setup.exe

Verified publisher: Veeam Software Group GmbH 
File origin: CD/DVD drive

Show more details

Yes No
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6. Click Upgrade on the 
Veeam Backup & 
Replication 12 page.

7. Select Upgrade Veeam 
Backup & Replication 
Console on the Veeam 
Backup & Replication 
page.

Veeam Backup Si Replication

Install Veeam Backup 8l Replication
Please uninstall console First

*1 Install Veeam Backup Enterprise Manager
Veeam Backup Enterprise Manager is an optional web-based management and reporting 
console for Veeam Backup & Replication. It provides a single pane of glass for larger 
environments with multiple backup servers.

Upgrade Veeam Backup & Replication Console
Veeam Backup 8t Replication console is a Windows-based graphical user interface client 
for managing backup servers.

Q View Documentation
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8. On the License 
Agreement page, click I 
Accept.

9. On the Upgrade page, 
click Next.

gfj Veeam Backup 8l Replication Console — X

Upgrade
Review Veeam Backup & Replication Console components to be upgraded.

Product Version

Veeam Backup & Replication Console 11.0.1.1261 -»12.0.0.1402
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10. Click Upgrade on the 
Ready to Upgrade page.

[■=] Veeam Backup & Replication Console - X

Ready to Upgrade
The wizard is ready to begin the Upgrade.

Back Cancel

11. Click Finish on the Veeam 
Backup & Replication 
Console 12 successfully 
upgraded page.
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12. Open Veeam and 
Replication Console 12 
and click Connect.

13. Ensure connection to 
Veeam Backup and 
Replication manager 
server is successful.
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Chapter 3

Configuration

This chapter will review the initial configurations of Veeam Backup and Replication. These 

include:

• Add Virtualization Servers and Hosts

• Add Physical Machines

• Add Backup Repositories

• Generation Seffings

These steps must be configured before seffing up Backup Jobs, covered in the next chapter.
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Virtualization Servers and Hosts
Veeam Backup & Replication allows you to build a scalable backup infrastructure for many 

environments. Physical and virtual machines can be added to the backup infrastructure and 

assigned different roles. In addition, Veeam Backup and Replication components can coexist on 

the same machine.

The Backup Infrastructure can be expanded with the following types of servers and hosts:

• Microsoft Hyper-V Standalone Servers

• Microsoft Hyper-V Cluster Servers

• Microsoft SMB3 Servers

• Microsoft Windows Servers

• Linux Server
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Add Microsoft Hyper-V Standalone Servers

You must add the Microsoft Hyper-V standalone hosts you plan to use as source and target for 

backup, replication and other activities.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.

124



Chapter 3 Configuration

3. On the Home page, select 
Inventory.

4. On the Inventory page, 
select Virtual 
Infrastructure and click 
Add Server.

5. On the Add Server page, 
select Microsoft Hyper-V.

Add Server
Select the type of a server you want to add to your backup infrastructure. All already registered servers can be 
found under the Managed Servers node on the Backup Infrastructure tab.

■■ VMware vSphere
Adds VMware private cloud infrastructure servers to the inventory.

■■ Microsoft Hyper-V
1 Adds a SCVMM server, a Hyper-V cluster, or a standalone Hyper-V host to the inventory.

Cancel

X

:i
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6. Enter the Microsoft 
Hyper-V server's full DNS 
name or IP address on the 
Name page.

7. Give a brief description in 
the Description field for 
future reference and click 
Next.

8. Select Microsoft Hyper-V 
server (standalone) on 
the Type page and click 
Next.
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9. Select an account from 
the Credentials drop­
down list on the 
Credentials page or click 
Add on the right to add 
the credentials.

10. On the Credentials page, 
enter a user name in the 
Username field. You can 
also click Browse to select 
an existing user account.

11. Enter the password In the 
Password field.

12. Give a brief description in 
the Description field for 
future reference and click 
OK.
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13. On the Credentials page, 
click Ports.
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14. If necessary, change the 
network ports used by 
Veeam Backup & 
Replication components 
on the Network Seffings 
page.

15. Configure connection 
seffings for file copy 
operations in the Network 
Seffings window's Data 
transfer options section. 
Provide a set of ports for 
transmission channels 
between the source and 
target hosts (one port per 
task).

16. Select the Run server on 
this side checkbox in the 
Preferred TCP connection 
role section. The outside 
client cannot connect to 
the server on the NAT 
network in the NAT 
scenario. As a result, 
services that require 
external connection 

Network Settings X

initiation may be 
disrupted.

17. Click OK.

129



Chapter 3 Configuration

18. Click Next on the
Credentials page.

19. If you add a standalone 
Microsoft Hyper-V host on 
the Review page, specify 
the number of tasks the 
Microsoft Hyper-V host 
must handle concurrently 
in the Max concurrent 
tasks field.

20. Click Apply.
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21. Click Next on the Apply 
page.

22. Click Finish on the
Summary page.
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Add Microsoft Hyper-V Clusters

You must add the Microsoft Hyper-V clusters you plan to use as source and target for backup, 

replication and other activities.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. On the Home page, select 
Inventory.

4. On the Inventory page, 
select Virtual 
Infrastructure and click 
Add Server.

5. On the Add Server page, 
select Microsoft Hyper-V.

Add Server
Select the type of a server you want to add to your backup infrastructure. All already registered servers can be 
found under the Managed Servers node on the Backup Infrastructure tab.

M VMware vSphere
MM Adds VMware private cloud infrastructure servers to the inventory.

■M Microsoft Hyper-V
■ M Adds a SCVMM server, a Hyper-V cluster, or a standalone Hyper-V host to the inventory.

Cancel

X
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6. Enter the Microsoft 
Hyper-V Cluster's full DNS 
name or IP address on the 
Name page.

7. Give a brief description in 
the Description field for 
future reference and click 
Next.

8. On the Type page, select New Hyper-V Server X

Microsoft Hyper-V cluster |^=| Type
Select the type of server you want to add.

and click Next.
Name O Microsoft System Center Virtual Machine Manager (SCVMM)

If you are using SCVMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and

Type clusters information from SCVMM,. and add them to managed servers automatically,

Credentials © Microsoft Hyper-V cluster
Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V

Review

Apply

cluster instead of individual cluster nodes provides for Live Migration awareness.

O Microsoft Hyper-V server [standalone)

Summary Use this option to register standalone Hyper-V server that is not a part of a cluster, and not 
managed by SCVMM.

< Previous Next > 1 • Cancel
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9. Select an account from 
the Credentials drop­
down list on the 
Credentials page or click 
Add on the right to add 
the credentials.

10. On the Credentials page, 
enter a user name in the 
Username field. You can 
also click Browse to select 
an existing user account.

11. Enter the password In the 
Password field.

12. Give a brief description in 
the Description field for 
future reference and click 
OK.
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13. On the Credentials page, 
click Ports.

Nev/ Hyper-V Server X

□
 Credentials

Specify server credentials.

Narne Select an account with local administrator privileges on the server you are adding. Use DOMAINXUSER
format for domain accounts, or HOSTXUSER for local accounts.

T _ Credentials:Type (—---------------------------------------------------------------------------------------------------------------------- - -------
_ A GOODDEALMARTXcsun (GOODDEALMARTXcsun, last edited: 27 days ago) v Add-
Credentuls Manage actounB

Review

Apply

Summary

Click Ports to customize network ports to be used by individual components. Ports...

< Previous Next > Cancel
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14. If necessary, change the 
network ports used by 
Veeam Backup & 
Replication components 
on the Network Settings 
page.

15. Configure connection 
settings for file copy 
operations in the Network 
Seffings window's Data 
transfer options section. 
Provide a set of ports for 
transmission channels 
between the source and 
target hosts (one port per 
task).

16. Select the Run server on 
this side checkbox in the 
Preferred TCP connection 
role section. The outside 
client cannot connect to 
the server on the NAT
network in the NAT 
scenario. As a result, 
services that require 
external connection 
initiation may be 
disrupted.

17. Click OK.
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18. On the Credentials page, 
click Next.

19. Select all servers’ 
checkboxes on the Review 
page and click Apply.

New Hyper-V Server ,X

Review

■■ - Please review your settings and dick Apply to continue.

Name Tast=

Type

Credentials

Install Server name Status

0 FABS2D6 All components are up to date
0 FABS2D5 All components are up to date

Select All

Clear all

Review

Apply

Summary

< Previous | Apply | Finish Cancel |

20. Click Next on the Apply 
page.
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21. Click Finish on the
Summary page.
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Add Microsoft SMB3 Servers

Veeam Backup & Replication can perform backup, replication, and file copy operations on 

Microsoft Hyper-V VMs whose discs are located on Microsoft SMB3 file shares.

If a Microsoft SMB3 server or cluster is not added to the backup infrastructure, Veeam Backup & 

Replication cannot process such VMs using the changed block tracking mechanism.

If VMs with discs on SMB3 shared folders are registered on Microsoft Hyper-V Server 2016 or 

later, a Microsoft SMB3 server is not required. However, if the Microsoft SMB3 server is not 

added, you cannot specify the Max snapshots, and latency control settings for SMB3 shared 

folders.

Note:

You cannot use Microsoft SMB3 shared folder as storage for VM replicas.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
Managed Servers.

5. Right-click Managed 
Servers and select Add 
Server.

6. Select Microsoft Hyper-V 
on the Add Server Page.
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7. Select SMB3 on the
Microsoft Hyper-V page.

8. Enter the Microsoft SMB3 
server's full DNS name or 
IP address on the Name 
page.

9. Give a brief description in 
the Description field for 
future reference and click 
Next.
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10. On the Type page, Choose 
the type of Microsoft 
SMB3 server you want to 
add and click Next.

11. Select an account from 
the Credentials drop­
down list on the 
Credentials page or click 
Add on the right to add 
the credentials.
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12. On the Credentials page, 
enter a user name in the 
Username field. You can 
also click Browse to select 
an existing user account.

13. Enter the password In the 
Password field.

14. Give a brief description in 
the Description field for 
future reference and click 
OK.

15. On the Credentials page, 
click Ports.

New SMBJ Server

Credentials

Select server administrator credentials.

Name

Type

Credentials

Select an account with local administrator privileges on the server you are adding. Use DOMA1N\US£R 
format for domain accounts, or HOSTXUSER for local accounts.
Credentials:
|? GOOOO€ALMART\csun (GOODOfALMART\csun. last edited: 28 days ago)

Manage accounts

Apply

Summary

Click Ports to customize network ports to be used by individual components. Ports...

< Previous | Next > | Cancel
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16. If necessary, change the 
network ports used by 
Veeam Backup & 
Replication components 
on the Network Seffings 
page.

17. Configure connection 
seffings for file copy 
operations in the Network 
Seffings window's Data 
transfer options section. 
Provide a set of ports for 
transmission channels 
between the source and 
target hosts (one port per 
task).

18. Select the Run server on 
this side checkbox in the 
Preferred TCP connection 
role section. The outside 
client cannot connect to 
the server on the NAT 
network in the NAT 
scenario. As a result, 
services that require 
external connection 
initiation may be 
disrupted.

19. Click OK.
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20. Click Next on the
Credentials page.

21. If you add a standalone 
Microsoft Hyper-V host on 
the Review page, specify 
the number of tasks the 
Microsoft Hyper-V host 
must handle concurrently 
in the Task limit field.

22. Click Apply.

Component name Status

Transport will be installed
Hyper-V Integration will be installed

After you click Apply missed componentswill be installed on the target host,

'revious | | Apply | [ Cancel j
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23. Click Next on the Apply 
page.

Click Finish on the Summary 
page.

New SMB3 Server

Summary
You can copy the configuration information below for future reference.

Name

Type

Credentials

Review

Apply

Summary

Summary:
[standalone SMB3 server 'SMBS' was successfully saved.
OS version: Microsoft Windows Server 2022 Datacenter 64-bit (10.0.20348 build:20348).
User: GOODDEALMARTXcsun
Hardware info:

Chassis type: Virtual (Hyper-V)
Cores count: 2

Components:
Hyper-V Integration using port 6163
Installer using port 6160
Transport using port 6162

| Finish |
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24. Ensure the new Microsoft 
SMB3 server is added.
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Add Microsoft Windows Servers

Suppose you plan to use as backup infrastructure components and servers that you plan to use 

for various types of restore operations. In that case, you must add the Microsoft Windows servers 

to the backup infrastructure.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
Managed Servers.

5. Right-click Managed 
Servers and select Add 
Server.

6. On the Add Server page, 
select Microsoft 
Windows.
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7. Enter the Microsoft 
Windows server's full DNS 
name or IP address on the 
Name page.

8. Give a brief description in 
the Description field for 
future reference and click 
Next.

9. Select an account from 
the Credentials drop­
down list on the 
Credentials page or click 
Add on the right to add 
the credentials.
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10. On the Credentials page, 
enter a user name in the 
Username field. You also 
can click Browse to select 
an existing user account.

11. Enter the password In the 
Password field.

12. Give a brief description in 
the Description field for 
future reference and click 
OK.

13. On the Credentials page,
click Ports.

New Windows Server

Select an account with local administrator privileges on the server you are adding. Use DOMA1N\USER 
format for domain accounts, or HOSTXUSER for local accounts.

Credentials

Specify server credentials.

X

Click Ports to customize network ports to be used by individual components. Ports...

Previous | Next > | Cancel
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14. If necessary, change the 
network ports used by 
Veeam Backup & 
Replication components 
on the Network Settings 
page.

15. Configure connection 
settings for file copy 
operations in the Network 
Seffings window's Data 
transfer options section. 
Provide a set of ports for 
transmission channels 
between the source and 
target hosts (one port per 
task).

16. Select the Run server on 
this side checkbox in the 
Preferred TCP connection 
role section. The outside 
client cannot connect to 
the server on the NAT 
network in the NAT 
scenario. As a result, 
services that require 
external connection 
initiation may be 
disrupted.

17. Click OK.
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20. Click Next on the Apply 
page.

21. Click Finish on the
Summary page.
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22. Ensure the new Microsoft 
Windows server is added.

1 L=°J Setver Tools Veeam Backup and Replication ° »Homest.-*, s

a [V- Microsoft Hyper-V
g Standalone Hosts

a ngSMBS
1^1 Standalone Hosts

Home

g HPHV01 Microsoft Hyper-V server Created by GOODDEALMARTXcsun at 2/3/2023 10:...
g SMBS Standalone SMB3 server Created by GOODDEALMAKTXcsun at 2/3/2023 12:...
ft-STORAGE-WIN Microsoft Windows server Created by GOODDEALMARIXcsun at 2/3/2023 1:1...

G
> E

? .
9 

s'
 f I

 

[ [ s
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Add Linux Server for a hardened repository

Suppose you plan to use backup infrastructure components and servers that you plan to use for 

various types of restore operations. In that case, you must add the Linux servers to the backup 

infrastructure.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
Managed Servers.

5. Right-click Managed 
Servers and select Add 
Server.

6. Select Linux on the Add
Server page.
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7. Enter the Linux server's 
full DNS name or IP 
address on the Name 
page.

8. Give a brief description in 
the Description field for 
future reference and click 
Next.

9. Click Add on the SSH 
Connection page and 
select Single-use 
credential for the 
hardened repository.

Note:

These credentials are not 
saved by Veeam Backup & 
Replication. They are only 
used to install Veeam Data 
Mover on the server. These 
credentials reduce the rights 
of the Veeam Data Mover. 
Single-use or temporary 
credentials are recommended 
options for a hardened 
repository.
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10. On the Credentials page, 
Enter a username

11. Enter a user name in the 
Username field.

12. Enter a password in the 
Password field.

13. Enter 22 in the SSH port 
field.

14. Give a brief description in 
the Description field for 
future reference and click 
OK.

15. On the SSH Connection 
page, click Advanced.
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16. Select Yes on the trust 
warning message page.
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17. If necessary, change the 
network ports used by 
Veeam Backup & 
Replication components 
on the Network Seffings 
page.

18. In the Service console 
connection section, enter 
an SSH timeout. The 
default timeout is set to 
20000 ms.

19. Configure connection 
seffings for file copy 
operations in the Network 
Seffings window's Data 
transfer options section. 
Provide a set of ports for 
transmission channels 
between the source and 
target hosts (one port per 
task).

20. Select the Run server on 
this side checkbox in the 
Preferred TCP connection 
role section. The outside 
client cannot connect to 
the server on the NAT 
network in the NAT 
scenario. As a result, 
services that require 
external connection 
initiation may be 
disrupted.
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21. Click OK.

22. Click Next on the SSH
Connection page.

23. Click Apply on the Review 
page.
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24. Click Next on the Apply 
page.

New Linux Server

Apply
Please wait while required operations are being performed.This may take a few minutes..,

Name Message Duration

SSH Connection O Restarting Installer service

i Connecting to Veeam Installer service on server
Review © Discovering installed packages

© install ing Tra nsport service

) Setting backup server certificate

0:00:33
Apply

Summary © Resolving backup server certificate's thumbprint

© Setting backup client certificate

© Restarting Transport service

1 Testing Veeam Transport service connection

O Discovering installed packages

© Collecting hardware info

© Creating database records for server

0:00:03

J Collecting disks and volumes info 

© Linux server saved successfully

0:00:09

25. Click Finish on the
Summary page.

New Linux Server

1 1 Summary
® You can copy the configuration information below for future reference.

Name Sammaijr

SSH Connection

Review

Apply

Linux host 'ubuntu20045‘ was successfully saved.
SSH options:

Credentials type: Single-use
User: veeamrepouser
Elevate account privileges automatically: yes
Add account to the sudoers file: no
Use "su" if “sudo'' faits: yes

Summary Hardware info:
Chassis type: Virtual (Hyper-V)
Cores count: 1

Components
Installer using port 6160
Transport using port 6162
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26. Ensure the new Linux 
server is added.
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Add Off-Host Backup proxy servers

Off-Host Backup proxy servers will retrieve VM data from the source datastore, process it and 

transfer it to the destination. The off-host backup proxy removes unwanted overhead on the 

production Hyper-V host.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
Backup Proxies.

5. Right-click Backup Proxies 
and select Add Proxies.

6. Select Hyper-V off-host 
backup proxy on the Add 
Backup Proxy page.

Add 
Selects

is

B

R

Backup Proxy
type of backup proxy you want to add.

General-purpose backup proxy
Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.

Hyper-V off-host backup proxy
Adds a backup proxy for agentless Microsoft Hyper-V VM backups.

Azure proxy appliance
Adds a proxy appliance for improved restore performance to Microsoft Azure.

Cancel
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7. Click Add New in the 
Choose server field on the 
Server page.

8. Enter the Microsoft 
Windows server's full DNS 
name or IP address on the 
Name page.

9. Give a brief description in 
the Description field for 
future reference and click

Mew Windows Server X

|““| Name
Specify DNS name or IP address of Microsoft Windows server.

!=_■

Mame DNS name or IP address:

Credentials
HPHV01

Jescription:

Review

Apply

Summary

Created by GOODDEALMARTXcsun at 2/3/2023 5:23 PM.

Next.

|| |Next > | Cancel

168



Chapter 3 Configuration

10. Select an account from 
the Credentials drop­
down list on the 
Credentials page or click 
Add on the right to add 
the credentials.

11. On the Credentials page, 
enter a user name in the 
Username field. You also 
can click Browse to select 
an existing user account.

12. Enter the password In the 
Password field.

13. Give a brief description in 
the Description field for 
future reference and click 
OK.
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14. On the Credentials page, 
click Ports.
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15. If necessary, change the 
network ports used by 
Veeam Backup & 
Replication components 
on the Network Seffings 
page.

16. Configure connection 
seffings for file copy 
operations in the Network 
Seffings window's Data 
transfer options section. 
Provide a set of ports for 
transmission channels 
between the source and 
target hosts (one port per 
task).

17. Select the Run server on 
this side checkbox in the 
Preferred TCP connection 
role section. The outside 
client cannot connect to 
the server on the NAT 
network in the NAT 
scenario. As a result, 
services that require 
external connection 
initiation may be 
disrupted.

Component Control Port

Installer 6160
Transport 6162
vPower NFS 6161
Mount Server 6170
WAN Accelerator 6164
Tape Proxy 6166
Cloud Gateway 6168
Veeam Distribution... 9380
Veeam Backup VSS 1... 6210
Veeam VSS Hardwar... 6211

Rescan

18. Click OK.
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19. Click Next on the
Credentials page.

20. Click Apply on the Review 
page.
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21. On the Apply page, click 
Next.

New Windows Server

B Apply
Please wait while required operations are being performed.This may take a few minutes..,

Name Message Duration

Credentials
© Starting infrastructure item update process 

O Collecting hardware info

0:00:05

Review © Detecting operating system

Apply
: Detecting OS version

J Registering client VBR12PostgreSQL for package Transport

Summary © Discovering installed packages

© All required packages have been successfully installed

© Creating database records for server

J Detecting server configuration

© Creating configuration database records for installed packages

© Collecting disks and volumes info

1 Microsoft Windows server saved successfully

0:02:55

< Previous | Next Finish

22. Click Finish on the
Summary page.

Name

Credentials

Review

Apply

Summary

New Windows Server X

H
 Summary

You can copy the configuration information below for future reference.

Summary:

Microsoft Windows server 'HPHVOT was successfully saved, 
OS version: Microsoft Windows Server 2022 Datacenter 64-bit (10.0.20348 build:20348}.
User HPHV01\Administrator
Hardware info:

Chassis type: Physical
Cores count: 4

Components:
Hyper-V Integration using port 6163
Installer using port 6160
Transport using port 6162

Finish |
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23. Give a brief description in 
the Proxy description field 
for future reference.

24. In the Connected volumes 
field, leave the default 
seffings.

25. Enter the number of tasks 
the off-host backup proxy 
must handle concurrently 
in the Max concurrent 
tasks field.

26. Click Next.

27. On the Traffic Rules page, 
click Next.

28. You can open global 
network traffic seffings 
and modify them directly 
from the New Hyper-V 
Off-Host Proxy wizard. To 
do this, click the Manage 
network traffic rules link 
at the bottom of the 
wizard.

New Hyper-V Off-Host Proxy

Server

Traffic Rules
Review network traffic encryption and throttling rules which apply to this backup proxy.

Traffic Rules

Review

Apply

Summary

Network traffic rules control encryption and throttling of network traffic based on the destination. 
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

The following network traffic rules apply to this proxy:

Name

Internet

Manage network traffic rules

Encryption Throttling Time period

Enabled Disabled

< Previous | Next> | Cancel
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29. Click Apply on the Review 
page.

30. Click Next on the Apply 
page.

| Elgrt > | | Cancel |

Message

Starting infrastructure item update process
© Registering client VBR12PostgreSQL for package Transport

Registering client VBR12PostgreSQL for package Hyper-V Integration

Duration

0:00:05

© Discovering installed packages
© All required packages have been successfully installed 

Creating database records for proxy.
© Creating database records for installed packages.

I 1 Checking for updates
© Hyper-V backup proxy has been saved successfully

0:00:10
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31. Click Finish on the
Summary page.

32. Ensure the new Off-Host 
Backup proxy server is 
added.
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Add WAN Acceleration

Veeam's WAN acceleration technology optimizes data transfer to remote locations. It is explicitly 

designed for off-site backup copy and replication jobs. You must deploy a pair of WAN 

accelerators in your backup infrastructure to enable WAN acceleration and data deduplication 

technologies.

Note:

The Veeam Universal License includes WAN acceleration. Veeam Backup & Replication Enterprise 

or Enterprise Plus editions are required when using a legacy socket-based licence.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.
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3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
WAN Accelerators.

5. Right-click WAN 
Accelerators and select 
Add WAN Accelerator.

6. Select a Microsoft 
Windows server from the 
Choose server drop-down 
list on the Server page.

7. Give a brief description in 
the Description field for 
future reference.

8. Specify the port number 
in the Traffic port field.

9. Specify the number of 
connections in the 
Streams field. If the link 
has low latency and high 
bandwidth, the default 
settng (5 streams) may 
sufficiently saturate it 
thoroughly. However, the 
link still needs to be fully 
utilized the number of 
streams may be 
increased. According to 

178



Chapter 3 Configuration

tests, multiplying the link 
speed by 1.5 is a good 
best practice for 
estimating the number of 
streams required for high 
latency.

10. Veeam recommends using 
the High bandwidth mode 
option if your network 
bandwidth exceeds 100 
Mbps. This mode offers 
significant bandwidth 
savings on WAN links less 
than 1 Gbps than the 
direct method.

11. Click Next.

12. Specify a path to the 
folder in the Folder field 
on the Cache page.

13. Specify the size for the 
global cache in the Cache 
size field.

14. Click Next.

Note:

If both WAN accelerators 
(source and target) are set to 
High bandwidth, WAN 
acceleration does not use the 
global cache. However, 
remember that you can 
deactivate the High
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bandwidth mode and return 
to the Low bandwidth mode 
anytime.

15. On the Review page, click 
Apply.
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16. Click Next on the Apply 
page.

Server

Cache

Review

Apply

Summary

Message Duration

Starting infrastructure item update process
© Creating temporary folder
© Package VeeamWANSvc_x64,msi has been uploaded

0:00:05

!. 1 Installing package WAN Accelerator
© Deleting temporary folder

Registering client VBR12PostgreSQL for package Transport
. Registering client VBR12PostgreSQL for package WAN Accelerator
© Discovering installed packages

All required packages have been successfully installed
© Checking WAN Accelerator service state
© Configuring WAN Accelerator

0:00:19

Restarting WAN Accelerator service
© Creating configuration database records for WAN Accelerator 

Creating configuration database records for installed packages
© WAN Accelerator created successfully

0:00:11

| > ]

17. Click Finish on the
Summary page.
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18. Verify that the WAN 
Accelerator has been 
added.
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Physical Machines
Veeam Backup & Replication is a centralized control center for deploying and managing Veeam 

Agent, including Veeam Agent for Microsoft Windows, Linux, IBM AIX, Oracle Solaris, and Mac. 

Physical machines you want to protect with Veeam Agents are organized into protection groups 

in Veeam Backup & Replication. A protection group groups together protected computers of the 

same type. To simplify the management of such computers, Whether you create a protection 

group for laptops, workstations, servers or any other type of computer, Veeam Backup & 

Replication allows you to group them for dedicated and targeted protection easily. A separate 

protection group can also be used for Veeam Agent computers that you manage differently than 

other machines in your infrastructure.

You can use protection groups to automate the Veeam Agent deployment and management on 

computers in the infrastructure. When you configure a protection group, you can specify 

scheduling options for protected computer discovery and Veeam Agent deployment. As a result, 

you do not need to install, configure, and run Veeam Agent on each computer whose data you 

wish to protect. Instead, you can use the Veeam Backup & Replication console to remotely 

perform all Veeam Agent deployment, administration, data protection, and disaster recovery 

tasks.
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Add Veeam Agent to On-Premises Microsoft Windows Physical 
machines

You can back up and restore the On-Premises physical machines running Windows operating 

systems. Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. Select Inventory on the 
Home page.

4. On the Inventory page, 
select Physical 
Infrastructure and click 
Create Protection Group.

5. On the Name page, 
specify a protection group 
name.

6. Give a brief description in 
the Description field for 
future reference and click 
Next.
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7. Select Specify protection 
scope for the created 
protection group on the 
Type page and click Next.

• Individual 
computers: add 
specific 
computers to the 
protection group.

• Microsoft Active
Directory objects: 
select this option 
to add one or 
several Active 
Directory objects 
to the protection 
group.

• Computers from 
CSV file: add to 
the protection 
scope computers 
listed in a CSV file.

New Protection Group

I hrs protection group writ contain:

(•) Individual computers
Static protection scope with one or more individual computers via IP address or DNS name. 
Recommended for smaller environments without an Active Directory.

O Microsoft Active Directory objects
Dynamic protection scope defined by Active Directory containers such as organizational units or 
security groups, and exclusion rules.

O Computers from CSV file
Dynamic protection scope defined by the content of a comma-separated values (.csv) file with 
computer names that is hosted on a file share. Recommended for larger environments without 
Active Directory, or for CMDB integration.

O Computers with pre-installed backup agents
This protection group will catch all computers with a backup agent deployed from a custom 
installation package specific to this group. Computers will appear in the protection group upon 
establishing their first connection to the backup server.

O Cloud machines
Dynamic protection scope for Amazon EC2instances and Microsoft Azure VMs. Discovery and 
backup agents deployment is performed using cloud-native APIs without requiring a direct 
network connection.

• Computers with 
pre-installed 
agents: create a 
protection group 
for pre-installed 
Veeam Agents.

• Cloud machines: 
select this option 
to add Amazon 
EC2 instances or
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Microsoft Azure 
virtual machines.

8. Click Add on the 
Computers page.

9. Specify a DNS name or IP 
address on the Add 
Computer page.

10. From the Credentials list, 
select a user account with 
administrative 
permissions on the 
computer and click OK.

11. If you need to set up 
credentials beforehand, 
click the Manage accounts 
link or Add on the right.
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12. Click Test Now on the
Computers page.

13. On the Guest Credentials 
Test page and click Close.
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14. Click Next on the
Computers page.

Computers

New Protection Group

Computers:

15. On the Options page, in 
the Discovery section, 
define the schedule for 
automatic computer 
discovery within the 
scope of the protection 
group.

16. In the Deployment 
section, select a Microsoft 
Windows server from the 
Distribution server list to 
serve as a distribution 
server.

17. Select the Install Backup 
agent checkbox.

18. Select the Install changed 
block tracking driver (for

New Protection Group X

Options
g—. Specify a machine discovery schedule and agent deployment options,

Na™ Ji-.ccvov
Rescan protection group every:

TyPe (•) Daily at this time: | 500 PM Everyday

Computers Q Periodically every: I

Opbon, pcploymml
Distribution server:

Review backupserver003.tech.lo cal v| Add,.,

Protected machines will download backup agents from this seiver,

0 Install backup agent
Summary g Install changed block tracking dnver (for Windows machines only)

0 Install application plug-ins; configure plug-ins to be installed Configure..

0 Auto-update backup agents and plug-ins

0 Perform reboot automatically if required

Customize advanced protection group settings such as e-mail notifications. Advanced...
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Windows machines only) 
checkbox.

19. Click Advanced to 
customize advanced 
protection group seffings.

20. On the Advanced Seffings 
page, specify the below 
seffings that will be 
deployed on computers 
included in the protection 
group and click OK.

• Limiting
bandwidth 
consumption: 
specify the 
maximum speed 
for transferring 
backed-up data 
from the Veeam 
Agent computer 
to the target 
location.

• Restrict metered 
connections 
usage: Veeam 
Agent 
automatically 
detects metered 
connections and 
does not perform 
backup when
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your computer is 
on such 
connection.

• Restrict VPN 
connection usage: 
Veeam Agent for 
Microsoft 
Windows will 
automatically 
detect a VPN 
connection and 
not perform a 
backup when the 
Veeam Agent 
computer is on 
such a 
connection.

• Restrict Wi-Fi 
usage to these 
networks: restrict 
usage of wireless 
networks for 
Veeam Agent 
running on 
Microsoft 
Windows 
workstations.

21. Backup I/O seffings: You 
can instruct Veeam Agent 
for Microsoft Windows to 
throttle its activities 
during backup.

• Throttle agent 
activity on the 
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type of computers 
to throttle Veeam 
Agent backup 
activities: 
Workstations, 
Servers, or All 
hosts.

22. Security seffings: You can 
allow user accounts that 
do not have 
administrative privileges 
on a Veeam Agent 
computer to perform a 
file-level restore on this 
computer.
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23. On the Advanced page, 
select Notifications.
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24. On the Notification page, 
select Send daily agent 
status report e-mail to the 
following recipients: 
checkbox and enter an 
email address.

25. Enter several addresses 
separated by a semicolon.

26. You can use global 
notification seffings or 
specify custom 
notification seffings and 
click OK.
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27. On the Options page, click 
Next.

New Protection Group

Options
g—. Specify host discovery schedule and automatic backup agent deployment options.

■51

X

Name Discovery

Rescan protection group every:
Type

(•) Daily at this time 9:00 PM C Everyday

Computers O Periodically every: 1 Hours

Options —1 Deployment

Review Distribution server

VBR11.gooddealmart.ca (Backup server) V
Apply Protected computers will download backup agent redistnbutable from this server.

Summary 0 Install backup agent automatically (recommended)

0 Auto-update backup agent

0 Install changed block tracking driver on Windows Server OS

0 Perform reboot automatically if required

Customize advanced protection group settings such as e-mail notifications. | Advanced |

< Previous Next > Cancel

28. On the Review page, click 
Apply.

Component name Status

Transport already exists
Veeam Distribution Service will be installed
Veeam Agent for Microsoft Windows Redistributable already exists
Veeam Application Plug-ins Redistributable already exists

■revious |_AppJy__|

195



Chapter 3 Configuration

29. Click Next on the Apply 
page.

New Protection Group

0:00:01
0:00:30

Deploying distribution service
© [VBRIZPostgreSQL] Connecting to Veeam Installer service

[VBRIZPostgreSQL] Discovering installed packages
© [VBRIZPostgreSQL] Creating temporary folder

. Package Veeam DistributionSvc.msi has been uploaded
© [VBR12PostgreSQL] Installing package Veeam Distribution Service

' [VBRIZPostgreSQL] Deleting temporary folder
[VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package Transport 

! [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package Veeam ...
© [VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package Veeam ...

[VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package Veeam ...
© [VBRIZPostgreSQL] Discovering installed packages

. All required packages have been successfully installed
© Creating configuration database records for installed packages

© Creating database records for protection group

< Previous | Next > | | Finish j

30. On the Summary page, 
select Run discovery 
when I click the Finish 
checkbox and click Finish.
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31. Ensure the operation is 
complete without error 
on the Agents discovery 
session page.

32. Verify that the protection 
group has been added.
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Add Veeam Agent to On-Premises Linux Physical machines

You can back up and restore the On-Premises physical machines running Linux operating systems. 

Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.

3. Select Inventory on the 
Home page.

4. On the Inventory page, 
select Physical 
Infrastructure and click 
Create Protection Group.
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5. On the Name page, 
specify a protection group 
name.

6. Give a brief description in 
the Description field for 
future reference and click 
Next.

7. Select Specify protection 
scope for the created 
protection group on the 
Type page and click Next.

• Individual 
computers: add 
specific 
computers to the 
protection group.

• Microsoft Active
Directory objects: 
select this option 
to add one or 
several Active 
Directory objects 
to the protection 
group.

• Computers from 
CSV file: add to 
the protection 
scope computers 
listed in a CSV file.

• Computers with 
pre-installed 
agents: create a 
protection group 
for pre-installed 
Veeam Agents.

• Cloud machines: 
select this option 
to add Amazon
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EC2 instances or 
Microsoft Azure 
virtual machines.

8. Click Add on the 
Computers page.

9. Specify a DNS name or IP 
address on the Add 
Computer page.

10. From the Credentials list, 
select a user account with 
administrative 
permissions on the 
computer and click OK.

11. If you need to set up 
credentials beforehand, 
click the Manage accounts 
link or Add on the right.

12. Click Add in the 
Credentials field, select 
Stored and click Linux 
account.

New Protection Group

Computers
Specify computers to include in this protection group.

Name

Type

Computers

Options

Review

Apply

Summary

| Add... ~|

I User...

Host name or IP address: 
I ubuntu2OO45

Add Computer

CFickTest Now to validate the specified credentials.

Standard account...

Linux account...

Linux private key...

< Previous Next> Fim Cancel
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13. On the Credentials page, 
Enter a user name in the 
Username field.

14. Enter a password in the 
Password field.

15. Enter 22 in the SSH port 
field.

16. Select the Elvate account 
privileges automatically 
checkbox for a non-root 
user with root account 
privileges.

17. Select Add account to the 
sudoers file checkbox.

18. Enter the password in the 
Root password field.

19. Give a brief description in 
the Description field for 
future reference and click 
OK.

20. Click OK on the add 
Computer page.
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21. Click Test Now on the
Computers page. Computers

New Protection Group

< Previous Next > Cancel

22. On the Guest Credentials 
Test page and click Close.
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23. Click Next on the
Computers page.

New Protection Group X

Computers
Q__ । Specify computers to include in this protection group.if
Marne Computers

Type
Computer Account
§ ubuntu20045 cary

Add... |

Set User...
Computers

Options

Review

Apply

Summary

1 .... 1
Remove

Click Test Now to validate the specified credentials. | Test Now |

< Previous Next > | Cancel [

24. On the Options page, in 
the Discovery section, 
define the schedule for 
automatic computer 
discovery within the 
scope of the protection 
group.

25. In the Deployment 
section, select a Microsoft 
Windows server from the 
Distribution server list to 
serve as a distribution 
server.

26. Select the Install Backup 
agent checkbox.

27. Click Advanced to 
customize advanced
protection group seffings.
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28. On the Advanced Seffings 
page, specify the below 
seffings that will be 
deployed on computers 
included in the protection 
group and click OK.

• Limiting
bandwidth 
consumption: 
specify the 
maximum speed 
for transferring 
backed-up data 
from the Veeam 
Agent computer 
to the target 
location.

• Restrict metered 
connections 
usage: Veeam 
Agent 
automatically 
detects metered 
connections and 
does not perform 
backup when 
your computer is 
on such 
connection.

• Restrict VPN 
connection usage: 
Veeam Agent for 
Microsoft 
Windows will
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automatically 
detect a VPN 
connection and 
not perform a 
backup when the 
Veeam Agent 
computer is on 
such a 
connection.

• Restrict Wi-Fi 
usage to these 
networks: restrict 
usage of wireless 
networks for 
Veeam Agent 
running on 
Microsoft 
Windows 
workstations.

29. Backup I/O seffings: You 
can instruct Veeam Agent 
for Microsoft Windows to 
throttle its activities 
during backup.

• Throttle agent 
activity on the 
type of computers 
to throttle Veeam 
Agent backup 
activities: 
Workstations, 
Servers, or All 
hosts.
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30. Security seffings: You can 
allow user accounts that 
do not have 
administrative privileges 
on a Veeam Agent 
computer to perform a 
file-level restore on this 
computer.

31. On the Advanced page, 
select Notifications.
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32. On the Notification page, 
select Send daily agent 
status report e-mail to the 
following recipients: 
checkbox and enter an 
email address.

33. Enter several addresses 
separated by a semicolon.

34. You can use global 
notification seffings or 
specify custom 
notification seffings and 
click OK.
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35. On the Options page, click
Next.

36. Click Apply on the Review
page.

Mew Protection Group

Marne

Review
Review the settings, and click Apply to continue.

Type

Computers

Options

Review

Apply

The following componentswill be processed on VBR12PostgreSQL.gooddealmart.ca:

Component name Status

Transport already exists
Veeam Distribution Service already exists
Veeam Agent for Linux Redistributable already exists
Veeam Application Plug-ins Redistributable already exists

Summary

'revious | | Apply | [ Cancel |
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37. Click Next on the Apply 
page.

Mew Protection Group

Apply

X

|~| PI ease wait while we are installing and configuring required components, this may take a few minutes.

Marne

Type

Computers

Options

Review

Message Duration

© Starting infrastructure item update process 0:00:03

Deploying distribution service
S [VBRIZPostgreSQL] Connecting to Veeam Installer service 

[VBR12PostgreSQL] Discovering installed packages
. [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package Transport

. [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package Veeam ...
. [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package Veeam ...
Li'1 [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package Veeam ...

[VBR12PostgreSQL] Discovering installed packages
’ All required packages have been successfully installed

© Creating configuration database records for installed packages

!. Creating database records for protection group

Apply

Summary

< Previous | Next > | Finish

38. On the Summary page, 
select the Run discovery 
when I click the Finish 
checkbox and click Finish.

209



Chapter 3 Configuration

39. Verify the Machine rescan 
result and click Close.

40. Verify that the protection 
group has been added.
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Backup Repository
Veeam stores backup files and metadata for replicated virtual machines in a backup repository. 

You can use the following storage types to set up a backup repository:

• Microsoft Windows server with local or network storage.

• Linux server with local or network storage.

• Linux server with a hardened repository.

• SMB (CIF) share network attached storage.

• NFS Share network attached storage.

• Deduplicatings storage appliances.

• Object storage.

Do not configure multiple backup repositories pointing to the exact location or using the same 

path.
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Add the Microsoft Windows server’s local directory as a Backup 
Repository

You can add the following types of storage to the Microsoft Windows server as a backup 

repository:

• A local disk.

• A directly attached disk-based storage (such as a USB hard drive).

• SCSI/FC SAN LUN in case the server is connected to the SAN fabric.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.
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3. Select Backup 
Infrastructure on the 
Home page.

4. Select Backup 
Repositories on the 
Backup Infrastructure 
page.

5. Right-click Backup 
Repositories and select 
Add backup repository.

6. Select Direct attached 
storage on the Add 
Backup Repository page.
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7. Select Microsoft Windows 
on the Direct Attached 
Storage page.

8. On the Name page, 
specify a Backup 
Repository name.

9. Give a brief description in 
the Description field for 
future reference and click 
Next.
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10. On the Server page, select 
the Microsoft Windows 
server from the 
Repository server drop­
down list and click 
Populate.

11. Select the disk and click 
Next.

New Backup Repository

Server
j Choose repository se

Name

x

rver, You can select server from the list of managed servers added to the console.

Repository server:

STORAGE-WIN (Created by GOODDEALMART\csun at 2/3/20231:12 PM.) Add New,..
Server

Repository

Mount Server

Review

Apply

Summary

Path Capacity Free

®G\ 29.4 GB 15.5 GB
ODA 126.9 GB 125.6 GB

Popu fate

< Previous I Next > I Cancel
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12. On the Repository page, 
click Populate to review 
the disk capacity and free 
space.

13. Use the Load control 
seffings to manage the 
load on the backup 
repository and avoid 
storage I/O.

14. Click Advanced.
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15. On the Storage 
Compatibility Seffings, 
select Align backup file 
data blocks 
(recommended) checkbox

16. Select Use per-machine 
backup files and click OK.

Note:

Select Decompress backup file 
data blocks before storing if 
you use a deduplicating 
storage feature or appliance.

17. Click Next on the 
Repository page.

Storage Compatibility Settings X

0 Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage 
CPU usage by avoiding unaligned I/O. Increases backup size by less than 2%.

II Decompress backup file data blocks before storing
Source data mover compresses data according to the backup job compression 
settings to minimize LAN traffic. Uncompressing the data before storing allows 
for better deduplication ratio on most deduplicating storage appliances.

0 This repository is backed by rotated drives
Backup jobs pointing to this repository will tolerate the disappearance of 
previous backups by creating a new full, and track the repository volume 
location across unintentional drive letter changes.
When a dnve is changed:

Continue existing backup chains (if present)

0 Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple I/O 
streams, such as enterprise grade block storage and deduplicating storage 
appliances. Enables additional backup management functionality.

OK Cancel

New Backup Repository X

Repository 
. Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder

D:\8ackups Browse­

Repository ^5 Capacity: 126.9 GB Populate

** Free space: 125.6 GB
Mount Server

Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and

cause I/O timeouts. Control storage device saturation with the following settings:
APP>y 0 Limit maximum concurrent tasks to: 4 “

Summary Q Limit read and write data rate to: 'l C MB/s

Click Advanced to customize repository settings. | Advanced...

< Previous Next > Cancel
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18. Select a mount server 
from the Mount server 
drop-down list on the 
Mount Server page.

19. Select a folder in the 
Instant recovery write 
cache folder field for 
writing cache during 
mount operations.

20. Unselect Enable vPower 
NFS service on the mount 
server because the 
vPower NFS service is not 
used for instant recovery 
to a Microsoft Hyper-V 
VM.

21. Click Next.

22. On the Review page, click 
Apply.

23. Select the Search the 
repository for existing 
backups and import them 
automatically checkbox if 
the backup repository 
contains backups 
previously created with 
Veeam Backup & 
Replication.

24. Select the Import guest 
file system index data to 
the catalog checkbox if 
the backup repository 
contains guest file system
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index files previously 
created by Veeam Backup 
& Replication.

25. Click Next on the Apply 
page.

New Backup Repository X

Apply
L ] Please wait while backup repository is created and saved in configuration, this may take a few minutes.

| Met -•

Name Message Duration A

Server [STORAGE-WIN] Discovering installed packages 
i. “ [STORAGE-WIN] Creating temporary folder

Repository

Mount Server

Review

I?'1 Package VeeamMountService.msi has been uploaded
Package VeeamDeploymentSvc.exe has been uploaded 

O PackageVeeamDeploymentDll.dll has been uploaded 

. Package VeeamGuestAgent_x85,msi has been uploaded 
V Package VeeamGuestAgent_x64,msi has been uploaded

0:00:02

Apply

Summary

O [STORAGE-WIN] Installing package Mount Server

[STORAGE-WIN] Deleting temporary folder
: [STORAGE-WIN] Registering client VBR12PostgreSQLfor package Tran.., 
© [STORAGE-WIN] Registering client VBRIZPostgreSQLfor package Mou... 

:. [STORAGE-WIN] Discovering installed packages
© All required packages have been successfully installed

Detecting server configuration
© Creating configuration database records for installed packages

© Collecting backup repository info

. Creating database records for repository
! Backup repository has been saved successfully

0:01:10

V

26. Click Finish on the 
Summary page.
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27. Verify that the new 
Backup Repository has 
been added.
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Add the Linux server’s local directory as a Backup Repository

You can add the following types of storage to the Linux server as a backup repository:

• A local disk.

• A directly attached disk-based storage (such as a USB hard drive).

• NFS share.

• SCSI/FC SAN LUN in case the server is connected to the SAN fabric.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.
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3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
Backup Repositories.

5. Right-click Backup 
Repositories and select 
Add backup repository.

6. Select Direct attached 
storage on the Add 
Backup Repository page.
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7. Select Linux on the Direct
Attached Storage page.

Direct Attached Storage
Select the operating system type of a server you want to use as a backup repository.

■ ■ M icrosoft Wi ndo ws
® Adds local storage presented as a regular volume or Storage Spaces. For better performance and storage 

efficiency, we recommend using ReFS.

Linux
Adds local storage or locally mounted NFS share. For better performance and storage efficiency, we recommend 
using XFS. The Linux server must use bash shell, and have SSH and Perl installed.

Linux (Hardened Repository)
Requires a Linux server with internal or direct attached storage. This configuration enables protection against 
cybersecurity threats with immutable backups. The Linux server must use bash shell and have SSH installed. For 
reduced attack surface, minimal Linux installation is highly recommended.

8. On the Name page, 
specify a Backup 
Repository name.

9. Give a brief description in 
the Description field for 
future reference and click 
Next.
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10. On the Server page, select 
the Linux server from the 
Repository server drop­
down list and click 
Populate.

New Backup Repository X

... Server
j Choose repository server. You can select server from the list of managed servers added to the console.

Name Repository server

• ubuntu20045 (Crested by GOODDEALMARRcsun at 2/7/2023 2:42 PM.) v Add New...
Server

Repository

Mount Server

Review

Apply

Summary

Path Capacity Free Populate

< Previous 1 Next > 1 Cancel

11. Select the disk and click 
Next.

New Backup Repository

... - Server
| Choose repository server. You can select server from the list of managed servers added to the console.

X

Name lepository server

ubuntu20045 (Created by GOODDEALMAEUXcsun at 2/7/2023 2:42 PM.) Add New...
Server

Repository

Mount Server

Review

Apply

Summary

Path Capacity Free

(E)/ (/dev/mapper/ubuntu--vg- ubuntu--Iv) 9.7 GB 3.7 GB
©/boot (/dev/sda2) 1.7 GB 1.4 GB
O/boot/efi (/dev/sdal) 951.1MB 945.9 MB
©/dev (udev) 915.1MB 915.1MB
©/dev/shm (tmpfs) 959.2 MB 959.2 MB
O/rnnt/backupxfs01 (/dev/sdb) 126.9 GB 126 GB
©/run (tmpfs) 191.8 MB 190.9 MB
O/run/lock (tmpfs) 5 MB 5 MB

/snap/core20/1611 (/dev/loopO) 62 MB OB
/snap/core20/1778 (/dev/loopJ) 63.4 MB OB
/snap/lxd/22753 (/dev/loop1) 67.9 MB OB
/snap/bcd/24061 (/dev/loopS) 91.9 MB OB
/snap/snapd/17883 (/dev/loop2) 49.6 MB OB
/snap/snapd/17950 (/dev/ioop4) 49.9 MB OB

©/sys/fs/cgroup (tmpfs) 9592 MB 959.2 MB

Populate

< Previous | Next > [ Cancel |
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12. On the Repository page, 
click Browser for Path to 
folder.
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13. On the Select Folder page, 
expand the server.

14. Select the 
NonHardenedBackups 
folder and click OK.

Select Folder

Folders:

dev 
etc 

' | 'home
t> lib
[> libBZ
: !_2 |ib64
[> libxSZ
' F’.’’ lost-ffound

1’ i media
J ' mnt

J backupxfsOI
backups

A

NonHardendedBackups 
l> ri opt 

proc 
t> root
t> run

sbin 
> |” ' snap 
L' i.. i 
& [7.1 sys

New Folder OK Cancel
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15. On the Repository page, 
click Populate.

16. On the Repository page, 
select Use fast closing on 
XFS volumes.

17. Use the Load control 
seffings to manage the 
load on the backup 
repository and avoid 
storage I/O timeouts.

18. Click Advanced.

Mew Backup Repository X

. Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder

$erver |/mntZbackupxfs01/NonHardendedBackups | Browse...

Repository f SB Capacity: 126.9 GB | Populate |

Free space: 126 GB 
Mount Server 

0 Use fast cloning on XFS volumes (recommended)
Review Reduces storage consumption and improves synthetic backup performance.

Load control 
Running too many concurrent tasks against the repository may reduce overall performance, and 
cause I/O timeouts. Control storage device saturation with thefollowing settings:

Summary _  . . . ' ' ’ r—-—$=i'; '.......................... "
0 Limit maximum concurrent tasks to: 4 -3

| | Limit read and write data rate to; I 3 -

Click Advanced to customize repository settings. [Advanced... |

< Previous Next > Cancel |
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19. On the Storage 
Compatibility Seffings, 
select Align backup file 
data blocks 
(recommended) checkbox

20. Select Use per-machine 
backup files and click OK.

Note:

Select Decompress 
backup file data blocks 
before storing if you use a 
deduplicating storage 
feature or appliance.

21. On the Repository page, 
click Next.

Storage Compatibility Settings X

0 Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage 
CPU usage by avoiding unaligned I/O. Increases backup size by less than 2%.

II Decompress backup file data blocks before storing
Source data mover compresses data according to the backup job compression 
settings to minimize LAN traffic. Uncompressing the data before storing allows 
for better deduplication ratio on most deduplicating storage appliances.

0 This repository is backed by rotated drives
Backup jobs pointing to this repository will tolerate the disappearance of 
previous backups by creating a new full, and track the repository volume 
location across unintentional drive letter changes.
When a dnve is changed:

Continue existing backup chains (if present)

0 Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple I/O 
streams, such as enterprise grade block storage and deduplicating storage 
appliances. Enables additional backup management functionality.

OK Cancel

New Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder

$ervef /mnvbackupxfsObNonHardendedBackups  Browse­

Repository ~| ^5 Capacity: 126.9 GB | Populate |

Free space: 126 GB 
Mount Server 

fed Use fast cloning on XFS volumes (recommended)
Review Reduces storage consumption and improves synthetic backup performance.

Load control
Running too many concurrent tasks against the repository may reduce overall performance, and 
cause I/O timeouts. Control storage device saturation with the following settings:

Summary -------- >—o
0 Limit maximum concurrent tasks to: 4

□ Limit read and write data rate to: 1 C ' ■■

Click Advanced to customize repository settings. Advanced...

< Previous Next > Cancel
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22. Select a mount server 
from the Mount server 
drop-down list on the 
Mount Server page.

23. Select a folder in the 
Instant recovery write 
cache folder field for 
writing cache during 
mount operations.

24. Select Enable vPower NFS 
service on the mount 
server (recommend) and 
click Ports.

25. Review the ports seffings 
on the vPower NFS Port 
Seffings and click OK.
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26. Click Next on the Mount
Server page.

New Backup Repository X

Mount Server

: Sp«<y a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
. Instant recoveries require a write cache folder to store changed disk blocks in.

Name Mount -erver
VBR12Po$tgreSQl.gooddealmart.ca (Backup server) v| Add New...

Server
Instant recovery write cache folder

Repository C:\ProgMmDataWeeam\Bjekop\IRCaohe\ Brome...

Mount Server 1 ^niure ^at the selected volume has sufficient free disk space to store changed disk blocks of instantly
■ recovered machines. We recommend placing the write cache folder on an SSO drive.

Review [✓] Enable vPower NFS service on the mount server (recommended) Ports...
Unlocks instant recovery of any backup (physical virtual or cloud) to a VMware vSphere VM.

APP*y vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.

Summary

< Previous | Next > | Cancel

27. Click Apply on the Review 
page.

28. Select the Search the 
repository for existing 
backups and import them 
automatically checkbox if 
the backup repository 
contains backups 
previously created with 
Veeam Backup & 
Replication.

29. Select the Import guest 
file system index data to 
the catalog checkbox if 
the backup repository 
contains guest file system 
index files previously 
created by Veeam Backup 
& Replication.
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30. Click Next on the Apply 
page.

New Backup Repository

Apply
Please wait while backup repository is created and saved in configuration, this may take a few minutes.

। | Next > ~~|

Message Duration

Starting infrastructure item update process 
[VBR12PostgreSQL] Discovering installed packages

O [VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package Tr...

1 [VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package v...
. • [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package... 

[VBR12PostgreSQL] Discovering installed packages
. All required packages have been successfully installed
O Detecting server configuration

. Reconfiguring vPower NFS service
L ‘ Creating configuration database records for installed packages

0:00:03

■© Collecting backup repository info 0:00:03
(. ‘ Creatin g database records for repository
© Backup repository has been saved successfully

0:00:05

31. Click Finish on the
Summary page.

231



Chapter 3 Configuration

32. Verify that the Linux
Backup Repository has 
been added.
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Add the Linux server’s local directory as a Hardened Backup 
Repository

You can add a hardened repository based on a Linux server to your backup infrastructure to 

protect your backup files from loss due to malware activity or unplanned actions. The hardened 

repository supports the following features:

• Immutability: You specify the period when you add a hardened repository, and backup 
files must be immutable.

• Single-use credentials: Credentials will only be used once to add the Linux server to the 
backup infrastructure. The backup infrastructure does not store these credentials. 
Therefore, the attacker cannot access the hardened repository even if the Veeam Backup 
& Replication server is compromised.

Instructions Screenshot (if applicable)
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1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console, 
and click Connect.

3. On the Home page, select 
Backup Infrastructure.

4. On the Backup 
Infrastructure page, select 
Backup Repositories.

5. Right-click Backup 
Repositories and select 
Add backup repository.
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6. Select Direct attached 
storage on the Add 
Backup Repository page.

Add Backup Repository
Select the type of backup repository you want to add.

Direct attached storage
tEa MicrosoftWindows or Linux server with internal or direct attached storage. This configuration enables data 

movers to run directly on the server, allowing for fastest performance,

■ 5 Network attached storage
—«1»— Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you

select a gateway server located in the same site with the share.

Deduplicating storage appliance
□ell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you 
are unable to meet the requirements of advanced integration via native appliance API, use the network attached 
storage option instead.

Object storage
On-prem object storage system or a cloud object storage provider.

Cancel

7. Select Linux (Hardened 
Repository) on the Direct 
Attached Storage page.

Direct Attached Storage
Select the operating system type of a server you want to use as a backup repository.

■ ■ MicrosoftWindows■■ Adds local storage presented as a regular volume or Storage Spaces, For better performance and storage 
efficiency, we recommend using ReFS.

Linux
Adds local storage or locally mounted NFS share. For better performance and storage efficiency, we recommend 
using XFS. The Linux server must use bash shell, and have SSH and Perl installed,

Linux (Hardened Repository)
Requires a Linux server with internal or direct attached storage. This configuration enables protection against 
cybersecurity threats with immutable backups. The Linux server must use bash shell and have SSH installed. For 
reduced attack surface, minimal Linux installation is highly recommended.

Cancel
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8. On the Name page, 
specify a Backup 
Repository name.

9. Give a brief description in 
the Description field for 
future reference and click 
Next.

10. On the Server page, select 
the Linux server from the 
Repository server drop­
down list and click 
Populate.
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11. Select the disk and click 
Next.

ubuntu20045 (Created by GOODDEALMARJ\csun at 2/7/2023 2142 PM.) V

Path Capacity Free

it) / (r‘d ev/mapper/u buntu - - vg- ubu ntu - -1 v) 9.7 GB 3.7 GB
®/boot (/dev/sda2) 1.7 GB 1.4 GB
^3>/baot/efi (/dev/sda1) 951,1 MB 945.9 MB
•/dev (udev) 915,1 MB 915.1 MB
O /d ev/shm (tm pf s) 959.2 MB 9592 MB
O/mnt/backupxfsOI (/dev/sdb) 126.9 GB 126 GB
•/run (tmpfs) 191,8 MB 190.9 MB
Q/run/lock (tmpfs) 5 MB 5 MB

/snap/coreZO/1611 (/dev/loopO) 62 MB OB
/snap/core20/1778 (/dev/loop3) 63.4 MB OB
/snap/lxd/22753 (/dev/loop1) 67,9 MB OB
/snap/bcd/24061 (/dev/loop5) 91.9 MB OB
/snap/snapd/17883 (/dev/loopZ) 49.6 MB OB
/snap/snapd/17950 (/dev/loop4) 49.9 MB OB

®/sys/fs/cgroup (tmpfs) 9592 MB 9592 MB

12. On the Repository page, 
click Browser for Path to 
folder.
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13. On the Select Folder page, 
expand the server.

14. Select the backup folder 
and click OK.
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15. On the Repository page, 
click Populate.

16. On the Repository page, 
select Use fast closing on 
XFS volumes.

17. Select Make recent 
backup immutable for 7 
days. After that, it 
depends on your 
requirement.

18. Use the Load control 
seffings to manage the 
load on the backup 
repository and avoid 
storage I/O timeouts.

19. Click Advanced.
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20. On the Storage 
Compatibility Seffings, 
select Align backup file 
data blocks 
(recommended) checkbox

21. Select Use per-machine 
backup files and click OK.

Note:

Select Decompress 
backup file data blocks 
before storing if you use a 
deduplicating storage 
feature or appliance.

22. On the Repository page, 
click Next.
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23. Select a mount server 
from the Mount server 
drop-down list on the 
Mount Server page.

24. Select a folder in the 
Instant recovery write 
cache folder field for 
writing cache during 
mount operations.

25. Select Enable vPower NFS 
service on the mount 
server (recommend) and 
click Ports.

26. Review the ports seffings 
on the vPower NFS Port 
Seffings page and click 
OK.
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27. Click Next on the Mount
Server page.

28. On the Review page, click 
Apply.

29. Select the Search the 
repository for existing 
backups and import them 
automatically checkbox if 
the backup repository 
contains backups 
previously created with 
Veeam Backup & 
Replication.

30. Select the Import guest 
file system index data to 
the catalog checkbox if 
the backup repository 
contains guest file system 
index files previously 
created by Veeam Backup 
& Replication.
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31. Click Next on the Apply 
page.

New Backup Repository X

Apply
p- ] Please wait while backup repository is created and saved in configuration, this may take a few minutes.

Name

Server

Repository

Mount Server

Review

Message Duration

O Starting infrastructure item update process 0:00:03
© [VBR12PostgreSQL] Discovering installed packages
© [VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package Tr...

[VBRIZPostgreSQL] Registering client VBRIZPostgreSQL for package v,,.
. [VBR12PostgreSQL] Registering client VBRIZPostgreSQL for package... 

[VBR12PostgreSQL] Discovering installed packages
. All required packages have been successfully installed
'3' Detecting server configuration
. Reconfiguring vPower NFS service
y Creating configuration database records for installed packages
© Collecting backup repository info 0:00:03

:. Checking write permissions for the repository folder
© Enabling restricted mode for Installer
© Creatin g database records for repository 0:00:05
© Backup repository has been saved successfully

Apply

Summary

|__ Nett -■

32. Click Finish on the
Summary page.

New Backup Repository X

.. — Summary
ri—You can copy the configuration information below for future reference.

Name Summary:

Server

Repository

Mount Server

Review

Apply

Summary

Hardened backup repository ‘Hardened Backup Repository_ubuntu20045' was successfully saved.

Mount host VBR12PostgreSQL.gooddealmart.c3
Backup fol den /mnt/backupxfs01/backups
Write throughput: unlimited
Max parallel tasks: 4
Fast cloning on XFS volumes: enabled
Days of immutability: enabled for 7 days

| Finish |
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33. Verify that the Hardened 
Backup Repository has 
been added.
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Add Network Attached Storage (SMB or CIFS Shares) as Backup 
Repository

You can use network-attached storage (SMB or CIFS Shares) as backup repositories with Veeam 

Backup and Replication. A network-attached storage (NAS) device can be a shared folder on your 

computer or any other physical device accessed via the Server Message Block (SMB) protocol.

Note:

• You must deploy a gateway server because an SMB share cannot host Veeam Data 
Movers. However, Veeam Backup & Replication will automatically deploy a Veeam Data 
Mover on this gateway server.

• It is recommended that you deploy an additional gateway server in the remote site, 
closer to the SMB repository, if you plan to move VM data to an off-site SMB repository 
over a WAN link,

Instructions Screenshot (if applicable)
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1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.

3. Select Backup 
Infrastructure on the 
Home page.

4. Select Backup 
Repositories on the 
Backup Infrastructure 
page.

5. Right-click Backup 
Repositories and select 
Add backup repository.
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6. On the Add Backup
Repository page, select 
Network attached
storage.

7. Select SMB share on the 
Network Attached 
Storage.
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8. On the Name page, 
specify a Backup 
Repository name.

9. Give a brief description in 
the Description field for 
future reference and click 
Next.

10. On the Share page, enter 
the share folder name in 
the Share folder field.

11. Select This share requires 
access credentials 
checkbox and select a 
credential from the drop­
down list.

12. Select Automatic 
selection or click Choose 
to select the Gateway 
server.

13. Click Next.

a |\\STORAGE-WIN\VBRBackup Browse...
Share

Repository 0 This share requires access credentials:

f-J GOODDEALMARTVcsun (GOODDEALMARTycsun, last edited: S3 days ago) E Add...

Review
Manage accounts

Gateway server:

< Previous | Next ~
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14. Use the Load control 
seffings to manage the 
load on the backup 
repository and avoid 
storage I/O timeouts.

15. Click Advanced.

16. On the Storage 
Compatibility Seffings, 
select Align backup file 
data blocks 
(recommended) checkbox

17. Select Use per-machine 
backup files and click OK.

Note:

Select Decompress backup file 
data blocks before storing if 
you use a deduplicating 
storage feature or appliance.
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18. Click Next on the
Repository page.

New Backup Repository X

Repository 
. Type in path to the folder where backup files should be stored, and set repository load control options.

Name

Share

Repository

Mount Server

Review

Apply

Summary

Location
Path to folder
|fi\STORAGE-WlN\VBRBackup |

9 Capacity: 126.9 GB Populate

'~J Free space 125.6 GB

Load control
Running too many concurrent tasks against the repository may reduce overall performance, and 
cause I/O timeouts. Control storage device saturation with the following settings:
0 Limit maximum concurrent tasks to: 4 ;

Q Limit read and write data rate to: 1 “

Click Advanced to customize repository settings. Advanced...

< Previous | Next > | Cancel

19. Select a mount server 
from the Mount server 
drop-down list on the 
Mount Server page.

20. Select a folder in the 
Instant recovery write 
cache folder field for 
writing cache during 
mount operations.

21. Unselect Enable vPower 
NFS service on the mount 
server because the 
vPower NFS service is not 
used for instant recovery 
to a Microsoft Hyper-V 
VM.

22. Click Next.
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23. Click Apply on the Review 
page.

24. Select the Search the 
repository for existing 
backups and import them 
automatically checkbox if 
the backup repository 
contains backups 
previously created with 
Veeam Backup & 
Replication.

25. Select the Import guest 
file system index data to 
the catalog checkbox if 
the backup repository 
contains guest file system 
index files previously 
created by Veeam Backup 
& Replication.

26. Click Next on the Apply 
page.
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27. Click Finish on the
Summary page.

28. Verify that the Backup 
Repository has been 
added.
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Add the Microsoft Windows server’s Rotated Drives as a Backup 
Repository

This scenario is helpful if you want to store backups on multiple external hard drives that you 

intend to move between locations. The drives that are rotated can be detachable USB or eSATA 

hard drives.

There are some limitations as below:

• Only one repository with rotated drives can be created on a single managed server.

• You cannot store archive full backups (GFS backups) created with backup jobs or backup 
copy jobs in backup repositories with a rotated drive.

• You cannot store per-machine backup files in backup repositories with rotated drives.

• You cannot rescan backup repositories with rotated drives.

• Scale-out backup repositories do not support rotated drives.

• Repositories with rotated drives are not supported as primary backup repositories, 
archive repositories, and secondary target repositories for NAS backup.

Instructions Screenshot (if applicable)
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1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.

3. Select Backup 
Infrastructure on the 
Home page.

4. Select Backup 
Repositories on the 
Backup Infrastructure 
page.

5. Right-click Backup 
Repositories and select 
Add backup repository.
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6. Select Direct attached 
storage on the Add 
Backup Repository page.

7. Select Microsoft Windows 
on the Direct Attached 
Storage page.

Direct Attached Storage
Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local storage presented as a regular volume or Storage Spaces, For better performance and storage 
efficiency, we recommend using ReFS.

Linux
Adds local storage or locally mounted NFS share. For better performance and storage efficiency, we recommend 
using XFS. The Linux server must use bash shell, and have SSH and Perl installed,

Linux (Hardened Repository)
Requires a Linux server with internal or direct attached storage. This configuration enables protection against 
cybersecurity threats with immutable backups. The Linux server must use bash shell and have SSH installed. For 
reduced attack surface, minimal Linux installation is highly recommended.

Cancel
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8. On the Name page, 
specify a Backup 
Repository name.

9. Give a brief description in 
the Description field for 
future reference and click 
Next.

10. On the Server page, select 
the Microsoft Windows 
server from the 
Repository server drop­
down list and click 
Populate.

Mew Backup Repository X

... - Server
| Choose repository server. You can select server from the list of managed servers added to the console.

Marne lepository server

HPHV01 (Created by GOODDEALMAFTUsun at2/3/2023 523 PM.) Add New...
Server

Repository

Mount Server

Review

Apply

Summary

Path Capacity Free Populate

< Previous | Next > | Cancel |
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11. Select the disk and click 
Next.

HPHV01 (Created by GOODDEALMART\csun at 2/3/2023 5:23 PM.) v Add New...

Path Capacity Free

®C:\ 476.3 GB 457.5 GB
£>E:\ 1.8 TB 1.3 TB
OF:\ 931.5 GB 925.8 GB

Populate

12. On the Repository page, 
click Populate to review 
the disk capacity and free 
space.
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13. Use the Load control 
seffings to manage the 
load on the backup 
repository and avoid 
storage I/O timeouts.

14. Click Advanced.

15. On the Storage 
Compatibility Seffings, 
select Align backup file 
data blocks 
(recommended) checkbox

16. Select This repository is 
backed by rotated drives 
checkbox and Specify how 
Veeam Backup & 
Replication should react 
when a drive is swapped.

17. Select Use per-machine 
backup files and click OK.

Note:

Select Decompress backup file 
data blocks before storing if 
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you use a deduplicating 
storage feature or appliance.

18. Click Next on the 
Repository page.

19. Select a mount server 
from the Mount server 
drop-down list on the 
Mount Server page. The 
mount server is required 
for file-level and 
application items 
restoration.

20. Select a folder in the 
Instant recovery write 
cache folder field for 
writing cache during 
mount operations.

21. Unselect Enable vPower

New Backup Repository X

- Mount Server
t. J Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries}.
I*-—-1 Instant recoveries require a write cache folder to store changed disk blocks in.

[\[arne Mount server:

HPHV01 (Created by GOODDEALMARTVcsun at 2/3/2023 523 PM.) v Add New...
Server

Instant recovery write cache folder:
Repository | E:\ProgramData\Veeam\Backup\JRCache\ | I Browse... |

B5S r Ensure th at the selected volume has sufficient free disk space to store changed disk blocks of instantlyMount Server . . r J J
■ recovered machines. We recommend placing the write cache folder on an SSD drive.

Review Q Enable vPower NFS service on the mount server (recommended)

Unlocks instant recovery of any backup (physical, virtual or cloud} to a VMware vSphereVM.
Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.

Summary

| < Previous | | Next > | | Cancel |

NFS service on the mount
server because the 
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vPower NFS service is not 
used for instant recovery 
to a Microsoft Hyper-V 
VM.

22. Click Next.

23. Click Apply on the Review 
page.

24. Select the Search the 
repository for existing 
backups and import them 
automatically checkbox if 
the backup repository 
contains backups 
previously created with 
Veeam Backup & 
Replication.

25. Select the Import guest 
file system index data to 
the catalog checkbox if 
the backup repository 
contains guest file system 
index files previously 
created by Veeam Backup
& Replication.
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26. Click Next on the Apply 
page.

New Backup Repository X

Apply
* Please wait while backup repository is created and saved in configuration, this may take a few minutes.

Name

Server

Repository

Mount Server

Review

Apply

Summary

Message Duration

[HPHV01] Discovering installed packages
[HPHV01] Creating temporary folder

© Package VeeamMountService.msi has been uploaded 0:00:03

Package VeeamDeploymentSvc.exe has been uploaded
O PackageVeeamDeploymentDll.dll has been uploaded

. Package VeeamGuestAgent_x85,msi has been uploaded
V - Package VeeamGuestAgent_x64,msi has been uploaded
O [HPHV01] Installing package Mount Server 0:01:04
© [HPHV01] Deleting temporary folder

V [HPHV01] Registering client VBR12PostgreSQL for package Transport
© [HPHV011 Registering client VBRIZPostgreSQL for package Mount Ser..,
©[HPHV01] Discovering installed packages

All required packages have been successfully installed
I Detecting server configuration

Vy Creating configuration database records for installed packages
© Collecting backup repository info

. Creating database records for repository
© Backup repository has been saved successfully

A

V

। | Next > | 1

27. Click Finish on the 
Summary page.

New Backup Repository

.. — Summary
L] You can copy the configuration information below for future reference.

<

Name Summary:

Server

Repository

Mount Server

Review

Apply

Summary

Windows backup repository ‘Backup Repository_HPHV01-USB' was successfully saved.

Mount host HPHV01
Account HPHV01\Administrator
Backupfolder: F:\Backups
Write throughput unlimited
Max parallel tasks: 4

| Finish |
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28. Verify that the Rotated 
Drives Backup Repository 
has been added.
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General and User Roles Settings
All jobs, backup infrastructure components, and other backup server-managed objects have 

general seffings applied to them.

Users or groups who intend to work with Veeam Backup & Replication can be assigned one of the 

following roles.

Role Operations

Veeam Restore Operator Can perform restore operations using existing backups and replicas. Mind that 

during restore. Veeam Restore Operator can overwrite existing instances: VMs 

during VM restore, disks during disk restore and files during file-level restore.

Veeam Backup Viewer Has the "read only" access to Veeam Backup & Replication. Can view existing jobs 

and review the job session details.

Veeam Backup Operator Can start and stop existing jobs, export backups and create VeeamZip backups.

Veeam Backup 

Administrator

Can perform all administrative activities in Veeam Backup & Replication. Mind 

that with the Veeam Backup & Replication console. Veeam Backup Administrator 

has full access to all files on servers and hosts added to the backup infrastructure.

Veeam Tape Operator Can manage tapes and perform the following operations: tape inventory, tape 

export, tape eject, tape catalog, inventory library, catalog library, rescan library, 

import tapes, eject tape from drive.

Even if you exclude built-in administrator accounts (Domain\Administrator and 

Machine\Administrator) from all Veeam Backup & Replication roles, they have full access to 

Veeam Backup & Replication. So, for example, users added to the Administrators group will still 

have access to Veeam Backup & Replication if the Administrators group is removed from the 

Veeam Backup & Replication roles.

263



Chapter 3 Configuration

The Veeam Backup Administrator role must be assigned to the user account that runs the Veeam 

Backup Service. Users in the Administrators group are automatically assigned the Veeam Backup 

Administrator role during installation. If you change the default seffings, ensure that you assign 

the appropriate user account as the Veeam Backup Administrator role. It is recommended that 

the Veeam Backup Administrator role be explicitly assigned to the user account rather than the 

group.

It is strongly advised to enable multi-factor authentication to protect administrator accounts from 

compromise (MFA).

If you enable MFA, remember that Veeam Backup & Replication must be run from the service 

account with MFA disabled.
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Configure Multi-Factor Authentication for Users

Multi-factor authentication (MFA) is supported by Veeam Backup & Replication for additional 

user verification. A one-time password (OTP) generated in the mobile authenticator application is 

a secondary verification method. With login and password credentials, it creates a more secure 

environment and keeps user accounts safe.

MFA has the following requirements and limitations:

• Users can only manage MFA with the Veeam Backup Administrator role.

• Veeam Backup & Replication Community Edition does not support MFA.

• Veeam Backup Enterprise Manager does not natively support MFA.

• User groups are not supported. You can enable MFA only for user accounts.

• MFA works only for interactive login.

• Push notifications for mobile devices are not supported. Only the mobile authenticator 
application provides an OTP code.

Instructions Screenshot (if applicable)
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1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.
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3. Select Users and Roles
from the main menu.
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4. Click Add on the Security 
page.

Security X

5. On the Add user page, 
click Browse in the User 
or group field.

Add user X

User or group:

Role:

Browse...

Veearn Restore Operator **

□ lh«reB5ervice account (disables multi-factor authenticaiion)

OK Cancel
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6. Enter a user name on the 
Select User, Computer, or 
Group page and click 
Check Names.

Advanced... OK Cancel

Select User, Computer, or Group X

Select this object type:

User, Computer. Group, or Built-in security principal Object Types...

From this location:

gooddealm art. ca Locations...

Enterthe object name to select (examples):

csun| Check Names
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9. On the Security page, 
select the Administrators 
group and click Remove.

10. Select the new user.
11. Select the Require two- 

factor authentication for 
interactive Log in 
checkbox.

12. Select Enable auto logoff 
after a period min of 
inactivity.

13. Click OK.

Security X

User or group Role

gooddealmartXcsun X/eeam Backup Administrator

Add...

Edit..

—

3 Require two-factor authentication for interactive logon

3 Enable auto logoff after 10 2 min of inactivity

OK Cancel
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14. Please remove all 
unsupported security 
groups from the list if the 
error message pops up.

15. Close Veeam Backup and 
Replication console and 
reopen it.

16. Enter the user name and 
password on the Veeam 
Backup & Replication 12 
page.
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17. Open an Authentication 
APP from your device and 
select Add (+).

Note:

I have tried Microsoft and 
google authentication apps.

18. Scan the QR code or enter 
the code.
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19. Ensure the account add to 
your device successfully.
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20. Click Next on the Two- 
factor authentication 
enabled on this backup 
server page.

21. Enter the one-time 
password code in the 
Confirmation code field 
and click Confirm.

X

FJnl Veeam
API Backup & Replication 12

Enter the code from your authenticator app.

Confirmation code:

630112|

Save shortcut Confirm Close
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22. Ensure that the open 
Veeam Backup and 
Replication console is 
successful.
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Configure Group Managed Service Accounts (gMSA)

A Group Managed Service Account (gMSA) is a domain account that can be configured on the 

server. The Microsoft Windows operating system manages the password, so the administrator 

does not need to manage the password. Complex passwords are generated randomly and 

changed every 30 days, reducing the risk of brute force and dictionary attacks.

gMSA has the following requirements and limitations:

• Microsoft Windows Server 2012 and later support gMSAs.

• Backups of Linux target machines that are members of an Active Directory domain are 
not supported by gMSAs.

• Because gMSAs require a connection to the domain controller, these accounts can only 
be accessed via the network.

• If you use a gMSA to back up a machine, both the backup proxy and the target machine 
must have access to the domain controller to obtain the gMSA password. In addition, the 
gMSA must be added to a member of the Administrators group on the target machine 
(local or domain). Add to the member if Domain Administrator is only required for 
Microsoft Active Directory backups and local Administrator permissions are sufficient for 
all other supported applications.

Note:

gMSA is supported for application-aware processing for backups or replicas of VMs running 

Microsoft Active Directory (domain controllers), Microsoft Exchange, Microsoft SQL Server, and 

Oracle 12c Release 2 and later. However, the gMSA cannot back up or replicate VMs that run 

Microsoft SharePoint.

Instructions Screenshot (if applicable)
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1. Log in to the domain 
controller server.

2. Open Windows 
PowerShell and run as 
administrator.

3. Run the cmdlet below to 
generate a root key. 
Add-KdsRootKey - 
EffectiveTime ((get- 
date).addhours(-10))

4. Run the cmdlet below to 
ensure the KDS root key 
has been created 
successfully.

Get-KdsRootKey

5. Run the cmdlet below to 
check the KDS key.

Test-KdsRootKey -KeyId 
(Get-KdsRootKey).KeyId

6. Run the below cmdlet to 
enable gMSA.
Add-WindowsFeature 
NET-Framework, RSAT- 
ADDS 2>&1 | Out-Null; 
Import-Module

a Administrator: Windows PowerShell — □ X
IPS C:\Windows\system32> Add-KdsRootKey -EffectiveTime ((get-date).addhours(-10))

Guid

i75835775-cl21-09c4-lb2f-6adc7461081e

IPS C:\Windows\system32> _

ServerManager;
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Install-WindowsFeature - 
IncludeAllSubFeature 
RSAT | Out-Null;
Import-Module 
ActiveDirectory;

7. Restart the domain 
controller server.

8. Log in to the domain 
controller server.

9. Select the Active 
Directory Users and 
Computers item from the 
Tools drop-down list on 
the Server Manager page.

10. Create a new Active 
Directory OU.

Note: 
New-ADOrganizationalUnit - 
Name "gMSA" -Path 
"DC=GOODDEALMART, 
DC=CA."

a Administrator: Windows PowerShell

PS C:\Windows\system32> New-ADOrganizationalUnit -Mane "gMSA" -Path ,'Dc=GOODDEALMARTJDC=CA" 
PS C:\Windows\system32> _

□
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11. Create a new security 
group for gMSA 
computers.

Note:
New-ADGroup -Name 
gMSAComputers - 
GroupCategory Security - 
GroupScope Global -Path 
"OU=gMSA, 
DC=GOODDEALMART, 
DC=CA."

279



Chapter 3 Configuration

12. Add computer objects to 
the new security group. 
These computer objects 
will be allowed to use 
gMSA.

Note:
$gMSAComputers = @('DC01- 
2022$','MGMT01$','SMB3$','S 
TORAGE-
WIN$','VBR12POSTGRESQL$')

Add-AdGroupMember - 
Identity gMSAComputers - 
Members $gMSAComputers
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13. Open Windows 
PowerShell and run as 
administrator.

14. Run the below cmdlet to 
create a gMSA account. 
$gMSAName = 'VBRgMSA' 
$gMSAGroupName = 
'gMSAComputers' 
$gMSADNSHostName = 
'dc01-
2022.gooddealmart.ca'

New-ADServiceAccount - 
Name $gMSAName - 
DNSHostName 
$gMSADNSHostName - 
PrincipalsAllowedToRetrie 
veManagedPassword 
$gMSAGroupName - 
Enabled $True

15. Select the Active 
Directory Users and 
Computers from the Tools 
drop-down list on the 
Server Manager page.

16. Ensure the newly created 
VBRgMSA service account 
is shown in the Managed 
Service Accounts OU.

Note:
Use separate gMSAs 
accounts for critical
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backup infrastructure
components to provide a
more secure
environment.

17. Run the below cmdlet to 
install gMSA on the 
domain controller as the 
target machine.

Install-ADServiceAccount
VBRgMSA

VBRgMSA

18. Run the below cmdlet to 
ensure that the gMSA was 
successfully installed.

Test-ADServiceAccount

19. Run the below cmdlet to
Add the VBRgMSA service 
account to the domain 
Admins group.

Add-ADGroupMember - 
Identity Administrators - 
Members VBRgMSA$

20. Run the below cmdlet to 
Add the VBRgMSA service 
account to the Local 
Administrators group.

$gMSAComputers = 
@('MGMT01','SMB3','STO
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RAGE-
WIN','VBR12POSTGRESQL' 
)

Invoke-Command
$gMSAComputers {Add-
LocalGroupMember - 
Group ‘Administrators’ - 
Member ‘VBRgMSA$’}

21. Log in to the Veeam 
Backup and replication 
manager server.

22. Open the Veeam Backup 
& Replication Console and 
click Connect.

Veeam
Backup & Replication 12

Type in a backup server name or IP address, backup service port number, 
and user credentials to connect with.

V Use Windows session authentication

Save shortcut Connect Close
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23. Select Credentials and 
Passwords from the main 
menu.

24. Select Datacenter 
Credentials.
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25. Click Add on the Manage 
Credentials page and 
select Managed service 
account.

Manage Credentials

JA Manage Credentials

'i‘ Use this dialog to centrally manage all user accounts and their passwords.

Account Type Description Last Edited

54 apikey Standard apikey 31 days ago
*?4 CAR¥PC\Admini... Standard CARYPCXAdministrato r 33 days ago

■'4 g ooddealmartXa.,, Standard gooddealmart, ca\ad... 23 days ago
^4 GOOD DEAL M AR... Standard GOODDEALMARTXcsun 34 days ago
H HPHV01\Admini.., Standard HPHV01\Administrator 34 days ago
$4 HPHV02\Admini... Standard H PHV02\Adm i nistrator 29 days ago
,$• root Linux Helper appliance ere... 250 days ago

f4 root Standard Provider-side networ... 250 days ago
54 root Standard Tenant-side network... 250 days ago
54 root Standard Azure helper applianc... 32 days ago

-4 VEEAM@carysu... Standard VEEAM@carysun.com 31 days ago
5’4 VEEAMMFA@ca... Standard VEEAMMFA@carysun... 31 days ago

Add...

Standard account...

Managed service account,.

Linux account...

Linux private key,., 

K10 authentication token...

OK | Cancei

26. Enter the new gMSA 
account in the Username 
field on the Credentials 
page.

27. Give a brief description in 
the Description field for 
future reference and click 
OK.
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28. Ensure the gMSA account 
is added to the Manage 
Credentials page and click 
OK.

Manage Credentials

Manage Credentials

Use this dialog to centrally manage all user accounts and their passwords.

Account Type Description Last Edited Add...

'A apikey Standard apikey 31 days ago Edit..

C gooddealmart\administr... Standard gooddealmart.ca\ad... 28 days ago Remove

GOODDEALMARTXcsun Standard GOODDEALMARTXcsun 34 days ago

'A HPHV01\Administrator Standard HPHV01\Administrator 34 days ago

A HPHV02\Administrator Standard H PH V02\Adm i n istrator 29 days ago

root Linux Helper appliance ere... 250 days ago

A root Standard Provider-side networ... 250 days ago

'A root Standard Tenant-side network... 250 days ago

A root Standard Azure helper applianc... 32 days ago

A VEEAM@carysun.com Standard VEEAM@carysun.com 31 days ago

A VEEAMMFA@carysun.com Standard VEEAMMFA@carysun... 31 days ago

gooddealmartWBRgMSA Managed service... gMSA account uses t.. less than a day

OK Cancel
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Configure Notification with Free SendGrid Account of Azure

You can configure the SendGrid account as an SMTP relay for notification settings if you want 

Veeam Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)

1. Sign in Azure portal with a 
global admin account.

https://portal.azure.com

2. On the Azure services 
page, select +Create 
resource.
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3. On the Create a resource 
page, search and select 
Twilio SendGrid.

Create | Learn more

Elastic Cloud - Pay as you Go 
Set up +• subscribe | Learn more

Windows 10 Pro, version 20H2
Create | Learn more

Ubuntu Server 20.04 LTS
Create | Learn more

Windows Server 2019 Datacenter
Create | Learn more

Ubuntu Server 18.04 LTS
Create | Learn more

Set up +■ subscribe | Learn more

StartStopV2
Create | Learn more

Create | Learn more

Azure CLI packaged by Bitnami
Create | Learn more

4. On the Create Twilio 
SendGrid page, select 
subscribe Plan and click 
Subscribe.
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5. On the Create SendGrid 
Account page, select 
Basics, file in all the 
information and then click 
Next: Tags.

Search resources, services, and docs (Gr-/)

Home > Create a resource > Twilio SendGrid >

Subscribe To Twilio SendGrid
Subscribe to plan

’ Basics Tags Review + subscribe

Fill out the plan details. After you've finished subscribing, configure your SaaS account on the publisher's website to complete the process.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all 
your resources.

Subscription* Q

— Resource group* Q

SaaS details

Name* Q

Plan

Billing term

Price + payment options

Subtotal O

Recurring billing 0

Microsoft Azure

| Microsoft Azure Sponsorship

| SendGrid

Create new

| TwilioSendGrtdFreelOO

Free 100 -1-month

Try it out! Integrate fast and explore features with 100 emails/day forever.

Change plan

5 -month

CA$0/one-time payment

| CASO

® On

O w

Review +■ subscribe Previous 11 Next: Tags > ~|
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6. On the Tags page, click
Next: Review + subscribe. Home > Create a resource > Twiiio SendGrid >

= Microsoft Azure 1 P Search resources, service

Subscribe To Twilio SendGrid
Subscribe to plan

"Basics Tags Review + subscribe

Name Q Value©

Review + subscribe * Previous: Basics 11 Next: Review + subscribe
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7. On the Review + subscribe 
page, select I give 
Microsoft permission to 
use and share my contact 
information so that 
Microsoft or the provider 
can contact me.

Subscribe To Twilio SendGrid
Subscribe to plan

* Basics Tags Review + subscribe

Product + plan details
Twilio SendGrid - Free 100 
by SendGrid

Terms of use | privacy policy

Terms of use

By clicking “Subscribe" and completing the purchase with the provider, I (a) agree to the legal terms and privacy 
statement(s) associated with each Marketplace offering above, (b) authorize Microsoft to charge or bill my current 
payment method for the fees associated with my use of the offeringfs}, including applicable taxes, with the same billing I 
frequency as my Azure subscription, until I discontinue use of the offering(s), and (c) agree that Microsoft may share my 
rnntact inforrriatinn ^nri transs.c-tion details (inr.ljidino jjsaoe volume.assoclafed^witfttbe. nfferinok with.the sellerfsi of

I give Microsoft permission to use and share my contact information so that Microsoft or the Provider can contact me

Contact details

Name

Primary email address *

Primary phone number *

Gary sun

cary@carysun.com

Basics

Subscription

Resource Group 

Name

Plan

Billing term

Price + payment options

Subtotal

Recurring billing

O After subscribing, remember to configure your SaaS account on the publisher's website. 

< Previous: Tags 11 Next > |

Microsoft Azure Sponsorship

SendGrid

TwilioSendGridFreelOO

Free 100

1 - month

CASO/one-tsme payment

| CASO

On

Subscribe
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8. On the Configure SaaS 
account page, click 
Configure account now.

9. On the Microsoft Sign-in 
page, enter your account 
name and click Next.
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10. Enter a password, and 
click Sign in.
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11. On the Verify your 
identity page, select the 
identity method. Microsoft

cary@carysun.com

Verify your identity

r I Text +X XXXXXXXX68

0*^ Call +X XXXXXXXX68

More information

Are your verification methods current? Check at 
https://aka.ms/mfasetup

Cancel
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12. Enter the code, and click 
Verify.

J" Microsoft

cary@carysun.com

Enter code
P We texted your phone +X XXXXXXXX68. Please 

enter the code to sign in.

479843

Having trouble? Sign in another way

More information

Verify
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13. On the Permissions 
requested page, select 
Consent on behalf of your 
organization and click 
Accept.

J" Microsoft

cary@carysun.com

Permissions requested
twilio-sendgrid-multi-tenant-prod
Twilio Inc. 0

This app would like to:

xz Maintain access to data you have given it access to

xz Sign in and read user profile

Q Consent on behalf of your organization

If you accept this app will get access to the specified resources for 
all users in your organization. No one else will be prompted to 
review these permissions.

Accepting these permissions means that you allow this app to use 
your data as specified in their terms of service and privacy 
statement. The publisher has not provided links to their terms 
for you to review. You can change these permissions at 
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Accept
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14. Fill in the information, 
and click Get Started! TWILIO

-1 SendGrid

Tell Us About Yourself
This information will help us serve you better.

First Name • Last Name •
Cary Sun

Company Name • Company Website •
Carysun carysun.com

Contact Email •
cary@carysun.com

Country Code
USA (+1) * Phone Number

What is your role? *

Developer CEO

Marketer O Other

How many emails do you send per month? *

O 0 to 100.000 100,000 to 700,000

700,000 to 1.500,000 1.500,000 to 10,000.000

10.000,000 to 50.000,000 50.000,000 to 100,000.000

100,000.000+

How many employees work at your company? *

O 1 - 500 1,001 - 5.000

501 • 1,000 5,001+

Get Started!

carysun.com
mailto:cary@carysun.com
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15. On the SendGrid 
Welcome page, select 
Authentication a domain 
instead.

16. On the Authenticate Your 
Domain page, select your 
DNS host, select Yes to 
rewrite all tracking links to 
use your chosen domain - 
not , and 
click Next.

sendgrid.net

Authenticate Your Domain

17. Enter your domain name 
on the Domain You Send 
From a page, and click 
Next.

(5

Authenticate Your Domain
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18. On the Install DNS
Records page, copy and 
add all these records to 
your External DNS 
records.

19. In my case, add them to 
GoDaddy.

20. If you cannot add DNS 
records, select Send To A 
Coworker.
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21. Type your coworker’s 
email address, and click 
Send. Then, ask your 
coworker to add these 
DNS records.

22. On the Install DNS
Records page, select I've 
added these records, click
Verify.

23. On the Verify Your 
Domain page, make sure 
your authenticated 
domain for the domain 
name was verified 
without issues and click 
Return to Sender 
Authentication.

300



Chapter 3 Configuration

24. On the Sender 
Authentication page, 
ensure Domain 
Authentication and link 
Branding status is 
Verified.

25. Under the Settings page, 
select API Keys.

® 0

Hello Caryl Here's your recent email activity.

n/A MA NfA N/A MA

S'

Important Next Steps

0

0

WW

26. On the API Keys page, 
select Create API Key.

jb cr.5„ API Keys

E Loeawi -

IS s«™ '

rf

Get started creating API Ke»S
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27. On the Create API Key 
page, type the API Key 
Name and select
Restricted Access as API 
Key Permissions.

28. Enable Mail Activity as 
Access Details, click 
Create & View.

29. Copy the key on the API 
Key Created page, save it, 
and click Done.
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30. Under seffings, select IP 
Access Management.

31. On the IP Access 
Management page, click 
+Add UP Address.

32. On the Caution page, 
select I confirm that the IP 
addresses I'm allow listing 
are dedicated and will not 
change without my 
knowledge.

33. Select I understand that I 
will only be able to access 
this account (including 
the API, mail sends, and 
user interface) from the IP 
address(es) I'm adding,
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34. Click Confirm and
Continue.

35. On the Add IP Addresses 
page, add IP addresses or 
ranges you would like to 
allow access to SendGrid. 
Make sure to include the 
public IP address of the 
Veeam management 
server and click Save.

36. On the Home page, 
expand Settngs and click 
Sender Authentication.
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37. On the Sender
Authentication page, click

Cary Sun v Sender Authentication

Authenticate Your 
Domain.

<7*1 Dashboard

Q=] Email API “

Sender Identity
The type of Sender Identity you use to send email can impact your deliverability and what your recipients see in their inbox. 
Learn more about the differences between Domain Authentication and Single Sender Verification.

i£j)) Marketing v

Design Library

Domain Authentication FTTTTTTWrm
STATUS

Improve deliverability by proving to inbox providers that you own the domain
you're sending from. Learn more

Authenticate Your Domain
flj Stats w I___________ ___________ .1

0 Verified

Activity

0 Verified

Suppressions v

0 Verified 

j+gi Settings. *

0 Verified 
Account Details

Alert Settings

API-Keys
Single Sender Verification

Inbound Parse STATUS
, Verify ownersnip of a single email address to use as a sender. Learn moreIP Access Management ' H 9

IP Add resses P 1
Verify a Single Sender 0 Verified

Mai I Settings L----------- ------ ----------------- J

Sender Authentication

38. Specify your DNS host 
from the drop-down list 
on the Authentication 
Your Domain page.

39. Select No Would you also 
like to brand the links for 
this domain?

40. Click Next.

C7\ Dashboard

(3 Email API *

■f})) Marketing -

Design Library

■ni State *

Activity

C?0 Suppressions ’

B Settings -

Mall Settings

Authenticate Your Domain

To make this easier, please answer the following questions.

ni
j ti j

! 
1 

i
H

 
H

3 -
 

i 1
n 

it
II 

ii
II 

11

I 
!

i 
I

i 
J

I 
1

| i

^3

41. On the Domain, You send Ji CarySun Sender Authentication

Authenticate Your Domain Domain authentication removes the “via sendgrid.net" text that some inbox 
providers append to your from address.

From page, specify your Dashboard Enter your domain and edit any additional settings.
!

Jane Doe <jane.doe@gooddealmart.ca>

FQDN name, and click
Next.

£3 Email API

<f};) Marketing

$$ Design Library

,‘iij Sta^

Activity

Suppressions

v From Domain ■

- Advanced Settings '■
S Use automated security ©

□ Use custom return path (J)

_ □ Use a custom OKIM selector ©

| Back | J

WHAT HECIPfEHTS SEE
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42. Add those CNAME records 
to your domain on the 
Install DNS Records page, 
select I’ve added these 
records, and click Verify.

43. On the Verify Your 
Domain page, ensure 
verification is successful 
and click Return to Send 
Authentication.

44. Sign Out of Account.
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45. Log in to the Veeam 
Backup and replication 
manager server.

46. Open the Veeam Backup 
& Replication Console and 
click Connect.
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47. Select General Options 
from the main menu.
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48. On the Options page, 
select Email Seffings.

Options

I/O Controj~| Security | E-mail Settings | SNMP Settings ^Notifications | History

I_ j Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not 
impact storage availability to production workloads.

Stop assigning new tasks to datastore at 20 v i

Throttle I/O of existing tasks at 30 v ।

Set custom thresholds on individual datastores Configure.

OK Cancel
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49. Select Enable e-mail 
notification (recommend) 
on the Email Seffings 
page.

50. In the SMTP server field, 
enter , 
and click Advanced.

smtp.sendgrid.net

310

smtp.sendgrid.net


Chapter 3 Configuration

51. On the Advanced SMTP 
options page, type 587 in 
the Port field.

52. Use 100000 milliseconds 
as the Timeout.

53. Select Connect using SSL.
54. Select This SMTP server 

requires authentication.
55. Click Add to add a 

credential as Log on as 
account.
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56. Type apikey as Username.
57. Paste the apikey number 

as a password.
58. Click OK.
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59. On the Advanced SMTP 
options page, click OK.
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60. In the From field, enter an 
email address you want to 
use as a sender.

61. In the To field, enter an 
email address of a 
notification recipient. To 
specify multiple email 
addresses, use a 
semicolon.

62. Click Test Message.

Options X

I/O Control Security E-mail Settings SNMP Settings Notifications History

0 Enable e-mail notifications (recommended) 
SMTP server

Send daily summary at: 10.00 PM t O

Notify on:
0 Success

0 Warning

0 Failure

0 Suppress notifications until the last job retry

OK Cancel Apply
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63. Verify the test message 
sent successfully, and click 
OK.

315



Chapter 3 Configuration

64. On the Options page, click 
OK.

Options X

I/O Control Security E-mail Settings SNMP Settings Notifications History

0 Enable e-mail notifications (recommended) 
SMTP server

Send daily summary at: 10:00 PM t O

Notify on:
0 Success

0 Warning

0 Failure

0 Suppress notifications until the last job retry

OK Cancel Apply
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Configure Notification with Microsoft Office 365 NON-MFA 
Account

You can configure Microsoft Office 365 non-MFA account for notification seffings if you want

Veeam Backup & Replication to send email notifications about backup job results.

Instructions

1. Sign in Office 365 portal 
with a Global Admin 
account and select Admin.

Screenshot (if applicable)

2. On the Microsoft 365 
admin center, expand 
Users and select Active 
users.
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3. On the Active users' page, 
click Veeam service 
account (in my case, 
VEEAM).

4. On the account page, 
select License and apps.

5. On the License and apps 
page, click Add license.

318



Chapter 3 Configuration

7. Click Back <--.

6. On the Office 365 license 
page, enable Assign 
license to the account and 
click Save changes.

8. On the account page, 
select Mail. It would be 
preferable to wait a few 
minutes before preparing 
a mailbox for the user.
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9. On the Mail page, select
Manage email apps.

10. On the Manage email 
apps, select 
Authenticated SMTP and 
click Save changes.
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11. Log in to the Veeam 
Backup and replication 
manager server.

12. Open the Veeam Backup 
& Replication Console and 
click Connect.
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13. Select General Options 
from the main menu.
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14. On the Options page, 
select Email Seffings.

323



Chapter 3 Configuration

15. Select Enable e-mail 
notification (recommend) 
on the Email Seffings 
page.

16. In the SMTP server field, 
enter , 
and click Advanced.

smtp.sendgrid.net
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17. On the Advanced SMTP 
options page, enter 587 in 
the Port field.

18. Use 100000 milliseconds 
as the Timeout.

19. Select Connect using SSL.
20. Select This SMTP server 

requires authentication.
21. Click Add to add a 

credential as Log on as 
account.
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22. The SMTP server requires 
authentication.Type the 
office 365 service account 
(  in 
my case) as Username, 
enter the account 
password, and click OK.

VEEAM@carysun.com
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23. On the Advanced SMTP 
options page, click OK.

327



Chapter 3 Configuration

24. In the From field, enter an 
email address you want to 
use as a sender.

25. In the To field, enter an 
email address of a 
notification recipient. To 
specify multiple email 
addresses, use a 
semicolon.

26. Click Test Message.

Options X

I/O Control Security E-mail Settings SNMP Settings Notifications History

0 Enable e-mail notifications (recommended)
SMTP server
jsmtp.office365.com j Adva need...

From:_______________________________________________________________
jvEEAM@carysun.com

To:_________________________________________________________________
j csun@triconelite.com

Subject_____________________________________________________________
j[%JobResult%] %JobName% (%ObjectCount% objects) %lssues%

Test Message

Send daily summary at: |lO:OOPM O

Notify on:
0 Success

0 Warning

0 Failure

0 Suppress notifications until the last job retry

OK Cancel Apply
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27. Ensure the test email was 
successfully sent to 
recipients, and click OK.
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28. On the Email Seffings 
page, System notifications 
are sent by default 
whenever a backup job 
session ends with the 
following states: Success, 
Warning, or Failure. Keep 
the default seffings, and 
click OK.

Options

I/O Control Security E-mail Settings SNMP Settings Notifications History

0 Enable e-mail notifications (recommended) 
SMTP server

smtp.office365.com

From:__________________________________
VEEAM@carysun.com

Toe_____________________________________
] csun@triconelite.com

Subject_____________________________________________________
J%JobResult%] %JobName% (%ObjectCount% objects) %lssues%

Advanced...

Test Message

Send daily summary at: 110:00 PM 0 O

Notify on:
0 Success

0 Warning

0 Failure

0 Suppress notifications until the last job retry

OK | Cancel Apply
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Configure Notification with Microsoft Office 365 MFA Account

You can configure Microsoft Office 365 MFA account for notification seffings if you want Veeam 

Backup & Replication to send email notifications about backup job results.

Instructions

1. Sign in Office 365 portal 
with a Global Admin 
account, and select 
Admin.

2. On the Microsoft 365 
admin center, expand 
Users and select Active 
users.

Screenshot (if applicable)
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3. On the Active users' page, □ VBOBK ; VBOBK©cary$un.com

click Veeam service
account (VEEAMMFA, in

□ VEEAM ; VEEAM^<ary$unxo<n

□ VEEAMMFA ; VEEAMMFA©cafyjun.com

my case).

o

4. On the account page, 
select License and apps.

5. On the License and apps
Account Devices licenses and apps Mail OneDrive

page, click Add license. -----------------
View and manage Microsoft services for this user.

[2 View products Turn on O Turn off

□ App name Status

Add a license for this user

Licenses make apps and services available to this user, and you can choose which ones you want 
this user to have.

Add license
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6. On the Office 365 license 
page, enable Assign 
license to the account, 
and click Save changes.

<- X

Office 365 E3
0 licenses available

w Assign license to VEEAMMFA

x/ Turn on O Turn off

□ App name Status

□ □c Exchange Online (Plan 2) e On

□ 0 Microsoft 365 Apps for Enterprise © On

□ Microsoft Teams o On

□ □ Office for the Web o On

□ a SharePoint (Plan 2) e On

□ Microsoft Stream for Office 365 E3 e On

□ Power Apps for Office 365 © On

□ 03 Azure Rights Management © On

□ BB Common Data Service o On

□ ffi Common Data Service for Teams e On
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7. Click Back <--.

8. On the account page, 
select Mail. It would be 
preferable to wait a few 
minutes before preparing 
a mailbox for the user.

<- X

Office 365 E3
0 licenses available

w Assign license to VEEAMMFA

* Z Turn on O Turn off

□ App name Status

□ Ol Exchange Online (Plan 2) © On

D ij Microsoft 365 Apps for Enterprise © On

□ Microsoft Teams o On

□ □ Office for the Web o On

□ a SharePoint (Plan 2) e On

□ Microsoft Stream for Office 365 E3 e On

□ Power Apps for Office 365 9 On

□ 03 Azure Rights Management o On

□ BB Common Data Service o On

□ ffi Common Data Service for Teams 9 On

O x

®
VEEAMMFA

Reset password O Block sign-in Px Delete user

Change photo

Account Devices Licenses and apps Mail OneDrive

View and manage Microsoft services for this user.

ft View products Turn on <S> Turnoff
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9. On the Mail page, select 
Manage email apps. 4 k VEEAMMFA

Qx Reset password Q Block sign-in Px Delete user

Change photo

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (8.604MB/100GB)
1

Learn more about mailbox storage quotas

Mailbox permissions Email apps

Read and manage permissions (0) All apps allowed

Send as permissions (0) Manage email apps

Send on behalf of permissions (0)

Show in global address list Email forwarding

Yes None

Manage global address list visibility Manage email forwarding
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10. On the Manage email 
apps, select 
Authenticated SMTP and 
click Save changes.

X

Manage email apps

Choose the apps where VEEAMMFA can access Microsoft 365 email.

Outlook on the web

Outlook desktop (MAPI)

Exchange web services

Mobile (Exchange ActiveSync)

IMAP

Pop

Authenticated SMTP

Save changes

11. On the Active Users page, 
select Multi-factor 
authentication.
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12. Sign in with a Global 
admin account.

13. On the multi-factor 
authentication page, 
select service seffings.

14. On the service seffings 
page, select Allow users 
to create an app password 
to sign in to non-browser 
apps, click save and then 
sign out from the office 
365 portal.

multi-factor authentication
users service settings

app passwords

® Allow users to create app passwords to sign tn to non-browser apps 

O Do not allow users to create app passwords to sign in to non-browser apps

verification options

Methods available to users:
3 Call to phone
3 Text message to phone

3 Notification through mobile app
□ Verification code from mobile app or hardware token

remember multi-factor authentication on trusted device

O Allow users to remember multi-factor authentication on devices they trust (between one to 365 days)
Number of days users can trust devices for [ 90

NOTE: for the optimal user experience, we recommend using Conditional Access sign-in frequency to extend session lifetimes on trusted devices, Io 
nsk sessions as an alternative to Remember MFA on a trusted device' settings. If using Remember MFA on a trusted device.' be sure to extend the c 
more days.

save
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15. On the multi-factor 
authentication page, 
select users.

multi-factor authentication
users service settings

app passwords

® Allow users to create app passwords to sign m to non-browser apps

O Do not allow users to create app passwords to sign in to non-browser apps

verification options

Methods available to users:
□ Call to phone
□ Text message to phone
Q Notification through mobile app
Q Venf<ation code from mobile app or hardware token

remember multi-factor authentication on trusted device

O Allow users to remember mufti-factor authentication on devices they trust (between one to 365 days)
Number of days users can trust dev<es for [ 90

NOTE: for the optimal user expenence. we recommend using Conditional Access sign-m frequency to extend session lifetimes on trusted devices. Io 
risk sessions as an alternative to Remember MFA on a trusted device settings If using Remember MFA on a trusted device.' be sure to extend the < 
more days.

save

16. If the Veeam service 
account is non-MFA, 
follow the steps below to 
enable MFA.

17. On the users' page, click 
Veeam service account.
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18. On the quick steps page, 
select Enable.

19. Click enable multi-factor 
auth on the About helping 
multi-factor auth page.

w
About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor 
auth: https://aka.m5/MFASetup

enable multi-factorauth H cancel

20. On the Updates, 
successful page, click 
Close. Updates successful

Multi-factor auth is now enabled for the selected accounts,
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21. Sign in Office 365 portal 
with a Veeam service 
account

22. On the Sign in page, enter 
the Veeam services 
account email address.
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23. Enter the password.

24. On the More information 
required page, click Next.
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25. Select Fill in the 
information on the Step 1 
page and click Next.

26. On the Step 2 page, enter 
the verification code and 
click Verify.
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27. In Step 3, copy and save 
the app password, and 
click Done.

28. If the Veeam service
account is an existing MFA 
account, follow the below 
steps to add App 
password authentication.

29. Sign in to the Office 365 
portal with the Veeam 
service account and select
View account.

30. On the My account page, 
select Security info.
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31. On the Security info page, ■ p. c.x...— Security info

select the +Add method. I*-—
<U •*“ -1——. L-™

32. On the Add Method, 
select App password and Add a method
click Add.

Which method would you like to add?

App password

0

Cancel Add

33. Type VBO365APP as the 
name of the App App password X
password, and click Next.

Start by creating a name for your app password. This will help 
differentiate it from others.

What name would you like to use? Minimum length is 8 
characters.

VBO365APP

Cancel Next

—
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34. Copy and keep the 
password in a safe place. 
Then, it will not be shown 
again.

35. Click Done.

App password

App password was successfully created. Copy the password to 
clipboard and paste into your app. Then return here and choose 
'Done'

Name:
VBO365APP

Password:
hcsrjjplp ’ f 5}

Note: Keep this password in a safe place. It will not be shown again.

Done

36. Log in to the Veeam 
Backup and replication 
manager server.

37. Open the Veeam Backup 
& Replication Console and 
click Connect.
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38. Select General Options 
from the main menu.
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39. On the Options page, 
select Email Seffings.
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40. Select Enable e-mail 
notification (recommend) 
on the Email Seffings 
page.

41. In the SMTP server field, 
enter  
and click Advanced.

smtp.sendgrid.net
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42. On the Advanced SMTP 
options page, enter 587 in 
the Port field.

43. Use 100000 milliseconds 
as the Timeout.

44. Select Connect using SSL.
45. Select This SMTP server 

requires authentication.
46. Click Add to add a 

credential as Log on as 
account.

349



Chapter 3 Configuration

47. The SMTP server requires 
authentication.Type the 
office 365 service account 
(  
m in my case) as 
Username, enter the App 
password as the 
password, and click OK.

VEEAMMFA@carysun.co
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48. On the Advanced SMTP 
options page, click OK.
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49. In the From field, enter 
the Veeam service 
account’s email address 
as a sender.

50. In the To field, enter an 
email address of a 
notification recipient. To 
specify multiple email 
addresses, use a 
semicolon.

51. Click Test Message.

Options X

I/O Control Security E-mail Settings SNMP Settings Notifications History

0 Enable e-mail notifications (recommended)
SMTP server
jsmtp.office365.com j Adva need...

From:_______________________________________________________________
jvEEAMMFA@carysun.com

To:_________________________________________________________________
j csun@triconelite.com

Subject_____________________________________________________________
j[%JobResult%] %JobName% (%ObjectCount% objects) %lssues%

Test Message

Send daily summary at: |lO:OOPM O

Notify on:
0 Success

0 Warning

0 Failure

0 Suppress notifications until the last job retry

OK Cancel Apply
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52. Ensure the test email was 
successfully sent to 
recipients, and click OK.

353



Chapter 3 Configuration

53. On the Notifications page, 
system notifications are 
sent by default whenever 
a backup job session ends 
with the following states: 
Success, Warning, or 
Failure. Keep the default 
settings, and click OK.

Options

I/O Control Security E-mail Settings SNMP Settings Notifications History

0 Enable e-mail notifications (recommended)
SMTP server

smtp.office365.com

From:__________________________________
|VEEAMMFA@carysun .com

To;_____________________________________
] csun@triconelite.com

Subject_____________________________________________________
J%JobResult%] %JobName% (%ObjectCount% objects) %lssues%

Advanced...

Test Message

Send daily summary at: 110:00 PM 3 O

Notify on:
0 Success

0 Warning

0 Failure

0 Suppress notifications until the last job retry

OK | Cancel Apply
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Enable Configuration Backup

The configuration database of Veeam Backup & Replication can be backed up and restored. If the 

backup server fails, you can quickly reinstall it and restore its configuration from a backup 

configuration.

You can also use configuration backups to restore the configuration from one backup server to 

another in the backup infrastructure. For example, Veeam Backup & Replication exports 

configuration data from the database and saves it to the backup repository during configuration 

backup.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.
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3. Enter the MFA 
Confirmation code and 
click Confirm.
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4. Select Configuration 
Backup from the Man 
menu.

357



Chapter 3 Configuration

5. Select Enable 
configuration backup to 
the following repository 
checkbox on the 
Configuration Backup 
Seffings page.

6. Select the backup 
repository from the drop­
down list.

7. Enter the restore points 
number in the Restore 
points to keep field.

8. Click Notifications.
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9. Select Send SNMP 
notification on this job 
checkbox's Configuration 
Backup Notification page. 
If necessary.

10. Select Send e-mail 
notifications to the 
following recipients check 
box and enter a 
recipient's email address. 
You can enter multiple 
addresses, each email 
address separated by a 
semicolon.

11. Select the Use global 
notification seffings 
checkbox.

Configuration Backup Notifications X

0 Send SNMP notifications for this job

0 Send e-mail notifications to the following recipients:
csun@triconelite.com

iS'i Use global notification settings
O Use custom notification settings specified below:

[%JobResult%] %JobName% (%Time%J

!■»< Notify on success
0 Notify on warning
0 Notify on error

QK Cancel

12. Click OK.

13. Click Schedule on the 
Configuration Backup 
Seffings page.

14. On the Backup 
Configuration Schedule 
page, select Run the job 
automatically checkbox.

15. Select Daily at this time, 
enter the backup time in 
the time field and select 
every day from the drop­
down list.
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16. Click OK.

17. On the Configuration 
Backup Seffings page, 
click Backup now if you 
want to back up manually.

Configuration Backup Settings X

Backup

0 Enable configuration backup to the following repository:

Backup Repository_HPHV02 (Created by GOODDEALMARJXcsun at 1/10/2023 v

= 688 GB free of 931 GB

Restore points to keep: 10 C Notifications

Perform backup on: Daily at 10:00 AM Schedule­

Last successful backup: 1/7/2023 10:00 AM Backup now

□ Enable backup file encryption

Manage passwords

i Saved credentials, backup server certificate and cloud backup 
appliance data will not be included in the configuration backup until 
encryption is enabled

Restore

Restore the configuration backup to this server: Restore...

OK | Cancel Apply
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18. Select Enable backup file 
encryption on the 
Configuration Backup 
Seffings page.

19. Select a password from 
the Password drop-down 
list or click Add to create a 
password.

20. Click OK.
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Configure Best Practices Analyzer

Veeam Backup & Replication includes a built-in tool that checks your backup server configuration 

to ensure it adheres to the Microsoft Windows Server operating system and Veeam backup 

infrastructure components security best practices.

The tool Best Practices Analyzer examines the following configuration parameters.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.
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3. Enter the MFA 
Confirmation code and 
click Confirm.
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4. Select the Best Practices 
Analyzer on the Home 
page.
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5. On the Best Practices 
Analyzer page, click 
Analyze after setting up 
the parameters as 
recommended and ensure 
that the status is changed 
to Passed.

6. Select the parameter and 
click Suppress to skip the 
security check.

7. Comment briefly on the 
Note field on the Edit 
Note page for future 
reference, and click OK.
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8. Click Close on the Best 
Practices Analyzer page.
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Chapter 4

Backup

Veeam Backup is a software application for data protection and disaster recovery in virtualized 

environments. It provides backup, recovery, replication, and continuous data protection for 

VMware vSphere and Microsoft Hyper-V virtual machines, physical servers, and cloud-based 

workloads.

Veeam Backup & Replication creates VM image-level backups. Image-level backups can be used 

for various restore scenarios, such as Instant Recovery, restoring full VM, recovery VM file, 

recovery file-level, etc.

Veeam Backup offers several features that help protect data, including:

• Backup and replication: Veeam Backup provides backup and replication of virtual 

machines, physical servers, and cloud workloads. Backups can be scheduled, and Veeam 

Backup offers several backup methods, including incremental and full backups.

• Recovery: Veeam Backup allows quick and easy recovery of virtual machines, files, and 

application items, including granular-level recovery for emails and SharePoint items.

• Monitoring and reporting: Veeam Backup provides monitoring and reporting of backup 

and replication jobs, allowing administrators to identify issues and ensure backups are 

running as expected quickly.

• Cloud integration: Veeam Backup integrates with several cloud providers, including AWS, 

Microsoft Azure, and Google Cloud Platform, allowing backups to be stored in the cloud.

Veeam Backup is a powerful, flexible data protection and disaster recovery solution in virtualized 

environments.
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Create a Backup job to backup the specified VMs

To backup VMs, you must first create a backup job. The backup job specifies how, where, and 

when VM data should be backed up. A single job can process one or more virtual machines. Jobs 

can be started by hand or scheduled for a specific fime.

This procedure creates a backup job to back up the production VMs specified.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replicafion 
manager server.

2. Open the Veeam Backup 
& Replicafion Console and 
click Connect.
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3. Enter the MFA
Confirmation code and 
click Confirm.

4. Select Jobs on the Home 
page and right-click Jobs.

5. Select Backup and click 
Virtual machine.
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6. On the Name page, enter 
a name for the backup job 
in the Name field.

7. Give a brief description in 
the Description field for 
the future.

8. Select the High priority 
checkbox if you want this 
job to allocate resources 
in the first place.

9. Click Next.

10. Click Add on the Virtual 
Machines page.

Name Type Size Add...

Remove

| Befasimg... |

+

4

Recalculate

Total size: 
OB
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11. Select the VM from the 
Select objects list on the 
Add Objects page and 
click Add.

12. If you have multiple VMS 
that needs to back up in 
the same backup job, you 
can repeat the step to add 
them.
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13. Click Next on the Virtual 
Machines page.

14. On the Storage page, click 
Choose to select a backup 
proxy if you don’t want to 
use the default Off-host 
backup (automatic proxy 
selection) seffing.
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15. On the Backup Proxy 
page, if you select On- 
host backup mode, the 
source Microsoft HyperV 
host will serve as both the 
source host and the 
backup proxy. In this 
mode, Veeam Data Mover 
runs directly on the 
source host, which speeds 
up data retrieval but 
places additional strain on 
the host.

16. If you select Off-host 
backup mode, Veeam 
Data Mover will run on a 
dedicated off-host backup 
proxy. All backup 
processing operations 
from the source host are 
routed to the off-host 
backup proxy in this 
model.

17. If the off-host backup 
mode is selected for the 
job, but no off-host 
backup proxies are 
available when the job 
begins, Veeam Backup & 
Replication will transition 
to on-host backup mode.

18. You unselect the Failover 
to on-host backup mode if 
no suitable off-host 

Backup Proxy X

Choose a backup mode for this job. When multiple backup proxy servers are 
available to process the same VM, selection of most suitable one will be 
performed by taking into account proxy priority, connectivity and its current 
load.

O On-host backup
Backup proxy runs directly on each Hyper-V host, which enables for direct to 
target operation, but puts extra load on all Hyper-V hosts.

@ Off-host backup
Backup proxy server for each VM will be auto-selected from all available off - 
host proxies. In this mode, backup processing is offloaded from Hyper-V 
host.

0 Failover to on-host backup mode if no suitable off-host proxies available 

0 Use the following backup proxy servers only:
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proxies are available in 
the checkbox. Still, the job 
will fail to start if off-host 
backup proxies are 
unavailable or configured 
properly.

19. Click OK.

20. Select the backup 
repository from the 
Backup repository drop­
down list where the 
created backup files must 
be saved.

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Name Backup proxy___________________________________________________________ __
| Off-host backup (HPHV02) | Choose...

Virtual Machines
_________________________  Backup repository:
Storage | | Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMARBcsun at 2/7/2023 4:39 v \

Guest Processing ~ 125 GB free of 126 GB Map backup

Retention policy: 7 0 days v I O
Schedule 1---------------- 1 L-------------------------- 1

I I Keep certain full backups longer for archival purposes
Summary ’

GFS retention policy is not configured

□ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

Advanced...
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21. Click Map backup is 
helpful if you have 
relocated backup files to a 
new backup repository 
and want to point the job 
to existing backups in this 
new backup repository. 
Backup job mapping can 
also be used if the 
configuration database 
becomes corrupt and you 
need to reconfigure 
backup jobs.
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22. Set the retention policy 
seffings for restore points 
in the Retention Policy 
field.

23. Select days or restore 
points from the drop­
down list.

New Backup Job

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Name

Virtual Machines

Storage

Guest Processing

Schedule

Summary

Backup proxy:
| Off-host backup (HPHV02)

Backup repository:
| Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMARRcsun at 2/7/2023 4:39 v

" 125 GB free of 126 GB Map backup

Retention policy: | 7 days

restore points
Q Keep certain full backups i!c eposes

GFS retention policy is not conf

I | Config u re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

Advanced.,.

24. You can configure GFS 
retention policy seffings 
for the backup job to 
ignore the short-term 
retention policy for some 
full backups and store 
them for long-term 
archiving.

25. Select the Keep certain 
full backups for longer for 
archival purposes. Then, if 
you need it, click 
Configure.

New Backup Job X

kl ■> Storage

I Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
■’ this job and customize advanced job settings if required.

Name Backup proxy___________________________________________________________ _
I Off-host backup (HPHV02) I Choose...

Virtual Machines
Backup repository:

Storage j j Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMARRcsun at 2/7/2023 4:39 v

Gued PniMKing = 125 GB ,r“ °f 126 GB M>P backup

Retention policy: 7 „ restore points v $jp
Schedule ............ 1----------- ^-1 I--------------------------- !

0 Keep certain full backups longer for archival purposes Configure.,.
Summary t-------- -

GFS retention policy is not configured

I~I Configure secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication block 
size, notification settings, automated post-job activity and other settings.

< Previous Next > Cancel
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26. Select the Keep weekly 
full backups for check box, 
and specify the number of 
weeks you want to 
prevent restore points 
from being modified and 
deleted.

27. Select the Keep monthly 
full backups for check box, 
and specify the months 
you want to prevent 
restore points from being 
modified and deleted.

28. Select the Keep yearly full 
backups for check box, 
and specify the years you 
want to prevent restore 
points from being 
modified and deleted.

29. Click OK.
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30. On the Storage page, 
click Advanced.

New Backup Job X

J Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
■ this job and customize advanced job settings if required.

Name Backup proxy;___________________________________________________________ __
I Off-host backup (HPHV02) I Choose..

Virtual Machines
Backup repository:

Storage j | Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMART\csun at 2/7/2023 4:39 v

Guest Processing - 125 GB free of 126 GB Map backup

Retention policy: 7 0 restore points v
Schedule 1---------------- 1 1--------------------------- 1

0 Keep certain full backups longer for archival purposes Configure.,.
Summary . . . 1-------------------- 1

GFS retention policy is not configured

I | Configu re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.
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31. On the Backup page, 
select Incremental 
(recommended).

32. Select create synthetic full 
backups periodically or 
active full backups 
periodically checkbox.

33. Click Configure to 
schedule full backups 
periodically and click OK.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Backup mode

O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup 
file is always a full backup of the most recent VM state.

@ Incremental (recommended)
Increments are saved into new files dependent on previous files in the 
chain. Best for backup targets with poor random I/O performance.
2<] Create synthetic full backups periodically on:

Saturday Configure..

Active full backup

I | Create active full backups periodically on:
Saturday Configure...

Schedule Settings X

Schedule:

Save As Default OK Cancel
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34. Select Incremental and 
disable synthetic full or 
active full backups to 
create a forever forward 
incremental backup chain 
if needed.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Backup mode

O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup 
file is always a full backup of the most recent VM state.

@ Incremental (recommended)
Increments are saved into new files dependent on previous files in the 
chain. Best for backup targets with poor random I/O performance.
□ Create synthetic full backups periodically on:

Saturday Configure...

Active full backup

I | Create active full backups periodically on:
Saturday Configure...

Save As Default OK Cancel
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35. On the Advanced Seffings, 
select Maintenance.
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36. To regularly perform a 
health check on the 
backup chain's most 
recent restore point, 
select the Perform backup 
files health check (detects 
and auto-heals 
corruption) checkbox in 
the Storage-level 
corruption guard section.

37. Click Configure to set a 
timetable for the health 
check.
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38. Select the Remove 
deleted items data after 
the checkbox and enter 
the few days you want 
backup data for deleted 
VMs to be kept.

39. Select the Defragment 
and compact full backup 
file checkbox and click 
Configure.

40. Set the schedule for the 
compact operation to 
compact a full backup 
periodically.

Note:

GFS retention is not 
compatible with defragment 
and compact functionality.
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41. On Advanced Settings, 
select Storage.

42. Select the Enable inline 
data deduplication 
(recommended) 
checkbox.

43. Select the Exclude swap 
file blocks 
(recommended) 
checkbox.

44. Select the Exclude deleted 
file blocks 
(recommended) 
checkbox.

45. Select the compression 
level for the backup from 
the drop-down list.
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46. Select the Storage 
optimization for the 
backup from the drop­
down list.
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47. Select the Enable backup 
file encrypfion checkbox 
to encrypt the content of 
backup files.

48. Select a password from 
the drop-down list. Then, 
if you sfill need to do, 
click Add or use the 
Manage passwords link to 
create a new password.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Data reduction

• y i Enable inline data deduplication (recommended)

< 1 Exclude swap file blocks (recommended) 

yj Exclude deleted file blocks (recommended)

Compression level:

Optimal (recommended) v

Provides for the best compression to performance ratio, lowest backup proxy 
CPU usage and fastest restore.

Storage optimization:

1MB (recommended) v

Delivers the optimal combination of backup speed, granular restore 
performance and repository space consumption.

Encryption

< Enable backup file encryption 
Password:

Created by GOODDEALMARIXcsun at 1/7/2023 8:13 P v Add...

I Loss protection disabled Manage passwords

Save As Default
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49. On the Advanced Seffings, 
select Notifications.

50. Keep the default seffings.
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51. On the Advanced Seffings, 
select Hyper-V.

52. Keep the default seffings.

Advanced Settings

Backup I Maintenance | Storage | Notifications Hyper-V Scripts j

Guest quiescence

□ Enable Hyper-V guest quiescence

Native quiescence will only be used for virtual machines with application- 
aware image processing disabled.

Q Take crash consistent backup instead of suspending VM 

As a part of snapshot process, Hyper-V suspends guests not 
supporting Microsoft VSS. Use this option to keep them running.

Changed block tracking

Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and 
replication of protected VMs. CBT is performed by Veeam's Hyper-V 
integration component that is auto-deployed on each host.

Volume snapshots

v Allow processing of multiple VMs with a single volume snapshot

Includes other VMs from the job into the snapshot, as opposed to creating 
a separate snapshot for each processed VM.

Save As Default OK Cancel
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53. On the Advanced Seffings 
page, click Scripts and 
keep the default seffings.

54. Click OK.
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55. On the Storage page, click 
Next.

Mew Backup Job X

tHjj Storage

I — Qgr ' Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Name Backup proxy:

Off-host backup (HPHV02) J Choose...

Virtual Machines
Backup repository:

Storage ] Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMARTXcsun
at 2/7/2023 4:39 *

Guest Processing

Schedule

Summary

= 125 GB free of 126 GB

Retention policy; | 7_____ Q | | restore points v [

□ Keep certain full backups longer for archival purposes 

Periodic fulls are not enabled in Advanced settings

Map backup

Configure...

□ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

56. When you add VMs 
running VSS-aware 
applications to the backup 
job, you can enable 
application-aware 
processing to create a 
transactionally consistent 
backup. The 
transactionally consistent 
backup ensures that 
applications on VMs can 
be recovered without 
data loss.

57. Select the Enable
application-aware 
processing checkbox on 
the Guest Processing page 
and click Applications.

390



Chapter 4 Backup

58. On the Application-Aware 
Processing Options page, 
select the VM and click 
Edit.
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59. On the Processing
Seffings, click General.

60. Keep the default seffings.
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61. On the Processing 
Seffings page, click SQL if 
the VM is a Microsoft SQL 
Server VM.

62. Select Truncate logs 
(Prevents logs from 
growing forever) to 
truncate transaction logs 
after a successful backup.
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63. On the Processing
Seffings page, click Oracle 
if the VM is an Oracle 
Server.

64. Select a user account 
from the drop-down list.

65. Select Do not delete 
archived logs checkbox.
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66. On the Processing
Seffings page, click 
PostgreSQL if the VM is a 
PostgreSQL Server VM.

67. Select a user account 
from the drop-down list.

68. Select Database user with 
password checkbox.

Processing Settings

General SQL Oracle PostgreSQL Exclusions Scripts

Specify' PostgreSQL account with superuser privileges:

4 Use guest credentials

Manage accounts
The specified user is:
@ Database user with password
O Database user with password file (.pgpass)

O System user without password (peer)

i | Backup logs every:

Add...

Retain log backups:
@ Until the corresponding image-level backup is deleted

395



Chapter 4 Backup

69. On the Processing 
Seffings page, click 
Exclusions and keep the 
default seffings.
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70. On the Processing
Seffings page, click Scripts 
and keep the default 
seffings.

71. Click OK.
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72.. On the Application-
Aware Processing
Options page, click OK.

73. Select the Enable guest 
file system indexing 
checkbox and click 
Indexing.
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74. On the Guest File System 
Indexing Options page, 
select the VM, click Edit 
and select Windows 
indexing.

Guest File System Indexing Options

Specify guest file system indexing settings for individual items:

Object Windows Linux Add...

> DC01-2022 Partial Partial Edit..

Windows indexing...

Linux indexing...

OK Cancel

75. On the Guest file system 
indexing mode page, keep 
the default seffings.

76. Click OK.

DCO1-2922 Indexing Settings

Guest file system indexing mode:
O D'saole indexing

Index eveiything
Index everything except:
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77. Click OK on the Guest file 
system indexing mode 
page.

78. Click Choose on the Guest 
interaction proxy field on 
the Guest Processing 
page.
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79. On the Guest Interaction 
Proxy page, select the 
domain member servers 
as the Guest Interaction 
proxy when you use gMSA 
as the guest OS 
credential.

80. Click OK.
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81. Choose a user account on 
the Guest Processing page 
with sufficient 
permissions from the 
Guest OS credentials 
drop-down list.

82. If you have multiple VMs 
at the same job, click 
Credentials to Customize 
guest OS credentials for 
individual machines and 
operating systems.

83. On the Guest Processing 
page, click Test Now to 
verify network 
connectivity and 
credentials for each 
machine included in the

Edit Backup Job DC01 -2022 Backup X

I Guest Processing
pr ' Choose guest OS processing options available for running VMs.

■■ ' ’ ’
Name 0 Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction fogs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications Applications...

Storage [^] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1 -click restores of individual files, 
■ Indexing is optional, and is not required to perform instant file level recoveries.

। Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:
Summary I I I I1 | SMB3; STORAGE-WIN; VBR12PostgreSQL.gooddealmart,ca______________________ | | Choose- |

Guest OS credentials:
| gooddealmart\VBRgMSA (gMSA account uses to run guest processing ta„. v | Add,.,

Manage accounts____________

Customize guest OS credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job Test Now

job.
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84. On the Guest Credentials 
Test page, ensure 
verification success for 
each machine.

85. Click Close.

86. Click Next on the Guest 
Processing page.

Edit Backup Job DCO1-2O22 Backup

Guest Processing

Choose guest OS processing options available for running VMs.

Name

Virtual Machines

Storage

Guest Processing

Schedule

0 Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and 
configures the OS to perform required application restore steps upon first boot. __________

Customize application handling options for individual machines and applications Applications...

0 Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1 -click restores of i ndividual files, 
Indexing is optional, and is not required to perform instant file level recoveries.
Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:
[ SMB3; STORAGE-WIN; VBR12PostgreSQl.gooddealmart,ca | Choose...

Guest OS credentials:
gooddealmartWBRgMSA (gMSA account uses to run guest processing ta„. v | Add,., 

Manage accounts

Customize guest OS credentials for individual machines and operating systems Credentials...

Verify network connectivity and credentials for each machine included in the job Test Now I
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87. Select Run the job 
automatically checkbox 
on the Schedule page and 
select your specified 
schedule.

88. Define whether Veeam 
Backup & Replication 
should retry the backup 
job if it fails in the 
Automatic retry section.

89. Define the time interval 
the backup job must 
complete in the Backup 
window section. The 
backup window ensures 
that the job does not 
overlap with production 
hours and that there is no 
unnecessary overhead on 
the production 
environment.

90. Click Apply.
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91. Click Finish on the 
Summary page.

92. Verify that the backup job 
has been added.

Inh Tank Veeam Backup and Replica

Start i'cp Retry Active Statistics Report Edit Clone Disable Delete
Full

Job Control Details Manage Job

Home | Q Type in on object name to search for

J 56;. Jobs Name T Type Objects Status
$= Backup DC01-2022 Backup Hyper-V Backup 1 Stopped

[jc;- Last24 Hours

1^1 Home 

gjl Inventory
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Create an Immutable Backup job to backup the specified VMs

Immutable Backup is a Veeam Backup & Replication feature that protects against ransomware 

attacks by preventing malicious software from modifying or deleting backup data.

Immutable backup means that once data is written to a backup repository, it cannot be modified, 

overwritten, or deleted until a specified retention period has passed. This can prevent 

ransomware from corrupting or encrypting backup data because the malware cannot modify or 

delete the backup files.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.
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3. Enter the MFA
Confirmation code and 
click Confirm.

4. Select Jobs on the Home 
page and right-click Jobs.

5. Select Backup and click 
Virtual machine.
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6. On the Name page, enter 
a name for the backup job 
in the Name field.

7. Give a brief description in 
the Description field for 
the future.

8. Click Next.

New Backup Job X

Name
■■ Type in a name and description for this backup job.

Name J _______________________________________________________________________________
| DC01-2022_ubuntu2D045 Immutabie Backup

Virtual Machines
Description:

Storage

Guest Processing

Schedule

Created by GOODDEALMART\csun at 2/21/2023 2-41 PM.

Summary

□ High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs 
sensitive to the start time, or jobs with strict RPO requirements.

| Next > | | Cancel

9. Click Add on the Virtual 
Machines page.
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10. Select the VM from the 
Select objects list on the 
Add Objects page and 
click Add.

11. If you have multiple VMS 
that needs to back up in 
the same backup job, you 
can repeat the step to add 
them.
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12. Click Next on the Virtual 
Machines page.

13. On the Storage page, click 
Choose to select a backup 
proxy if you don’t want to 
use the default Off-host 
backup (automatic proxy 
selection) seffing.

410

Mew Backup Job X

kl ,! Storage

I >— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this jab and customize advanced job settings if required.

Name Backup proxy;___________________________________________________________

Off-host backup (automatic proxy selection) I Choose...
Virtual Machines

Backup repository:
Storage j j Backup Repository Storage-Wm VBRBackup (Created by GOODDEALMARTAcsun at 2/7/2023 4:39 v

Guest Processing = 703 GB free of 126 GB Map backup

Retention policy: 7 O l days * 4 &
Schedule ............ 1----------- ^-11■ -* 1

I | Keep certain full backups longer for archival purposes
Summary .

GFS retention policy is not configured

I~I Configure secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication block 
size, notification settings, automated post-job activity and other settings.

■S Previous | | Next > [ Cancel
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14. On the Backup Proxy 
page, if you select On- 
host backup mode, the 
source Microsoft HyperV 
host will serve as both the 
source host and the 
backup proxy. In this 
mode, Veeam Data Mover 
runs directly on the 
source host, which speeds 
up data retrieval but 
places additional strain on 
the host.

15. If you select Off-host 
backup mode, Veeam 
Data Mover will run on a 
dedicated off-host backup 
proxy. All backup 
processing operations 
from the source host are 
routed to the off-host 
backup proxy in this 
model.

16. If the off-host backup 
mode is selected for the 
job, but no off-host 
backup proxies are 
available when the job 
begins, Veeam Backup & 
Replication will transition 
to on-host backup mode.

17. You unselect the Failover 
to on-host backup mode if 
no suitable off-host 

Backup Proxy X

Choose a backup mode for this job. When multiple backup proxy servers are 
available to process the same VM, selection of most suitable one will be 
performed by taking into account proxy priority, connectivity and its current 
load.

O On-host backup
Backup proxy runs directly on each Hyper-V host, which enables for direct to 
target operation, but puts extra load on all Hyper-V hosts.

@ Off-host backup
Backup proxy server for each VM will be auto-selected from all available off - 
host proxies. In this mode, backup processing is offloaded from Hyper-V 
host.

0 Failover to on-host backup mode if no suitable off-host proxies available 

0 Use the following backup proxy servers only:
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proxies are available in 
the checkbox. Still, the job 
will fail to start if off-host 
backup proxies are 
unavailable or configured 
properly.

18. Click OK.

19. Select the Hardened 
backup repository from 
the Backup repository 
drop-down list.

New Backup Job

Name

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Virtual Machines

Backup proxy:
| Off-host backup (HPHV02) | Choose...

Storage

Guest Processing

Backup repository:
| Backup Repository_Storage-Win_VBRBackup (Created by GOODDEALMARHcsun at 2/7/2023 4:39 v \

" 125 GB free of 126 GB Map backup

Schedule
Retention policy: । ]©

Summary
I I Keep certain full backups longer for archival purposes 

GFS retention policy is not configured

□ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

Advanced.,.

< Previous | Next Cancel
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20. Set the retention policy 
seffings for restore points 
in the Retention Policy 
field.

21. Select days or restore 
points from the drop­
down list.

New Backup Job

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Name

Virtual Machines

Storage

Guest Processing

Schedule

Summary

Backup repository:
| Backup Repository_ubuntu20045 (Created by GOODDEALMARTVcsun at 2/7/2023 3:47 PM.) v

" 126 GB free of 126 GB Map backup

Retention policy: | 7 days

restore points
Q Keep certain full backups i!c eposes

GFS retention policy is not conf

I | Config u re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

22. You can configure GFS 
retention policy seffings 
for the backup job to 
ignore the short-term 
retention policy for some 
full backups and store 
them for long-term 
archiving.

23. Select the Keep certain 
full backups for longer for 
archival purposes 
checkbox and click 
Configure.

413

New Backup Job X

IStorage

I Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Name Backup proxy___________________________________________________________ _
I Off-host backup (HPHV02) I Choose...

Virtual Machines
Backup repository:

Storage |] j Backup Repositoiy_ubuntu 20045 (Created by GOODDEALMART\csun at 2/7/2023 3:47 PM.) *

Guest Processing = 126 GB free of 126 GB Map backup

Retention policy 7 0 1 days * 4 &
Schedule ............ 1----------- ^-11■ -* 1

0 Keep certain full backups longer for archival purposes Configure.,.
Summary tJ

GFS retention policy is not configured

I~I Configure secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication block 
size, notification settings, automated post-job activity and other settings.

< Previous Next >1 Cancel
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24. Select the Keep weekly 
full backups for check box, 
and specify the number of 
weeks you want to 
prevent restore points 
from being modified and 
deleted.

25. Select the Keep monthly 
full backups for check box, 
and specify the months 
you want to prevent 
restore points from being 
modified and deleted.

26. Select the Keep yearly full 
backups for check box, 
and specify the years you 
want to prevent restore 
points from being 
modified and deleted.

27. Click OK.
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28. On the Storage page, 
click Advanced.

New Backup Job X

■ Storage

i Al ■' Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
■ this job and customize advanced job settings if required.

Name Backup proxy;___________________________________________________________ __
I Off-host backup (HPHV02) I Choose..

Virtual Machines
Backup repository:

Storage | | Backup Repositoiy_ubuntu20045 (Created by GOODDEALMARTVcsun at 2/7/2023 347 PM.) v

Guest Processing - 126 GB free of 126 GB Map backup

Retention policy: 7 0 days v
Schedule 1---------------- 1 I------ '--------------------1

□ Keep certain full backups longer for archival purposes
Summary

GFS retention policy is not configured

I | Configu re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

< Previous | Next > | Cancel
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29. On the Backup page, 
select Incremental 
(recommended).

30. Select create synthetic full 
backups periodically or 
active full backups 
periodically checkbox.

31. Click Configure to 
schedule full backups 
periodically and click OK.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Backup mode

O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup 
file is always a full backup of the most recent VM state.

@ Incremental (recommended)
Increments are saved into new files dependent on previous files in the 
chain. Best for backup targets with poor random I/O performance.
2<] Create synthetic full backups periodically on:

Saturday Configure..

Active full backup

I | Create active full backups periodically on:
Saturday Configure...

Schedule Settings X

Schedule:

Save As Default OK Cancel
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32. Select Incremental and 
disable synthetic full or 
active full backups to 
create a forever forward 
incremental backup chain 
if needed.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Backup mode

O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup 
file is always a full backup of the most recent VM state.

@ Incremental (recommended)
Increments are saved into new files dependent on previous files in the 
chain. Best for backup targets with poor random I/O performance.
□ Create synthetic full backups periodically on:

Saturday Configure...

Active full backup

I | Create active full backups periodically on:
Saturday Configure...

Save As Default OK Cancel
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33. On the Advanced Seffings, 
select Maintenance.
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34. To regularly perform a 
health check on the 
backup chain's most 
recent restore point, 
select the Perform backup 
files health check (detects 
and auto-heals 
corruption) checkbox in 
the Storage-level 
corruption guard section.

35. Click Configure to set a 
timetable for the health 
check.
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36. Select the Remove 
deleted items data after 
the checkbox and enter 
the few days you want 
backup data for deleted 
VMs to be kept.

37. Select the Defragment 
and compact full backup 
file checkbox and click 
Configure.

38. Set the schedule for the 
compact operation to 
compact a full backup 
periodically.

Note:

GFS retention is not 
compatible with defragment 
and compact functionality.
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39. On Advanced Settings, 
select Storage.

40. Select the Enable inline 
data deduplication 
(recommended) 
checkbox.

41. Select the Exclude swap 
file blocks 
(recommended) 
checkbox.

42. Select the Exclude deleted 
file blocks 
(recommended) 
checkbox.

43. Select the compression 
level for the backup from 
the drop-down list.
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44. Select the Storage 
optimization for the 
backup from the drop­
down list.
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45. Select the Enable backup 
file encrypfion checkbox 
to encrypt the content of 
backup files.

46. Select a password from 
the drop-down list. Then, 
if you sfill need to do, 
click Add or use the 
Manage passwords link to 
create a new password.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Data reduction

• y i Enable inline data deduplication (recommended)

< 1 Exclude swap file blocks (recommended) 

yj Exclude deleted file blocks (recommended)

Compression level:

Optimal (recommended) v

Provides for the best compression to performance ratio, lowest backup proxy 
CPU usage and fastest restore.

Storage optimization:

1MB (recommended) v

Delivers the optimal combination of backup speed, granular restore 
performance and repository space consumption.

Encryption

< Enable backup file encryption 
Password:

Created by GOODDEALMARIXcsun at 1/7/2023 8:13 P v Add...

I Loss protection disabled Manage passwords

Save As Default
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47. Select Notifications on the 
Advanced Settings.

48. Keep the default seffings.
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49. Select Hyper-V on the 
Advanced Settings.

50. Keep the default seffings.

Advanced Settings

Backup I Maintenance | Storage | Notifications Hyper-V Scripts j

Guest quiescence

□ Enable Hyper-V guest quiescence

Native quiescence will only be used for virtual machines with application- 
aware image processing disabled.

Q Take crash consistent backup instead of suspending VM 

As a part of snapshot process, Hyper-V suspends guests not 
supporting Microsoft VSS. Use this option to keep them running.

Changed block tracking

Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and 
replication of protected VMs. CBT is performed by Veeam's Hyper-V 
integration component that is auto-deployed on each host.

Volume snapshots

v Allow processing of multiple VMs with a single volume snapshot

Includes other VMs from the job into the snapshot, as opposed to creating 
a separate snapshot for each processed VM.

Save As Default OK Cancel
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51. On the Advanced Seffings 
page, select Scripts and 
keep the default seffings.

52. Click OK.

426



Chapter 4 Backup

53. Click Next on the Storage 
page.

New Backup Job X

■ Storage

■ sjg Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
■ this job and customize advanced job settings if required.

Backup proxy:
| Off-host backup (HPHV02) | Choose...

Backup repository:
| Backup Repository_ubuntu20045 (Created by GOODDEALMARTXcsun at 2/7/2023 3:47 PM.) v

" 126 GB free of 126 GB Map backup

Retention policy: [ 7 | days v | O

O Keep certain full backups longer for archival purposes

GFS retention policy is not configured

I | Config u re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Name

Virtual Machines

Storage

Guest Processing

Schedule

Summary

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

< Previous Next > Cancel

54. When you add VMs 
running VSS-aware 
applications to the backup 
job, you can enable 
application-aware 
processing to create a 
transactionally consistent 
backup. The 
transactionally consistent 
backup ensures that 
applications on VMs can 
be recovered without 
data loss.

55. Select the Enable 
application-aware 
processing checkbox on 
the Guest Processing page 
and click Applications.
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56. On the Application-Aware 
Processing Options page, 
select the VM and click 
Edit.

428



Chapter 4 Backup

57. On the Processing
Seffings, click General.

58. Keep the default seffings.
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59. On the Processing 
Seffings page, click SQL if 
the VM is a Microsoft SQL 
Server VM.

60. Select Truncate logs 
(Prevents logs from 
growing forever) to 
truncate transaction logs 
after a successful backup.
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61. On the Processing
Seffings page, click Oracle 
if the VM is an Oracle 
Server.

62. Select a user account 
from the drop-down list.

63. Select Do not delete 
archived logs checkbox.
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64. On the Processing
Seffings page, click 
PostgreSQL if the VM is a 
PostgreSQL Server VM.

65. Select a user account 
from the drop-down list.

66. Select Database user with 
password checkbox.

Processing Settings

General SQL Oracle PostgreSQL Exclusions Scripts

Specify' PostgreSQL account with superuser privileges:

4 Use guest credentials

Manage accounts
The specified user is:
@ Database user with password
O Database user with password file (.pgpass)

O System user without password (peer)

i | Backup logs every:

Add...

Retain log backups:
@ Until the corresponding image-level backup is deleted
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67. On the Processing 
Seffings page, click 
Exclusions and keep the 
default seffings.
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68. On the Processing
Seffings page, click Scripts 
and keep the default 
seffings.

69. Click OK.
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70. On the Application-
Aware Processing 
Options page, click OK.

71. Select the Enable guest 
file system indexing 
checkbox and click 
Indexing.
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72. On the Guest File System 
Indexing Options page, 
select the VM, click Edit 
and select Windows 
indexing.

Guest File System Indexing Options

Specify guest file system indexing settings for individual items:

Object Windows Linux Add...

> DC01-2022 Partial Partial Edit..

Windows indexing...

Linux indexing...

OK Cancel

73. On the Guest file system 
indexing mode page, keep 
the default seffings.

74. Click OK.

DCO1-2922 Indexing Settings

Guest file system indexing mode:
O D'saole indexing

Index eveiything
Index everything except:
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75. Click OK on the Guest file 
system indexing mode 
page.

76. Keep the default
Automatic selection 
seffing in the Guest 
interaction proxy field.
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77. Choose a user account on 
the Guest Processing page 
with sufficient 
permissions from the 
Guest OS credentials 
drop-down list.

78. If you have multiple VMs 
at the same job, click 
Credentials to Customize 
guest OS credentials for 
individual machines and 
operating systems.

79. On the Guest Processing 
page, click Test Now to 
verify network 
connectivity and 
credentials for each 
machine included in the 
job.
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80. On the Guest Credentials 
Test page, ensure 
verification success for 
each machine.

81. Click Close.

82. Click Next on the Guest 
Processing page.

New Backup Job

Guest Processing

Choose guest OS processing options available for running VMs.

Name

Virtual Machines

M Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and 
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications

Storage

। Applications.. I

Guest Processing

Schedule

0 Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1 -dick restores of individual files, 
Indexing is optional, and is not required to perform instant file level recoveries.
Customize advanced guest file system indexing options

Summary

Customize guest OS credentials for individual machines and operating systems

Verify network connectivity and credentials for each machine included in the job

Guest interaction proxy:
| Automatic selection

Guest OS credentials:
| GOODDEALMARTXcsun (GOOD DEALM ARTVsun, las?

Manage accounts

| < Previous | | Next > | Cancel
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83. Select Run the job 
automatically checkbox 
on the Schedule page and 
select your specified 
schedule.

84. Define whether Veeam 
Backup & Replication 
should retry the backup 
job if it fails in the 
Automatic retry section.

85. Define the time interval 
the backup job must 
complete in the Backup 
window section. The 
backup window ensures 
that the job does not 
overlap with production 
hours and that there is no 
unnecessary overhead on 
the production 
environment.

86. Click Apply.
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87. Click Finish on the 
Summary page.

88. Verify that the backup job 
has been added.
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Create a Backup job to backup the specified Physical Machines 
(Managed by Backup Server Mode)

This procedure uses the managed backup server mode to create a backup job to back up the 

specific physical producfion machines.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replicafion 
manager server.

2. Open the Veeam Backup 
& Replicafion Console and 
click Connect.

Veeam
Backup & Replication 12

Type in a backup server name or IP address, backup service port number, 
and user credentials to connect with.

V Use Windows session authentication

Save shortcut Connect Close
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3. Enter the MFA
Confirmation code and 
click Confirm.

4. Select Jobs on the Home 
page and right-click Jobs.

5. Select Backup and click 
Windows computer.
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6. Select Managed by 
backup server mode on 
the Job Mode page and 
click Next.

7. On the Name page, enter 
a name for the backup job 
in the Name field.

8. Give a brief description in 
the Description field for 
the future.

9. Click Next.

Mew Agent Backup Job 

^^■F" ' ~j TyPe in a name and descr

Job Mode

>tion for this agent backup job.

■Jame:
Hyper-V Hosts Agent Backup_by backup server)

Name
) escription:

Computers

Backup Mode

Storage

Guest Processing

Created by GOODDEALMARKcsun at 2/22/202311:06 AM.

Schedule

Summary

2I High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to 
the start time, or jobs with strict RPO requirements.

| < Previous | | Next > | | Cancel
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10. On the Computers page, 
click Add and select 
Protection group.

New Agent Backup Job

Computers
Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically 
updates the list of protected machines as new ones are discovered.

Protected computers

Computers

Backup Mode

Storage

Guest Processing

Schedule

Add... |

Protection group,,.

Individual computer.,.

< Previous Next >
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11. Select the protection 
group on the Select 
Objects page and click OK.

12. You can select multiple 
protection groups for the 
same backup job and 
repeat the step to add 
them.
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13. Click Next on the 
Computers page.

14. Select Volume level 
backup mode on the 
Backup Mode page to 
back up the specified 
computer volumes and 
click Next.
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15. On the Objects page, 
select Backup the 
following volumes only.

16. Click Add and select OS 
volume.

17. Click Next

18. Select the backup 
repository from the 
Backup repository drop­
down list on the Storage 
page.

New Agent Backup Jot

Computers

Backup Mode
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19. Set the retention policy 
seffings for restore points 
in the Retention Policy 
field.

20. Select days or restore 
points from the drop­
down list.

21. You can configure GFS 
retention policy seffings 
for the backup job to 
ignore the short-term 
retention policy for some 
full backups and store 
them for long-term 
archiving.

22. Select the Keep certain 
full backups for longer for 
archival purposes. Then, if 
you need it, click 
Configure.

n days

nil backups
restore points |

449



Chapter 4 Backup

23. Select the Keep weekly 
full backups for check box, 
and specify the number of 
weeks you want to 
prevent restore points 
from being modified and 
deleted.

24. Select the Keep monthly 
full backups for check box, 
and specify the months 
you want to prevent 
restore points from being 
modified and deleted.

25. Select the Keep yearly full 
backups for check box, 
and specify the years you 
want to prevent restore 
points from being 
modified and deleted.

26. Click OK.
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27. On the Storage page, click 
Advanced.
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28. Select Create synthetic 
full backups or Active full 
backups periodically 
checkbox.

29. Schedule full backups 
periodically and click OK.
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30. On the Advanced Seffings, 
select Maintenance.

31. To regularly perform a 
health check on the 
backup chain's most 
recent restore point, 
select the Perform backup 
files health check (detects 
and auto-heals 
corruption) checkbox in 
the Storage-level 
corruption guard section.

32. Click Configure to set a 
timetable for the health 
check.
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33. Select the Remove 
deleted items data after 
the checkbox and enter 
the few days you want 
backup data for deleted 
VMs to be kept.

34. Select the Defragment 
and compact full backup 
file checkbox and click 
Configure.

35. Set the schedule for the 
compact operation to 
compact a full backup 
periodically.

Note:

You don’t need to enable 
the defragment and 
compact functionality 
checkbox if GFS retention 
is enabled.
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36. On Advanced Settings, 
select Storage.

37. Select the Compression 
level from the drop-down 
list.
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38. Select Storage 
optimization from the 
drop-down list.
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39. Select the Enable backup 
file encrypfion checkbox 
to encrypt the content of 
backup files.

40. Select a password from 
the drop-down list. Then, 
if you sfill need to do, 
click Add or use the 
Manage passwords link to 
create a new password.
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41. On the Advanced Seffings, 
select Notifications.

42. Keep the default seffings.
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43. On the Advanced Seffings, 
select Integration.

44. Keep the default seffings.
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45. On the Advanced Seffings 
page, select Scripts.

46. Keep the default seffings 
and click OK.
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47. On the Storage page, click 
Next.

48. When you add Physical 
machines running VSS- 
aware applications to the 
backup job, you can 
enable application-aware 
processing to create a 
transactionally consistent 
backup. The 
transactionally consistent 
backup ensures that 
applications on VMs can 
be recovered without 
data loss.

49. Select the Enable 
application-aware 
processing checkbox on 
the Guest Processing
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page, and click 
Applications.

50. On the Application-Aware 
Processing Options page, 
select the Object and click 
Edit.
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51. On the Processing 
Seffings page, select 
General.

52. Select Enable application- 
aware processing 
checkbox.

53. Select Process transaction 
logs with this job 
(recommended).

Processing Settings X

General SQL Oracle SharePoint Scripts

Applications
Application-aware processing detects and prepares applications for 
consistent backup using application-specific methods, and configures 
the OS to perform required application restore steps upon first boot.
0 Enable application-aware processing

Microsoft VSS settings
Choose whether this job should process transaction logs upon 
successful backup. Logs pruning is supported for Microsoft Exchange, 
Microsoft SQL Server, and other applications that rely on VSS.
(•) Process transaction logs with this job (recommended)

O Perform copy only (lets another application use logs)

OK Cancel
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54. On the Processing
Seffings page, click SQL if 
the Physical Machine is a 
Microsoft SQL Server.

55. Select a user account 
from the drop-down list.

56. Select Truncate logs 
(Prevents logs from 
growing forever).

Processing Settings

General SQL Oracle SharePoint Scripts

Specify Windows account with sysadmin role on SQL Server:

14 Use guest credentials Add...
Manage accounts

Choose how this job should process Microsoft SQL Server transaction logs:
(•) Truncate logs (prevents logs from growing forever)

O Do not truncate logs (requires simple recovery model)

O Backup logs periodically (backed up logswill be truncated)

Backup logs every: 15 minutes

Retain log backups:

Until the corresponding image-level backup is deleted

Keep only last 15 * days of log backups

OK Cancel
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57. Select Oracle on the
Processing Seffings page if 
the Physical Machine is an 
Oracle Server.

58. Select a user account 
from the drop-down list.

59. Select Do not delete 
archived logs.
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60. On the Processing 
Seffings page, select 
SharePoint if the Physical 
Machine is a SharePoint 
Server.

61. Select a user account 
from the drop-down list.
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62. On the Processing 
Seffings page, select 
Scripts.

63. Keep the default seffings 
and click OK.
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64. On the Application-
Aware Processing 
Options page, click OK.

65. Select the Enable guest 
file system indexing 
checkbox and click 
Indexing.
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66. On the Guest File System 
Indexing Options page, 
select the Object, click 
Edit and.
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67. On the Guest file system 
indexing mode page, keep 
the default seffings.

68. Click OK.
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69. On the Guest File System 
Indexing Options page, 
click OK.

70. On the Guest Processing 
page, click Next.
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71. Select Run the job 
automatically checkbox 
on the Schedule page and 
select your specified 
schedule.

72. Define whether Veeam 
Backup & Replication 
should retry the backup 
job if it fails in the 
Automatic retry section.

73. Define the time interval 
the backup job must 
complete in the Backup 
window section. The 
backup window ensures 
that the job does not 
overlap with production 
hours and that there is no 
unnecessary overhead on 
the production 
environment.

74. Click Apply.
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75. On the Summary page, 
click Finish.

76. Verify that the backup job 
has been added
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Create a Backup job to backup the specified Physical Machines 
(Managed by Agent Mode)

This procedure uses the managed backup server mode to create a backup job to back up the 
specific physical producfion machines.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.

Veeam
Backup & Replication 12

Type in a backup server name or IP address, backup service port number, 
and user credentials to connect with.

Use Windows session authentication

Save shortcut Connect Close
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3. Enter the MFA
Confirmation code and 
click Confirm.

4. Select Jobs on the Home 
page and right-click Jobs.

5. Select Backup and click 
Windows computer.
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6. On the Job Mode page, 
select Managed by agent 
mode and click Next.

7. On the Name page, enter 
a name for the backup job 
in the Name field.

8. Give a brief description in 
the Description field for 
the future.

9. Click Next.

New Agent Backup Job

1 j Type *n a name and description forthis agent backupjob.

Job Mode Name:
I Hyper-V Hosts Agent Backupbyaqent

Name
inscription:

Computers

Backup Mode

Destination

Local Storage

Created by GOODDEALMARRcsun at 2/22/202311:12 AM.|

Guest Processing

Schedule

Summary

[ < Previous | Next •• | Cancel
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10. On the Computers page, 
click Add and select 
Protection group. Protected computers

Select protection groups or individual machines to back up, Protection groups provide a dynamic selection scope that automatically 
updates the list of protected machines as new ones are discovered,

New Agent Backup Job

Protection group,., 

ndividual computer...

Local Storage

Guest Processing
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11. Select the protection 
group on the Select 
Objects page and click OK.

12. You can select multiple 
protection groups for the 
same backup job and 
repeat the step to add 
them.
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13. Click Next on the 
Computers page.

14. Select Volume level 
backup mode on the 
Backup Mode page to 
back up the specified 
computer volumes and 
click Next.
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15. On the Objects page, 
select Backup the 
following volumes only.

16. Click Add and select OS 
volume.

17. Click Next

18. Select the Veeam backup 
repository and click Next.

480



Chapter 4 Backup

19. Enter the Veeam Backup 
and Replication manager 
server name or IP address 
in the DNS name or 
external IP address field 
on the Backup Server 
page.

New Agent Backup Job

Backup Server
Specify Veeam Backup & Replication management server connection parameters,

Job Mode DNS name or external IP address:
| VBR12PostgreSQL.good dealmart. ca|

^alTle The specified DNS name must resolve to the external IP address of your backup server, as remote backup

agents need to be able to establish network connection to this endpoint.
Computers

Backup Mode

Objects

Destination

Backup Server

Storage

Backup Cache

Guest Processing

Schedule

Summary

< Previous Next >

20. Select the backup 
repository from the 
Backup repository drop­
down list on the Storage 
page.
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21. Set the retention policy 
seffings for restore points 
in the Retention Policy 
field.

22. Select days or restore 
points from the drop­
down list.

23. You can configure GFS 
retention policy seffings 
for the backup job to 
ignore the short-term 
retention policy for some 
full backups and store 
them for long-term 
archiving.

24. Select the Keep certain 
full backups for longer for 
archival purposes. Then, if 
you need it, click 
Configure.
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25. Select the Keep weekly 
full backups for checkbox, 
and specify the number of 
weeks you want to 
prevent restore points 
from being modified and 
deleted.

26. Select the Keep monthly 
full backups for checkbox, 
and specify the months 
you want to prevent 
restore points from being 
modified and deleted.

27. Select the Keep yearly full 
backups for checkbox, and 
specify the years you 
want to prevent restore 
points from being 
modified and deleted.

28. Click OK.
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29. On the Storage page, click 
Advanced.
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30. Select Create synthetic 
full backups or Active full 
backups periodically 
checkbox.

31. Schedule full backups 
periodically and click OK.
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32. On the Advanced Seffings, 
select Maintenance.

33. To regularly perform a 
health check on the 
backup chain's most 
recent restore point, 
select the Perform backup 
files health check (detects 
and auto-heals 
corruption) checkbox in 
the Storage-level 
corruption guard section.

34. Click Configure to set a 
timetable for the health 
check.
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35. Select the Remove 
deleted items data after 
the checkbox and enter 
the few days you want 
backup data for deleted 
VMs to be kept.

36. Select the Defragment 
and compact full backup 
file checkbox and click 
Configure.

37. Set the schedule for the 
compact operation to 
compact a full backup 
periodically.

Note:

You don’t need to enable 
the defragment and 
compact functionality 
checkbox if GFS retention 
is enabled.
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38. On Advanced Settings, 
select Storage.

39. Select the Compression 
level from the drop-down 
list.
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40. Select Storage 
optimization from the 
drop-down list.

489



Chapter 4 Backup

41. Select the Enable backup 
file encrypfion checkbox 
to encrypt the content of 
backup files.

42. Select a password from 
the drop-down list. Then, 
if you sfill need to do, 
click Add or use the 
Manage passwords link to 
create a new password.
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43. On the Advanced Seffings, 
select Notifications.

44. Keep the default seffings 
and click OK.
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45. On the Storage page, click 
Next.

46. On the Backup Cache 
page, keep the default 
seffings and click Next.
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47. When you add Physical 
machines running VSS- 
aware applications to the 
backup job, you can 
enable application-aware 
processing to create a 
transactionally consistent 
backup. The 
transactionally consistent 
backup ensures that 
applications on VMs can 
be recovered without 
data loss.

48. Select the Enable 
application-aware 
processing checkbox on 
the Guest Processing 
page, and click 
Applications.

49. On the Application-Aware 
Processing Options page, 
select the Object and click 
Edit.
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50. On the Processing 
Seffings page, select 
General.

51. Select Enable application- 
aware processing 
checkbox.

52. Select Process transaction 
logs with this job 
(recommended).

Processing Settings X

General SQL Oracle SharePoint Scripts

Applications
Application-aware processing detects and prepares applications for 
consistent backup using application-specific methods, and configures 
the OS to perform required application restore steps upon first boot.
0 Enable application-aware processing

Microsoft VSS settings
Choose whether this job should process transaction logs upon 
successful backup. Logs pruning is supported for Microsoft Exchange, 
Microsoft SQL Server, and other applications that rely on VSS.
(•) Process transaction logs with this job (recommended)

O Perform copy only (lets another application use logs)

OK Cancel

494



Chapter 4 Backup

53. On the Processing
Seffings page, click SQL if 
the Physical Machine is a 
Microsoft SQL Server.

54. Select a user account 
from the drop-down list.

55. Select Truncate logs 
(Prevents logs from 
growing forever).
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56. Select Oracle on the
Processing Seffings page if 
the Physical Machine is an 
Oracle Server.

57. Select a user account 
from the drop-down list.

58. Select Do not delete 
archived logs.
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59. On the Processing 
Seffings page, select 
SharePoint if the Physical 
Machine is a SharePoint 
Server.

60. Select a user account 
from the drop-down list.
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61. On the Processing 
Seffings page, select 
Scripts.

62. Keep the default seffings 
and click OK.
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63. On the Application-
Aware Processing 
Options page, click OK.

64. Select the Enable guest 
file system indexing 
checkbox and click 
Indexing.
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65. On the Guest File System 
Indexing Options page, 
select the Object, click 
Edit and.

500



Chapter 4 Backup

66. On the Guest file system 
indexing mode page, keep 
the default seffings.

67. Click OK.
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68. On the Guest File System 
Indexing Options page, 
click OK.

69. On the Guest Processing 
page, click Next.
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70. Select Run the job 
automatically checkbox 
on the Schedule page and 
select your specified 
schedule.

71. Define whether Veeam 
Backup & Replication 
should retry the backup 
job if it fails in the 
Automatic retry section.

72. Define the time interval 
the backup job must 
complete in the Backup 
window section. The 
backup window ensures 
that the job does not 
overlap with production 
hours and that there is no 
unnecessary overhead on 
the production 
environment.

73. Click Apply.
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74. On the Summary page, 
click Finish.

New Agent Backup Job

Job Mode

Name

Computers

Backup Mode

Objects

Destination

Backup Server

Storage

Backup Cache

Guest Processing

Schedule

Summary

Summary:
(Mame: Hyper-V Hosts Agent Backup_by agent
Description: Created by GOODDEALMARTXcsun at 2/22/202311:12 AM.
Type: server
Mode: managed by agent
Protected computers:

Protection Group_Hyper-V Hosts
Backup mode; volume level backup
Destination: Veeam backup repository
Target storage: Backup Repository-HPHV02-E
Retention policy: 7 days
Application-aware processing is enabled
Guest file system indexing is enabled
Backup is scheduled to run automatically

< Previous | | Finish | | Cancel

75. Verify that the Machine Session Tools

E’ Home View .

Veeam Backup and Replication

rescan and Job configured 
are completed without 
issues.

■ Hili 1
Stop Statistics Report

Actions Details

a % Jobs

Q Type in an object name to search for X

Job Name Session Type Status
’Jf= Backup

■* Backups
[Jr Hyper-V Hosts Agent Backup_by agent Windows Agent... Success
[Jr Rescan of Hyper-V Hosts Agent Backup_by agent Rescan Success

!±j Disk 

a poj Last 24 Hours

Success 
12* Failed

[Jr DC01-2022_ubuntu20045 Immutable Backup (Full) Backup Success

[Jr VBR12PostgreSQL Backup (Full) Backup Success
[Jr MGMT01 Backup (Incremental) (Retry 2) Backup Success

[Jr SMBS Backup (Full) Backup Success

[Jr MGMT01 Backup (Full) (Retry 2) Backup Success

[J> Active Directory object restore (DC01-2022) Application Ite... Success
[Jr DC01-2022 Backup (Full) Backup Success
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76. Verify that the backup job 
has been added
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Create a Backup job to backup all VMS of the Hyper-V Host
This procedure creates a backup job to back up all VMS of the production Hyper-V host. The new 
VMS will be backed up automatically after the backup job is created. You don’t need to modify 
the backup job seffings.

Instructions Screenshot (if applicable)

1. Log in to the Veeam 
Backup and replication 
manager server.

2. Open the Veeam Backup 
& Replication Console and 
click Connect.

Veeam
Backup & Replication 12

Type in a backup server name or IP address, backup service port number, 
and user credentials to connect with.

Use Windows session authentication

Save shortcut Connect Close
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3. Enter the MFA
Confirmation code and 
click Confirm.

4. Select Jobs on the Home 
page and right-click Jobs.

5. Select Backup and click 
Virtual machine.
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6. On the Name page, enter 
a name for the backup job 
in the Name field.

7. Give a brief description in 
the Description field for 
the future.

8. Select the High priority 
checkbox if you want this 
job to allocate resources 
in the first place.

9. Click Next.

10. Click Add on the Virtual 
Machines page.
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11. Select the Host from the 
Select objects list on the 
Add Objects page and 
click Add.

12. If you have multiple Hosts 
that need to back up in 
the same backup job, you 
can repeat the step to add 
them.
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13. Click Next on the Virtual 
Machines page.

14. On the Storage page, click 
Choose to select a backup 
proxy if you don’t want to 
use the default Off-host 
backup (automatic proxy 
selection) seffing.

510

Mew Backup Job X

kl ,! Storage

I >— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
■’ this jab and customize advanced job settings if required.

Name Backup proxy;___________________________________________________________

Off-host backup (automatic proxy selection) I Choose...
Virtual Machines

Backup repository:
Stora9e |] | Backup Repository-HPHV02-E (Created by GOODDEALMART\csun at 2/21/2023 12:56 PM.) *

Guest Processing = 1.79 TB free of 1.81 TB Map backup

Retention policy: 7 O l days * 4 &
Schedule ............ 1----------- ^-11■ -* 1

I | Keep certain full backups longer for archival purposes
Summary .

GFS retention policy is not configured

I~I Configure secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication block 
size, notification settings, automated post-job activity and other settings.

< Previous | Next > | HhM, Cancel



Chapter 4 Backup

15. On the Backup Proxy 
page, if you select On- 
host backup mode, the 
source Microsoft HyperV 
host will serve as both the 
source host and the 
backup proxy. In this 
mode, Veeam Data Mover 
runs directly on the 
source host, which speeds 
up data retrieval but 
places additional strain on 
the host.

16. If you select Off-host 
backup mode, Veeam 
Data Mover will run on a 
dedicated off-host backup 
proxy. All backup 
processing operations 
from the source host are 
routed to the off-host 
backup proxy in this 
model.

17. If the off-host backup 
mode is selected for the 
job, but no off-host 
backup proxies are 
available when the job 
begins, Veeam Backup & 
Replication will transition 
to on-host backup mode.

18. You unselect the Failover 
to on-host backup mode if 
no suitable off-host 

Backup Proxy X

Choose a backup mode for this job. When multiple backup proxy servers are 
available to process the same VM, selection of most suitable one will be 
performed by taking into account proxy priority, connectivity and its current 
load.

O On-host backup
Backup proxy runs directly on each Hyper-V host, which enables for direct to 
target operation, but puts extra load on all Hyper-V hosts.

@ Off-host backup
Backup proxy server for each VM will be auto-selected from all available off - 
host proxies. In this mode, backup processing is offloaded from Hyper-V 
host.

0 Failover to on-host backup mode if no suitable off-host proxies available 

0 Use the following backup proxy servers only:
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proxies are available in 
the checkbox. Still, the job 
will fail to start if off-host 
backup proxies are 
unavailable or configured 
properly.

19. Click OK.

20. Select the backup 
repository from the 
Backup repository drop­
down list where the 
created backup files must 
be saved.

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Name Backup proxy___________________________________________________________ __
| Off-host backup (HPHV02) | Choose...

Virtual Machines
_________________________  Backup repository:
Storage | | Backup Repositofy-HPHV02-E [Created by GOODDEALMARTXcsun at 2/2172023 12:56 PM.)

Guest Processing 5 1.79 TB free of 1.81 TB Map backup

Retention policy: 7 0 days v I O
Schedule 1---------------- 1 L-------------------------- 1

I I Keep certain full backups longer for archival purposes
Summary

GFS retention policy is not configured

□ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

Advanced...
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21. Set the retention policy 
settings for restore points 
in the Retention Policy 
field.

22. Select days or restore 
points from the drop­
down list.

New Backup Job

JIA Storage

| - Specify processing proxy server to be used for source data retneval, backup repository to store the backup files produced by 
■■I this job and customize advanced job settings if required.

Name

Virtual Machines

Backup proxy.
I Off-host backup (HPHV02) Choose...

Storage

Guest Processing

Schedule

Backup repository
| |BidcupRtporitMy-HPHV02^(CrerttdbyGOOOO€AlXUKIVM>»t2/21/2023123CPMJ -|

S 1.7g TB free of 1.81 TB Map backup

Retention policy [ 7

Summary

restore points 
□ Keep certain full backups Id . ■poses

o

X

□ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and dedupbcabon. block Advanced 
size, notification settings, automated post-job activity and other settings.

| Next >~ Cancel

23. You can configure the 
backup job's GFS 
retention policy seffings 
to ignore the short-term 
retention policy for some 
full backups and store 
them for long-term 
archiving.

24. Select Keep certain full 
backups for longer for 
archival purposes and 
click Configure.
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■ Storage

i ’aS ■' Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
■ this job and customize advanced job settings if required.

Name Backup proxy___________________________________________________________ __
| Off-host backup (HPHV02) | Choose..

Virtual Machines
___________________________ Backup repository:

borage | | Backup Repository-HPHV02-E [Created by GOODDEALMARTXcsun at 2/21/2023 12:56 PM.)

Guest Processing 5 1.79 TB free of 1.81 TB Map backup

Retention policy 7 0 days v O
Schedule * 1---------------- 1 1--------------------------- 1

0 Keep certain full backups longer for archival purposes Configure.,.
Summary

GFS retention policy is not configured

O Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.
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25. Select the Keep weekly 
full backups for checkbox, 
and specify the number of 
weeks you want to 
prevent restore points 
from being modified and 
deleted.

26. Select the Keep monthly 
full backups for checkbox, 
and specify the months 
you want to prevent 
restore points from being 
modified and deleted.

27. Select the Keep yearly full 
backups for checkbox, and 
specify the years you 
want to prevent restore 
points from being 
modified and deleted.

28. Click OK.
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29. On the Storage page, 
click Advanced.

New Backup Job

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Virtual Machines
Backup repository:

Backup proxy:
| Off-host backup (HPHV02)

Name

buest Processing

31 Keep certain full backups longer for archival purposes 

GFS retention policy is not configured

I | Config u re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

Advanced.,.

| < Previous. | | Next > | Cancel
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30. On the Backup page, 
select Incremental 
(recommended).

31. Select create synthetic full 
backups periodically or 
active full backups 
periodically checkbox.

32. Click Configure to 
schedule full backups 
periodically and click OK.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Backup mode

O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup 
file is always a full backup of the most recent VM state.

@ Incremental (recommended)
Increments are saved into new files dependent on previous files in the 
chain. Best for backup targets with poor random I/O performance.
2<] Create synthetic full backups periodically on:

Saturday Configure..

Active full backup

I | Create active full backups periodically on:
Saturday Configure...

Schedule Settings

Schedule:

OK Cancel
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33. Select Incremental and 
disable synthetic full and 
active full backups to 
create a forever forward 
incremental backup chain.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Backup mode

O Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup 
file is always a full backup of the most recent VM state.

@ Incremental (recommended)
Increments are saved into new files dependent on previous files in the 
chain. Best for backup targets with poor random I/O performance.
O Create synthetic full backups periodically on:

Saturday Configure...

Active full backup

I | Create active full backups periodically on:
Saturday Configure...

Save As Default OK Cancel
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34. On the Advanced Seffings, 
Maintenance.

35. To regularly perform a 
health check on the 
backup chain's most 
recent restore point, 
select the Perform backup 
files health check (detects 
and auto-heals 
corruption) checkbox in 
the Storage-level 
corruption guard section.

36. Click Configure to set a 
timetable for the health 
check.
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37. Select the Remove 
deleted items data after 
the checkbox and enter 
the few days you want 
backup data for deleted 
VMs to be kept.

38. Select the Defragment 
and compact full backup 
file checkbox and click 
Configure.

39. Set the schedule for the 
compact operation to 
compact a full backup 
periodically.

Note:

GFS retention is not 
compatible with 
defragment and compact 
functionality.

Advanced Settings

Backup | Maintenance | Storage | Notifications | Hyper-V | Scripts ]

Storage-level corruption guard

Perform backup files health check (detects and auto-heals corruption) on: 
At 22:00 on Last Friday of even/ month Configure..

Full backup file maintenance

Vl Remove deleted items data after

0 Defragment and compact full backup file on: 
Last Saturday of every month Configure..

14

Schedule:

Schedule Settings

Save As Default OK

days

Cancel
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40. On Advanced Settings, 
select Storage.

41. Select the Enable inline 
data deduplication 
(recommended) 
checkbox.

42. Select the Exclude swap 
file blocks 
(recommended) 
checkbox.

43. Select the Exclude deleted 
file blocks 
(recommended) 
checkbox.

44. Select the compression 
level for the backup from 
the drop-down list.
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45. Select the Storage 
optimization for the 
backup from the drop­
down list.
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46. Select the Enable backup 
file encrypfion checkbox 
to encrypt the content of 
backup files.

47. Select a password from 
the drop-down list. Then, 
if you sfill need to do, 
click Add or use the 
Manage passwords link to 
create a new password.

Advanced Settings

Backup Maintenance Storage Notifications Hyper-V Scripts

Data reduction

• y i Enable inline data deduplication (recommended)

< 1 Exclude swap file blocks (recommended) 

yj Exclude deleted file blocks (recommended)

Compression level:

Optimal (recommended) v

Provides for the best compression to performance ratio, lowest backup proxy 
CPU usage and fastest restore.

Storage optimization:

1MB (recommended) v

Delivers the optimal combination of backup speed, granular restore 
performance and repository space consumption.

Encryption

< Enable backup file encryption 
Password:

Created by GOODDEALMARIXcsun at 1/7/2023 8:13 P v Add...

I Loss protection disabled Manage passwords

Save As Default
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48. On the Advanced Seffings, 
select Notifications.

49. Keep the default seffings.
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50. On the Advanced Seffings, 
select Hyper-V.

51. Keep the default seffings.

Advanced Settings

Backup I Maintenance | Storage | Notifications Hyper-V Scripts j

Guest quiescence

□ Enable Hyper-V guest quiescence

Native quiescence will only be used for virtual machines with application- 
aware image processing disabled.

Q Take crash consistent backup instead of suspending VM 

As a part of snapshot process, Hyper-V suspends guests not 
supporting Microsoft VSS. Use this option to keep them running.

Changed block tracking

Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and 
replication of protected VMs. CBT is performed by Veeam's Hyper-V 
integration component that is auto-deployed on each host.

Volume snapshots

v Allow processing of multiple VMs with a single volume snapshot

Includes other VMs from the job into the snapshot, as opposed to creating 
a separate snapshot for each processed VM.

Save As Default OK Cancel
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52. On the Advanced Seffings 
page, click Scripts and 
keep the default seffings.

53. Click OK.
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54. Click Next on the Storage 
page.

New Backup Job

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by 
this job and customize advanced job settings if required.

Name

Virtual Machines

Storage

Guest Processing

Schedule

Summary

Backup proxy:
| Off-host backup (HPHV02) | Choose...

Backup repository:
| Backup Repository-HPHV02-E [Created by GOODDEALMARTXcsun at 2/21/2023 12:56 PM.) v

= 1.79 TB free of 1.81TB Map backup

□ Keep certain full backups longer for archival purposes 

Periodic fulls are not enabled in Advanced settings

I | Config u re secondary destinations  for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make 
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block 
size, notification settings, automated post-job activity and other settings.

< Previous Next > Cancel

55. Click Next on the Guess 
Processing page.
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56. Select Run the job 
automatically checkbox 
on the Schedule page and 
select your specified 
schedule.

57. Define whether Veeam 
Backup & Replication 
should retry the backup 
job if it fails in the 
Automatic retry section.

58. Define the time interval 
the backup job must 
complete in the Backup 
window section. The 
backup window ensures 
that the job does not 
overlap with production 
hours and that there is no 
unnecessary overhead on 
the production 
environment.

59. Click Apply.
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60. Click Finish on the 
Summary page.

61. Verify that the backup job 
has been added.

jcfi] Job Tools

E’ Home View

Veeam Backup and Replication

► ■ <?•* Li a

Start itcp Retr, Active Statistic; Report
Full 

Job Control Details

Edit Clone Disable Delete

Manage Job

J Jobs
■$!= Backup 

j Backups

Q Type in an object name to search for X T

Name T Type
$ DCO1-2O22 Backup Hyper-V Backup

DC01-2022_ubuntu20045 Immutable Backup Hyper-V Backup
Disk HPHV01 Backup_AII VMs Hyper-V Backup

a Last 24 Hours
[jje Success 

Failed

□ Hyper-V Hosts Agent Backup_by agent Windows Agent Policy
■JO; Hyper-V Hosts Agent Backup_by backup server Windows Agent Backup
rO; MGMT01 Backup Hyper-V Backup
■J&; SMBS Backup Hyper-V Backup

VBR12PostgreSQL Backup Hyper-V Backup
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