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Foreward

Foreward

Here is another book by Dave, Cristal, Cary and Emile; what a significant milestone!

Ask yourself one question: Why? There are so many technologies, but why do we use what we
use? Why do we do what we do? The answer is how. It’s how we use something. | like to explain
sometimes compliance in this way. No product or technology is inherently compliant. It’s how it is
implemented and how it is audited. The same goes for technology implementations; it’s about
how we use them. The how is the why.

Operations are still cool. There are so many razzle-dazzle job titles and buzzwords in the market
today, but in the end, Operations are Operations. DevOps, PlatformOps, SRE (Sire Reliability
Engineer), Platform Engineering... | do not need to go on, but no technology will take care of itself
across all disciplines. How it is used, implemented, monitored, etc., matters today. Technology
still needs humans and their knowledge.

Expert advice is the difference. We all learn from each other. When taking on the next new
challenge, where does one go first? We look for resources to consume. Blogs, books like this, and
social profiles; the established experts are the trusted advisors in the technology space. Call it
community, social sharing, or what you want; we all find ourselves going to the go-to experts of a
particular space.



Foreward

Above and Beyond. What Dave, Cristal, Cary and Emile put forth in this book is outstanding in
their practicing advice for technology. They could easily focus on their professional
responsibilities and keep them narrow. But writing a book is hard work! Editing a book is hard
work! I've not discussed this with them, but I’'m sure they aren’t doing it for the money of writing
a book. They write this book because they go above and beyond, share, and care.

I’'m sure you will enjoy this book, and a big congratulations on this book, Dave, Cristal, Cary and
Emile.

Best Regards,
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Rick W. Vanover Microsoft MVP, VMware vExpert, Cisco Champion
Senior Director, Product Strategy - Veeam Software

Twitter: @RickVanover
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Introduction Prerequisites

Introduction

This book aims to showcase the fantastic expertise of our guest speakers of MVPDays Online.
They have so much passion, expertise, and expert knowledge that it only seemed fitting to write
it down in a book.

This book aims to show how to be operationally proficient using Veeam Backup and Replication,
Veeam One and various other Veeam products and tools. We hope you find immense value in
reviewing this guide and encourage you to share your operational knowledge and skills with
others in the community.

Sample Files

All sample files for this book can be downloaded from http://www.checkyourlogs.net and
www.github.com/mvpdays

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like articles
and video recordings on our blog http://www.checkyourlogs.net
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Chapter 1

Prerequisites

This chapter will go over the system and port requirements. Before installing the Veeam Backup

and Replication, all conditions must be met.

System Requirements

Before installing Veeam Backup and Replication, please ensure the virtual environment and
servers meet system requirements.

Veeam Back and Replication Manager Server

Please ensure the server meets the following system requirements for the Veeam backup and
replication manager server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

OS Features .NET Framework 4.7.2 or later, Windows Installer 4.5,
PowerShell 5.1, SQL Server Management Objects, SQL
Server System CLR Types, Report Viewer Redistributable
2015, Universal C Runtime, Firefox, Google Chrome,
Microsoft Edge, RDP client version 7.0 or later.

Option- Microsoft System Center Virtual Machine Manager
2019, 1807, 1801, Microsoft System Center 2016 Virtual
Machine Manager Admin Ul, Microsoft System Center
2012 R2 Virtual Machine Manager Admin Ul, Microsoft

15
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System Center 2012 SP1 Virtual Machine Manager Admin
ul.

Database

Microsoft SQL Server 2022, 2019, 2017, 2016, 2014, 2012

Veeam Backup and Replication Console Server

Before installing the Veeam backup and replication console server, please ensure the server

meets the system requirements.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

OS Features

.NET Framework 4.7.2 or later, Windows Installer 4.5,
PowerShell 5.1, SQL Server Management Objects, SQL
Server System CLR Types, Report Viewer Redistributable
2015, Universal C Runtime, Firefox, Google Chrome,
Microsoft Edge, and RDP client version 7.0 or later.

Veeam Backup and Replication Off-Host Backup Proxy Server

Please ensure the server meets the following system requirements for Veeam backup and
replication off-host backup proxy server.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012

16
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Veeam Backup and Replication Proxy Server for NAS Backup

Please ensure the server meets the system requirements of the Veeam backup and replication
proxy server.

Components Description

OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Veeam Backup Repository Server

Please ensure the server meets the following Veeam backup repository server system
requirements.

Components Description

Windows OS Platform Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions (64-bit versions) | CentOS 7.x, Debian 10.0 to 11.0, RHEL 7.0 to 9.1, Oracle
Linux 7 (UEK3) to 9 (UEK R7), Oracle Linux 7 to 9 (RHCK),
RHEL 7.0 to 9.1, SLES 12 SP4 or later, 15 SP1 or later,
Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

Linux distributions (advanced XFS Debian 10.x, and 11, RHEL 8.2 to 9.1, SLES 15 SP2, SP3,
integration (fast clone)) SP4, Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS

Veeam Tape Server

Please ensure the server meets the following system requirements for the Veeam Tape Server.

Components Description

17
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Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions (64-bit versions)

CentOS 7.x, Debian 10.0 to 11.0, Oracle Linux 7 (UEK3) to 9
(UEK R7), Oracle Linux 7 to 9 (RHCK), RHEL 7.0 to 9.1, SLES
12 SP4 or later, 15 SP1 or later, Ubuntu 18.04 LTS, 20.04
LTS, 22.04 LTS

Veeam WAN Accelerator

Please ensure the server meets the following Veeam WAN accelerator server system

requirements.

Components

Description

Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 0 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Veeam Backup & Replication Gateway Server

Please ensure the server meets the following system requirements for the Veeam backup and

replication gateway server.

Components

Description

Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2, 22H2), 10 (from version 1909 to version
22H2), 0 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Linux distributions

CentOS 7.x, Debian 10.0 to 11.0, Oracle Linux 7 (UEK3) to 9
(UEK R7), Oracle Linux 7 to 9 (RHCK), RHEL 7.0 to 9.1, SLES

18




Chapter 1 Prerequisites

12 SP4 or later, 15 SP1 or later, Ubuntu 18.04 LTS, 20.04
LTS, 22.04 LTS

Supported Applications

Veeam supports the following list of application-aware backups.

Components

Description

Active Directory

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008
R2, 2008

Exchange Exchange 2019, 2016, 2013 SP1, 2013
SharePoint SharePoint 2022, 2019, 2016, 2013
SQL Server SQL Server 2022 (only for Windows), 2019 (only for

Windows), 2017 (only for Windows), 2016 SP2, 2014 SP3,
2012 SP4, 2008 R2 SP3, 2008 SP4

Oracle (Windows 0OS)

Oracle Database 11g Release 2, 12c Release 1, 12C Release
2, 18c, 19¢, 21c

Oracle (Linux OS)

Oracle Database 11g Release 2, 12c Release 1, 12C Release
2, 18c, 19¢, 21c

PostgreSQL

PostgreSQL 15, 14, 13, 12

Firewall Open Ports Requirements

You should only open the ports required for an application to run in a production environment.
Locking an environment is required for most Cyber Security audits and best practices. The list
below is the Port requirements for Veeam Backup and Replication. This list will help you securely
build your environment, and these firewall rules for the required ports are automatically created
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when you install the Veeam Backup & Replication servers. However, some Linux distributions
need to have manual firewall rules created.

Windows Servers

Windows servers require the following inbound and outbound ports opened. The
inbound/outbound ports must be opened for Windows servers as Veeam backup infrastructure
components or enable application-aware processing.

Sources Target Network Protocol Port Number
Veeam backup & Windows server TCP 445
replication manager server
135
Microsoft Hyper-V server TCP 6160
or Off-host backup proxy
Veeam backup repository TCP 2500 to 3300
Veeam gateway server TCP 6162
Veeam mount server TCP 49152 to 65535

Veeam WAN accelerator
server

Veeam tape server

Linux Servers

Linux servers require the following inbound and outbound ports opened. The inbound/outbound
ports must be opened for Windows servers as Veeam backup infrastructure components or
enable application-aware processing.

Sources Target Network Protocol Port Number
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Veeam backup & Linux servers TCP 22
replication manager server

TCP 6162

TCP 2500 to 3300
Linux Servers Veeam backup & TCP 2500 to 3300

replication
manager server

Veeam Backup Manager Server

The Veeam Backup and Replication Servers require the following inbound and outbound ports
opened.

Sources Target Network Protocol Port Number
Veeam backup & SCVMM server TCP 8100
replication manager
server Hyper-V Host server TCP 445
135
TCP 6160
TCP 6162
TCP 6163
TCP 2500 to 3300
TCP 49152 to 65535
Veeam Backup & TCP 1433
Replication
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configuration database
server

DNS server ubP 53

Veeam update HTTPS TCP 443

notification server

(dev.veeam.com)

Veeam update license | TCP 443

server

(vbr.butler.veeam.com,

autolk.veeam.com)

SMB3 server TCP 6160

TCP 6162

Veeam backup & TCP 9501

replication manager

server TCP 6172
Management client PC TCP 3389
REST client TCP 9419
SCVMM TCP 8732
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Veeam Backup & Replication Console

The Veeam Backup & Replication Console application requires opening the following inbound and

outbound ports.

replication console server

Sources Target Network Protocol Port Number
Veeam backup & Veeam backup & TCP 9392
replication console server | replication manager
server TCP 10003
TCP 9396
Veeam backup & Veeam Mount server | TCP 2500 to 3300

Veeam Backup Proxy server

The Veeam Backup Proxy server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Windows Hyper-V server/ | Windows server TCP 49152 to 65535
Off-host backup proxy

SMB (CIFS) share TCP 445
135
NFS share TCP, UDP 111 2049
Veeam Gateway TCP 49152 to 65535
server
UDP
Windows Hyper-V server TCP 2500 to 3300
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SMB3 server Veeam backup TCP 2500 to 3300
proxy server (onhost
or offhost)
Veeam backup & Offhost backup TCP 6163
replication manager proxy
server
SMB3 server TCP 6163
Offhost file proxy TCP 6210

Windows and Linux-based Backup Repository

The Windows and Linux-based Backup Repositories require opening the inbound and outbound
ports.

Sources Target Network Protocol Port Number
Veeam backup proxy Veeam backup TCP 2500 to 3300
server repository
Veeam source backup Veeam target TCP 2500 to 3300
repository backup repository
Veeam source backup Azure Object TCP 2500 to 3300
repository storage repository

gateway server

Veeam Backup repository/ | Cache repository in | TCP 2500 to 3300
secondary backup NAS backup

repository

Windows server running Veeam backup TCP 2500 to 3300
vPower NFS Service repository gateway

server as a backup
repository
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NFS Share Backup Repository

The NFS Share Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam gateway server / NFS share is as a TCP 2049
Veeam backup proxy backup repository UDP
TCP 111
UDP
NFS share as a TCP mountd_port
backup repositor
. prep Y UDP
(version 3)
TCP statd_port
UDP
TCP lockd_port
UDP lockd_port

Windows SMB Backup Repository

The SMB Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

Veeam gateway server / Windows SMB TCP 445

Veeam backup proxy (CIFS) backup 135
repository
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Azure Object Storage Repository

The Azure Object Storage repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam gateway Azure Object | TCP 443
server Storage
HTTPS xxx.blob.core.windows.net for

the region of Global

xxx.blob.core.chinacloudapi.cn
for the region of China

xxx.blob.core.cloudapi.de for
the region of Germany

xxx.blob.core.usgovcloudapi.net
for the region of Government

TCP 80

HTTP ocsp.digicert.com
0oCsSp.msocsp.com

*.d-trust.net

External Repository

The External Repository requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number

TCP 443
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Veeam gateway
server

Azure Object
Storage

HTTPS

xxx.blob.core.windows.net for
the region of Global

xxx.blob.core.chinacloudapi.cn
for the region of China

xxx.blob.core.cloudapi.de for
the region of Germany

xxx.blob.core.usgovcloudapi.net
for the region of Government

TCP

80

HTTP

ocsp.digicert.com
0oCsSp.msocsp.com

*.d-trust.net

Azure Archive Object Storage Repository

The Azure Archive Object Storage Repository requires opening the inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

server

Veeam gateway

Azure proxy
appliance

TCP

443

SSH

22
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HTTPS

Public/private IPv4 addresses of
Azure appliance

Azure proxy
appliance

Azure object TCP
storage

443

HTTPS

xxx.blob.core.windows.net for
the region of Global

xxx.blob.core.chinacloudapi.cn
for the region of China

xxx.blob.core.cloudapi.de for
the region of Germany

xxx.blob.core.usgovcloudapi.net
for the region of Government

TCP

80

HTTP

ocsp.digicert.com
0Csp.msocsp.com

* . d-trust.net

Veeam Gateway Server

The Veeam Gateway Server requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam gateway
server

Windows SMB (CIFS)
backup repository

445

135
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NFS shares the backup
repository

TCP, UDP

111, 2409

Veeam Tape Server

The Veeam Tape Server requires opening the following inbound and outbound ports.

replication manager
server

Sources Target Network Protocol Port Number
Veeam backup and Veeam tape server TCP 6166
replication manager
server
TCP 2500 to 3300
Veeam tape server Veeam backup and TCP 2500 to 3300

Veeam WAN Accelerator Server

The Veeam WAN Accelerator Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam backup and Veeam WAN TCP 6160
replication manager accelerator server
server
TCP 6162
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TCP 6164
Veeam WAN Veeam backup and TCP 2500 to 3300
accelerator server replication manager
server
Veeam WAN TCP 6164
accelerator server
TCP 6165

Veeam Guest Interaction Proxy with Non-Persistent Runtime

Components

The Veeam Guest Interaction Proxy with non-persistent Runtime Components requires opening

the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam backup and VM guest Linux OS TCP 22
replication manager
server
Veeam Guest TCP 6190
interaction proxy
TCP 6290
TCP 445
Veeam Guest VM guest Windows TCP 445
interaction prox 0sS
proxy 135
TCP 49152 to 65535
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TCP 6167
VM guest Linux OS TCP 22
VM guest OS Veeam Guest TCP 2500 to 3300
interaction proxy

Veeam Guest Interaction Proxy with Persistent Agent

Components

The Veeam Guest Interaction Proxy with Persistent Agent Components requires opening the
following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam Guest VM guest OS TCP 6160
interaction prox
proXy 11731
TCP 6167
TCP 6173
2500

Log Shipping Server Connections

The Log Shipping Server connections require opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Log shipping server

TCP

445
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Veeam backup and 135
replication manager
server TCP 6160
TCP 6162
TCP 49152 to 65535
Log shipping server Veeam backup TCP 2500 to 3300

repository

SQL Guest OS Connections

The SQL Server connections require opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam Guest
interaction proxy

SQL VM guest OS

TCP 445

135
TCP 2500 to 3300
TCP 6160

11731
TCP 49152 to 65535
TCP 6167
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SQL VM guest OS

Veeam Guest TCP 2500 to 3300
interaction proxy

Veeam backup TCP 2500 to 3300
repository

Log shipping server TCP 2500 to 3300

Oracle Guest OS Connections

The Oracle Server connections require opening the following inbound and outbound ports.

Sources

Veeam Guest
interaction proxy

Target Network Protocol Port Number
Oracle VM guest OS | TCP 445
(Microsoft Windows)
135
TCP 2500 to 3300
TCP 6160
11731
TCP 49152 to 65535
TCP 6167
Oracle VM guest OS | TCP 22
(Linux)
TCP 2500 to 3300
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Oracle VM guest
0S

Veeam Guest TCP 2500 to 3300
interaction proxy

Veeam backup TCP 2500 to 3300
repository

Log shipping server TCP 2500 to 3300

Veeam Mount Server

The Veeam Mount Server requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam Mount Veeam backup and TCP 9401
server replication manager
server
Veeam Backup TCP 2500 to 3300
repository
Veeam backup and Veeam Mount server | TCP 445
replication manager
server TCP 2500 to 3300
TCP 6160
TCP 6162
TCP 6170
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TCP

49152 to 65535

Veeam Helper Appliance

The Veeam Helper Appliance requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam helper Veeam Backup TCP 2500 to 3300
appliance repository
Veeam backup and Veeam helper TCP 22
replication manager | appliance
server TCP 2500 to 3300
Veeam mount Veeam helper TCP 22
server appliance

TCP 2500 to 3300

Veeam Helper Host

The Veeam Helper Host requires opening the following inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam helper host Veeam Backup TCP 2500 to 3300
repository
Veeam helper host TCP 22
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Veeam backup and TCP 2500 to 3300
replication manager
server TCP 6162
Veeam mount server | Veeam helper host TCP 22
TCP 2500 to 3300
VM Guest OS
The VM Guest OS requires opening the following inbound and outbound ports.
Sources Target Network Protocol Port Number
VM guest OS Veeam helper TCP 21
appliance
Veeam helper VM guest Linux or TCP 20
appliance Unix OS
TCP 2500 to 3300
Veeam helper host VM guest Linux or TCP 2500 to 3300
Unix OS
Veeam backup and VM guest Linux or TCP 22
replication manager Unix OS
server
Veeam mount server | VM guest Windows | TCP 445
(0N
135
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replication manager
server

TCP 6160
11731
TCP 6173
2500
TCP 49152 to 65535
Veeam backup and VM guest OS TCP 2500 to 3300

Veeam U-AIR

The Veeam U-AIR requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam U-AIR

Veeam Backup
Enterprise manager
server

TCP

9394

Application Item of Active Directory Domain Controller Restore

The Application Item of Active Directory Domain Controller Restore requires opening the
following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

TCP

135
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Veeam backup and Active directory VM TCP 389
replication manager uest OS
sel:ver " " upP
TCP 636
3268
3269
TCP 49152 to 65535

(for Microsoft
Windows server
2008 and later)

Application Item of Exchange Server Restore

The Exchange Server Restore Application Item requires opening the inbound and outbound ports.

Sources Target Network Protocol Port Number
Veeam backup and Exchange 2003/2007 TCP 80
replication manager | CAS Server
443
server
Exchange TCP 443
2010/2013/2016/2019
CAS Server

Application Item of SQL Server Restore

The SQL Server Restore Application Item requires opening the inbound and outbound ports.
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Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

SQL VM guest OS

TCP

1433

1434 and other

Azure Proxy Server

The Azure Proxy Server requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server / Backup
Repository server

Azure Proxy server

TCP

443

Azure Helper Appliance

The Azure Helper Appliance requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

Azure helper appliance

TCP

22

Azure Stack

Azure Stack requires opening the following inbound and outbound ports.
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Sources

Target

Network Protocol

Port Number

Veeam backup and Azure stack TCP 443
replication manager
30024
server
SMTP Server

The SMTP Server requires opening the following inbound and outbound ports.

Sources

Target

Network Protocol

Port Number

Veeam backup and
replication manager
server

SMTP server

TCP

25

40




Chapter 2 Deployment

Chapter 2

Deployment

This chapter will walk you through installing and upgrading the Veeam Backup and Replication

components. You must ensure that the devices meet the system requirements before installing or

upgrading Veeam Backup and Replication components on the machine.

Veeam Backup and Replication v12 includes several new features and improvements, including:

Direct-to-Object

Direct-to-Cloud

Immutable backups

Hardened repository improvements
Microsoft Azure Blob Storage immutability support
HPE Storage immutability support
Multi-factor authentication
Kerberos-only authentication

IPv6 support

gMSA accounts for Windows

Single-use credentials for Linux
Automatic console lockouts

Best practices analyzer

Network-less discovery and deployment
Dynamic protection scope

in-cloud data flow
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e  Full portability

e PostgreSQL support for a configuration database
e VeeaMover

e Move backups between jobs

e Copy backups between repositories

e Multiple gateway server support

e Direct to archive

e Object storage as performance extent

These are only a few new features and improvements in Veeam Backup and Replication v12.
Overall, the new release focuses on providing faster and more efficient backup and recovery,

enhanced security, and greater flexibility and ease of management.
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Install Veeam Backup and Replication v12 with PostgreSQL

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server.
You can choose PostgreSQL as a Veeam Backup & Replication database. It has no size limit or

computes restrictions and has improved performance over SQL Express.

Instructions Screenshot (if applicable)

1. logintothe Veeam

Products  Soluions Resources Portners Company HowToBuy ()

Backup and Replication

mahnager server. e Veeam Availability Suite™ B Product denw
2. Download the Veeam : e | i

Backup and Replication

< Backup far Azice

 Backup for Gosgle

v12 ISO image file from

the Veeam website sign-in
required).

& Veeam Backup & Replication™ B Product overview
S " e
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3. Mount the Veeam Backup
and Replication v12 iso
image file.

4, Run Setup.exe.

| =0l Manage DVD Drive (D) Veeam Backup and Replication 12 -

_

» » This.. » DVD Drive (D:) Veeam Back...

~

A Name
3 Quick access
|| Agents
B Desktop~ # =
i Ll AR
# ] Backup
* || Catalog
[=] Pictures & | Cloud Portal
e || EnterpriseManager
== || Euta
3D Objects
- e || Explorers
I Desktop [ Packeges
|| Plugins
|| Redistr
|| Setup
=] Pictures &l autorun
[ Videos S
% Local Disk (C)
[ DVD Drive (D)
|| Agents
[l AR .
14 items

v

o X
- @

) 2 Search DVD Drive (D:) Veeam Backup and Replication 12
Date modified Type Size

1/26/2023 8:35 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:35 PM File folder

1/26/2023 835 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:35 PM File folder

1/26/2023 B:41 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:35 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:36 PM File folder

1/26/2023 8:41 PM File folder

1/26/2023 841 PM Setup Information 1KB
1/26/2023 825 PM Application 392 KB

5. On the User Access
Control page, click Yes.

Werified publisher: Veeam Software Group GmbH

File arigin: COHDWD drive

Show maore details

Veeam Backup & Replication Setup Auterun
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6. On the Veeam Backup &

Replication 12 page, click
Install.

Veeam Backup & Replication 12

Install

7.

Select Install Veeam
Backup & Replication on
the Veeam Backup &
Replication page.

E-é_{} Yeeam Backup &t Repilicalion -

%E‘[ Install Veeam Backup & Replication

[

N WVeeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data,

Q Install Veeam Backup Enterprise Manager
=)

Weeam Backup Entarprise Manager is 2n optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

Install Veeam Backup & Replication Cansole

Weeamn Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

€ View Documentation
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8. Click I Accept on the
License Agreement page.

il veeam Backup & Replication = »

License Agreement

Read the license agreements and accept them to proceed,

Please viaw, print or 5ave the documeants linked below,

By clicking "l Accept” button, | hereby accept the following:
= Agree and consent to the terms of Veeam Licanse Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party companents used

= Agree and consent to aach of the license agreements of required sottware

Cancel
9. Click Browse on the il Veeam Backap & Replication - X
License page. lizEes
Pravide license file for Veeam Backup & Replication.
License file:
Ml Erowse...

Update license automatically (ensbles usage reporting)

Download and instali new license automaticaily when you renew ar expand your comtract. This reguires
sanding the license ID, the installation D, and workload usage countars to Veeam servars periodically.
Successful usage reporting doubles the number of workloads you can excaed your installed licenze by,

I you don't have a license simply click Mext to install the Community Edition.

@ Veear EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consuitant ar an MSP,

Back Next Cancel
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10. Select a license file for B 0pen
Veeam Backup & « « 4 [l ThisPC » Local Disk(C) » NFR » v | @ | SesrchNRR »
A A A Organize v Mew folder =~ M @
Repllcatlon and click Name & Date madified Tpe Size

3 Quick access

95 File folder
Open' B DesKof B Veeesim bt DU LIC File 28
¥ Dovnloads ® R s avartabiity suteonte 5 0 LIC File 3K8
Decuments L) veeam_mp_nfr_12_12ic LIC File 2K8
&= Pictures # | ] Veeam-100instances-suite-nfr.lic LIC File 2kB
[ This PC
DVD Drive (D) Veearr
£ Network
File name: | Veeam-100instances-suite-nfr.ic | [Licensefiles g v
11. On the License page, i veeam Backup & Replication —= X
select Update license LiERrEE
automatica ”y (ena ble Pravide license file for Veeam Backup & Replication.
usage reporting). It will License fite:
- M frowse...
automatically download

Update license autamatically (enables usage reporting)

and install a new license . _ : —
Download and install new license automaticaily when you renew or expand your camtract. This reguires
When you renew or sending the license ID, the installation |0, and workload usage countes 1o Veeam servers periodically.

Successful usage reporting doubles the number of workloads you can excead your installed licanse by,

expand your contract.
12. Click Next.

If you don't have a license simply click Mext to instali the Community Edition,

@ Veearn EULA prohibits using Community Edition o provide any services ta third parties, In particular,
you may not install, configure or manage such backuap servers at your client's environment as a
consultant ar an MSP,

Back Next Cancel
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13.

The setup wizard checks if
the required software is
installed on the machine
during the System
Configuration Check step.
If required components
are missing, the setup will
attempt to install them
independently. Rebooting
is required after the
components have been
successfully installed.
Click Reboot to restart the

machine.

t-”] Weeam Backup 8 Replication

System Configuration Check

System is being verified for potential installation problems,

Please wait...

Enabling missing features...

Cancel

14.

Click Customize Settings
on the Ready to Install

page.

|'Eﬂ Yeeam Backup &t Replicalion

Ready te Install

Installation will bagin with the following settings.

Installation folder: Ch\Program Files\Yeean\Backup and Replication
vPower cache folder: CA\ProgramData\Weeam'\Backup\IRCache
Guest catalog folder: CAWVBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSGL

SQL server: VBR12PostgreSQL5432

Database narme: VeaamBackup

Catalog service port 9393

Service port: 9392

Secure connections port: 2401

REST API service port: 9419

Check for product updates: Automatically

£ Customize Settings Back m

Cancel
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15. On the Service Account

page, select LOCAL
SYSTEM account and click
Next.

it Veeam Backup & Reglication

Service Account

Specify account for Yeeam Backup & Replication,

(E) LOCAL SYSTEM account (Recommendad)

O The following user account:

Back Next Cancel

] Veeam Backup & Replication =

16. On the Database page,
select PostgreSQL from o

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

the database engine drop-

down list. Use following database engine: |PostgreSQL
Microsoft SQL Server

PostgreSQL
EISEeLAM]

@ Install new instance

17. Select the Install a new
(D Use existing instance (HOST

instance option to install a
new PostgreSQL instance.
PostgreSQL 15.1 will be

installed on the Veeam

Connect to PostgreSQL server using:

Backu p & Replicat‘ion @ Windows authentication credentials of the backup service account
() Native authentication with the following credentials:
server, and a database

named VeeamBackup will

be created.

Back Next Cancel
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18.

19.

20.

21

Select the Use the existing
instance option to use an
already installed
PostgreSQL instance.
Then, in the HOSTNAME:
PORT format, enter the
instance name.

Enter a name for the
Veeam Backup &
Replication configuration
database in the Database
name field.

Select Windows
authentication credentials
of the backup service
account to connect to
PostgreSQL Server.

. Click Next.

Note:

If you use an already installed

PostgreSQL instance or make

any changes to the machine

hardware, you must perform
additional PostgreSQL
instance configuration. To

accomplish this:

1. Inthe automatic mode,
run the Set-
VBRPSQLDatabaseServe
rLimits cmdlet.

t-”] Veeam Backup 8 Replication

Database

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Use following database engine: |PostgreSQL

~
() Install new instance
@ Use existing instance (HOSTMAMEPORT)
VBR12PostgreSQL:5432
Database name:

VeeamBackup

Conneact to PostgreSQL server using:

@ Windows authentication credentials of the backup service account

() Native authentication with the following credentials:

Next Cancel
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2. Start the PostgreSQL
service again.

22. On the Data locations 8 Veear Backup & Repiication - x
page, click Browse and D5ta L6EationRe
Select the path in the Specify paths for persistent and non-persistent data storage locations,
Installation path field. Installation path:
Ml Browise...
23. Browse and select the =i
. . Guest filz systam catalog:
path in the Guest file .
FOWSE...
SVStem Cata|0g: ﬁeld Instant recovery wite cache:
24. Click Browse and select M browse.,
the path in the Instant @ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instanthy
racovered Whis, otherwize VMs will stop due to being unable to perform a disk write. Wa recommend
recovery write cache field. placing the write cacha on an S50 drive.
25. Click Next.
Back Next Cancel
26. On the Port Configuration B Veeam Backup & Replication — X
page, specify the port Port Configuration
co nﬁgu raﬁon to be used Specify port configuration to be used by Veeam Backup & Replication.
by Veeam Backup and Catalog service port: 9393
Replicaﬁon and C“Ck Next. Veeam Backup service port: 9392
Secure connections port: 9401
REST API service port: 9419
Back Cancel
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27. Click Install on the Ready ] Veeam Backup & Replication - %

to Install page. Ready to Install

The wizard is ready to begin the Installation,

Installation folder: C\Program Files\Veeam\Backup and Replication
vPower cache folder: C\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: CA\VBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSQL

SQL server: VBR12PostgreSQL:5432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Check for product updates automatically

Back Install Cancel

28. Click Finish on the Veeam
Backup & Replication 12
Successfully installed

page. N EI
=N

Veeam Backup & Replication 12

\/ Successfully installed

Finish
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Install Veeam Backup and Replication v12 with Microsoft SQL (or
SQL Express)

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server.

You can choose Microsoft SQL as a Veeam Backup & Replication database. However, you installed
a Microsoft SQL Server (or Express), either locally on the backup manager server or remotely. If
Microsoft SQL Server is not already installed. In that case, the Veeam Backup & Replication won’t
install the Microsoft SQL Server Express Edition on the backup server automatically. You must
install it before installing Veeam Backup and Replication v12 RTM version.

Microsoft SQL Server Express has a configuration data storage limit of 10 GB. The Express Edition

is sufficient for the evaluation and small environments (500 VMs).

Instructions Screenshot (if applicable)

1. Ensure the Microsoft SQL
Server or Microsoft SQL

Server Express is installed

Products  Soluions Resources Portners Company HowToBuy ()

S ’
locally or remotely.
2. Llogin to the Veeam
Backup and Replication
manager server.
3. Download the Veeam
Backup and Replication P, ?Mmm@mw mian

v12 ISO image file from

the Veeam website sign-in
required).
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4. Mount the Veeam Backup
and Replication v12 iso
image file.

5. Run Setup.exe.

| =0l Manage DVD Drive (D) Veeam Backup and Replication 12 -

_

» » This.. » DVD Drive (D:) Veeam Back...

~

A Name
3 Quick access
|| Agents
B Desktop~ # =
i Ll AR
# ] Backup
* || Catalog
[=] Pictures & | Cloud Portal
e || EnterpriseManager
== || Euta
3D Objects
- e || Explorers
I Desktop [ Packeges
|| Plugins
|| Redistr
|| Setup
=] Pictures &l autorun
[ Videos S
% Local Disk (C)
[ DVD Drive (D)
|| Agents
[l AR .
14 items

v

o X
- @

) 2 Search DVD Drive (D:) Veeam Backup and Replication 12
Date modified Type Size

1/26/2023 8:35 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:35 PM File folder

1/26/2023 835 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:35 PM File folder

1/26/2023 B:41 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:35 PM File folder

1/26/2023 835 PM File folder

1/26/2023 8:36 PM File folder

1/26/2023 8:41 PM File folder

1/26/2023 841 PM Setup Information 1KB
1/26/2023 825 PM Application 392 KB

6. On the User Access
Control page, click Yes.

Werified publisher: Veeam Software Group GmbH

File arigin: COHDWD drive

Show maore details

Veeam Backup & Replication Setup Auterun
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7. On the Veeam Backup &

Replication 12 page, click
Install.

Veeam Backup & Replication 12

Install

8.

Select Install Veeam
Backup & Replication on
the Veeam Backup &
Replication page.

E-é_{} Yeeam Backup &t Repilicalion -

%E‘[ Install Veeam Backup & Replication

[

N WVeeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data,

Q Install Veeam Backup Enterprise Manager
=)

Weeam Backup Entarprise Manager is 2n optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

Install Veeam Backup & Replication Cansole

Weeamn Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

€ View Documentation
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9. Click I Accept on the
License Agreement page.

il veeam Backup & Replication = »

License Agreement

Read the license agreements and accept them to proceed,

Please viaw, print or 5ave the documeants linked below,

By clicking "l Accept” button, | hereby accept the following:
= Agree and consent to the terms of Veeam Licanse Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party companents used

= Agree and consent to aach of the license agreements of required sottware

Cancel
10. Click Browse on the il Veeam Backap & Replication - X
License page. lizEes
Pravide license file for Veeam Backup & Replication.
License file:
Ml Erowse...

Update license automatically (ensbles usage reporting)

Download and instali new license automaticaily when you renew ar expand your comtract. This reguires
sanding the license ID, the installation D, and workload usage countars to Veeam servars periodically.
Successful usage reporting doubles the number of workloads you can excaed your installed licenze by,

I you don't have a license simply click Mext to install the Community Edition.

@ Veear EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consuitant ar an MSP,

Back Next Cancel
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11. Select a license file for

Open

4
« “ 4 ] » ThisPC > Local Disk(C) » NFR » v | & | SearchNFR 2
Veeam Backup &
Organize v Mew folder =~ M @
-
Repllcatlon and click Name Date modified Tpe Size
3 Quick access
95 File fold
Open. Woskop 4 - etalder
L) V8_veearn_backup_nfr_12_12lic LIC File zK8
¥ Dovnloads ® R s avartabiity suteonte 5 0 LIC File 3K8
Decuments L) veeam_mp_nfr_12_12ic LIC File 2K8
= Pictures »* | ] Veeam-100instances-suite-nfr.lic LIC File 2Kk8
[ This PC
DVD Drive (D) Veearr
£ Network
File name: | Veeam-100instances-suite-nfr.ic | [Licensefiles g v
. wa ——
12. On the License page, i Veeam Backup & Repiicatian - X

select Update license
automatically (enable
usage reporting). It will
automatically download
and install a new license
when you renew or
expand your contract.
13. Click Next.

License

Pravide license file for Veeam Backup & Replication.

License file;

[ Update license autamatically (enables usage reporting)

Download and install new license automaticaily when you renew or expand your camtract, This reguires
sending the license ID, the installation |0, and workload usage countes 1o Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can excead your installed licanse by,

If you don't have a license simply click Mext to instali the Community Edition,

@ Veearn EULA prohibits using Community Edition o provide any services ta third parties, In particular,
you may not install, configure or manage such backuap servers at your client's environment as a
consultant ar an MSP,

Back Next

Cancel
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14. The setup wizard checks if
the required software is
installed on the machine
during the System
Configuration Check step.
If required components
are missing, the setup will
attempt to install them
independently. Rebooting
is required after the
components have been
successfully installed.
Click Reboot to restart the

machine.

E‘@ Veeam Backup & Replication

System Configuration Check

System is being verified for potential installation problems.

Please wait...

Enabling missing features...

Cancel

15. Click Customize Settings
on the Ready to Install

page.

E.u] Veeam Backup 8t Replication

Ready to Install
Installation will begin with the following settings.
Installation folder:

C\Program Files\Veeam\Backup and Replication

vPower cache folder: C\ProgramData\Veeam'\Backup\IRCache

Guest catalog folder: CA\VBRCatalog
Service account: LOCAL SYSTEM
Database engine: PostgreSQL
SQL server: VBR12:5432
Database name: VeeamBackup
Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST APl service port: 3419

Check for product updates: Automatically

£¥ Customize Settings Back

Install

Cancel
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16. On the Service Account ] Veeam Backup & Replication - X

page, select LOCAL Service Account
SYSTEM account and click Specify account for Veeam Backup & Replication.
NeXt. (® LOCAL SYSTEM account {Recommended)

O The following user account:

A Ch e
vileges on this server.
Back Next Cancel
17. On the Database page, 2 Veeam Backup & Replication -
select the Microsoft SQL Diatabass
Server from the data base Choose a database engine and an instance for Veeam Backup & Replication configuration data.
engine dro p'd own I|St Use following database engine: |PostgreSQL
i ft SOL Serv
@ Install new instance |croso JLSEE
PostgreSQL

O use existing instance (HOSTMNAMEPUR

Connect to PostgreSQL server using:

@ Windows authentication credentials of the backup service account

() Native authentication with the following credentials:

Back Next Cancel
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18. Click Browse to select the B Veeam Backup & Replication - %
SQL server and instance Ditabags
on the SQL Se rver Choose a database engine and an instance for Veeam Backup & Replication configuration data.
instance session. Use following database engine: -i\flicmsoft SQL Server
. delec in OWS SQL Server instance (HOSTNAME\INSTANCE):
19. Select Wind
- - - VBRT2\SQLEXPRESS | Ml Browse..
authentication credentials ;
. Database name:
of the backup service VeeamBackup
account to connect to SQL Connect to SQL Server using:
Windows authentication credentials of the backup service account
Server. @® P
20 CI |Ck N ext () S0l Server authentication with the following credentials:
Back [ Cancel
21. The error message will ] Veear Backup & Repiication - X
pop up if the Microsoft
SQL Server or Microsoft
SQL Server Express does
not install locally or
[
remotely.
Veeam Backup & Replication Setup *

0 Unable to connect to SQL Server VBR12\VEEAMSQL2016. A
network-related or instance-specific error occurred while
establishing a connection to SQL Server. The server was not found
or was not accessible. Verify that the instance name is correct and
that SQL Server is configured to allow remote connections.
(provider: SQL Network Interfaces, error: 26 - Error Locating Server/
Instance Specified)
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22. On the Data locations 0 Veearn Backup & Replication - x
page, click Browse and T
select the path in the Specify paths for persistent and non-persistent data storage locations.
Installation path field. Installation path:
i Browse...
23. Browse and select the s
. . Guest file system catalog:
path in the Guest file .
rowse...
SVStem Cata|0g: ﬁeld Instant recovery write cache:
24. Click Browse and select M Brovse..
the path in the Instant @ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
racoverad VMs, otherwise VMs will stop due to being unable to perform a disk write. We recommend
recovery Write cache ﬁeld placing the write cache on an 55D drive.
25. Click Next.
Back Next Cancel
26. On the Port Configuration it veeam Backup & Repicatian - %

page, specify the port
configuration to be used
by Veeam Backup and

Replication and click Next.

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication,

Catalog service port: 9393
Veeam Backup service port: 9392
Secure connections port: 9401
REST API service port: 9419

Back Cancel

61




Chapter 2 Deployment

27. Click Install on the Ready ] Veeam Backup & Replication - X

to Install page. Ready to Install

The wizard is ready to begin the Installation,

Installation folder: C\Program Files\Veeam\Backup and Replication
vPower cache folder: C\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: CA\VBRCatalog

Service account: LOCAL SYSTEM

Database engine: Microsoft SQL Server

SQL server: VBR12\SQLEXPRESS

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Check for product updates automatically

Back Install Cancel

28. Click Finish on the Veeam
Backup & Replication 12
Successfully installed

page. N EI
=N

Veeam Backup & Replication 12

\/ Successfully installed

Finish

62



Chapter 2 Deployment

Upgrade the Existing Veeam Backup and Replication to v12

Veeam Backup and Replication v12 launched on Feb 14, 2023. If you are still using an older
version, it is time to upgrade it to v12. To upgrade Veeam Backup & Replication to version 12, you

must have version 10a (build 10.0.1.4854) or later installed on the supported operating system.

Instructions Screenshot (if applicable)

1. Log in to the existing
Veeam Backup and

replication manager
server. “’ ‘“
2. Open the Veeam Backup - H, :
& Replication Console. e, i
3. Drop down the main " a
menu, select Help, and S - : ey | e e o e

click About to check
Veeam Backup &

Replication version.

Connected to: localhost _ Buikd: 11.0.11261 P20220302 _ Enterprise Plus Edition _ NFR: 65 days remaining
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4. Make sure the existing
Veeam Backup and
Replication version meets Veeam

the requirements. I_N Bad(l_]p & Rep“cation 11

Part of Veeam Availability Surte

Build: 11.0.1.1267 P20220302
License: nickvanover@veeam.com
NFR: 65 days remaining

i',

. *&f —_—

. P

€ Veeam Software Group GmbH. All rights reserved.
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5.

Drop down the main
menu and select
Configuration Backup.

Manage Credentials

Manage Cloud Credentials

Manage Passwords

General Cptions

Users and Roles

Configuration Backup

(]
(1
Metwork Traffic Rules
—
s

Console 3
Color Theme 3
%
5 License
Help 3
x Exit
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On the Configuration
Backup Settings page,
select Backup now to back
up the current
configuration.

Click OK to close the
Configuration Backup
Settings after the backup
is completed.

Configuration Backup Settings x

Backup
Enable configuration backup to the following repositony:
:Backup Repository_ HPHVD1 (Created by GOODDEALMART \csun at 1/30/2023 ~ .
E 138TBfrecof 18178

Restore points to keep: 10 :
Perform backup on: Daily at 10:00 AM Schedule... |
Last successful backup: 1/30/2023 1:40 PM Backup now

[+] Enable backup file encryption

Password:
Created by GOODDEALMART\csun at 1/7/2023 813 PM. (L ~ | Add...
! Loss protection disabled Manage passwords
Restore
Restore the configuration backup to this server: ‘ Restore...

OK ‘ Car‘lceln I

On the Home page, select
Jobs.

Right-click jobs and select
Disable to disable all jobs.

Q e in an abjec name tosearch Alljobs
Type Obje.. St Nextun Target Descripton
£ DC On_Demand Sandbox S P 2 Stopped After [DCS HPH,. Advanced SingleHost 01 Created by GOODDY
DCSureBackup Basic Single-Host | 5 P2 Stopped ancedSingle-Host01  Created by GOODD|
i "t Stopped Grested by 6OODDY
i oy 1 Stopped .. Crested by GOODDY
1 Stopped . Crested by GOODDY
Py 1 Stopped e Created by GOODDY
oy 1 Stopped e Creted by GOODDY
1 Stopped  12dmysage  Success
1 Stopped =
1 Siopped a
Hyper-VBackup. 1 Stopped a
Hyper-VBackup 1 Stopped  128mysage  Success
1 Stopped  12daysago  Success <notscheduled> ubuntu2...  Crested by GOODDY
& Windows Sever_Managed by age.. . 1 Dissbled  Justnow  NA A Sackup Repository HPHV02  Crested by GOODD|
{61 Windows Server_Managed by bac.. Windows AgentBackup 1 Siopped <notscheduled>  Backup Repositoy-Storage-..  Crested by GOODD|
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10. Make sure all jobs are
disabled and close Veeam
Backup & Replication
Console.

st S Dl Deete
t
1ob Contrl Detls cae
Home Qpeinanatjetna
A Nemet

5 DCOn_Demand Sandbox
5 DC SureBackup_Basic Single-Host
'DC_HPHVO2 Replication

Type
Hyper-V SureBackup.
Hyper-V SureBackup
Hyper-V Replcation

: Job
5 DCS Asure Bl Backup

DCS HPHVO2 Backup
3 DCS to_Storage-WIN Backup
163 HPHVO1 Excludes DCS Backup
S: HPHYD1 Storage Win Backup
: Management HPHV02 Backup

% Windows Sever_Mansged by bsc.

DCS Azure Biob with archive Back...
5 DCS Azure Blob without archive Ba..

fanagement_bantu Immutable 8.
& Windows Server_Managed by age..

Hyper-V Backup.
Hyper-VBackup Copy
Hyper-V Backup Copy
HyperrV Backup.
Hyper-V Backup.
Hyper-V Backup.
Hyper-VBackup.
Hyper-V Backup
Fyper-VBockup.
Windows Agent Polcy
Windows Agent Backup

Aljobs

Staus
Siopped
Stopped
Stopped
Disabled
Stopped
Disabied
Dissbied
Stopped
Stopped
Stopped
Stopped
Stopped
Siopped
Dissbled
Stopped

12daysago.
12685350
19 minutes..

12.0ays g0

12eysago.
12 days ago.
1 minute ago

Success
Success
Success

Success

Success
Success
NA

NextRun Target Descrption
<Disabled> ‘Advanced Single-Host 01 Created by GOODDY
<Disabled> Advanced Single-Host 01 Created by GOODD{
<notscheduled>  HPHVOZ Created by GOODDY
<Disabled> Backup Repository-Storage-...  Created by GOODD]
<not scheduled>  Scale-out Backup Repository... Crested by GOODDY
<Disabled> Scale-out Backup Repository... Created by GOODD]
<Disabled> Scale-out Backup Repositary... Created by GOODDY
HPHVO2
Backup Rep: G
 HPHVO2.
HPHVO2
(HPHVO2 G
<ot scheduled>  Backup Repository_ubuntu2...  Crested by GOODDY
NA Backup Repository HPHV02  Created by GOODD)|

<not scheduled>

Backup Repository-Storage-..

Created by GOODD|

11. Download the Veeam

Backup and Replication
v12 iso image file from

Solutions  Resources

Partners  Company

How To Buy

Veeam Availability Suite™ a ro 1
. . Veeam Platform ;a Veeam's flagship sotution combines Veeam
the Veeam website. (S|gn- o et sl s
anslytics of Veeam ONE™
standalone modules
1 1  Backup for AWS
in required). — ey
cownloacs + Backup for Azure
Otheraimariogs « Backp for Google
+ Addiional include
& Veeam Backup & Replication™ B o
@ loserioeyoir e protecionsnd chminare. B Ralgasen
— o
12. Mount the Veeam Backu p | & =4 Manage DVD Drive (D:) Veeam Backup and Replication 12 — [m] X
& Replicati 12 150 File Home  Share  View  Drive Tools (7]
eplication v -
p o M » ThisPC » DVD Drive (D:) Veeam Backup and Replication 12 v Search DVD Drive (D pel
image file. A Name oeewsdned. | e s
# Quick access
Agents File folder
. « . Desktol *
13. Run Setup.exe B Desktop e S
¥ Downloads Haekip File folder
5] Documents 4 Catalog File folder
[ Pictures » Cloud Portal File folder
[ This PC EnterpriseManager File folder
. Explorers File folder
<0 it Packages File folder
B Desktop Plugins File folder
| Documents Redistr File folder
& Downloads Setup File falder
b Music autorun Setup Information 1KB
[ Pictures H Setup Application 53
& Videos v
13 ftems
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14. On the User Account
Control page, click Yes.

User Account Controk

Do you want to allow this app to make
changes to your device?

Eﬂ Veeam Backup & Replication Setup Autorun

Werified publisher: Vesam Software Group GmbH
File origin: CO/CVD drive

Show rmore details

Yag Mo

15. On the Veeam Backup &
Replication 12 page, click
Upgrade.

Upgrade
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16. On the Veeam Backup & B veeam Eackap & Rsplication - x
Replication page, select

Veeam Backup & Replication combines fast. flexible and reliable backup. recavery and
replication lor all your workloads and data.

Upgrade Veeam Backup & :«éﬁl Upgrade Veeam Backup & Replication
Replication. L=EN

Q View Documentalion

17. On the License 8] Veearn Backup & Reslication =
Agreement page, click | License Agreement
Accept‘ Read the license agreemants and accept them to proceed.

Please viaw, print or 53ve the documents finked below.

By clicking "l Accept” button, | hereby accept the following:
= Agree and consent to the terms of Vieeam License Agreement and licensing policy
* Agree and consent o each of the license agreements of 3rd party components used

* Agree and consent to =ach of the license agreements of required software

m Cance'
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18. On the Upgrade page,
click Next.

il veeam Backup & Replication

Upgrade

Review Veaam Backup & Replication componants to be upgraded.

Praduct

Veeam Backup Catalog

Veear Backup & Replication Server
Veeam Backup & Replication Conscle

Version

11811267 — 12.0.0.1402
11.0.1.1261 — 12.0.0.1402
11.8.1.1261 — 12.0.0.1402

Pleaze note that the update will be instalied on the backup server only. To update remote
components, wait for this installation to finish, apen the Veeam Backup & Replication console
and follow the Upgrade wizard, Altematively, we can initiate remote components update process

for you,

[ Update remate components automatically

Back Next Cancel
19. On the License page, click It veeam Backap & Replication =
Browse. LicEHEs
Pravide license file for Veeam Backup & Replication.
License file:
Ml Erowse...

[Z] Update license automatically {(enables usage reporting)

Download and instali new license automatically when you renew or expand your comtract. This reguires
sanding the license ID, the installation D, and werkload usage countars to Veeam servars periodically.
Successful usage reporting doubles the number of workloads you can excaed your installed licenze by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veeam EULA prohibits using Community Edition o provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a

consuitant ar an MSP,

Back Next Cancel

70




Chapter 2 Deployment

20. Select the Veeam Backup
and Replication license
file, and click Open.

il veeam Backup & Replication = w®

License

Pravide license file for Veeam Backup & Replication.

License fila:
Ml Erowse..

[_1 Update license automatically {enables usage reporting)

Download and instali new license automaticaily when you renew or expand your comtract. This requires
sending the license ID, the installation |D. and workload usage countars to Veeam servars periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed licenze by,

If you don't have a license simply click Mext to install the Community Edition.

@ Veearm EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure er manage such backup servers at your client's environment as a
consuitant ar an MSP,

Back Next Cancel

21. Select Update license
automatically (enable
usage reporting) on the
License page and click
Next.

il Weeam Backup & Repficalion - *®

License

Pravide license file for Veeam Backup & Replication.

License file:

Update license autematically (ensbles usage reporting)

Download and instali new license automaticaily when you renew or expand your comtract. This requires
sanding the license ID, the installation D, and weorkload usage countars to Veeam servars periodically.
Successful usage reporting doubles the number of workloads you can excaed your installed licenze by,

If you don't have a license simply click Mext to install the Community Edition.

@ Véeam EULA prohibits using Community Edition o provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environmenl as a

consuitant ar an MSP,
Back m Cancel
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22. Select LOCAL SYSTEM it Vesam Backup & Replication - X
account or specify T Tn—
another user account on Specify account for Veeam Backup & Replication.
the Service Account page (® LOCAL SYSTEM account (Recommended)
and click Next. O The following user account:
.
Note: “
If you would like to use the
specified user account, the
user account must be a
member of the Administrators
group on the Veeam Backup &
Replication machine. Also, it
must have db_owner rights Back E—
for the configuration
database.
23. On the Database page, il Veeam Backup & Reglication - X
click Next. Ditabass
Choose a database engine and an instance for Veeam Backup & Replication configuration data.
Use following database engine:
SQL Server instance (HOSTNAME\INSTANCE):
[VBR11\VEEAMSQL2016 ~| i Browse..
Database name:
VeeamBackup
Connect to SQL Server using:
@ Windows authentication credentials of the backup service account
C‘ SQL Server authentication with the following credentials:
Back Next Cancel
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24. Click Yes on the question B Veeam Backup & Replication - X
pop-up message. Veeam
will automatically upgrade
the database to the
version you are installing.
Veeam Backup & Replication Setup s Ll
e VeeamBackup is the Veeam Backup and Replication configuration
database. Connect this installation to the selected database?
If required, database will be automatically upgraded to the version
you are installing.
Yes No
25. If the Configuration Check ] Vesam Backup & Replication - X
page returns errors, Configuration Check
resolve them before Address all compatibility issues in your product configuration prior to proceeding with the upgrade.
u pgradlng' If the CheCk Compatibility issues ¥ Retry Copy list to clipboard
produces Warning or L Improved Backup Copy jobs
information messages,
you can proceed with the
upgrade and deal with
them later.
26. Click Next.
@ Please review the documentation at Upgrading Veeam Backup & Replication Help Center
Back Next Cancel

73



Chapter 2 Deployment

27. On the Ready to Upgrade
page, click Upgrade.

t-”] Weeam Backup & Replication

Ready to Upgrade

The wizard is ready to begin the Upgrade.

Service account; LOCAL SYSTEM
Database engine: Microsoft SQL Server
SQL server: VBR11\WEEAMSQL2016
Database name: VeeamBackup

Update remote components: Manually

Cancel

28. On the Veeam Backup &
Replication 12
successfully upgraded
page, click Finish.

L

Veeam Backup & Replication 12

\/ Successfully upgraded

Finish
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Replication management
console and click Connect. NG Veeam
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.
localhost 9392
Password
' | Use Windows session authentication
Save shortcut Connect iose
30. Select the all servers Campanents Update 2
—, » SErvers
CheckbOX on the ‘P‘I Select servers to update product's cormpanents an. Consider rernoving servers which are currently down ar unreachable fram
= I ! selection, Update process will not reboot the updated server,
Components Update page
T onoocd servers:
and click Apply‘ .U-pd_ate- Server Update requirad.
F HPHVET Hyper-¥ Integralion, Installer, Mou, . —
[ HPHYD2 Hyper-¥ Integratian, Installer, Mou...
STORAGE-WIN Installer, Mount Server, Transport
ubuntu20045 Installer, Transport
VBR11.gooddealmart.ca Installer, Mount Server, Transport, V..,
E‘ veearn-prexy-applisnce-azure-u..  Azure restore helper appliance
Sefect All
Clear All
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31. Click Show servers on the
provide signal-use
credentials question page.

te

Servers
Select servers to update product's cormponents on, Consider removing servers which are currently down or unreachable from
selection. Update process will not reboot the updated server,

Managed senvers:

Server Update required

FA HPHYD1 Hyper-¥ Integration, Installer, Mou..,
[ HPHYDZ Hyper- Integratian, Installer, Mou...
STORAGE-WIN Installer, Mount Server, Transport

ubuntu200ds
WBR11.gooddealmart.ca

(4] veearn-proxy-appliance-azure-u... Azure restare helper appliance

Installer, Transpart
Installer, Mount Server, Transport, V...

Veeam Backup & Replication x

Show servers

Some hosts were registered with Veeam using single-use credentials.
To perform components upgrade, you will need to provide these credentials again.
Are you ready to do this now?

Finish

Befresh

Select &Il |

Clear All

Cancel

32. Review the Server listing
and click Yes.

Update

'Emp & Replication X
Some hosts were registered with Veesm using single-use credentials,
Ta perform cornponents upgrade, you will need to provide these credentials again,
Are you ready to do this now?
MName
ubuntu2(043
Hide servers Yes I | No

Servers

Select servers to update product's corapanents an. Cansider removing servers which are currently down ar unreachable from
selection, Update process will not reboot the updated server,

Finist

Apply |

Select All 1

Clear All

Cancel
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33. On the Host Credentials
page, select the host, click
Set User and select Singal-
use credentials for the
hardened repository.

Update

éfl Specify credentials:

Host Credentials X
Host Account Set User..,
ubuntu20045 <not specified=>

jare currently down or unreachable from

Linux account...

Linux private key..

Single-use credentials for hardened repository...

r, Transport

TATTET, TGO,

r, Transport, V..

ppliance
Select All |
Clear All
oK I Cance|
Apply Finist Cancel
34. Enter your credential Credentials %
information and click OK.
Username: |car}r |
"
Password: |uuuuu |
SSH port |22
Mon-root account
Use "su” if "sudo” fails
Root password: |sssesssssss L)
Descriptiomn:
cary
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35. Click Test Now on the
Host Credentials page.

Host Credentials

Specify credentials:

Hest Account | Set User... |
buntu2D045 T
i = Test Now
0K Cancel
36. Ensure the credential has Votroiihikns anel s >

been tested successfully
and click OK.

o Heost ubuntu20043 credentials have been tested

successfully,
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37. Click OK on the Host
Credentials page.

Host Credentials

Specify credentials:

Host Account
ubuntu2 0045 cary

QK

Set User...

Cancel
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38. Ensure the components e AT AEE X
i Update
upd ate Successfu | |y for Ei‘! Please wait while product's components are updated on the selected servers, this will take a few minutes.

selected servers and click

Servers

Finish. o

Status

All components have been upgraded.
All components have been upgraded.
All components have been upgraded.
All components have been upgraded.
All components have been upgraded.

el e

39. Drop down the main
menu, select Help, and
click About to check
Veeam Backup &
Replication version.
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40. Ensure the existing Veeam
Backup and Replication
version is upgraded.

Veeam
|EJ \J Backup & Replication 12

Build: 12.0.0.1402
License: rd@veeam.com

Evaluation: 1 day remaining B
: YA@?

41. On the Home page, select
Jobs.

42. Right-click jobs and
unselect Disable to enable
all jobs.

SureBackup

© X

Disable Delete:

Job Control Detais eat
Home Qe . " Alljobs
Nore T Type Obje. Swtus  LotRun  LostResut  NextRun Torget Description
DC.On Demand Sandbox SureBsckip 2 Stopped  T2dayssgo  Success  <Disabled Advanced SingleHos 01 Created by GOODDY
DC SureBackup Basic Single-Host  Sureackup 2 Stopped 12dayzago  Succe  <Dissbled Advanced SingleHozt 01 Crested by GOODDY
DC_HPHO2 Replication HyperV Replication 1 Stopped  Thourago  Success  <Notscheduleds  HPHVO2 Grested b GOODOS
0CS Backup Coy Job Eackup Copy 1 Disabled <Disbled> Backup -
DCS Asure Blob Backup St wp 1 Stopped <Notscheduled>  Scale-out Backup Repesitoy... Created by GOODDY
DCS Anure Biob with archi Sortto 1 Disabled <Dissbled> Sesle-out Backup Repositry... Created by GOODDY
A Bob vithoutae| 1 Disabled <Disbled> Sesle-out Backup Repository... Crested by GOODDY
DCS HPHVD2 Backup wp 1 Stopped 12daysago  Success (HPH2 G
DS to Storage WIN Backup| | Sttisic wp 1 Stopped Backup .
HPHVO' Excluces DCS Backu| | Report fwp 1 Stopped (HPHVO2 G
(% Failed HPHVO Storage Win Backi{[ 5] pizaiie fwp 1 Stopped (HPHVO2 G
Mensgement HPHO2 Backl s 0. fwp 1 Stopped  13daysago  Success HPHV2 G
Mansgement uburt fmrmu wp 1 Stoppad  13dayssgo  Succe:  <Notscheduleds Backup Reposiory ubuntul.  Crested by GOODD]
Windows Server_Managed L, e bentPolicy 1 Diabled  1hourag /A A Backup Repository HPHVD2  Created by GOODD|
18} Windows Seer_Managed by Windows Agent Backup 1 Stopped Backup -
A tome

B nvencory

@

(&

Connectedtorlocalhost  Build: 12001402 Enterprie Plus Edtion _ Evalustion: | dy remaining
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43. Ensure all jobs are

enabled.

2 Home

v, 3
= %
S e "0

o

©9y

Primary Jobs

23

i Kephication.

4 Backup Copy
A Home

@ secup nasmctine

@ e

e

AE D

Backup Copy SureBackup Restore Failover | Import
X Job < pln

Copy

Secondary Jobs Restore

Qs

Name T

% 0COn Demind Ssndbox

DS Backup Copy Job
5 0CS, Asure Slb Backup

1§ DS Asure icb with srchive Back..
0CS Asure Biod withaut schiv B,

DS to_Storage-WIN Backup.
HPHVO' Excludes DCS Backup
1 HPHVD1 Storoge-Win Backup
1 Management HPHVO2 Backup
6 Management_ubanty Immatatie &

7 Windows Server_Managed by age.
§ Windows Server_Managed by bac.

Veeam Backup and Replication

N

=
Eport Best Practices

Backup Bickup  Analyzer

Adions

ype
SureBackup.
SureBackup
Hyper-V Replcation

Hyper-V Backup
Hyper-V Backup
HyperV Backup
Hyper-V Backup
Windows Agent Policy
Windows Agent Backup.

Obje

Aljobs

Statu

Stopped

12 dayzago.
12.6aysago.
1 hourago

12.daysago

13 daysago.
13 daysago
Justnow

Success
Success
Success

Success

Succesz
Success
NA

Next Run

After [DCS HPH..

et
Advanced Single-Host 01
Advanced Single-Host 01
HeHVO2

Backup Repository-Storage-..
Scale-out Backup Repository.
Scale-cut Backup Repositary.

Descrption
Created by GOODD]
Greated by GOODDY
Created by GOODDY
Created by GOODD{
Created by GOODDY
Crested by GOODD]

<As new restor..  Scale-out Backup Repository..  Created by GOODDY
vz
Sackup -
_HPHV02
HPHVO2 G
HPHVO2 G
<Notscheduled>  Backup Repository_ubuntu2... ~ Created by GOODDY

<MNot scheduled>

Backup Repository_HPHVOZ
Backup Repository-Storage-..

Crested by 600DD|
Created by GOODD|
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Migrate the Existing Veeam Backup and Replication to the new
server with PostgreSQL

PostgreSQL is free and has no size limit or compute restrictions has improved performance over

SQL Express.

Instructions Screenshot (if applicable)

1. Log in to the existing

Veeam Backup and

replication manager Qppeinn et

Obje.. | Swws  LestRun LastResult | NextRun Terget Descrip
Stopped T4 daysago  Success After [DCS_HPH... Advanced Single-Host 01 Created

server. DC SureBackup_Basic Singl Stopped 14 daysago  Success After [DCS_HPH...  Advanced Single-Host 01 Crested
DC_HPHVO2 Replication Stpped  Tdsyago  Success  <Notscheduled> HPHVD2 Crested
2 O h V B k Stopped <Az new restor..  Backup Repository-Storge-..  Created
. pen the Veeam Backup Stopped o> St Backip Repostoy Grs
Stopped .. Scale-out Backup Repository.

CS Azure Biob without af

L 5 o S et
& Replication Console. otz sy | Dbl ST A58 35510 S N Elat T A  RER HOZ
XS to_Storage-WIN Back( X  Delete Stopped <Not scheduled>  Backup Repository-Storage-..
. . i Netscnabiet Bk Rty W2
3 Select and rig ht-ClICk a ” Stopped <Mot scheduled>  Backup Repository_HPH02
. Stopped  14daysago  Success <Not scheduled>  Backup Repository_ HPHVO2.
s ensa 5 S T S kol i Vi g A
: . e Tl NA WA Sacup e OHIG2
jobs. e et e = ekl o o

4, Select Disable.
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5. Drop down the main
menu and select
Configuration Backup.

Gateway
Gateway
Gateway
VBR11 goodde.
ubuntu20045
STORAGE-WIN
HPHVOZ
HPHVOT
STORAGE-WIN
STORAGE-WIN
STORAGE-WIN

NA
126468
126968
126968
930968

1878
126968
126968
126968

N/A
NA

NA
91768
11768
125668
71968
1318
125668
125668
125668 0B Created by G

6. Click Backup now on the
Configuration Backup
Settings page.

Configuration Backup Settings

Backup
Enable configuration backup to the following repositony:

= 13TBfreeof 1.8TB

Restore points to keep: '1() =

Perferm backup on: Daily at 10:00 AM

Last successful backup:  2/1/2023 9:25 AM

Enable backup file encryption
Password:

Created by GOODDEALMART\csun at 1/7/2023 8:13 PM. (L +~ ‘

! Loss protection disabled Manage passwords

Restore

Restore the configuration backup to this servern

Backup Repository_HPHVO1 (Created by GOODDEALMART \csun at 1/30/2023 ~

Motifications...

Backup now

Schedule...

Add...

Restore...
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7. Copy the configuration
file from the backup
repository to the new
Backup and Replication

manager server.

< | Post-Install — o
lome  Share  View
« *

+ ThisPC » Local Disk (C:) v Post-Install v [] earch Post-Install

= Nam Date modified ype

o Cuick accers
B Desktop .
& Downiosds  #

[Z pacuments #

|Bi VER11_2623-61-30_13-29-59 23 1:40 PM Weearn Backup Bt 526 KA

|_| Vesarn-100instances-suite-nfr fic 23 5:12PM LK. File 2K

B Pictures

B This PC

2tems  1item selected 528 KB

8. Llogintothe new Veeam
Backup and Replication
manager server.

9. Open the Veeam Backup
& Replication Console,

and click Connect.

Veeam
Backup & Replication 12

o]

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

localhost 9302
Password

+f| Use Windows zezsion authentication

Save shortout Connect Close
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10. Drop down the main
menu and select

Configuration Backup.

osts

er (SCVMM) Servers, Hyper-V yper- hosts,
e nt o backup. For NAS

11. Click Restore on the
Configuration Backup
Settings page.

Configuration Backup Settings

Backup
Enable configuration backup to the following repository:
; Default Barc'ka‘p Reposito_g_.; (Created bj,v Veeamn B-ackup-].
= 983 GB free of 126.4 GB

T
===
-

vl

Motifications... J

|

Restore points to keep: [10
Perform backup on: Daily at 10:00 AM [ Schedule...
Last successful backup: 1 Mo backup Backup now |

E

[[] Enable backup file encryption

Manage passwords

1 Saved credentials, backup server certificate and backup
appliance data will not be included in the configuration backup until
encryption is enabled

Restore

Restore the configuration backup to this server: | Restore...

| Cancel Anpl
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12. Click Yes on the User
Account Control page.

@ Veeam Backup Configuration Restore

Werified publisher: Veeam Software Group GmbH
File arigin: Hard drive on this computer

Show more details

13. Select Migrate on the
Restore Mode page.

4] Veearn Backup and Replication Configuration Restare

Restore Made
m‘ Specity your canfiguration restore scenario,
==

T o -

Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once
Canfigumstion Backup the configuration restore has been campleted, the wizard will initiate the process of searching far
any new restare points that might have been created after the last configuration backup.
Backup Contents

Target Database @ Migrate
Use this rmade if yau are perfarming planned migration of your backup server to a new computer.
Restore Optiens To ensure there is no data loss, make sure yau are using the configuratian backup made atter all
jobis have been stopped and disabled,
Restore
Summary

R [ necs | AR | conce
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14. Select this server in the
Backup repository field on
the Configuration Backup
page.

15. Click Browse in the
Backup file field.

(] Weearn Backup and Replication Configuration Restare

Configuration Backup

m Select the configuration backup file you would like to use.
==

Backup repository:

Restore Mode

This server w

Backup file:

Backup Contents Browse..

Configuration backup file located in remote backup repositaries will be copied locally

Target Database inta a temporary folder. This may take some tirme.

Restare Qptions
Restore

Summary

< Previaus Cancel

16. Select the backup
configuration file and click
Open.

£2) Open
A || > ThisPC 5 LocalDisk(C) > Post-Install v | © | | SearchPost-lnstal »

Organize v Newfolder

M Destop  # A Name
¥ Downloads #

Dete modified Tpe Size

2} VBR11_2023-02-01_09-25-04 21202

AM Veearn Backup & 585 KB

5

Documents

A

& Pictures

Post-Install

3 mis PC
B 30 Objects
[ Desktop
Documents
& Downloads.
b Music
=] Pictures
B videos

& Local Disk (¢3)

File name: | VBR11_2023-02-01_09-25-04 o] [ Vesam configuration backup fil »
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17. Cl |ck Ana |yze on the (] Weearn Backup and Replication Configuration Restare x
) A Configuration Backup
Co nﬁgu ration Backu o] m? Select the configuration backup file you would like to use.
page. .
Restore Mode Backup repositary:
This server v
Backup file:
Backup Contents ChPost-Instal\WBRT1_2023-62-01_03-23-0d.beo | | Browse..
Configuration backup file located in remote backup repositaries will be copied locally
Passward into a temporary folder. This may take some time,
Terget Database
Restore Options
Restore
Summary
< Previaus Analyze > Cancel
18. Cl |ck Next on the Backu p :&') Yesarn Backup and Replication Configuration Restare *
Backup Contents
Contents page. m Review the contents of the carrespanding hackup file. If necessary, go back in the wizard ko pick another one.
=]
o siose Pasameter Value o
Configuration Backup Backup file
Path ChPost-Instal WEBR11_2023-02-01_{9-23-04 bco
g 7 Creation time 2/1/2023 9:25:08 AM
Focdl Creatian durstion 00013
T e Campressed data STEOKE
Uncompressed data 6.3 MB
Restore Options Cormnpression ratia 1.
Encrypted hacku Yes
Restore e g
Passwaord Inss pratection Mot supparted
Summary Product
Fiuducl narme Vewarn Backup and Repiicaion 12
Product version 1200402
Database
Original database server Micrasaft 0L Server
Microsoft SOL Server Supported
PrstareS0l Sunnarted =
< Previaus | Mext> | Cancel
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19. On the Password page, ] Veearn Backup and Replication Configuration Restare *
[ Password
enter the password of the mi Spesilyconfiation ke kup's password,
. . - =
configuration file in the
. Restore Mode Password: (eesssssess o)

Password ﬁeld . Configuration Backup Hint: Created by GOODDEALMART csun at 1/7/2023 8:13 PM.

20. Enter the description in et

the Hint field. Password
21. Click Validate. Torget Database

Restore Options
Restore
Summary
1 Yaur backup administratar choze not to enable password loss protection,
< Previous Cancel
22. Select PostgreSQL from ] Weearn Backup and Replicstion Configuration Restore X
. Target Database
the Database dro p-down ;Egj Specity the Veearn Backup & Replication databiase to restore configuration to.
- ==
list on the Target ;
Restore Mode Database engine
Database page. Configuration Backup Database: Postgresil
H € tion (HOSTNAMEPQRT)
23. Enter the instance name e
Instancename: localhost 5432 |
and Database name in the rssod Database name: ‘VeeamEa:kup |
Connection session. Ll _
RestoreDtians Authentication
24‘ Select Windows (@) Windows authentication using credentials of service account
. . . lssitene ) Native authentication using the following credentials:
authentication using the S R o AT T
service account Passwarc:

credentials in the
Authentication session.

S T
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25. Click Yes on the warnin S : .
g Weearn Backup and Replication Configuration Restore
message.
Oatabase veeamBackup is Veeam Backup and Replication
1 configuration database. If you continue, current database
contents will be lost, Proceed?
es | Mo |
26 . Select the Backu p a nd 4] Weearn Backup and Replication Configuration Restore x
. I Restare Options
re p | ICa Cata |Og Checkbox ’t% Specify what configuration data you want to restore, Once you click Restore, the wizard will proceed with restaring the selected
==, configuration data into the specified database,
on the Restore Options
Restore Mode Restore
age. 1 Backup ard replica catalog

pag i ERE Restores information about available backup and replica restare paints, including cantent and
27. Select the Session history b taians i ke i

CheCkbOX P Restores job sessions and restore operator activity history.
28. Select Enable required SRy Addvanced

A mﬁu [] Enable required PowerShell execution policy for SCVMM

PowerShell execution I Backup eisting databese before carfguetin estore ecommended)

po I icy fOr SCVM M :j:::w Creates native backup of the existing database using SOL Server's built-in backup capabilities.

checkbox.
29. Select Backup existing

database before

co nﬁgu ratlon reStore < Previaus Restore = | Cancel

(recommended).
30. Click Restore.
31. Click Yes on the close

console and stop all
running jobs warning

messages.

Weeam Backup and Replication Configuration Restore

“eeam user interface is open:
1instance of Veeam Backup and Replication Consale

We need to close it and stop all running jobs, This may take a
mament, Continue?

tes
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32. On the Restore page,
ensure the Configuration
restore is completed
successfully and click
Next.

T Restare
I

Restare Mode
Canfiguration Backup
Backup Contents
Passward

Terget Database

Restore Options

Credentials

Cloud Credentials

Surnmary

(] Wesarn Backup and Replication Configuration Restare

Please wart while configuration s being restored. .

Message

0 Analyzing database VeearnBackup

2 Decompressing configuration backup

) Connecting ta database VesamBackup

) Starting configuration catalog restare

o Reading configuration backup

() Configuration catalog processed (1027 items)
&) Backups catalog processed (108 iterns)

) Sessions catalog processed (2066 iterns)

) Tape catalog processed [0 iterns)

£ Finaliming configuration catalog restore
 Disabling all scheduled user jobs

(2 Lecking database YesamBackup. .

o Analyzing restared canfiguration

) Enabling Microsoft PowerShell execution palicy

) Restoring backup server certificate
() Saving configuration restore sessian
2 Configuration restore completed successfully

Buration

(@ Microsoft PowerShell execution palicy is already set to Remate Signed

0:015

0007
0:00:02
D:00:01
00002

L0307

0:00:01
0:00:02

Mext > |

Cancel

33. On the Credentials page,
ensure all credentials are
up-to-date and click Next.

Credentials
%]
Restare Mode
Canfiguration Backup
Backup Contents
Passward
Terget Database
Restore Options

Restore

Cloud Credentials

Surnmary

/| Wesarn Backup and Replication Configuration Restare

Account Type
L apikey Standard

(3 cany Linux
TLCARYPCuAdministrator  Standard
gaaeddealmart\administ., Standard
4 GOODDEALMART\csun  Standard
TAHPHVDI\WAdministrator  Standard
4 HPHVO2 Administrator  Standard
P root Standard

(3 root Linux
Standard
A roat Standard
T4 YEEAM @carysun.com Standard
TAVEEAMMFA@carysun.c..  Standard

Descriptian
apikey

cary
CARYPChAdministrator

goaddeatmart. catadminis..

GOODDEALMART.csun
HPHVOTAdministrator
HPHVOZVAdministratar

Azure helper appliance cre..,

Helper appliance credenti..
Prowvider-side netwark ext...
Tenant-side network exten..,

VEEAM@ carysun.com
VEEAMMFA@carysun.com

<o

Please verify and update the restore credentials, if they have changed since the time when configuration backup was taken.

Edit..

Cancel
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34. Ensure all credentials are
up-to-date on the Cloud
Credentials page and click
Start.

b {loud Credentials

Restare Mode
Canfiguration Backup
Backup Contents
Passward

Terget Database
Restore Ophions
Restore

Credentials

Surnmary

:C¥] Yesarn Backup and Replication Configuration Restare

w Provide updated cloud credentials in case they have changed since the time this configuration backup was taken,
[

Account Type

"4 homevbr

P homevbrarchove

Description Edit..
Microsoft Azure .,
Microsoft Azure ..

Azure Storage account na..

Azure starage accaunt for ...

< Previous Finish Cancel

35. Click Finish on the
Summary page.

I !| Summary
]

=

Restare Mode

Canfiguration Backup
Backup Contents
Passward

Terget Database
Restore Options
Restore

Credentials

Cloud Credentials

/| Wesarn Backup and Replication Configuration Restare

Review the configuratian restore result, and click Finish to exit the wizard,
Remember to enable all jabs back once canfiguration data synchronization campletes.

Summary:

Configuration restore is completed successfully

Source backup file: C\Post-Instal\WBR11_2023-02-41_09-25-04.bco
Target server: PostgreSCL

Target server name: localhost:5432

Target database: VeeamBackup

Mote that all jobs are disabled after configuration restore, Do not enable them back until Yesam
Backup & Replication synchronizes the restored configuration data with the actual state of backups
and replicas an disk. ¥ou can monitar the synchronization progress using the Configuration Database
Resynchranize session under History tah of the rmanagement tree,

A Lsunch the Backup & Replication user interface

Wart for configuration synchronizatian pracess to complete befare enabling the jobs. Yau can
monitar the synchronization progress using the Configuratian Database Resynchranize session
under History tab of the management tree,

Finish
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36. Open Veeam Backup &
Replication console and
click Connect.

N5 Veeam o
=EN} Backup & Replication 12

Type in a backup server name or P address, backup service port number,
and user credentials to connect with,

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close

37. Select and right-click all
jobs, and unselect Disable
to enable all jobs.

SureBackup

Oiable Delet
et can
an Aljobs
Name T Objecs | Satus LastRun LastRestt | NextRun Targr Description
~ip 2 Stopped Tdaysogo  Success <Disabied> Advanced Sngle-Host 01 Created by
I 2 Stopped Tadapsage  Success <Disabed> AdvancedSingle-Host01  Cested by GO)
feplcsten 1 Stopped Tdoyogo  Success <Notscheduled>  HPHWZ Grestedby
by 1 Disabled <Disabid> Backip Repositon-Siorage-..  Created by GO
Backup il Stopped <Not scheduled> Scale-out Backup Repository... Created by
opy 1 Disabled <Dissbied> Scae-out Backup Reposiory.. Ceated by GO)
by 1 Disabled <Dissbled> Scae-out Backup Repesitory..  Crested by
Sackup 1 Stopped Tadasago  Success <Notschedued>  Backup Repostoy HPHW2  Crestedby
Sackap 1 Stopped <Notscheduled>  Backup Repositon-Storage-.  Cresed by GO}
- Backup 1 Stopped <Notschedued>  Backup Repostory HPHW2  Crestadby
HPHVD1 Storsge Win..Hyper-VBockup 1 Stopped <Notscheduled>  Backup Reposton HPHVO2  Crested by
5 Mansgement HPHIO..._Hyper-V Backup 1 Stopped Tadapsage  Success <Notscheduled>  Bacup Repository HPHVD2  Crestadby
& Vindous Server_Me.. Windows AgentPolcy 1 Disbled Thoursgo  NA A Backup Repositon HPHVD2  Crested by
5 Windows Server_Ma.. Windows AgentBackup 1 Siopped <Notscheduled>  Bacup Repositony-Storage- . Crsted by
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38. Ensure all jobs are re-
enabled.

SureBackup

Job Control Detat:

(5 Faed

£ o

EF menory

@ s

@& storge nfrastructure

Disable Delete

ean
Qpeires

Name
15 OC On_Demond Soc..
50C SureBackup Basic..
5 DC_HPHVO2 Replcai.

5 5CS_Azure Biob with..
5 0CS Aure Biob with..
5 5CS HPHVD2 Backup
5 DCS to,Storage WIN...
HPHVO! Excludes OC..
S HPHVD1 Storage-Wi..

% Windons Server_M.

Type
SureBackup
SureBackup
Hyper Replication

Windows Agent Policy
Windows Agent Backup.

Alljobs

14 days ago

14 days ago

Justnon

Success

Success

After [DCS HPHVO2...

Aftr [DCS_HPHVO2.
<Notscheduled>

<As new restore poi.
<MNotscheduled>
<Not scheduled>

<Not scheduled>

<Not scheduled>

Targ
Advanced Single-Host 01
Advanced Single-Host 01
HeHV2

Backup Repository-Storage-..
Scale-out Backup.

Scale-out Backup Repositoy..
Scale-out Backup Repository..

Backup Repository_HPHVO2
Backup Repository-Storage-..

Backup Reposiony-Storage-.

Edition

Description
Crested by
Created by GO|
Cresedby
Grested by 60|
Crestedby
Cresteaby
Created by GO|
Crestedy
Crested by 60|
Crested by
Creaed by
Created by GO
Crened by
Crested by 69
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Migrate the Existing Veeam Backup and Replication to the new
server with Microsoft SQL

Microsoft SQL Server (or Express), either locally on the backup manager server or remotely.
Microsoft SQL Server Express has a configuration data storage limit of 10 GB. The Express Edition

is sufficient for the evaluation and small environments (500 VMs).

Instructions Screenshot (if applicable)

1. Log in to the existing

Veeam Backup and

Alljobs.

replication manager

server. 3 i (" Advaneed Single-Host01 Crested
s A IDCS P Mbanad Sl HOF G

- i =

2 O h V B k 1 Stopped T e
. Open the Veeam Backup — SEed ommn T o

= R SR T

. = i i Bk oy F

& Rep||cat|on Console. A 5 S o o SN WD G
to.Storage-WiNiBacky X Delete i 1 Siopped i sehe S DR e e S it

. . V01 Excludes DCS Bacl Edit. Jackup 1 Stopped <Not scheduled>  Backup Repository_HPHV02 Created

3. Select and right-click all O i e s S ot hedoss Bk Rposop P e
. agement_HPHVO2 Backup Hyper-V Backup. 1 Stopped. 14daysago  Success <Not scheduled>  Backup Repository_ HPHV02 Created
5 il S 53 15 e i S VT R T B O]

. Wi B R SN SRR AT T T T G e i e YEROE G
jobs. 8 Vi v b . Wit 1 Sogpd ettt e i Sl

4. Select Disable.

Connectedtotlocalhost  Buikd: 12001402 Enterprise Plus Edition
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5. Drop down the main
menu and select
Configuration Backup.

Gateway
Gateway
Gateway
VBR11 goodde.
ubuntu20045
STORAGE-WIN
HPHVOZ
HPHVOT
STORAGE-WIN
STORAGE-WIN
STORAGE-WIN

N/A N/A
NA NA
NA NA
126468 91768
126968 11768
126068 125668
930968 71968
1878 1378
126968 1256GE
126968 125668
126968 125668

08 Creted by G

6. Click Backup now on the
Configuration Backup
Settings page.

Configuration Backup Settings

Backup
Enable configuration backup to the following repositony:

= 13TBfreeof 1.8TB

Restore points to keep: '1() =

Perferm backup on: Daily at 10:00 AM

Last successful backup: 2/1/2023 12:14 PM

Enable backup file encryption
Password:

Created by GOODDEALMART\csun at 1/7/2023 8:13 PM. (L +~ ‘

! Loss protection disabled Manage passwords

Restore

Restore the configuration backup to this servern

Cancel

Backup Repository_HPHVO1 (Created by GOODDEALMART \csun at 1/30/2023 ~

Motifications...
Schedule...

Backup now

Add...

Restore...
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7. Copy the configuration B et i) =
Home Share  View (7]
file from the backup « « & 4 ThsPC » Local Bisk(C) » Past-Instal v o arch Bost-Install
repOSItory to the new I A HName Date modified Type Size
s L % 50L2022-55E1-Expr 173172023 251 PM Applicatio 191 k8
. . esktop [ il " N i
Backup and Rephcat'on T U SSMS. Setup ENU 1421/2022 3,22 M pplication 5,249 KB
& VBR112023-02-01_12-13-23 21720231213 PM Vesam Backup & KB
manager server. =] Dacuments Veearn- 10Dinstances-suite-nfrlic 2002 331 PM 1IC Fie 1@
. I&=] Pictures
Post-Install
Attems 1 ftem selected 593 KB E=

Backup and Replication

manager server. N_I Veeam
9. Open the Veeam Backup IE.SI Backup & Replication 12
& Replication Console,

and click Connect.
Type in 2 backup server name or IP address, backup service port number,
and user credentials to connect with,

localhost 9302

Password

+'| Use Windows sessicn authentication

Save shortcut Connect Cloze
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10. Drop down the main
menu and select

Configuration Backup.

e inventory. To start this process, click the Add Server

fou can also add ESXi hosts individually. Adding vCenter Server i preferred, because it makes

jer (SCVMM) Servers, Hyp

yper-V hasts
backup. For NAS

11. Click Restore on the
Configuration Backup
Settings page.

Configuration Backup Settings b4
Backup
[l Enable configuration backup to the following repositony:
Default Backup Repository (Created by Veeam Backup] >

é 91.5 GB free of 126.4 GB

Restore points to keep: [10 2 Notifications... J
Perform backup on: Daily at 10:00 AM Schedule... ‘
Last successful backup: 1 Mo backup Backup now ‘

[[] Enable backup file encryption

Manage passwards

| Saved credentials, backup server certificate and backup
appliance data will not be included in the configuration backup until
encryption is enabled

Restore

Restore the configuration backup to this server: Restore..,

I QK Cancel
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12. Click Yes on the User

Account Control page.

@ Veeam Backup Configuration Restore

Werified publisher: Veeam Software Group GmbH
File arigin: Hard drive on this computer

Show more details

13. Select Migrate on the

Restore Mode page.

4] Veearn Backup and Replication Configuration Restare
Restore Made

m‘ Specity your canfiguration restore scenario,
==
I o -

Use this mode if you have unexpectedly lost your backup server, and are trying to restore it. Once
Canfigumstion Backup the configuration restore has been campleted, the wizard will initiate the process of searching far
any new restare points that might have been created after the last configuration backup.
Backup Contents

Target Database @ Migrate
Use this rmade if yau are perfarming planned migration of your backup server to a new computer.
Restore Optiens To ensure there is no data loss, make sure yau are using the configuratian backup made atter all
jobis have been stopped and disabled,
Restore
Summary

R [ necs | AR | conce
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14. Select this server in the {4 Veeamn Backup and Replicstion Configuration Restare .4
Configuration Backup

Backup repository field on @ Select the configuration backap file you would like to use.
. . ==
the Configuration Backup

page.
Backup file:
15. Click Browse in the e Rt

Configuration backup file located in remote backup repositaries will be copied locally

BaCkup ﬁle ﬁeld. Target Database into a temporary folder. This may take sorme time.

Restare Qptions

Restore Mode Backup repositary:
This server +

Restore

Summary

< Previaus | Analyze i Cancel

16. Select the backup ) 0pen

- - Thic PC + Locsl Dk () » Poatinctall S aarch Poet-inda o

configuration file and click

Organize = Newfolder =~ m @

M Desktop o Hame Date modified Type are

2
Open.
¥ Dowsicacs 4 |a] vBR11_2023-62-01_12-13-23 2/1/202312:13 FM — Sl kY

[ Dacuments #

hctures Fl

Past-Install

W ThisPC

B 30 Objers

M Desktop

[Z] Dacuments

& Dawnloads

J Music

B Pictures

B videos
£ Local Disk(C)

File name: | VER11_2023-02-01_12-13-23 ‘ Yeearn configuration backup fil ~
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17. Cl |ck Ana |yze on the (] Weearn Backup and Replication Configuration Restare *
Lonfiguration Backup
CO nﬁgu raﬁo n Backu p Select the configuration backup file you would like to use.
==
page. .
Restore Mode Backup repesitary:
This server V|
Backup file:
Backup Contents ChvPost-InstalNWBRT1_2023-6G2-01_12-13-23.beo [ | Browse...
Configuration backup file located in remote backup repositaries will be copied locally
Target Database inta a temporary folder. This may take some tire.
Restare Qptions
Restore
Summary
< Previaus | Analyze » Cancel
18. Cl |ck Next on the Backu p | Wesarn Backup and Replication Configuration Restare b
T Backup Contents
Contents page. m Review the contents of the carresponding backup file. If necessary, go back in the wizard to pick another one,
=}
Restore Mode Pasiiita Value ~
Configuration Backup Backup file
Path ChPost-Instal \WBR11_2023-02-01_12-13-23 bco
Size 5933 KB
Creation time 2/1/202312:12:24 PM
Retzmard Creatian durstion 030017
T e Campressed data 586.5 KE
Uncompressed data 6.6 MB
Restore Options Cormnpression ratia 11.5x
Encrypted backup Yes
Passwaord Inss pratection Mot supparted
Product
Product name Veeam Backup and Replication 12
Product version 1200402
Database
Original database server Micrasaft 0L Server
Microsoft SQL Server Supported
PrstareS0l Sunnorted =%
< Previaus | Next> | Cancel
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19.

On the Password page,

2] Veeam Backup and Replication Configuration Restore

s
Password
enter the password of the @ Sl O B s Paend.
. . I s
configuration file in the
. Restore Mode Password: [eesssssess| I
Password ﬁeld " Configuration Backup Hint: Created by GOODDEALMART csun at 1/7/2023 8:13 PM.
20. Enter the description in Rackiin Cataris
the Hint field.
21. Click Validate. e
Restore Options
Restore
Summary
1 Your backup administrator chose not to enable password loss protection,
< Previous Cancel
22. Select Microsoft SQL | Weearn Backup and Replication Configuration Restare x
. Target Database
Server from the Database ;E@j Specity the Veearn Backup & Replication databiase to restore configuration to.
R ==
drop-down list on the :
Restore Mode Database engine
Ta rget Data base page, ConfiauratforBackd Database: Micrasoft SOL Server
- Connection (HOSTHAMEUNSTAMNCE)
23. Enter the instance name e | CIETES T
and Data base name in the PEEE e Database narne: ‘VeeamEa:kup
Connection session. [ vt _
RestoraDAfans Authentication
24‘ Select Windows (@) Windows authentication using credentials of service account
. . . Fissiten () SOL authentication using the following credentials:
authentication using the Summary Lagin name:  GOODDEALMART csun
service account Passwerd:
credentials in the
Authentication session.
< Previous Cancel
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25. Click Yes on the warnin - . .
& Weearn Backup and Replication Configuration Restore
message.
Database veeamBackup is Veeam Backup and Replication
1 configuration database. If you continue, current database
contents will be lost. Proceed?
Y5 | Mo |
26 . Select the Backu p a nd 4] Weeamn Backup and Replication Configuration Restore X
. [~k Restare Options
re p | ICa Cata |Og Checkbox ,f.’:j Specity what configuration data you want to restore. Once you click Restore, the wizard will proceed with restoring the selected
== | configuration data into the specified datahase.
on the Restore Options
Restore Mode Restare
age. i1 Backup ard replica catalog

p g i ERE Restores information about available backup and replica restore paints, including content and
27. Select the Session history b taias B T R O R

CheCkbOX P Restores job sessions and restare operator activity history.
28. Select Enable required Dl Advanced

. . Ewctmie é;nn; Enable required PowerShell execution policy for SCYMM

PowerShell execution " e T —

po I icy fOr SCVM M Su:nmary Creates native backup of the existing database using SOL Server's built-in backup capabilities.

checkbox.
29. Select Backup existing

database before

configuration restore E— —y

(recommended).
30. Click Restore.
31. Click Yes on the warning

message.

Weeam Backup and Replication Configuration Restore

“eeam user interface is open:
1 instance of Yeeam Backup and Replication Console

We need to close it and stop all running jobs, This may take a
mament, Continue?

tes
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32. On the Restore page, (4] Veeamn Backup and Replicstion Configuration Restare
) A Restare
ensure the Configuration MW Please veat while configuration s being restored..
. =}
restore is completed
i sz Message Buration
successfully and click P  Restoring database G0n24
¢ i (2 Processing canfiguration YeeamBackup st VBR12\SGLEXPRESS DOfk24
NeXt' Backup Contents - Analyzing database VeearnBackup
2 Becompressing configuration backup 0:0024
Passward ) Connecting to database VeeamBackup
e ) Starting configuration cstalog restare [100% done) 0:00:04
) Reading configuration backup 0:00:13
Restore Options [~ Configuration cataleg processed (1020 items) 0:00:07
{0 Backups catalog processed (25 iterns) 0:00:02
) Sessians catalog pracessed (2267 items) 0:00:03
) Tape catalog processed (0 iterns)
oS 2 Finalizing canfiguration catalog restere (100% done) 2:00:05
Cloud Credentials 2} Locking database YeearnBackup...
Analyzing restored configuration
SRRy 2 Enabling Microsoft FowerShell execution palicy 02
2 Microsoft PowerShell execution palicy is already set ta Remnote Signed
() Saving configuration restore sessian
) Configuration restore completed successfully

33. On the Credentials page, 1| Weearn Backup and Replication Configuration Restore
; Lredentials
ensure a || Credentl a | S are m_’] Please verify and update the restore credentials, if they have changed since the time when configuration backup was taken.
==
up-to-date and click Next.

g o o Account Type Description Edt..

NI E R A apikey Standard apikey
N cary Linu cary

Backup Contents 4 CARYPC\Administrator Standard CARYP CvAdministratar
4 gooddealmartiadminist... Standard geaddeatmart,catadminis..

Pessward 4 GOODDEALMART\csun  Standard GOODDEALMART csun

o e TAHPHVD\Administrator  Standard HPHYOTWAdministratar
A HPHVO? Administrator  Standard HPHYD2\Admincstratar

Restore Optians Troot Standard Azure helper appliance cre..,
:} root Linux Helper appliance credenti..

Restore T4 root Standard Prowider-side netwark ext...
' root Standard Tenant-side network exter...
W4 YEEAM @carysun.com Standard VEEAM@carysun.com

Cloud Credentials T4 VEEAMMFA@carysun.c..  Standard VEEAMMFA@ carysun.com

Surnmary

< Previaus Mext > by Cancel
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34. Ensure all credentials are
up-to-date on the Cloud
Credentials page and click
Start.

Cloud Credentials
2
Restare Mode
Canfiguration Backup
Backup Contents
Passward
Terget Database
Restore Ophions
Restore

Credentials

Surnmary

:C¥] Yesarn Backup and Replication Configuration Restare

Provide updated cloud credentials in case they have changed since the time this configuration backup was taken.

"L harnevbr
P homevbrarchove

Account Type

Descriptian

Microsoft Azure .. Azure Storage account na..

Microsoft Azure .. Azure storage accaunt for ..,

Finish

Cancel

35. Click Finish on the
Summary page.

Summary
%]

Restare Mode
Canfiguration Backup
Backup Contents
Passward

Terget Database
Restore Options
Restore

Credentials

Cloud Credentials

| Wesarn Backup and Replication Configuration Restare

Summary:

Review the configurabion restore result, and click Finish to et the wizard,

Target serven Microsoft 50L Server

Target database: VeeamBackup

Target server name: ¥BR124SOLEXPRESS

Configuration migration is completed successfully

Source backup file: C\Post-Instal\WBR11_2023-02-01_12-13-23.bco

Maow you can start Veearn Backup and Replication Consaole

A inch the Backig & Heglication user interface;

Veeam Backup and Replication Consale will be launched autornatically ance the restore is

campleted,
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36. Open Veeam Backup &
Replication console and
click Connect.

N5 Veeam o
=EN} Backup & Replication 12

Type in a backup server name or P address, backup service port number,
and user credentials to connect with,

localhost

v Use Windows session authentication

Save shortcut Connect Close

37. Select and right-click all
jobs, and unselect Disable
to enable all jobs.

Disale Deet
Job Control oetais can
Qe Aljobs
Objects  Status L LostReslt | NewtFur Torget
w 2 Stopped TddaysageSicces <Disabled> Advanced Single-Host 01
5 2 Seppal e <Disabled> Advanced Single-Host01
Replcation 1 Stopped Tdyage  Success <Notscheduleds  HPHVO2
k 1 Disbied <Dissbied> Backup Repository-Storage-.
1 Stopped <Notscheduled>  Scale-out Backup Repository..
Report - 1 Disbied <Disbled Scale-out Backup Reposian..
re 8 ey 1 Dicabled Disaled Scale-out Backup Repository..
veble 1 Stopped Woago  Sucss  Notwhekleds  Backup Reposton, HEHVOZ
4 [ Last2a Hours Do Sackup 1 Stopped Sackup ReposionyStrsge-..
5 Success Edt Sackup 1 Stopped Backup Repository_HPHVD2
(5 Faild 46 HPHVO_Storage-Win... HyperV Backsp 1 Stopped. <MNotscheduled>  Backup Repository HPHV02
165 Management HPHVD... HyperBackup 1 Stopped Thdayisgo  Success <Hotschedled>  Backup Repstory HPHVOZ
& Windows Server_Ma.. Windows Agent Policy 1 Disabled Thourage A A Backup Repostony HPHVO2
465 Windows Server_Ma.. Windows Agent Backup 1 Stopped <Hotacheduleds  Backup Reposiony. Strage-..
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38. Ensure all jobs are re-

g X
enabled. Gum b S e RX

Job Controt oetais ean
Home Qypeinan Aljobs

b Name Type Objects Status. LastRun Last Result Next Targe Description
451 0C On Demand Sand.. SureBackup 2 Stopped Tedysage  Success After (DCSHPHVOZ..  AdvancedSingleHost0T  Crentedby

65 C SureBockup Basic..  SurBackup. 2 Stopped Tdaysage  Success Ater [OCS HPHWE2..  AdvancedSingleHest01  Cested by GO)
8} DC_HPHVO2 Replicati..  Hyper-V Replication 1 Stopped 1dsyago Success <Not scheduled> HPHVD2 Created by

46} 0CS Backup CopyJob Backup! 1 Stoppes <As new restore poi..  Backup Repositoy-Storage-..  Crested by GOl
. 5 0CS Asure Biab Back..  Hyper Backup 1 Stopped <Notscheduled>  Scale-out Backup Repositoy... Cratedby
DS Azure Blob with... Backup Copy 1 Stopped <As new restore poi..  Scele-out Backup Repostary... Created by

g 18 CS Acure 8ob .. Backup Copy 1 Stopped <As new restore poi..  Scole-out Backup Repositony... Creted by 0|
5 DCS HPHVO2Backup  Hyper-VBackup 1 Stopped Tadeage  Success <Notscheduled>  Backip Repostoy HPHW2  Cretedby

. 5 DCS_to Storage WIN... Hyper-VBackup 1 Stopped <Notscheduled>  Backup Repository-Storage-.  Creaed by GOJ
HPHVOT Excudes OC... Hyper.V Backup 1 Stopped <Hotscheculeds  Backup Repcsiton HPHVOZ  Crsted by
[ Foiled % HPHVD1 Storage-Win... Hyper-V Backup 1 Stopped <Not scheduled> Backup Repository HPHVD2  Created by

Hyper-V Backup 15 Stopped 14 days ago. Success <Not scheduled> ‘Backup Repository_HPHV02. Created by GO
Windows AgentPolicy 1 Ensbled Justnow NA WA Backup Repository HPHV02  Created by

1 Windows Server_Wa... Windows AgentBackup 1 Stopped <Notscheduled>  Backup Repositor-Storage-.  Crested by GCJ

@ o

EF menory

@ s

@& storge nfrastructure

Edition
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Install Veeam Backup and Replication Console 12

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server. If you want to access Veeam Backup & Replication

remotely, you can install the Veeam Backup & Replication console on a dedicated machine.

Instructions Screenshot (if applicable)

1. Login tothe Veeam

wes  Partners Company HowToBuy ¢

Backup and Replication
manager console

Veeam Piatform

machine.

Eloud-rative
standalens madules

2. Download the Veeam s

w Backup far maure

v Backun for Google

Backup and Replication
v12 ISO image file from
the Veeam website sign-in

required). < .
K o
B release
— o
k & [R=RNES Manage DVD Drive (D:) Veeam Backup and Replication 12 it (=] x
3. Mount Veeam Backup o
- - - - « ~ 4 B> TisPC > DVD Drive (D) Veeam Backup and Replication 12 > v o Search DVD Drive (D) Veeam Backup and Replication 12
Replication v12 iso image =
Name o Type Si
s Quick access
file -QD - , Mg =
. i AR
!’ Downloads » S
& Documents  # Catalog
4. Run Setup.exe. Sl ol
= ThiepC EnterpriseManager
DVD Drive (D:) Veearr Packages
Plugins
b Network
Setup
1] autoruninf 1k
B setup.exe 7k8
13 it D S
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5. On the User Access
Control page, click Yes.

User Accou rx‘l‘I-Control =

Do you want to allow this app to make
changes to your device?

@ Veeam.5etup

Werified publisher: Veeam Software Group GmbH
File arigin: CO/DWVD drive

Show more details

Yes Mo

6. On the Veeam Backup &
Replication 12 page, click Veeam Backup & Replication 12

Install.

Install
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7. Select Install Veeam
Backup & Replication
Console on the Veeam
Backup & Replication

page

] veeam Backup & Replicalion -

%.EI Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data,

NEI Install Veeam Backup Enterprise Manager

_I Weeam Backup Entarprise Manager is 3n optional waeb-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

M=) [nstall Veeam Backup & Replication Console

I!El Weeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

€ View Documentation

8. Click I Accept on the
License Agreement page.

&S Veearn Backup & Replicalion Console _

License Agreement

Read the license agreements and accept them to proceed,

Please view, print or save the documents finked below.

By clicking "| Accept” button, | hereby accept the following:
= Agree and consent to the terms of Weeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party compenents used

= Agree and consent to aach of the license agreements of reguired softwara

Cance'
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The setup wizard checks if
the required software is
installed on the machine
during the System
Configuration Check step.
If required components
are missing, the setup will
attempt to install them
independently. Rebooting
is required after the
components have been
successfully installed.
Click Reboot to restart the

machine.

&S Veeam Backup & Replication Console

System Configuration Check

System is being verified for potential installation problems,

Please wait...

Enabling missing faatures...

®©

Cance

10.

Click Customize Settings
on the Ready to Install

page.

&S Veearn Backup & Replicalion Console

Ready to Install

Installation will bagin with the following settings.

Installation folder:

£ Customize Settings

Ch\Program Files\Yeean\Backup and Replication

Cancel
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11 On the Data |Ocat'i0ns NE% Weeamn Backup & Replicalion Console - X

page, click Browse and Data Location

Select the path in the Specify path for persistent data storage location,
Installation path field. Installation path:
12. Click Next. - “ M Erowse...
Back Cancel
13. Click Install on the Ready 48 Veeam Backup & Rep icatiun Console - X

to Install page. Ready to Install

The wizard is ready to begin the Instaliation,

Installation folder: Ch\Program Files\Yeean\Backup and Replication

BaCk m CEHCEI
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14. Click Finish on the Veeam
Backup & Replication 12
Successfully installed

page.

Veeam Backup & Replication Console 12

\/ Successfully installed

15. Verify that the Veeam
Backup Service is running
on the Veeam Backup
Server, and then test
connectivity to that
service from the remote

machine using the
following PowerShell
cmdlet.

Test-NetConnection -
ComputerName
<hostname/ip> -Port 9392
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16. Open the Veeam Backup
& Replication Console,
click Connect, enter the
Backup & Replication
manager server name or
IP address, and click
Connect.

N5 Veeam
=N} Backup & Replication 12

Type in a backup server name or P address, backup service port number,
and user credentials to connect with.

VBR12 9302

GOODDEALMART\csun

Password

Use Windows session authentication

Save shortcut Connect Close

17. Ensure you can connect to
the Veeam Backup &
Replication manager
server without issue.
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Upgrade to Veeam Backup and Replication Console 12

To gain remote access to Veeam Backup & Replication v12, you must first upgrade the Veeam

Backup & Replication console to v12 on a dedicated machine.

Instructions Screenshot (if applicable)

1. Login to the existing

Products  Solutioms  Resowrces  Partners  Compamy MowToBuy Q

Veeam Backup and
replication manager
console machine.

2. Download the Veeam
Backup and Replication
v12 iso image file from

the Veeam website. (Sign-

Veeam Backup & Replication™

in required). e

(<)
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3. Mount the Veeam Backup
& Replication v12 I1SO
image file.

4, Run Setup.exe.

=1 e DVD Drive (D] Vesam Backup and Replication 12 - u] X
Hame Share Wiew Drive Tools v 0
Y + This.. » DVD Drive (0] Veea... v 8 5 Search DVD Drive (D] Veeam Backup anc Replication 12
MW Desktop ~ # "~ Name Date modfied Type Size
¥ Downlosds # | Agents 1/26/2023 B:3 PM File falder
[] Dacuments # | AR 1/26/2023 %35 PM File falder
&) Pictures & Backup /262002 5:35 PM File falder
Catalog 172672023 333 PM Fitefotder
G This PC
= Cloud Partal 1/26/2023 &35 PM File faldes
M0 Objects EnterpriseManager 1/26/2023 B:35 PM File falder
Bl Deskiop EULA 1/26/2023 8:41 PM File falder
[l Documents _ Explorers 1/26/2023 8:35 PM File falder
l. Downloads Packages 1726/2023 8:39 PM File falder
B Music | Plugins 1/26/2023 8:35 PM File falder
o Redistr 1/26/3002 5:36 PM File falder
[&=! Pictures
) Setup 1/26/2023 8:41 PM File folder
Videos = . .
4] actoran.inf 1/26/2023 8:41 PM Setup Infarmatian 1B
3 )
= Local Disk (C] 18 setupexe 1/26/2023 5:25 PM Application 352 KB
B VD Drive (D) ¥
_ Agents
AR
| Backup
| Catalog
Cloud Partal -
14 items

5. Click Yes on the User

Account Control page.

i@ Setup.exe

Werified puhblisher: Veeam Software Group GmbH
File origin: COYDWD drive

Show mare details
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6. Click Upgrade on the

Veeam Backup & Veeam Backup & Replication 12
Replication 12 page.

Upgrade

7. Select Upgrade Veeam @8 Veearn Backup & Repiicatian _ %
Backup & Replication
Console on the Veeam
Backup & Replication

page.

Mgl [Install Veeam Backup Enterprise Manager
26

Veeam Backup Enterprise Manager is an optional web-based managemenl and reporting
censole for Veeam Backup & Replication. It provides a single pane of glass for larger
ervironmenls with multiple backup servers.

M=] Upgrade Veeam Backup & Replication Console

I!EI Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

@ View Documentation
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8. On the License
Agreement page, click |
Accept.

ﬁ% Veeam Backup 8 Replication Console

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
» Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

Cancel

9. On the Upgrade page,
click Next.

S

mS| Weearn Backup & Replication Console

Upgrade

Review Weeam Backup & Replication Console components to be upgraded.

Product Version

Veeam Backup & Replication Console 11.0.1.1261 — 12.0.0.1402

Cancel
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10. Click Upgrade on the
Ready to Upgrade page.

2 veearn Backup & Regiicalion Console

Ready to Upgrade

The wizard is ready to begin the Upgrade,

Back Cancel

11. Click Finish on the Veeam
Backup & Replication
Console 12 successfully
upgraded page.

i=

Veeam Backup & Replication Console 12

\/ Successfully upgraded

Finish
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12. Open Veeam and
Replication Console 12
and click Connect.

N[5 Veeam o
=i} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

VBR11 9392

& O

AnCEUR

GOODDEALR

Pazzword

v Use Windows =session authentication

O
Q
W
m

Save shortcut Connect

13. Ensure connection to
Veeam Backup and
Replication manager

server is successful.

View
FIEEENEEE
= = = B | = = L
Backup Replication CDP  Backup Copy SureBackup Restore Failover Import Export Best Practices

Job~  Job- Policy= Copy Job-  Job = Plan-  Backup Backup Analyzer
Primary Jobs Secondary Jobs Restore. Actions
Home Q Alljobs
s Name * Type Objects | Status Last Run Last Result
6} DC On Demand Sand... SureBackup 2 Stopped 12daysago  Success
461 DC SureBackup Basic.,  SureBackup 2 Stopped 12daysage  Success
i Replication DC_HPHVO2 Replicati.. Hyper-V Replication T Stopped 4 hours age. Success
{& Backup Copy {6} DCS Backup Copy Job  Backup Copy 2 Stopped
P ackups 465 DCS Azure Blob Back..  Hyper-VBackup 1 Stopped
% Disk 46} DCS Azure Blob with..,  Backup Copy 1 Stopped
4 [ Replicas 4B} DCS_Azure Biob with..  Backup Copy 1 Stopped
L Ready 46} DCS HPHVO2 Backup  Hyper-V Backup. 1 Stopped 12daysago  Success
4 [F Last 24 Hours % DCS_to Storage-WIN...  Hyper-V Backup 1 Stopped
[ Success 6} HPHVOT Excludes DC..  Hyper-V Backup 1 Stopped
[ Failed B} HPHVO1_Storage-Wii Hyper-V Backup 1 Stopped
6 Management HPHVD..  Hyper-V Backup 1 Stopped 13 daysago Success
/ﬁ\ Mo 8} Management_ubuntu... Hyper-V Backup 1 Stopped 13 daysago Suceess
7] Windows Server_Ma... Windows Agent Policy 0] Enabled 2 hours age. N/A
g@ Inventory B} Windows Server_Ma.. Windows AgentBackup 1 Stopped

(B vackup infrasructure

torage Infrastructure

Next Run
Adter [DC]
Adter [D]
«Not schi
<As new
<Not schi
<As new
<As new
<Not schi
<Not schi
<Not schi
<Not schi
<Not schi
<Not sehi
N/A
<Not schi
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Chapter 3

Configuration

This chapter will review the initial configurations of Veeam Backup and Replication. These

include:

e Add Virtualization Servers and Hosts
e Add Physical Machines
e Add Backup Repositories

e Generation Settings

These steps must be configured before setting up Backup Jobs, covered in the next chapter.
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Virtualization Servers and Hosts

Veeam Backup & Replication allows you to build a scalable backup infrastructure for many
environments. Physical and virtual machines can be added to the backup infrastructure and
assigned different roles. In addition, Veeam Backup and Replication components can coexist on
the same machine.

The Backup Infrastructure can be expanded with the following types of servers and hosts:

e Microsoft Hyper-V Standalone Servers
e  Microsoft Hyper-V Cluster Servers

e  Microsoft SMB3 Servers

e  Microsoft Windows Servers

e Linux Server
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Add Microsoft Hyper-V Standalone Servers

You must add the Microsoft Hyper-V standalone hosts you plan to use as source and target for

backup, replication and other activities.

Instructions Screenshot (if applicable)

Backup and replication

Mmanager server. Ngl Veeam
2. Open the Veeam Backup IEN BaCkUp & Rep“cation 12

& Replication Console,

and click Connect.
Type in a backup server name or |P address, backup service port number,
and user credentials to connect with,

localhost 03092
GOODDEALMART\csun
Password

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Inventory.

4. Onthe Inventory page,
select Virtual
Infrastructure and click
Add Server.

o3

Add
Server Server S
Manage servr

Inventory
S Add Server

Before using Veeam Backup & Replication, you must register your protected data sources inthe inventory. To star tis process, dick the Add Server

button in the ribbon (or just clck this text).

For Uware vSphere protection, add a vCenter Server. You can also add ESXI hosts individually. Adding vCenter Server is preferred, because it

makes Veeam Backup & Replication vMoion-aware.

T Uniranaged For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCVMM) Servers, Hyper-V clustes, o standalone Hyper-V hosts

[ File shares For physical and cloud servers and workstations protection, create one or more Protection Groups listing all computers you want to backup. For NAS
[ Lost 24 Hours protection, add an NDMP server. Note that NDMP backups are only supported ta tape or Virtua Tape Libraries (VL)

B Vil nrasiructure
4 (7 Physical nfasructure
1 Manually Added

Restore

>

To restore a machine rom backp or areplc, clck he Restoe bt inthe ibon and slect the requirerestore ype
Aermtiely, you can browse the Backp node of the Sackup & Repiatio ab o octeth reire machine by sarcting for s name,
You can izo start a esors by double-ling the foll backup (VEK fle inthe Windows Explrer.

A rome

& nvertory

[ S——

orage Infrastructure

[ L.
5 s

o NFR:364 da

5. Onthe Add Server page,
select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab,

W VMware vSphere
w Adds YMhware private cloud infrastructure servers to the inventary,

Microsoft Hyper-V
Adds a SCYMM server, a Hyper-V cluster, ar a standalone Hyper-V host to the inventory.

Cancel
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6. Enter the Microsoft New Hyper-V Server <
[} =] Name
Hyper-v servers fu ” DNS ‘: Specify DNS name or IP address of Microsoft Hyper-V server.
name or |P address on the
N DMS name or IP address:
ame page. i
. . . . . Type
7. Give a brief description in " Desciption:
h D . . ﬁ Idf Credentials Created by GOODDEALMART\csun at 2/1/2023 3:26 PM.
the Description field tfor o
future reference and click v
Next. Summary
Next > Cancel
Mew Hyper-V Server *

Select Microsoft Hyper-V
server (standalone) on
the Type page and click
Next.

—  Type

Name

Credentials
Review
Apply

Summary

Select the type of server you want ta add.

() Microsoft System Center Virtual Machine Manager (SCVMM)
If you are using SCYMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters information from SCVYMM, and add them to managed servers automatically.

() Microsoft Hyper-V cluster
Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness.

(® Microsoft Hyper-V server (standalone)
Use this option to register standalone Hyper-V server that is not a part of a cluster, and not
managed by SCVMM.

< Previous Cancel
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9. Select an account from New Hyper-V Server x
- = Credentials
the Credentlals drop_ 7 Specify server credentials.
down list on the i
. . Select an account with local administrator privileges on the server you are adding. Use DOMAINYUSER
Credentials page or click Neme Rt o somasin sceants o HOSTUSER Bor oo ascoune. ?
Credentials:
Add on the right to add ] Sele credentials or add new v Add..
. Manage accounts
the credentials.
Review
Apply
Summary
Click Ports to customize network ports to be used by individual components.
< Previous F Cancel
10. On the Credentials page, Cisdantiak %
enter a user name in the i
Username field. You can E Username: ’ HPHWO1\Administrator | Browse...
also click Browse to select =)Qh feiott | sessssnass o |
an existing user account. o
Description:
11. Enter the password In the HPHVO T\Administrator]
Password field.
12. Give a brief description in

the Description field for
future reference and click
OK.

Corce
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13. On the Credentials page,
click Ports.

Mew Hyper-V Server X

= Credentials

Specify server credentials.

o Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

Type

HPHVO1\Administrator (HPHVO1\Administrator, last edited: 27 days ago) ~ | | Add...

Manage accounts

Review

Apply

Surmmary

Click Ports to customize network ports to be used by individual components. | Ports..

< Previous ‘
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14.

15.

16.

17.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings
page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Metwaork Settings

Components:
Camponent Control Port
Installer 6160
Rescan
Transport 6162

Hyper-V Integration 6163

Data transfer options

Portrange:| 2500 C |to[3300 |

Preferred TCF connection role

[] Run server on this side
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18. Click Next on the

Credentials page.

Mew Hyper-V Server

Credentials

Review

Apply

Summary

Specify server credentials,

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

‘ %, HPHVO1\Administrator (HPHVO1\Administrator, last edited: 27 days ago) - Add...

Manage accounts

Click Ports to customize network ports to be used by individual components.

< Previous Next > F Cancel

19. If you add a standalone

Microsoft Hyper-V host on
the Review page, specify
the number of tasks the
Microsoft Hyper-V host
must handle concurrently
in the Max concurrent
tasks field.

20. Click Apply.

New Hyper-V Server

Review

Please review your settings and click Apply to continue.

Name
Type

Credentials

Apply

Summary

Dueto these modifications the following compenents will be installed or removed on the target host

Component name Status
Transport will be installed
Hyper-V Integration will be installed

This Hyper-W server will act as the backup proxy for jobs running in the on-host backup mode.
Task limit:

~

[« <

After you click Apply missed components will be installed on the target host.

< Previous Apply F Cancel
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21. Click Next on the Apply Mew Hyper-V Server

Apply
page * The following servers have been processed.

Name Message Duration

() Package VeeamLogBackupService x86.msi has been uploaded

Type

{0 Package VesamlogBackupService_x64.msi has been uploaded
Lredentials @ Installing package Transport 0:00:30
i ) Package VeeamHvintegration.msi has been uploaded

) Installing package Hyper-V Integration 00007

(SN | © oeetng tmporaryfolder

. ) Registering client VBR12PostgraSQL for package Transport
umma
i ) Registering client VER12PostgreSQL for package Hyper-V Inte...
) Discovering installed packages

() All required packages have been successfully installed

) Detecting OS version 0:00:02
) Creating configuration database records
0 Collecting disks and valumes info 0:00:09

2 Server has been saved successfully

< Previous Finish Ca

22. Click Finish on the New Hyper V Server

Summary
Summary page. it s oyt oot hoomdtion belw s ikoreasberce:

Name Surmmary:
Microsoft Hyper-V server 'HPHVI01' was successfully saved.
Type 0S5 version: Microsoft Windows Server 2022 Datacenter 84-bit {10.0.20348 build:20348),
User HPHVO1\Administrator
Credentials Hardware infa:
Chassis type: Physical
Povim Cores count: 4
Components:
Aty Hyper-V Integration using port 6163

Installer using port 6160

|smmey e g per IS
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Add Microsoft Hyper-V Clusters

You must add the Microsoft Hyper-V clusters you plan to use as source and target for backup,

replication and other activities.

Instructions Screenshot (if applicable)

Backup and replication

manager server. Ngl Veeam
2. Open the Veeam Backup =i} Backup & Replication 12

& Replication Console,

and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Inventory.

4. Onthe Inventory page,
select Virtual
Infrastructure and click
Add Server.

o3

haa
Server Senver Se
Mansge serer
nventory
- 4
4+ (B Virusl nrostrcture
4+ Micrsoft Hyper-
+ [ Stancaloneosts
B Heavor
4+ @ Physical nfostrucure
1 Manusly Added

" nmansges
[ File Shares.
05 Lok 24tie &
~
=
A o

S inventory

[ S——

ge Infrastucture

[ L.
5 s

Add Server

Before using Veeam Backup & Replication, you must register your protected data sources in the inventory. To start this process, cick the Add Server
button in the ribbon (or just cic ths text

For VMware vSphere protection, add a vCenter Server. You can also add ESXi hosts individually. Adding vCenter Server is preferred, because it
makes Veeam Backup & Replication vMotion-aare.

For Microsoft Hyper-V protection, add System Center Virtual Machin Manager (SCYMM) Servers, Hyper-V clusters, or standalone Hyper-V hosts
For physical and cloud servers and workstations protection, create one or more Protection Groups listing all computers you want to backup. For NAS
protection, add an NDMP server. Note that NDMP backups are only supported to tape or Virtual Tape Libraries (VTL)

Create Job

Veeam Backup & Replication provides different options to balance recovery time with storage requirements. Backup consumes less disk space but
requires longer recovery time, making it idal for long term data retention. Replication provides faster recovery time at the increased storage costs
and shorter retention.

To create a new backup or replication job, go to the Backup & Replication tree tab, and click the corresponding button in the ribbon.

Restore

To restore a machine from a backup or a replica, clickthe Restore button in the ribbon and select the required restore type.
Alternatively, you can browse the Backups nade of the Backup & Replication tab to lacate the required machine by searching for s name.
Vou can also start a restore by double-clicking the full backup (VBK) flein the Windows Explorer.

5. On the Add Server page,
select Microsoft Hyper-V.

Add Server

W VMware vSphere

Select the type of a server you want to add to your backup inf
found under the Managed Servers node on the Backup Infrastructure tab.

All already reg; d servers can be

Adds VMware private cloud inf) servers to the i Y-

Microsoft Hyper-V
Adds a SCVMM server, a Hyper-V cluster, or a standalane Hyper-V host to the inventary.

Cancel
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6. Enter the Microsoft New Hyper-V Server x
[} =] Name
Hyper-v CI u Ster S fu ” D N S = Specify DNS name or IP address of Microsoft Hyper-V server.
name or |P address on the
N DMS name or IP address:
ame page' FABS2DCLUDT
. . . . . Type
7. Give a brief description in = Descripton:
h D . . ﬁ Id f Credentials Created by GOODDEALMART\csun at 2/1/2023 4:13 PM.
the Description field tfor o
future reference and click —
Next. Summary
Cancel
=

8. On the Type page, select

Microsoft Hyper-V cluster
and click Next.

MNew Hyper-V Server

= Tvee

Credentials

Review

Anply

Summary

Select the type of server you wanl ko add.

) Microsoft System Center Virtual Machine Manager (SCYMM)
Ifyau are using SCYMM to manage your Hypar-¥ infrastructure, we can pull all Hyper-V hasts and
clusters information from SCYMM, and add them to managed servers automatically.

(@ Microsoft Hyper-V cluster
Use this aption to register Hyper-V cluster that is net managed by SCVMM. Registering Hyper-¥
cluster instead of individual cluster nodes provides for Live Migration swareness.

() Microsoft Hyper-V sarver {standalene)
Use this option to register standalone Hyper-V server that is not a part of a cluster, and not
managed by SCYMM,

<DPrevious || Mext» | Cancel
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9. Select an account from New Hyper-V Server x
- = Credentials
the Credentlals drop_ : Specify server credentials.
down list on the ‘
. . Select an account with local administrator privileges on the server you are adding. Use DOMAINYUSER
Credentials page or click Neme Rt o somasin sceants o HOSTUSER Bor oo ascoune. ?
Credentials:
Add on the right to add [ | [
. J Manage accounts
the credentials. >
EVIEW
Apply
Summary
Click Ports to customize network ports to be used by individual components.
< Previous F Cancel
10. On the Credentials page, Credentiale e
enter a user name in the
Username field. You can El Usemname: |GOODDEALMAE”“”” | i
also click Browse to select =l’& Password:  |sesssssassl |
an existing user account.
d Description:
11. Enter the password In the GOODDEALMART \csun
Password field.
12. Give a brief description in

the Description field for
future reference and click
OK.
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13. On the Credentials page,
click Ports.

New Hyper-V Server

J Credentials

Specify server credentials.

Select an account with local administrator prvileges on the server you are adding. Use DOMAINVUSER
format for demain accounts, or HOST\USER for local accounts.

Credentials:
| A GOODDEALMARM\csun (GOODDEALMART\csun, last edited: 27 days ago) v Add..

e T——

Click Ports to customize network ports to be used by individual components.

< Previous Next > Firesh Cancel
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14.

15.

16.

17.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings
page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Network Settings

Components:
Component
Installer
Transport
Hyper-V Integration

Data transfer options

Port range: | 2500

Control Port
6160
6162
6163

Z lte|3300

Preferred TCP connection role

[C] Run server on this side

Rescan

137




Chapter 3 Configuration

18. On the Credentials page,

click Next.

Mew Hyper-V Server

Credentials
ﬁ Specify server credentials,

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts,

Name

Credentials:
v | | Add.,

{7\, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 27 days ago)
Manage accounts

Review

Apply

Summary

l

Click Ports to customize network ports to be used by individual components. Ports...
| < Previous ]] Next> || foo Cancel
’
19. Select all servers New Hyper-i Server x
Review
checkboxes on the Review Plesse review your settings and click Apply to continue.
page and click Apply. =
Name EE T
Install  Server name Status 57&\2(:[5\”7 |
ps FABS2DE All cormponents are up to date Clearall |
Credential [ FABSZDS All components are up ta date —
lentials
Anply
Summary
| concel

<Previous [ Apply | Finish

20. Click Next on the Apply

page.
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21. Click Finish on the
Summary page.
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Add Microsoft SMB3 Servers

Veeam Backup & Replication can perform backup, replication, and file copy operations on
Microsoft Hyper-V VMs whose discs are located on Microsoft SMB3 file shares.

If a Microsoft SMB3 server or cluster is not added to the backup infrastructure, Veeam Backup &
Replication cannot process such VMs using the changed block tracking mechanism.

If VMs with discs on SMB3 shared folders are registered on Microsoft Hyper-V Server 2016 or
later, a Microsoft SMB3 server is not required. However, if the Microsoft SMB3 server is not

added, you cannot specify the Max snapshots, and latency control settings for SMB3 shared
folders.

Note:

You cannot use Microsoft SMB3 shared folder as storage for VM replicas.

Instructions Screenshot (if applicable)

Backup and replication

Mmanager server. Ngl Veeam
2. Open the Veeam Backup 1=K BaCkUp & Replication 12

& Replication Console,

and click Connect.
Type in a backup server name or |P address, backup service port number,
and user credentials to connect with,

localhost 03092
GOODDEALMART \csun
Password

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Managed Servers.

5. Right-click Managed
Servers and select Add
Server.

Backup Infrastructure Qrpein

 Sackup Provies Name Type
Crested by GOODDEALMART\csun at 2/3/2023 10:
Sackup semer

[ HeHvor Microsoft Hyper-V server

VB TZPorgresl g, Microsoft Windows semer

6. Select Microsoft Hyper-V
on the Add Server Page.

Add Server

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

VMware vSphere

Adds VMware private cloud infrastructure servers to the inventory.

mE Microsoft Hyper-V

e Adds Microsoft private cloud infrastructure servers to the inventory,
Microsoft Windows

=1

= Adds 2 Microsoft Windows server to the inventory,

Linux
Adds a Linux server to the inventory,

Kasten K10 backup for Kubernetes
Connects to an existing Kasten K10 instance,

Cancel
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7. Select SMB3 on the
Microsoft Hyper-V page.

@ Microsoft Hyper-V

Select the type of a Microsoft server you want to add to the inventory,

SME3

Adds an SMB3 server cluster, or standalone SME3 server.

EI Hyper-V
Adds a SCVMM zerver, a Hyper-V cluster, or a standalone Hyper-V host to the inventory,

Cancel
8. Enter the Microsoft SMB3 New SMES3 Server
! - Name
server s fu” DNS name or =- Specify DNS name or IP address of Microsoft SMB3 server.
=
IP address on the Name E y
“WI DMS name or P address:
page. SMB3
Lo Description:
9. QGive a brief descripﬁon in el Created by GOODDEALMART\csun at 2/3/2023 12:29 PM]
the Description field for Review
future reference and click St
N Summary
ext.
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10. On the Type page, Choose
the type of Microsoft
SMB3 server you want to
add and click Next.

Mew SMB3 Server x

a—  Dype
_-- Select the type of SMB3 server you want to add, The server must be running Windows Server 2012 or later file server cluster.
L L)

Name O COustered file server
Use this option to register a Windows Server 2012 o later file server cluster with the backup
infrastructure. Both high availability and scale-out clusters are supported.

11. Select an account from
the Credentials drop-
down list on the
Credentials page or click
Add on the right to add
the credentials.

Credentials
@) Standalone file server
Review Use this option to register a standalone Windows Server 2012 or later file server with the backup
infrastructure.
Apply
Summary
< Previous Finish Cancel
Mew SMB3 Server x

- Credentials
B Select server administrator credentials.

=
-
Narte Select an account with local administrater privileges on the server you are adding. Use DOMAIM\USER
format for domain accounts, or HOST\USER for local accounts.
Trpe Credentials:

Add...

Manage sccaunts

Review

Apply

Summary

Click Ports to customize network ports to be used by individual components, Parts

< Previous Finist Cancel
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12. Onthe Credentials page, Credentials X
enter a user name in the
Username field. You can El Usemame: | GOODDEALMART\csun || Browse..
also click Browse to select EE& Password: |eesesesesd| )
an existing user account. Descrint
escription:
13. Enter the password In the GOODDEALMART\csun
Password field.
14. Give a brief description in
the Description field for
future reference and click e
OK.
15. On the Credentials page, New SMB3 Server
Credentiaks
click Ports. :E- Select server acminisrator credentias,
==t
‘ Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER

Name
[ format for domain accounts, or HOSTVUSER for lecal accounts.

Yype Credentials:

.ﬁ > GRODBEAMMARTcsun (GOGBBEALMART\csun. last edited: 28 days ag0) |8

Manage accounts

‘ Reven

Apply

Summary

Click Ports to customize netwark ports to be used by individual components.

<

Cancel
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16.

17.

18.

19.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings
page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Metwork Settings

Components:
Component Control Port
Installer B160
Transport B162
Hyper-V Integration 6163

Data transfer options

Port range: 2500 i to 3300

Preferred TCP connection role

[] Run server on this side

Rescan

Cancel
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20. Click Next on the

Credentials page.

Mew SMB3 Server

- Credentials

B Select server administrator credentials.

Name

Type

Review
Apply

Summary

Select an account with local administrater privileges on the server you are adding. Use DOMAIN\USER

format for domain accounts, or HOST\USER for local accounts.

Credentials:

|7f& GOODDEALMART\csun (GOODDEALMART\csun, last edited: 28 days ago) vl Add..
Manage accounts

Click Ports to customize network ports to be used by individual components.

< Previous Mext > Finist Cancel

21. If you add a standalone

Microsoft Hyper-V host on
the Review page, specify
the number of tasks the
Microsoft Hyper-V host
must handle concurrently
in the Task limit field.

22. Click Apply.

Mew SMB3 Server

Review

el
=== Please review your settings and click Apply to continue,

—

MName

Type

Credentials

Apply

Summary

Due to these modifications the following components will be installed or removed on the target host:

Component name Status

Transport will be installed

Hyper-¥ Integration will be installed
Task limit:

la -

After you click Apply missed cornponents will be installed on the target hast,

< Previous | | Apply Cancel
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23. Click Next on the Apply
page.

MNew SMB3 Server
e
==

Name
Type
Credentials
Review

Summary

The following servers have been processed.

Message

v Starting infrastructure item update process
1 Server has been added successfully

Duration
0:00:26

Click Finish on the Summary
page.

New SME3 Server

Summary

Name

Type
Credentials

Review

Apply

You can capy the canfiguration informatian below for future reference.

Summarny:

btandalone SME3 server 'SMB3' was successtully saved.

User; GOODDEALMART.csun

Hardware infao:
Chassis type: Virtual (Hyper-¥)
Cares count: 2

Campanents:
Hyper-¥ Integration using part 5163
Installer using port 8160
Transport using port 6162

05 version: Microsoft Wind ows Server 2022 Datacenter 54-bit (10.0.20348 build:20348),
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24. Ensure the new Microsoft
SMB3 server is added.

Backup Infrastructure Qpein
B Sackup Provies Name Type
[ swes Standalone SMES sever (GOODDEALMART\csun ot 2/3/2023 12

4 SureBackup

] Standslone Hosts
[l Microsoft Windows
82
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Add Microsoft Windows Servers

Suppose you plan to use as backup infrastructure components and servers that you plan to use

for various types of restore operations. In that case, you must add the Microsoft Windows servers

to the backup infrastructure.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

ol Veeam o
2. Open the Veeam Backup I—N BaCkUp & Repllcathn 12
& Replication Console,

and click Connect. ; ;
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select

Backup Infrastructure.

Manage sener | Tools

Eniop inadrudhrn QU ype in o objctname
4. Onthe Backup § socppraie Nomet o
i [ HeHvor - Crested 27372023 10
B Standalone SMB3 senver Creoted by GOODDEALMART\csun at 2/3/2023 12:

VBRI 2Porgresil g, Microsoft Windowssemver Sackup saver

Infrastructure page, select
Managed Servers.

23 Senvice Providers

E* Addserve

 Rescan

5. Right-click Managed
Servers and select Add
Server. &

G 2 Sm——.
(x:

6. On the Add Server page, Add Server *

H Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
seIeCt M IcrOSOft found under the Managed Servers node on the Backup Infrastructure tab.

Windows.
VMware vSphere

Adds VMware private cloud infrastructure servers to the inventory,

mE Microsoft Hyper-V
=

Adds Microsoft private cloud infrastructure servers to the inventory.

E Microsoft Windows
|=um

Adds a Microsoft Windows server to the inventory.

Linux
"'6 Adds a Linux server to the inventory.

Kasten K10 backup for Kubernetes

Connects to an existing Kasten K10 instance.

Cancel
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7. Enter the Microsoft e WIS Sefvet x
H ] Name
Wlndows servers fu” DNS E—- Specify DNS name or IP address of Microsoft Windows server.
=
name or |P address on the
Name page‘ DNS name or IP address:
Storage-Win
St Description:
. . .. . ption:
8' lee a brlef descrlptlon in Review Created by GOODDEALMART\csun at 2/3/2023 1:12 PM.
the Description field for ey
future reference and click Summary
Next.
MNext > Cancel
X

9. Select an account from
the Credentials drop-
down list on the
Credentials page or click
Add on the right to add
the credentials.

Mew Windows Server

Credentials

Name

Review

Apply

Summary

Specify server credentials.

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.

Credentials:
Select existing credentials or add new v [ Add
Manage accounts
Click Ports to customize network ports to be used by individual components.
< Previous Mext > Cancel
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10.

11.

12.

On the Credentials page,
enter a user name in the
Username field. You also
can click Browse to select
an existing user account.

Enter the password In the
Password field.

Give a brief description in
the Description field for
future reference and click
OK.

Credentials

E] Username: [GOODDEALMART\csun l Browse...

Password: |oooonou.| f;\l

Description:
GOODDEALMART\csun

13.

On the Credentials page,
click Ports.

[
| New Windows Server

B

Review
Apply

Summary

Credentals
Specify server credentials.

Name Select an account with local administrator privileges on the server you are adding. Use DOMAINNVUSER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

GOODDEALMART\csun (GOODDEALMART\csun, last edited: less than a day agid } Add...
Manage accounts
Click Ports to customize network ports to be used by indwidual components. Ports...
« Previous Cancel
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14.

15.

16.

17.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings

page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Network Settings

Components:

Component

Installer
Transport
Hyper-V Integration

Data transfer options

Portrange: 2500

Control Port

6160
6162
6163

to 13300 =

Preferred TCP connection role

[C] Run server on this side

Rescan

Cancel
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18. On the Credentials page,
click Next.

Mew Windows Server

Credentials

Specify server credentials.

Select an account with local administrater privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOSTAVUSER for local accounts,
Credential:

7

Add...
Review Manage accounts
Apply
Summary
Click Ports to customize network ports te be used by individual components. \ Ports... |
< Previous | [ Nee> Rl [ Coned |

19. On the Review page, click
Apply.

Mew Windows Server

Review

Name
Credentials
Apply

Summary

@i Please review your settings and click Apply to continue.

Dueto these modifications the following compeonents will be installed or removed on the target host:
Compaonent name Status

Transport will be installed

After you click Apply missed companents will be installed on the target host.

< Previous

rish Cancel
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20. Click Next on the Apply
page.

Mew Windows Server

Apply
E gl Please wait while required operations are being performed. This may take a few minutes..
=
=i

Name Message

i © Package VeeamGuestAgent x86.msi has been uploaded

) Package VesamGuestAgent_x64.msi has been uploaded
Review

@ Installing package Transport

Summary {2 Deleting temporary folder

) Registering client VBR12PostgraSQL for package Transport
) Discovering installed packages

3 All required packages have been successfully installed

{2} Creating database records for server

(D) Detecting server configuration

0 Collecting disks and valumes info

& Microsoft Windows server saved successfully

©) Package VeeamLogBackupService x86.msi has been uploaded

_ ) Package VeeamLogBackupService_x64.msi has been uploaded

) Creating configuration database records for installed packages

Duration

0:00:35

0:00:04

< Previous

Finish Can

21. Click Finish on the
Summary page.

Mew Windows Server

Summary

@l You can copy the configuration information below for future reference.

Name Surmmary:

Microsoft Windows server STORAGE-WIN' was successfully saved.

User, GOODDEALMART\csun

T Hardware infa:

Chassis type: Virtual (Hyper-V)
Apply Cores count: 2

Components:

Transport using port 6162

Credentials 0S5 version: Microsoft Windows Server 2022 Standard 64-bit {10.0.20348 build:20348).

< Previous
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22. Ensure the new Microsoft
Windows server is added.
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Add Linux Server for a hardened repository

Suppose you plan to use backup infrastructure components and servers that you plan to use for

various types of restore operations. In that case, you must add the Linux servers to the backup

infrastructure.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication

Nl Veeam
IE.SI Backup & Replication 12

manager server.

2. Open the Veeam Backup
& Replication Console,

and click Connect. ; ;
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select -
Backup Infrastructure. 22 =
AR i
4. Onthe Backup =
Infrastructure page, select : I

Managed Servers.

"l Microrot Hypery B Adasener
[ Standalone Hosts “E Rescan
1e Microsoft Windows

5. Right-click Managed
Servers and select Add

A tiome

Server. =

G 2 Sm——.

(5 Sorge nfrastnucture

6. Select Linux on the Add Add:Setisr x

Select the type of a server you want to add to your backup infrastructure. All already registered servers can be
Se rver page' found under the Managed Servers node on the Backup Infrastructure tab.

m VMware vSphere
Adds VMware private cloud infrastructure servers to the inventory,

Microsoft Hyper-V
Adds Microsoft private cloud infrastructure servers to the inventory.

Microsoft Window:
Adds a Microsoft Windows server to the inventory,

Linux
"'f_\ Adds a Linux server to the inventory,

Kasten K10 backup for Kubernetes

Connects to an existing Kasten K10 instance,

‘ Cancel 7‘
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7. Enter the Linux server's
full DNS name or IP
address on the Name

page.

8. Give a brief description in
the Description field for
future reference and click
Next.

Mew Linux Server

Name
E(\ Specify DNS name or IP address of Linux server. The server must have 55H and Perl installed.
=
=" |

DNS name or IP address:

| ubuntu20045

Description:

Created by GOODDEALMART\csun at 2/3/2023 4:53 PM]

Mext > Cancel

9. Click Add on the SSH
Connection page and
select Single-use
credential for the
hardened repository.

Note:

These credentials are not
saved by Veeam Backup &
Replication. They are only
used to install Veeam Data
Mover on the server. These
credentials reduce the rights
of the Veeam Data Mover.
Single-use or temporary
credentials are recommended
options for a hardened
repository.

New Linux Server

required.

Name

SSH Connection
P\, Provide credentislsforsenvice console connection snd adjus secure shell (SSH) port number using ackanced setengs i

Credentials:

edentials or add nen V][ Ada.

Linux account..
Linux private key.

Single-use credentials for hardened repository...

Customize advanced connection settings such as SSH timeout and service ports.

< Previous Next > Cancel
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10. On the Credentials page,

Enter a username

11. Enter a user name in the
Username field.

12. Enter a password in the
Password field.

13. Enter 22 in the SSH port
field.

14. Give a brief description in
the Description field for
future reference and click
OK.

Credentials >

- Username; |VEEEFI"IFEF}DU5EF |
H

Password: |uuuuu |

-

SSHport (22 [&

Meon-root account

Use "su” if "sudo” fails

Root password: |sssesssssss i

Descriptiomn:

VEEIMIEpoUser

Cancel

15. On the SSH Connection
page, click Advanced.

Mew Linux Server

S5H Connection
Provide credentials for service console connection, and adjust secure shell (S5H) port number using advanced settings if
= A required.
L0

Name Credentials;

J |<3 amrepouser (veeamrepouser, last edited: less than a day ago) v | Add...

Manage accounts
Review
Apply
Summary
Customize advanced connection settings, such as 55H and data mover ports Advanced...
< Previous Mext > nist Cancel
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16. Select Yes on the trust i e <

. SSH Connection
warni ng me SSage p age . Provide credentials for service console connection, and adjust secure shell (S5H] port number using advanced settings if
required.
| Name Credentials:

.!} veeamrepouser (veeamrepeouser, last edited: less than a day ago) ~ Add.. |

Manage accounts

Review

Apply Weeam Backup and Replication X

Summary
1 ubuntu20043 SSH key fingerprint: ssh-rsa 3072 dd:b9:18:de:e2:25:ff:b2:81:fa:8d:84:98:fa:28:03

Do you trust this server?
- |

Customize advanced connection settings, such as S5H and data mover ports

<Previous | | Mext> Finist Cancel |
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17. If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings

page.

18. Inthe Service console
connection section, enter
an SSH timeout. The
default timeout is set to
20000 ms.

19. Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

20. Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Metwork Settings
Components:
Companent Control Port
Installer 6160 Riscan
Transport ala2
Tape Proxy 6166
Veeam CDP 6152
Service console connection
55H timeout: | 20000 | ms
L 1
Data transfer options
Portrange:| 2500 2 |to|3300
Preferred TCP connection role
[] Run server on this side
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21. Click OK.

22. Click Next on the SSH
Connection page.

Mew Linux Server

55H Connection
B& Provide credentials for service console connection, and adjust secure shell (S5H) port number using advanced settings if
=
=2

required.

Credentials:
‘ d. veeamrepouser (veeamrepouser, last edited; less than a day aga)
Manage accounts

Name

v Ad.

Review

Apply

Summary

Customize advanced connection settings such as 55H timeout and service ports,

< Previous I | Next >

23. Click Apply on the Review
page.

Mew Linux Server

Review
= c' Please review your settings and click Apply o continue.
= A

Dueto these modifications the following components will be installed or removed on the target host

Name
Component name Status

=51 Coreerion Installer will be installed

Apply

Summary

After you click Apply missed components will be installed on the target host.

Firush Cancel

< Previous
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24. Click Next on the Apply
page.

Mew Linux Senver

Narne
5SH Connection
Review

[aony

Summary

Apply
E } Phease wait while required operations ave being performed. This may take & few minutes..

Message Duration
Restarting Installer serce

&l Connecting to Veeam Installer service on server

/] Discovering installed packages

[v] Installing Transport service 00033

@) Setting backup server certificate

& Resolving backup server certificate’s thumbprint

@ Setting backup client certificate

(@ Restarting Transport service

&1 Testing Veeam Transport service connection

Discovering installed packages

@ Coilecting hardware info 000:83
) Creating database records far server

4 Collecting disks and volurnes info 0:00:09

& Linux server saved successtully

< Previous || Next > H Finish' | | Canes)

25. Click Finish on the
Summary page.

Mew Linux Server

o | Summary

Name
SSH Connection
Review
Apply

M You can capy the configuration information below for future reference.

Surnmary:

Linux host 'ubunlu2G045° was successfully saved.
S5H optans:
Credentials type: Single-use
User: veeamrepauser
Elevate account privileges automalically, yes
Add account to the sudeers file: no
Use “su" i 'sudo” fails: yes
Hardware info:
Chassis bype: Virtual (Hyper-¥)
Lores count: 1
Components:
instalier using port 6160
Transpert using port 6162
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26. Ensure the new Linux
server is added.

Manage Server Tools

Backup Infrastructure

& Backup rovies

5 Application Groups
&, ViuslLabs
Mansged Servers
. Microsoft Hyper-V.
[} Stancalone Hosts
i Microsof indows
£ uinx
s

1 Standalone Hosts

Home.

»

sckup Infastrcture

rage nfrastucture.

Bre

B sro
EA ubuntu20045
§8 VaR12PostgesaL

Type Description
P Created 27312023 10

Created 2732023 42,

Standslone SME2 sener Created by GOODDEALMART\csun at 2/3/2023 12
Created a2/3/2023 111

Linux host
Microzoft Windows server

Created by GOODDEALMARTcsun at 2/3/2023 435

Backup zener
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Add Off-Host Backup proxy servers

Off-Host Backup proxy servers will retrieve VM data from the source datastore, process it and
transfer it to the destination. The off-host backup proxy removes unwanted overhead on the

production Hyper-V host.

Instructions Screenshot (if applicable)

1. Logintothe Veeam

Nl Veeam
IE.SI Backup & Replication 12

Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,

and click Connect. ; ;
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select

Backup Infrastructure.

On the Backup
Infrastructure page, select
Backup Proxies.

Right-click Backup Proxies
and select Add Proxies.

Mansge prory

Backup Infrastructure

Upgrade

[Qlipeinan it name nseor

N Type Hostt
B Mddprowy. lperoy  Whware VBRI2Posigresal goodc...

@ sackup Provy Agent

m Sackup & Replication
Replicat

<

6.

Select Hyper-V off-host
backup proxy on the Add
Backup Proxy page.

LI ’EI_—I

Add Backup Proxy %

Select a type of backup proxy you want to add,

General-purpose backup proxy
Adds a backup proxy for agent-based backups of NAS, filers, file shares and off-host backups of physical servers.

Hyper-V off-host backup proxy
Adds a backup proxy for agentless Microsoft Hyper-¥ VM backups,

Azure proxy appliance

Adds a proxy appliance forimproved restore perfformance to Microsoft Azure,

Cancel
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7. Click Add New in the N el V08 Hack ity
. Server
Ch 0O0Se server ﬁ e | d on th e Choose a server for off-host Hyper-V backup proxy. You can choose between any Microsoft Windows servers added to the
Managed Servers. The server you choose must have Hyper-V Server role enabled.
Server page.
Choose server: o .
o |VBRIZP ostgreSOL.gooddealmart.ca (Backup server) ~| | Add New...
raffic Rules =
Proxy description:
Review Created by GOODDEALMART\csun at 2/3/2023 5:22 PM.
Apply
brmmRH Connected volumes: i
detection (rec ded | Choose...
Max concurrent tasks:
4 -
8. Enter the Microsoft W iony o
. 1 i Name
Win d OWSs servers fu I I DNS I-'l. Specify DNS name or 1P address of Micresoft Windows server.
name or IP address on the .
Name page‘ DMS nare or IP address:
HPHY01
Credentials 2 .
- - - - - escriphion:
9' lee a brl ef d escri ptl onin Review Created by GRCDDEALMART\csun at 2/3/2023 5:23 PM.
the Description field for P
future reference and click Summary

Next.

Mext » Cancel
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10. Select an account from

the Credentials drop-
down list on the
Credentials page or click
Add on the right to add

Mew Windows Server

Credentials
E=i Specify server

Name

credentials.

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
j Credentials:

credentials or add new ~ Add...
the credent—ials‘ Review Manage accounts
Apply
Summary
Click Ports to customize network ports to be used by individual components.
< Previous F Cancel
11. On the Credentials page, Crattential e
enter a user name in the
Username field. You also El Usemame: | HPHVOT\Administrator | Browse..
can click Browse to select = & Pt |"""""| ,..:,|
an existing user account.
Description:
12. Enter the password In the HPHVOT\Administrator
Password field.
13. Give a brief description in

the Description field for
future reference and click
OK.
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14. On the Credentials page,
click Ports.

Mew Windows Server x
Credentials
—1 1= Specify server credentials.
=
o Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Credentials:
A HPHVON\Administratar (HPHVOT\Administrator, last edited: 29 days ago) | | Add.
Review Manage accounts
Apply
Summary

Click Ports to customize network ports to be used by individual components,

»<Previous ‘ Next > ! Fimish l Cancel
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15.

16.

17.

18.

If necessary, change the
network ports used by
Veeam Backup &
Replication components
on the Network Settings

page.

Configure connection
settings for file copy
operations in the Network
Settings window's Data
transfer options section.
Provide a set of ports for
transmission channels
between the source and
target hosts (one port per
task).

Select the Run server on
this side checkbox in the
Preferred TCP connection
role section. The outside
client cannot connect to
the server on the NAT
network in the NAT
scenario. As a result,
services that require
external connection
initiation may be
disrupted.

Click OK.

Metwork Settings

Components:
Companent Control Port
Installer 6160
Trarsport 6162
vPoweer NES B161
kMaount Server G170
WaM Accelerator B164
Tape Proxy A166
Cloud Gateway B168
Yeearn Distribution... 9380
Veearn Backup W55 .. 6210
Veeam W55 Hardwar., 6211

Rescan

Data transfer options

Portrange:|b500 : ‘tn|33€l0 :: |

Preferred TCP connection role

e ot
|| Run server on this side
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19. Click Next on the
Credentials page.

New Windows Server

Credentials
i Specify server credentials.
=1

Name Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
P
| 94 HPHVOT\A (HPHVO! last edited: 29 daysago) v || Add..
Review Manage accounts
Apply
Summary

Click Ports to customize network ports to be used by individual components.

< Previous Next > Finish Cancel

20. Click Apply on the Review
page.

Mew Windows Server

Review

Please review your settings and click Apply to continue,

MName Due to these medifications the following components will be installed or removed on the target host:
" Component name Status
Credentials
Transport already exists
Apply
Summary

After you click Apply missed components will be installed on the target host,

<Previous | [ Apply Finish B
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21. On the Apply page, click
Next.

Mew Windows Server

Apply

Narne

Credentials

Review

Summary

Please wait while required operations are being performed. This may take a few minutes..

Message Duration
& Starting infrastructure item update process 000:85
Callecting hardware info

® Detecting operating system

& Detecting QS versian

2 Begistering client VBR12PostgreSGi for package Transport

] Discovering installed packages

@ Al required packages have been successfully installed

@ Creating database records for server

€] Detecting senver configuration

@ Creating canliguration database records for installed packages

/] {oilecting disks and volumes info 0:02:55
& Microsoft Windows server saved successfully

< Previous Nest> | Fmsh |

22. Click Finish on the
Summary page.

Mew Windows Server

Narne

Lredentials

Summary
=. You can copy the confiquration information below for future reference,

Surnmary:

Microsoft Windows server 'HPHVOT was successfully saved,
05 version: Microscft Windows Server 2022 Datacenter £4-bit (10.0.20348 build:20348)
User, HPHV@ 1\Administratar
Hardwara infa:
Chassis type: Physical
Cores count: 4
Lomponents:
Fyper-¥ Integralion using por 6163
Instalter using par 6160
Transport using port 6162

(= | Finish
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23. Give a brief description in New Hyper-V Off-Host Proxy X
. - - Server
the PrOXV deSCFI ptlon ﬁeld Choose a server for off-host Hyper-V backup proxy. You can choose between any Microsoft Windows servers added to the
f f f Managed Servers. The server you choose must have Hyper-V Server role enabled.
or tuture reference.
w Choose server:
' HPHYOT (Created by GOODDEALMART\csun at 2/3/2023 5:23 PM) < | [addNew.. |
24. In the Connected volumes Tiafic Rues o et
roxy description:
ﬁe|d' leave the default Review Created by GOODDEALMART\csun at 2/3/2023 5:22 PM.
- Ak
settings. i
Summary o
onnected volumes:
25 X Enter the nu mber of taSkS Automatic detection (recommended) Choose...
Max concurrent tasks:
the off-host backup proxy B e
must handle concurrently
in the Max concurrent
tasks field.
26. Click Next.
Mext > Cancel
27. On the Traffic Rules page, New Hyper-V Off-Host Proxy X
A Tratfic Rules
click Next. D Review netwark traffic encryption and throttling rules which apphy to this backup proxy.
28' Yo ucano pen glo bal By Metwork traffic rules control encryption and throttling of network traffic based on the destination.
~ Throttling is glokol, with set banduwicth spit equally across all backup proxies falling into the rule.
netwo rk trafﬁc setﬁ ngs Traffic Rules Thefollowing netwark teaffic rules apply to this proyr )
. . : Mame Encryption  Threttling Timne period
and modlfy them dlrectly S Internet Enabled  Dissbled
A
from the New Hyper-V 1
Surnmary

Off-Host Proxy wizard. To
do this, click the Manage
network traffic rules link
at the bottom of the
wizard.

Manage netwark traffic rules

Cancel
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29. Click Apply on the Review New Hyper-V Off-Host Proxy X
Review
page. Please review the settings and click Apply to continue,
Server Backup proxy settings:
Server name: HPHVO1
Traffic Rules Servertype:  Physical
Max tasks: 8

Apply The following components will be processed on HPHVO1:

Summary Component name Status
Transport already exists
Hyper-V Integration already exists

__________ - —
<Previous | [ Apply | canel
30. Click Next on the Apply Ne e e i %
Apply
age. Please wait while required components are installed and configured, this may take a few minutes.
q! P g ¥

Server Message Buration

“Freittie Rotis () Starting infrastructure item update process 00005
Reqistering client VBR12PostgreSOL for package Transpart

Review () Registering client VBR12PostgreSOL for package Hyper-V Integration
1) Discovering installed packages

_ () All required packages have been successfully installed

(0 Creating database records for prosy,

Summary
12 Creating datahase records for installed packages.
[% Checking for updates E00:10
(£ Hyper-¥ backup prowy has been saved successfully

Prexious MNext = Fimith Eancal
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31. Click Finish on the
Summary page.

New Hyper-V Off-Host Proxy

Server Summary:

Summary
You can copy the configuration information below for future reference.

Traffic Rules

Review

Apply

Hyper-V off-host backup proxy was successfully created.

32. Ensure the new Off-Host

Backup proxy server is
added.

Backup Proxy

Edit Disable Remove
xy Proxy Prowy Proy | P
Manage prory Upgrade

Created by GOODDEALMART\csun at 2/3/2023 52..

Backup Infrastructure Q e inam ot o
B Backup Provies Name Tipe Host Descrption
7 Hervor HyperV HoHVOT
[ Backup Proxy Agent VBR12PostgresQl goodd..  Created by Veeam Backup & Replication
g Vihusre

&
5 WAN Accelrators

2 Senice Providers
4 SureBackup
& Applicaton Groups.
£ Vinusl b
4 (@i Managed Seners
4 [ Microsoft Hyper-v

18 Sancaone Hosts
£ Home

5

EF inventory

L —

B o st
8 ries

Crested Replication

v NFR: 361 da
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Add WAN Acceleration

Veeam's WAN acceleration technology optimizes data transfer to remote locations. It is explicitly
designed for off-site backup copy and replication jobs. You must deploy a pair of WAN
accelerators in your backup infrastructure to enable WAN acceleration and data deduplication
technologies.

Note:

The Veeam Universal License includes WAN acceleration. Veeam Backup & Replication Enterprise

or Enterprise Plus editions are required when using a legacy socket-based licence.

Instructions Screenshot (if applicable)

Backup and replication
Nl Veeam
IE.SI Backup & Replication 12

manager server.

2. Open the Veeam Backup
& Replication Console and

click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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Veeam Backup and Replication

3. Onthe Home page, select
Backup Infrastructure.
4. Onthe Backup omcint
Infrastructure page, select —
WAN Accelerators.
5. Right-click WAN
Accelerators and select
Add WAN Accelerator.
6. Select a Microsoft N WAN peelgator
. Server
& Choose a server to install WAN accelerator compenents on. You can only select between 84-bit Microsoft Windows servers
added to the managed servers tree in the console.
Choose server drop-down
. p H Choose server:
list on the Server page. HPHVO1 (Created by GOODDEALMART\csun at 2/3/2023 5:23 PM.) v | AddNew... |
Cache
Description:
7. Give a brief description in Review Created by GOODDEALMART\csun at 2/6/2023 2:01 PM.
L. . Apply
the Description field for Y
Summary
future reference. Traffc port: 5165 [2]
TCP/IP port to use for data transfer. Ensure this port is open in any firewall between sites.
8. Specify the port number steams. 5 [
. . . Using multiple upload streams helps to fully saturate WAN links,
in the Traffic port field. 1 Sk bbb e
Recommended for WAN links faster than 100Mb/s. Provides significant bandwidth savings while
9 Spec|fy the num be r of maintaining data transfer speed comparable to the direct mode on WAN links under 1Gb/s.

connections in the
Streams field. If the link
has low latency and high
bandwidth, the default
setting (5 streams) may
sufficiently saturate it
thoroughly. However, the
link still needs to be fully
utilized the number of
streams may be
increased. According to

Cancel
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tests, multiplying the link
speed by 1.5 is a good
best practice for
estimating the number of
streams required for high
latency.

10. Veeam recommends using
the High bandwidth mode
option if your network
bandwidth exceeds 100
Mbps. This mode offers
significant bandwidth
savings on WAN links less
than 1 Gbps than the
direct method.

11. Click Next.

12. Specify a path to the
folder in the Folder field

on the Cache page.

13. Specify the size for the
global cache in the Cache
size field.

14. Click Next.
Note:

If both WAN accelerators
(source and target) are set to
High bandwidth, WAN
acceleration does not use the
global cache. However,
remember that you can
deactivate the High

Mew WAN Accelerator

Cache

& Specify location and size of the global cache used by target WAN accelerators to cache recurring data blocks. The specified
amount of disk space will be allocated separately for each source/target WAN accelerator pair in many-to-one deployments.

Server
Review
Apply

Summary

Folder:

BE:\Veearm WA Browse...
Path = Capacity Free
@\ 4763GB  457.5GB
@E 1818 1378

Cachesize: 100 2]/ GB v

We recommend at least 10GB per each operating system used in the environment. Larger cache
improves data reduction ratio, but requires faster storage.

e Faed
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bandwidth mode and return
to the Low bandwidth mode
anytime.

15. On the Review page, click
Apply.

Mew WAN Accelerator

Review
b Review the settings, and click Apply to continue.

Server

Cache

Apply

Summary

Server name:
Server type:
Cache size:
Cache path:

HPHVO1
Physical
100 GB

E\VeeamWAN

The following components will be processed on HPHVD1:

Component name

Transport
WAN Accelerator

Status

already exists
will be installed

< Previous Apply

Cancel

|
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16. Click Next on the Apply New WAN Accelerator

Apply
page . b Please wait while we are installing and configuring required components, this may take a few minutes,

Server Message Duration

Cache () Starting infrastructure item update process 0:00:05
(] Creating termporary folder

Review 12 Package VeearnWANSvc_xB4,msi has been uploaded
U lnstalling package VAN Accelerator 0:00:19
Deleting temparary folder

T (2 Registering client VER12PostgreSQL far package Transpart
" Registering client VBR12PestgreSOL for package WAN Acceleratar
() Biscovering installed packages
0 All required packages have been successfully installed
] Checking WAN Acceleratar service state
12 Configuring WAN Accelerator
) Restarting WAN Accelerator service 2:00:11
() Creating configuration database records for WAN Accelerator
(0 Creating configuration datahase records for installed packages
(5 WAN Acceleratar created successfully

[ el
17. Click Finish on the NERAY A
Summary
S umma ry page . b You can copy the WAN accelerator configuration information below for the future reference.

Server Summary!
fNAN Accelerator was successfully created.

Cache

Review

Apply

< Previous

Mext >
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18. Verify that the WAN

Accelerator has been
added.

Backup Infrastructure

& Backup Procies

PR
5y Avplication G

Standslone Hosts

Hostt

HeHVO1

Descrption

Created by GOODDEALMART\ s at 2/6/2023 30.

182



Chapter 3 Configuration

Physical Machines

Veeam Backup & Replication is a centralized control center for deploying and managing Veeam
Agent, including Veeam Agent for Microsoft Windows, Linux, IBM AlX, Oracle Solaris, and Mac.
Physical machines you want to protect with Veeam Agents are organized into protection groups
in Veeam Backup & Replication. A protection group groups together protected computers of the
same type. To simplify the management of such computers, Whether you create a protection
group for laptops, workstations, servers or any other type of computer, Veeam Backup &
Replication allows you to group them for dedicated and targeted protection easily. A separate
protection group can also be used for Veeam Agent computers that you manage differently than
other machines in your infrastructure.

You can use protection groups to automate the Veeam Agent deployment and management on
computers in the infrastructure. When you configure a protection group, you can specify
scheduling options for protected computer discovery and Veeam Agent deployment. As a result,
you do not need to install, configure, and run Veeam Agent on each computer whose data you
wish to protect. Instead, you can use the Veeam Backup & Replication console to remotely
perform all Veeam Agent deployment, administration, data protection, and disaster recovery

tasks.
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Add Veeam Agent to On-Premises Microsoft Windows Physical
machines

You can back up and restore the On-Premises physical machines running Windows operating

systems. Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NEI Veeam
2. Open the Veeam Backup =IN] Backup & Replication 12

& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with,
localhost az92
GOODDEALMART\csun
Password

+' | Use Windows session authentication

Save shortcut Connect Close

184



Chapter 3 Configuration

3.

Select Inventory on the
Home page.

On the Inventory page,
select Physical
Infrastructure and click
Create Protection Group.

Protection Group

Group G 6
Manage rotection Group Adions

Inventory

4+ (B Vinusl nrstrcture
4 3 Microsoft Hyper-V
4 [{ StancaloneHosts
[ Hervor
4 (% Physical Infrastructure.
51 Manually Added
57 Unmanaged
6 Fil Shares
+ (3 Lase2d Hours

(5 Faied

A tome

& inventory

Details

& Create Protection Group
Protection group defines a set of computers (physical server, workstations or cloud instances) to be protected with agent-based backup jobs
Protection groups can be populated with individual computers, Active Directory containers or a dynamic CSV file exported from an asset
management system.

.@ Create Job or Policy
‘Agent-based protection provides addtional flexibity with two deployment approaches. For 24/7 workloads such as servers and failover clusters,

we recommend that you create backup jobs managed by the backup server, which controls scheduling and executes backup remotely. For any
workloads which may remain offine or unreachabe for extended and)/or unpredictable fime periods (such as workstations, laptops or remote
office servers), we recommend that you create backup policy that configures backup agents to schedule and execute backup independently

M= Perform Restore

To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery Meciia that can be created directy from the
backup file of the corresponding computer, Other entire computer restore options include direct restore to Microsoft Azure, or instant recovery.
into a Microsoft Hyper-V VM. To perform granular recovery such as file or application ftem restore, simply select the desired backup under the
Backups tree of the Home tab, and select one of many restore options provided.

On the Name page,
specify a protection group
name.

Give a brief description in
the Description field for
future reference and click
Next.

New Protection Group

Name

EE Type in a name and description for this protection group.

Type

Active Directory
Exclusions
Credentials
Options

Review

Apply

Summary

Name:

|Pmtedinn Group_Hyper-V Hosts

Description:

Created by GOODDEALMART\csun at 2/6/2023 3:52 PM|

Cancel
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Select Specify protection
scope for the created
protection group on the
Type page and click Next.

e Individual
computers: add
specific
computers to the

protection group.

¢ Microsoft Active

Directory objects:

select this option
to add one or
several Active
Directory objects
to the protection

group.

e Computers from
CSV file: add to
the protection
scope computers

listed in a CSV file.

e Computers with
pre-installed
agents: create a
protection group
for pre-installed
Veeam Agents.

e Cloud machines:
select this option
to add Amazon
EC2 instances or

MNew Protection Group

Type
E@ Choose how you want to populate this protection group with computers,

Name This protection group will contain:

() Individual computers
Type Static protection scope with one or more individual computers via IP address or NS name,
Recoramended for sraller enviranments without an Active Directary,

SOl () Microsaft Acthve Directary objects
s Dynarmic protection scope defined by Active Directory containers such as arganizational units or

PHOns security groups, and sechusion rules,
B ) Camputers from £S5V File

Dhynamic protection scope defined by the content of a comma-separated values [.csv) file with
Apply computer narnes that 1s hosted on a file share. Recommended far larger environments without
= Active Directory, or for CMDB integratian.

Sumnmary () Camputers with pre-installed backep agents

This protection group will catch all cormputers with a backup agent deployed from a custom
installation package specific to this group. Computers will appear in the protection group upen
establishing their first connection to the backup senver.

() Cloud machines
Dynamic protection scope Far Amazan EC2 instances and Micrasaft Azure ¥Ms, Discovery and
backup agents deplayment is perfarmed using cloud-native APIs without requiring a direct
network connection,

< Previous Mext > Cancel
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Microsoft Azure
virtual machines.

8. Click Add on the New Protection Group
Computers
Computers page. E Specify computers to include in this protection group.
J
Name Computers:
Computer Account Add..,
Options
Review
Apply
Summary
< Previous B Cancel |
9. Specify a DNS name or IP Add Cornpitter W
address on the Add
Computer page. Host name or [P address:
. . HPHWYOT
10. From the Credentials list, |
select a user account with
.. . Credentials:
administrative .
permissions on the HPHVOT\Administrator (HPHVO 1\ AdministjRs | Add..,
computer and click OK. Manage accounts
11. If you need to set up

credentials beforehand,
click the Manage accounts
link or Add on the right.

;:'EHCE[T
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12. Click Test Now on the NEk Eipfc o Bioue ><
. Computers
CO m puterS page. EE Specify computers to include in this protection group.
Name Computers:
Computer Account Add...
Type o
E HPHVO! HPHVO1\ Administrator e, |
Remove |
Options i =
Review
Apply
Summary
Click Test Mow to validate the specified credentials. | Test Now |
| < Previous I Nets || fnen | conea |
13. On the Guest Credentials SRR R a
Test page and click Close. Mame Status Action Duration
B HpPHVD @ Success () Starting credentials test
{2 Building hosts list 0:00:02
(2 Credentials test has been completed
(2 Job finished at 2/6/2023 6:31:14 PM

Close
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14. Click Next on the

Computers page.

New Protection Group X

Computers
Specify computers to include in this protection group.

N Computers;
——— Kook
B HeHVO! HPHVOT\Administrator T
Remove
Options
Review
Apply
Summary
Click Test Now to validate the specified credentials. Test Now
< Previous Next > Cancel
15. On the Options page, in Hew/PichestianlGrall x
- - Options
the DISCOVGr Sechon i Speclfy a maching discovery schedule and agent deployrnent options,
: ]
define the schedule for o
- Hame Discovery
automatic com puter Rescan protection group svery:
di ithin th Type @ Dafyatthistme: | P00PM 3 | Everyday
|SCOVery wi n € Compuzers ) Periadically evary. Hour
scope of the protection T B Dcoloymant
— - Distribution server:
grOUp. Reviewr backunserverd@ tech.local = Add..
Al Pratected machines will dowvrdoad backup agents frem this server,
16. In the Deployment ) B Instal backea agent
A A AT, 7] tnstall changes) bluck tracking drver ffor Windews machines only)
Sechon, seIeCt a MICFOSOft [ Instll application plug-ins: configure plug-ins to e instelled  Corfigure
Windows server from the Auto-Update backup sgents and plug-ins
D_ t b t'l | tt Perform rebuot autamatically if required
Istribution server list to
serve as a dIStrIbUtlon Customize advanced protection graup settings such as e-mail notificatians. Advanced...
server.
< Previous Mext > Cancel

17.

18.

Select the Install Backup
agent checkbox.

Select the Install changed
block tracking driver (for
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Windows machines only)
checkbox.

19. Click Advanced to
customize advanced
protection group settings.

20. On the Advanced Settings Advanced Settings *
page, specify the below
settings that will be
deployed on computers Network

included in the protection (] Limit bandwidth consumption to: || + | [Mbps
Restrict metered connections usage

[[] Restrict VPN connections usage

Agent for Windows  Maotifications

group and click OK.

° |_|m|t|ng [ Restrict Wi-Fi usage to these networks:
bandwidth 55ID Add...
consumption: Rermave
specify the

maximum speed
for transferring

backed-up data

from the Veeam Backup I/Q contral

Agent computer (@) Throttle agent activity on: | Warkstations onky w
to the target () Do not throttle agent

location. Security

i [ Allow file level recovery without administrative account
e  Restrict metered

connections
usage: Veeam

Agent

automatically

detects metered
connections and
does not perform
backup when
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your computer is
on such
connection.

e Restrict VPN
connection usage:
Veeam Agent for
Microsoft
Windows will
automatically
detect a VPN
connection and
not perform a
backup when the
Veeam Agent
computeris on
such a
connection.

e Restrict Wi-Fi
usage to these
networks: restrict
usage of wireless
networks for
Veeam Agent
running on
Microsoft
Windows
workstations.

21. Backup I/O settings: You
can instruct Veeam Agent
for Microsoft Windows to
throttle its activities
during backup.

e Throttle agent
activity on the
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type of computers
to throttle Veeam
Agent backup
activities:
Workstations,
Servers, or All
hosts.

22. Security settings: You can
allow user accounts that
do not have
administrative privileges
on a Veeam Agent
computer to perform a
file-level restore on this
computer.
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23. On the Advanced page,
select Notifications.

Advanced Settings

Agent far Windows Motifications

[] Send daily agent status report e-mail to the following recipients:
Type in one or more e-moil addresses separated by semicolon

-

Send daily summary at: [10:00 PM =

Use global netification settings

Use custom notification settings specified below:

[FfobResultSe] %P GMNamets: (3aFoundCount? new hosts found (%GTotalCo

Motify on success
Maotify on warning

Motify on error

aye ds Default | Cancel
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24. On the Notification page,

25.

26.

select Send daily agent
status report e-mail to the
following recipients:
checkbox and enter an
email address.

Enter several addresses
separated by a semicolon.

You can use global
notification settings or
specify custom
notification settings and
click OK.

Advanced Settings

Agent far Windows Motifications

Send daily agent status report e-mail to the following recipients:

|csun@gooddea|mart.com

-

Send daily summary at: 10:00PM <

(@ Use global notification settings

(7) Use custom notification settings specified below:

[FfobResultSe] %P GMNamets: (3aFoundCount? new hosts found (%GTotalCo

Motify on success
Maotify on warning

Motify on error

Save As Default Cancel
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27. On the Options page, click [ New Prtection Group x|

X |
Options
N ext. EE Specify host discovery schedule and backup agent deploy options.
| e Discovery
Rescan protection group every:
Type M LA
@ Dailyatthistime | $00PM 3 | Everyday v
Computers O Periodically every. Mo .
Deployment
| Review Drstnbution server.
VBR11.gooddealmart.ca (Backup server) 2
Apply Protected computers will download backup agent redistnibutable from this server.
Summary [ Install backup agent autematically (recommended)
| A Auto-update backup agent
A install changed block tracking driver on Windows Server OS
[ Pertorm ceboot automatically f required
Customize advanced protection group settings such as e-mail notifications.
< Previous Next > f Cancel
28. On the Review page, click New Protection Group X
- Review
Ap p Iy. Review the settings, and click Apply to continue.
=
Mame The following components will be processed on VBR12PostgreSQL gooddealmart.ca:
Camponent name Status
Type
Transpart already exists
Computers Veeam Distribution Service will be installed
Veearn Agent for Microsoft Windows Redistributable already exists
Options veeam Application Plug-ins Redistributable already exists.
Apply
Summary
« Previous ppty Fuash Cancel |
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29. Click Next on the Apply
page.

MNew Protection Group

Apply

Name
Type
Computers
Opticns

Review

Surmmary

EE Please wait while we are installing and configuring required components, this may take a few minutes,

Message

@ Starting infrastructure item update process

) Deplaying distribution service

£ [VBR12PostqreSGL] Connecting ta Veeam Installer service

0 [VBR12PostgreSOL] Discovering installed packages

) [VBR12PostgreS0L] Creating temporary Folder

" Package VeeamDistributionSve.msi has been uploaded

{2 [VBR12PostgreSOL] Installing package Vesam Distribution Service

() [VBR12PostgreSL ] Deleting termnparary folder

" [VBR12PestgreSCL] Registering client VER12PastgreSOL for package Transport
] [VBR12Postgre50L] Registering client VBR12PostgreSOL for package Veeam ...
) [VBR12PostgreS(3L ] Registering client VBR12PastgreSQL far package Veearn ...
) [VBR12PostgreSOL] Registering client YBR12P ostgreSOL for package Veearn ...
15 [VBR12PostgreSCL] Discovering installed packages

(7 All required packages have been successfully installed

(2 Creating configuration database records for installed packages

18 Creating datahase records for pratection group

Duration
0:00:03

G:00:01
000:30

Finish

30. On the Summary page,

select Run discovery
when | click the Finish
checkbox and click Finish.

MNew Protection Group

Summary

Name
Type
Computers
Options
Review
Apply

EE Protection group settings have been saved successfully. Click Finish to exit the wizard.

Summary:

Protection Group_Hyper-V Hosts was successfully saved.

[ Run discovery when | click Finish

< Previous Next
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31. Ensure the operation is
complete without error
on the Agents discovery
session page.

Name:

Action type: Rescan

Initiated by: GOODDEALMART\csun

Rescan of Protection Group_Hyper-V Hosts

Status:
Start time: 2/6/2023 &:55:13 PM
Endtime: 2/6/2023 6:36:27 PM

Success

MName T

B HPHVO!

Status

) Success

Message

@ Performing rescan

2 1 host processed

") Job started at 2/6/2023 6:55:13 PM

) Job finished at 2/6/2023 6:56:27 PM

Duration

0:01:10

Close

32. Verify that the protection
group has been added.

Inventory.

v ZQL (-g

Backup ~
Acions Manage Host

Inventory.

4+ (B Vinusl nretrcure
4 Micrsoft Hypery
+ [ Stancaloneosts
[ Heevor
4+ @ Physical nfstrctre
5 Protection Group_Hyper-V Hosts

3 Success
5 Foted

@ rome

& ivertory

2. &
D B 2% W
A | B Ui e

e Eoranton | oot s

Manage Agent
Qe

Name T
E- ekl

P,
i
Instal
Plug-in -
Mange Plug-ins

sstseen Bact
101255205, 192.168.0205  Online.

up Agent

Instaled Notinstalled

os R
Microsoft Windows Server 2022 (212, 64-bit)  never
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Add Veeam Agent to On-Premises Linux Physical machines

You can back up and restore the On-Premises physical machines running Linux operating systems.

Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions Screenshot (if applicable)

Backup and replication
manager server.

N2l Veeam
2. Open the Veeam Backup o h 3 .
& Replication Console, =N BaCkUp & Repllcatlon 12

and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

localhost 9302

GOODDEALNM:

Passwaord

v Use Windows session authentication

Save shortcut Connect Close

3. Select Inventory on the
Home page.

4, Onthe Inventory page,
select Physical
Infrastructure and click
Create Protection Group.

up
s a set of computers (physical server
be populated with individual compus

e5) 1o be protected with agent-based backup jobs.
or a dynamic CsV file exported from an asset

created di
Azure, or
ct the desired backup
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5. On the Name page,
specify a protection group
name.

6. Give a brief description in
the Description field for
future reference and click
Next.

7. Select Specify protection
scope for the created
protection group on the
Type page and click Next.

e Individual
computers: add
specific
computers to the
protection group.

e  Microsoft Active
Directory objects:
select this option
to add one or
several Active
Directory objects
to the protection
group.

e Computers from
CSV file: add to
the protection
scope computers

listed in a CSV file.

e Computers with
pre-installed
agents: create a
protection group
for pre-installed
Veeam Agents.

e Cloud machines:
select this option
to add Amazon

Mew Protection Group

Name
ﬁ@ Type in a name and description for this protection group.

Name Mame:

Protection Group_Linux Servers

Type
2 Description:

Active Directory Created by GOODDEALMART\csun at 2/7/2023 10:24 AM)
Exclusions

Credentials

Options

Review
Apply

Summary

Cancel
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EC2 instances or
Microsoft Azure
virtual machines.

8. Click Add on the New Protection Group
Computers page. Es:\l:’:t;r:nputerstu include in this protection group.
=
MName Computers:
o Computer Account Add...
Options
Review
Apply
Summary
< Previous Cancel

9. Specify a DNS name or IP
address on the Add | EE g::\pfy“;':qputerstamc\udemthis protection group,
Computer page.

10. From the Credentials list, N [ P— ~
select a user account with RS | Acd Computer %
administrative im’ﬂf__] Hast name or IP address:
permissions on the = T
computer and click OK. [ ﬁfede"ﬁ -

11. If you need to set up ™ Mansge sceounts [“—ciored b scomdard sccount.
credentials beforehand, e e iy
click the Manage accounts = Conee
link or Add on the right.

12. Click Add in the
Credentials field, select
Stored and click Linux T [ =

account.
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13.

14.

15.

16.

On the Credentials page,
Enter a user name in the
Username field.

Enter a password in the
Password field.

Enter 22 in the SSH port
field.

Select the Elvate account
privileges automatically
checkbox for a non-root
user with root account

Credentials >

= Username; |carj,r

Password: |uuuuu

SSHport: (22 [2

-

Mon-root account
Elevate account privileges autornatically
[+] Add account to the sudoers file
[] Use "su” if "sudo” fails

privileges. , | -
17. Select Add account to the FIEk PO ennasauana i
sudoers file checkbox. Description:
18. Enter the password in the T
Root password field.
19. Give a brief description in
the Description field for
future reference and click
OK. Cancel
20. Click OK on the add Add Computer %
Computer page.
Host name or IP address:
|ubuntu20045 |
Credentials:
| {} cary [cary, last edited: less than a day ago) V| | Add... |
Manage accounts
Ok Cancel
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21. Click Test Now on the NEw preEsconerou 2
— Camputers
Co m p Ute rs page . EE Specify computers to include in this protection group.
Name Computers:
Computer Account Add..
5
VES B ubuntu200as cary =
|> Remove |
Options —
Review
Apply
Summary
Click Test Mow to validate the specified credentials. | TestMow
CePrevious | Nexts . Cancel
22. On the Guest Credentials ST EIIRE R 2
s i se.
Te t page and CIICk CIO e Mame = Status Action Duration
FAubuntu200d5 @ Success (@) Starting credentials test
{2 Building hosts list
(2 Credentials test has been completed
) Job finished at 2/7/2023 11:00:24 AM

Close
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23. Click Next on the

Computers page.

MNew Protection Group

Lamputers
EE Specify computers ta include in this protection group,

Mame Computers!

Corputer Account

.
i E chuntudosss cary

L Camputers
Options
Review
Apply

Surnmary

Add...

Set User...

Remove

Click Test Now to validate the specified credentials,

< Previous MNext > Cancel
24. On the Options page, in Rl Eisnecion G 2
- - Options
the DlSCOVGry seCtIon, EE Specify a machine discovery schedule and agent deployment options,
define the schedule for
- M, Discovery
a Utom atl ccom pUter - Rescan protection group every:
discovery within the e ® Dy stihistime [ 900PM (5] [Fverydy
sco pe Of the prOteCﬁon Computers (O Periodically every: || Hours
| Deployment
group‘ Distribution server:
Review VBR12PostgreS0L.gooddealmart.ca Add...
25 - In the Deployment Aasly Protected machines will<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>