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The sixth generation of wireless communication (6G), succeeding 5G 
cellular technology, opens up several possibilities in terms of technol-
ogy and its offered services. 6G is expected to allow usage of available 
higher frequency spectrums to cater to increased capacity, through-
put, and low latency (<1 µs). 6G will witness the unification of various 
technologies, such as artificial intelligence (AI), machine learning (ML), 
augmented/virtual reality (AR/VR), etc., to provide an immersive user 
experience. It is foreseen as the accelerator of transformation and inno-
vation globally. 

To make this book a fundamental resource, we have invited world-
renowned experts in 6G from the industry and academia to pen down 
their ideas on different aspects of 6G research. The chapters in this book 
cover a broader scope and various related and unrelated verticals. 
Specifically, this book covers the following topics:

•	 6G use cases, requirements, and enabling technologies
•	 new spectrums and their challenges for 6G 
•	 privacy preservation in 6G networks
•	 aerial infrastructure for 6G networks

•	 economic challenges associated with 6G wireless networks.

The encompassing intent of this book is to explore the evolution from 
current 5G networks towards the future 6G networks from a service, air 
interface, and network perspective, thereby laying out a vision for 6G 
networks. 
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xviii Preface

“6G Enabling Technologies: New Dimensions to Wireless Communication”
intends to cater for an exhaustive understanding of the research activities
for future networks. It drafts the fundamental system requirements, enabling
technologies, eminent drivers, evolved use cases, research requirements,
challenges, and open issues expected to drive 6G research. This book is an
outcome of the workshop “6G Knowledge Lab Opening and 36th GISFI
Workshop” held 21-22 December 2020, organized jointly by the CTIF Global
Capsule (CGC) and the Global ICT Standardisation Forum for India (GISFI)
and technically sponsored by IEEE.

The workshop was a two-day event featuring industry and academia
invited talks on various research challenges related to 6G and enabling
technologies. Its theme was 6G as a universal technology and infrastructure to
support Further-Enhanced Mobile Broadband (FeMBB) services. The focus
was on the current digitalization trends, network intelligence, and the user
requirements for accessing and transmitting high-definition data in varied
scenarios. The workshop highlighted the importance of digital technologies
in day-to-day lives and how it efficiently drives various tasks with ease, more
than ever since the global pandemic.

To make this book a fundamental resource, we have invited world-
renowned experts for 6G from the industry and academia to pen down their
ideas on different aspects of 6G research. The chapters in this book cover a
broader scope and various related and unrelated verticals. Specifically, this
book covers the following topics:

• 6G Use Cases, Requirements, and Enabling Technologies
• New Spectrums and their challenges for 6G
• Privacy Preservation in 6G Networks
• Aerial Infrastructure for 6G Networks
• Economic Challenges associated with 6G Wireless Networks

The encompassing intent of this book is to explore the evolution of current
5G networks towards the future 6G networks from a service, air interface,
and network perspective, thereby laying out a vision for 6G networks. This
book not only discusses the potential 6G use cases, requirements, metrics,
and enabling technologies but also discusses the emerging technologies
and topics such as 6G Physical Layer (PHY) technologies, Reconfigurable
Intelligent Surface (RIS), Millimetre-Wave (mmWave), and Terahertz (THz)
communications, Visible Light Communications (VLC), transport layer for
Tbit/s communications, high-capacity backhaul connectivity, cloud-native
approach, Machine-Type Communications (MTC), edge intelligence, and



Preface xix

pervasive Artificial Intelligence (AI), network security and blockchain, and
the role of the open-source platform in 6G. This book provides a systematic
treatment of the state-of-the-art in these emerging topics and their role in
supporting a wide variety of verticals in the future. As such, the book provides
a comprehensive overview of the expected applications of 6G with a detailed
discussion of their requirements and possible enabling technologies. This
book also outlines the potential challenges and research directions to facilitate
the future research and development of 6G mobile wireless networks.
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The best way to predict the future is to create it. Technology innovation
connects societies and becomes a part of everyday life.

The sixth generation of wireless communication (6G), succeeding the 5G
cellular technology, opens up several possibilities in terms of technology and
offered services. 6G is expected to allow usage of available higher frequency
spectrums to cater to increased capacity, throughput, and low latency (< 1µs).
6G will witness the unification of various technologies like artificial intelli-
gence (AI), Machine Learning (ML), Augmented/Virtual Reality (AR/VR),
etc., to provide an immersive user experience. It is foreseen as the accelerator
of transformation and innovation globally. These developments challenge the
current capabilities of the enabling wireless communication systems from
various aspects, such as delay, data rate, degree of intelligence, coverage,
reliability, and capacity. Thus the research should seek breakthroughs from
the current network architecture and communication theory to provide novel
concepts that can be key for designing a new system such as 6G. At the same
time, it is crucial to enable such technology developments to stay ‘green’
and take into account major environmental concerns, such as climate change,
which can be achieved by novel, ‘green’ digitalized business models and
other requirements for sustainability and beyond.

The fifth generation of wireless communication (5G) is in its deployment
phase and has set new parameters to speed up the initiatives towards 6G.
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The commercial deployment has exposed the shortcomings in the present
communication techniques. Thus, it laid out the well-defined expectations
from the 6G systems to support enhanced user experience applications
ranging from autonomous systems to extended reality (XR) [1]. 6G has
been defined with numerous use cases and applications [2], but it lacks its
fundamental network architecture and design. It will exploit high-frequency
bands and new access techniques to evolve the wireless communication era.
Various enabling technologies are identified to have the potential to cater
requirements of a new set of services.

1.1 Evolution of Mobile Communication

Communication has been an essential part of our lives since the beginning.
The Evolution of Communication is an ongoing process aided by advancing
technologies. The journey from the wired telephone to AI-aided real-time
communication [3] has marked importance for a better, well-connected and
progressing society. The wireless communication sector is considered a
“Living” industry as it continues to grow. The growth is directly propor-
tional to demands in society. So far, we have witnessed five generations of
mobile communication and are on our way to more upcoming generations.
In the First Generation (1G), Second Generation (2G), Third Generation
(3G), Fourth Generation (4G) mobile communication, the “G” represents
the “Generation”. Every decade a generation of mobile communication is
succeeded by a new one offering distinct features and services to meet
user and network demand. The critical characteristic differences in mobile
generations are data traffic, data rate, throughput, latency, coverage, device
density, reliability, and security [4].

1.1.1 1G – First Generation of Mobile Communication (Analogue
Systems)

1G was launched in 1979, and it marked the first generation of cellular
telephony. It was based on analogue technology and was dedicated to voice
calling. It uses narrowband frequency channels to transmit voice signals. With
1G, several standards were developed regionally simultaneously [5, 6], such
as nordic mobile telephone (NMT), advanced mobile phone system (AMPS)
and total access communications system (TACS). The maximum achieved
speed for 1G systems was 2.4 Kbps with poor battery life, less security and
voice quality.
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Figure 1.1 Worldwide initiatives for 2G mobile systems

1.1.2 2G – Second Generation (Digital Systems)

The second generation of mobile communication was launched in the early
1990s, and these mobile systems use digital radio signals. The driving force
behind 2G was to add security and reliability to the communication channel
[4]. 2G standard systems witnessed several independent initiatives regionally.
Figure 1.1 illustrates the country-wise initiatives.

GSM was introduced by european telecommunications standards institute
(ETSI) in 1987 [7]. It implemented time division multiple access (TDMA)
and frequency division duplex (FDD) schemes. Alternatively, code division
multiple access (CDMA) was introduced by Qualcomm [8]. These multiplex-
ing schemes allowed 2G systems to incorporate multiple users on a single
channel. In addition to the voice calls, 2G systems offered data services, short
messaging systems (SMS) and enhanced features of conventional calling like
call hold, conferencing, etc. With the general packet radio service (GPRS),
2G systems achieved a speed of 50 Kbps, and with enhanced data rates for
GSM evolution (EDGE), the rate was up to 1 Mbps.

1.1.3 3G – Third Generation

2001 witnessed the rising of 3G Mobile Systems. The interna-
tional telecommunication union (ITU) defined the International Mobile
Telecommunications 2000 (IMT-2000) framework [9] for the 3G cellu-
lar networks. 3G systems marked the revolutionary changes in mobile
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communications by offering services like web browsing, email, video down-
loading, picture sharing and fast internet speed at a rate of 200Kbps. It marked
the switch from multimedia phones to Smartphones. It offered a cost-efficient
increased data rate along with enhanced voice quality. Universal mobile
telecommunications system (UMTS) was introduced with 3G systems. It
used wideband CDMA (WCDMA) with achieved data rates up to 2 Mbps
(stationary) and 384kbps (mobility). The theoretical maximum data rate
for HSPA+ is 21.6 Mbps. High-speed internet made data streaming one of
the killing applications of 3G.

1.1.4 4G – Fourth Generation

4G mobile systems were based on the IMT-Advanced requirements [10].
4G systems’ approach was practical to offer users high speed, high qual-
ity and high capacity. It promised to achieve 100 Mbps (Mobility) and 1
Gbps (Stationary) with a reduced latency of 300ms to <100ms. 4G systems
reduced the network congestion significantly. It improved in-built security
and introduced the concept of multimedia and the internet over IP. The
key enabling technologies include multiple input multiple output (MIMO)
and orthogonal frequency division multiplexing (OFDM). It also defined
heterogeneous networks (HetNets), small cells (SC) [12] and additional fea-
tures like carrier aggregation (CA) [11], Coordinated Multipoint (CoMP) and
advanced multiple-input multiple-output (MIMO) transmissions.

4G systems also introduced the following positioning methods and
enhancements [13];

• Network-Based Positioning (Release 10 [14, 15])
• Radio Frequency Pattern Matching (Release 9 [16]- Release 12 [16])
• Positioning Enhancements (Release 9 [17]- Release 12 [18])

1.1.5 5G – Fifth Generation

5G systems are currently in the commercial deployment phase and intended to
improve their predecessor-4G through data rates, connection density, latency,
and other enhancements. These systems exploited the 30 GHz – 300 GHz
spectrum of millimetre waves (mmWave) to achieve a maximum of 35.46
Gbps. It utilized the concepts of Small Cells to increase coverage and reduce
latency [12]. 5G systems also exploited advanced access technologies such
as beam division multiple access (BDMA), non-orthogonal multiple access
(NOMA), Quasi-Orthogonal Sequences, filter bank multi-carrier (FBMC),
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Figure 1.2 Evolution of mobile communication

[19, 20] etc. The BDMA technique provides base stations multiple access by
facilitating the antenna beam divided based on the base station location. The
scalable orthogonal frequency-division multiplexing (OFDM) is dominant in
5G networks to achieve ultra-low latency. It also incorporated network slicing
(NS) [21] to cater customized services from mobile network operator (MNO)
side based on the service level agreement (SLA). On the user experience
side, implementing AI, AR/VR, and XR opened new use cases, applications,
and services. Figure 1.2 illustrates the distinctions between 2G, 3G, 4G,
5G, and 6G.

1.2 6G KPIs and Use Cases

Different studies and research bodies, including the 3rd Generation Part-
nership Project (3GPP), have specified standards based on bandwidth, data
rate, latency, access technologies, energy and spectrum efficiency, connection
density, etc. [22, 23] for the upcoming 6G networks. 6G systems have their
Key Performance Indicators (KPIs), use cases, and requirements [24] to guide
the research activities for academia and industry. Various KPIs are mapped
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Figure 1.3 6G KPIs

according to the 6G network requirements, as illustrated in Figure 1.3.
Table 1.1 lists the difference between 5G and 6G KPIs.

Use cases are essential to validate the development process. It defines the
final results and determines the system’s behaviour. Figure 1.4 lists different
use cases to support identified 6G features [24].

1.3 6G Networks: Considerations and Requirements

1.3.1 Network Considerations

6G is expected to take the legacy of commercial 5G forward with advance-
ments at a broader scale. 6G deployments are envisioned to provide
new customer markets offering a plethora of services and parallel/vertical
applications. AI will be imperative for 6G networks and act as a tool to
implement other interoperable technologies. In addition to AI, Cloud and
Big Data[25] will be critical to addressing enormous data. Immersive media
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Table 1.1 Difference between 5G and 6G KPIs

Figure 1.4 6G use cases

applications (AR/VR/XR) will rise to 85% of mobile broadband. 6G will
cater to personalized technology to connect human emotions in blended
spaces [3]. Data handling (like organizing, analyzing, storing, and using)
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from heterogeneous devices will be challenging. Standards and policies
must comply with the user concerns and systems requirements. The con-
siderations for 6G systems will encompass the components as depicted
in Figure 1.5.

Figure 1.5 6G framework considerations
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1.3.2 Network Requirements

Figures 1.6 illustrates the mapping of 6G requirements to the extent of the
network.

Figure 1.6 6G network requirements
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1.4 6G System Architecture

6G networks are foreseen as massive IoT use cases and a magnificent amount
of data. As discussed earlier, it is crucial to design the network components
such that they autonomously work in parallel to provide ubiquitous connectiv-
ity and coverage. AI and ML are eminent in 6G system architecture, making
it intelligent, self-evolving/configuring, self-organizing, and self-healing. The
main identified pillars to building 6G infrastructure are as follows;

• Air Interface
• New Spectrum
• Application of AI and ML algorithms
• Interoperability
• Coexisting radio access technologies (RAT)

1.5 6G Standardization

Worldwide activities and alliances from industry and academia are taking
initiatives towards 6G standards. The Next G Alliance is focused on 6G
deployment, research and manufacturing standardization [32]. The European
Commission radio spectrum policy group (RSPG) [33] has specified various
requirements for the 6G initiatives in Europe. To add to the list, The 6G Flag-
ship project (University of Oulu of Finland) [34], Vodafone Germany [35],
NTT Docomo, Japan [36], Samsung-South Korea [37], NIIR [38] and many
more are working on 6G standardization activities from various perspectives.
3GPP [22] is expected to release 6G specifications in its Release 18 by
2023 [39].

1.6 Challenges in 6G

The key challenges foreseen in 6G networks are illustrated in Figure 1.7.
These challenges are covered gradually in the following chapters.

1.7 Book Overview

“6G Enabling Technologies: New Dimensions to Wireless Communication”
intends to highlight the critical aspects of future wireless technologies. The
motivation of this book is to bring a comprehensive view of research activities
towards future mobile networks - 6G. In this book, we present contributions
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Figure 1.7 6G challenges

from pioneers across the globe to bring forward the research trends in 6G
Wireless Networks. The book introduces critical technologies behind 6G
wireless communication and mobile networking. It drafts the fundamental
system requirements, enabling technologies, eminent drivers, evolved use
cases, research requirements, challenges, and open issues expected to drive
6G research. It explains a general vision of 6G technology, including the
motivation for conducting 6G research and recent progress in 6G research,
followed by chapters on architectural evolution and enabling technologies,
including the advancements in infrastructure. It targets students and young
researchers involved in telecommunications and provides them with cutting-
edge wireless networking technologies and market analysis. The motivation
is to understand the research activities for future networks fully.

This book not only discusses the potential 6G use cases, requirements,
metrics, and enabling technologies but also discusses the emerging technolo-
gies and topics such as 6G physical layer (PHY) technologies, reconfigurable
intelligent surface (RIS), Millimetre-Wave (mmWave), and Terahertz (THz)
communications, visible light communications (VLC), transport layer for
Tbit/s communications, high-capacity backhaul connectivity, cloud-native
approach, machine-type communications (MTC), edge intelligence, and per-
vasive artificial intelligence (AI), network security and blockchain, and the
role of the open-source platform in 6G. The book is divided into sections, as
illustrated in Figure 1.8.
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Figure 1.8 Book structure

• 6G Evolution and Requirements
• New Use-Cases
• Network and Applications
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• RAN Evolution and Enhancements
• 6G Infrastructure and Spectrum Requirements
• Business and 6G Economy
• 6G Privacy Concerns

1.8 Conclusions

This book presented the international research effort towards 6G commu-
nication systems. In particular, the book focused on the various technology
enablers of 6G.

The capabilities and design dimensions of future wireless networks
(FWN) based on 6G are being driven by disruptive technologies such as
AI, ML, deep analytics, software and, advanced computer technologies;
advanced sensing, 3D imaging, AR/VR. This, in turn, drives the emergence of
new applications that are manifested by stringent performance requirements.

The book comprises valuable discussions highlighting the need to
efficiently and flexibly provide diversified services such as enhanced
Mobile Broadband (eMBB) access, ultra-reliable low-latency communica-
tions (URLLC), and massive Machine-Type Communications (mMTC). The
representative scenarios and services evolving from 5G (described in Chap-
ters 2–4) are Further-enhanced Mobile Broadband (FeMBB), ultra-massive
Machine-Type Communications (umMTC), extremely Ultra-Reliable and
Low-Latency Communications (eURLLC), and Extremely Low Power Com-
munications (ELPC). These scenarios demand peak data rates >1 Tbps,
the latency of 10-100µs, and user experienced data rate >1 Gbps; such
performance requirements are pretty beyond current 5G capabilities.

However, satisfying these requirements is essential for delivering the
envisioned FWN applications that are emerging due to advances in technolo-
gies, such as sensing, imaging, displaying, and AI, with application scenarios
that more and more will be based on AR/VR content. Related issues were
discussed in Chapters 10–12. Enabling the use cases for FWN is an essential
driver for the user demand and the value proposition, the basis of business
model innovation, which is a topic discussed in Chapters 13, 14. Recently,
many standardisation bodies have started establishing a 6G initiative focusing
on 6G use cases and requirements.

With advances in AI, machines can transform data into reasoning and
decisions that have the potential to enable the envisioned applications over
6G networks, as described in Chapters 5–7. At the same time, such advances
introduce machines as a new type of user, in addition to humans, that make the
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demands on the performance requirements even more stringent. As today’s
domestic and industrial machines transform into swarms of multi-purpose
robots and drones, new approaches based on human-machine haptic and
thought interfaces to control them from anywhere should become an integral
part of the future wireless networks. Network operators face considerable
challenges in extending the network coverage and meeting the increased
capacity demands while using a limited pool of capital and resources. Manual
configuration of networks for management and orchestration (MANO) will
make things even more complicated, time-consuming, susceptible to error,
and expensive. AI can provide unprecedented opportunities to the MANO
framework, unleash vast performance potentials of wireless networks, iden-
tify correlations and anomalies that cannot be observed by inspection, suggest
novel ways to optimise network deployment and operation and facilitate mak-
ing decisions with minimal human intervention. AI and data analytics (DA)
will help solve traffic management issues and influence new antenna design,
dynamic sharing of spectrum, and self-organised network architectures to
improve the design and deployment of 6G. The deployment of AI and data
analytics has already been proposed in various standards, including the 3rd
generation partnership project (3GPP) network data analytics (NWDA) and
the european telecommunications standards institute (ETSI) experimental
network intelligence (ENI) NWDA utilises the approach of slice and traffic
steering and splitting. At the same time, ENI uses a cognitive network
management architecture and context aware-based approach.

Chapters 8, 9 presented research towards the opening of the radio access
network (RAN) to enable interoperability of vendor solutions; for the efficient
implementation of intelligence in the network and novel access solutions. The
Open-RAN concept allows for the separation of the digital and radio compo-
nents of the RAN infrastructure and, thus, enriches the resource management,
control, and other functions within the RAN with AI.

The design of 6G networks needs to consider the QoE for the user into
strong consideration. The general principle of QoE-awareness in network
design should be implicitly supported in all layers of the functional architec-
ture and take into account the subjective nature of the perceived experience.
Therefore, it is crucial for QoE management to completely integrate precise
QoE monitoring mechanisms focused on transparent real-time data collection
and storage, effective big data and ML algorithms for data evaluation and
functions that will ensure the adjustment and reshaping of collected data
across the network components (Chapters 6, 7).
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In conclusion, the 6G vision involves a human world of our senses,
bodies, intelligence, and values; a digital world of information, communi-
cation and computing; and a physical world of objects and organisms. In
addition, regulatory and technological trends are critical for the design and
deployment of future networks. Therefore, one of the key concerns of the
society coming with the development of 6G enabling technologies is that the
related services must be accessible for all and everywhere they are needed.
This digital inclusion requirement does not only mean “global coverage” (at
an affordable cost in terms of deployment and for the customer as well) but
also “easy-to-use technology”.
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Technological improvements and evolutions are required beyond fifth-
generation (5G) networks for wireless communications, driven by increasing
use cases in enormous future-radio-access-networks (FRAN). The future
sixth-generation (6G) networks with trillions of connected devices would
demand exceptionally high-performance interconnectivity, especially in
dynamic circumstances such as varied mobility, extremely high density, and
vibrant surroundings. Researchers must look at scalable, adaptable, and long-
lasting wireless access mechanisms to handle a wide range of requirements
and massive wireless connections to meet this need. Artificial intelligence
(AI) techniques (e.g., machine learning (ML), deep neural networks (DNN),
etc.), Big data, and Cloud Computing will most likely be a critical enabling
factor for future 6G networks in terms of supporting performance, new
functions, as well as new services and, will all play critical roles in attaining
the highest efficiency and maximum advantages in the future 6G needs
and features. They are already thought to be one of the essential missing
elements in 5G networks. A rising market for these technologies and their
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use in various ICT applications can be observed in recent years. This chapter
examined the essential requirements and enabling technologies of the 6G
network and highlighted the critical design issues driving the 6G network
applications. Finally, we proposed to enhance 6G network banking on the
vision of AI, IoT forwards, and Cloud Computing to achieve the goal.

2.1 Introduction

Wireless networks have progressed from the first generation (1G) to the
fifth generation (5G) networks, with different considerations such as data
throughput, end-to-end latency, resilience, energy efficiency, coverage, and
spectrum usage. The objective of these systems is to create a connected world
in which everyone and everything is linked. Adhering to intelligent com-
munication between things, People-to-People (P2P), Machine-to-Machine
(M2M), Device-to-Device (D2D), Device-to-Machine (D2M), and People-to-
Machine (P2M) over the internet, 5G networks can offer Mobile-Broadband-
Connectivity, high reliability, and massive MIMO-type communication with
low latency to improve Quality of Service (QoS) and network performance.
Beyond 5G networks, industry and academia need to work hand in hand for
various use cases suitable for 6G deployment to achieve data rate in Tbps,
ultra-low-latency in micro-seconds, high connectivity even in case of high
mobility may be in few thousand km per hour, and high bandwidth in THz
[1–3]. It will be too complex and chaotic if the 6G networks are overlaid on
current 4G/5G networks. Therefore, 6G mobile networks must be deployed in
various markets to provide customers with various new services and vertical
applications.

For that, AI, Big data, and Cloud will become obligatory and indispens-
able elements of the 6G network. In today’s world, virtually every industry
recognizes the importance of Big Data which is being used to boost many
industries and technological advancements. Wireless big data is on the rise
since there is a lot of data heterogeneity, communication, complexity, and
privacy issues. Innovative outcomes of the primary research of Big Data,
given the challenges regarding how to collect and analyze data and what data
to store and delete, will be the bread and butter for many researchers and
industries. Recently, AI’s re-emergence, founded on big data, has generated
new research possibilities in Wi-Fi and other wireless networks, particularly
in the machine-, deep-, reinforcement- learning. One of the significant aspects
that have led to the significant change in computing paradigms is providing
QoS. In 6G, the focus has been shifted to decentralized paradigms like
edge computing and fog computing. To overcome the constraints of cloud
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computing, the latter focuses on delivering various services at the network
edge. This perspective is more than just a cloud extension; it acts as a blending
platform for cloud and IoT, facilitating and ensuring successful connection.

This chapter aims to raise awareness of the most recent technological
advancements and obstacles in enabling 6G networks and discusses the 6G
technological wave, which includes the integration and convergence of new
technologies, allowing for the provision of 6G services anytime, anyplace,
and for anything. Finally, the chapter offers a 6G network enhancement
plan to keep pace with the wireless domain growth. We provided a detailed
overview of 6G technology and discussed several unresolved concerns related
to the transition to 6G from IoT, 5G, and cloud. The chapter’s main intention
is to outline 6G enabling technologies and use cases to show the necessity
for integrating different primary approaches such as IoT+5G+Cloud+AI/ML.
The suggested design and technology road map demonstrate the fundamen-
tals of a 6G network. The article examines possible situations based on
the most common use cases [4, 5]. According to the authors’ research,
fusion, convergence, and integration of communication technologies, net-
work designs, and deployment patterns are required to satisfy the rising needs
of users and 6G networks.

The chapter is divided into several sections. The second section gives an
overview of current work in 6G networks. The third section contains infor-
mation on the 6G network’s fundamental requirements. The fourth section
focuses on 6G network design issues and applications and enabling tech-
nologies. The fifth section compares and contrasts first-generation to sixth-
generation networks. The sixth section presents the 6G network improvement
idea and underlines the article’s contribution. Section seven ends with
concluding remarks.

2.2 Related Work

The section gives different researchers’ findings and contributions to devel-
oping 6G and future network requirements for 6G. It also offers ideas for
integrating various technologies to meet the objectives of 6G and the future
direction of the new proposal.

The centralized service has many problems and is unsuitable for high-
speed and intelligent networks like 6G. The work discussed in [6] gives
an overview of the requirements of decentralized architectures for the 6G
network. It also provides the design of such architectures for the seamless
working of 6G as an intelligent network.
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The 6G network has capabilities to provide a multi-terabyte per second.
However, to achieve it requires an intelligent and autonomous network.
The research considered in [7] proposes the multi-dimensional autonomous
network to provide efficient communication across air, underwater, space,
and ground. The paper also provides a brief discussion about different tech-
nologies like 6G as THz communications, Supermassive Multiple –input and
Multiple-output system (SM-MIMO), holographic beam forming (HBF), and
Large Intelligent Surfaces (LISs) to form a robust 6G ecosystem.

To increase the horizon of the network, it is necessary to provide good net-
work connectivity in rural and underdeveloped areas. The research in [8] talks
about the 6G network issues for connectivity in rural and underdeveloped
regions. The paper provides the possibility of applying different fronthaul and
backhaul networks for 6G rural connectivity. Furthermore, the research gives
a brief overview of the requirements to maintain energy and a cost-efficient
6G network. The vital initiative, key challenges, and significant case studies
for 6G network applications are also highlighted in the paper.

[9] proposes an IoT-based ubiquitous learning system, which needs a 6 G-
based autonomous learning system. The author implemented four different
versions of the proposed architecture using a standard IoT edge unit. Each
of the versions uses an advanced message queuing protocol (AMQP), the
constrained application protocol (CoAP), message queuing telemetry trans-
port (MQTT), and an extensible messaging and presence protocol (XMPP),
respectively.

Software-defined networks (SDN) and virtualization are considered
promising technologies in 6G. The research in [10] proposes an innovative,
collaborative tracking system by taking motivation from SDN and function
virtualization capabilities of edge-cloud interplays. The proposed work shows
stability and better tracking accuracy than the existing candidate stated in the
paper.

[11] discusses 5G New Radio (5G NR), which acts as the migrating
architecture from 5G to 6G. The paper also discusses the AI-based 6G
network, combining other technologies such as cloud computing, quantum
computing, and tactile services. Finally, the work provided the proposed
virtualized slicing architecture for future 6G networks.

The 6G network is mainly considered the convergence of many emerging
technologies. The authors in [12] discuss the applications case study and
business model by considering the convergence of VANET and the cloud.
The work also provides the communication and storage algorithm for such
promising converged networks.
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Smart healthcare is one of the promising applications of the 6G network.
The research in [13] gives a brief overview of different case studies and
related work in smart healthcare. The work also proposes a robust health care
monitoring system using convergence IoT and cloud.

2.3 Essential Requirements of 6G Networks

6G will be the dominant technology in the future, not only in economic
revolutions but also in social means, as human intelligence (HI) enables per-
sonalization. A wide range of smart applications for environmental, personal,
and societal survival are included. It’s challenging to organize, analyze, store,
and use data for future reference when billions of heterogeneous devices are
connected in a single network and communicating with one another. For the
policies to be implemented, the entire system requires organizational support.
Figure 2.1 depicts the necessary needs as well as management policies.
The 6G requirement framework is divided into four major components:
technology, Human, energy, and Data.

Technology Framework: The development of a 6G network depends on
a technological infrastructure that allows humans to engage with it and
support new ideas to be implemented. Digital, Analogue, Intelligent, Ubiq-
uitous, Wired, Wireless, and Hybrid technologies are all included. These

Figure 2.1 Essential requirements of 6G network
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technologies enable public services to be accessed via any connected device
in the IoT network for monitoring and control. In addition, artificial intelli-
gence and machine learning are intelligent technologies that may be used to
analyze data and connect people and devices in a network.

Human Framework: In terms of economy, knowledge, learning, and cre-
ativity, technological advancements have a positive impact on citizens’ lives.
To create long-term learning and creativity networks, it is necessary to have
an education system with adequate resources, a skilled workforce, and skilled
management.

Energy Framework: A single network of interconnected devices may handle
a large number of heterogeneous, diversified devices, such as home appli-
ances, security cameras, monitoring sensors, actuators, displays, automobiles,
D2D, M2M, P2M, and M2P communications, and so on, in 6G networks.
Each consumes energy, and extra attention must be paid to maintain the
balance so that the network can operate at any moment.

Data Framework: The data generated by a wide range of applications
using connected sensors must be redundancy-free. The 6G network combines
interoperated networks with data collecting, processing, and dissemination
technologies. The data collecting and computation processes aid in the
decision-making process.

The requirement frame is supported by 1. Organizational Support, 2.
Future Network evaluations 3. Security Aspects, 4. Energy Management, 5.
Time and Mobility management, and 6. Infrastructure management. To make
the network smart, both must support each other. The organization’s support
requires network architecture flexibility based on applications. Energy man-
agement encompasses the planning and production of required units while
preserving resources and reducing costs, among other things. GSM networks
are used by time and mobility management to track the devices. It also makes
use of an intelligent transportation system (ITS).

The safety and privacy of the data generated is a major priority. The
security and privacy of generated data are vital priorities, and network designs
follow these principles and processes. As the evolution from 4G to 5G to
6G continues, the future network must transition from traditional networks
to IP-based and sensor networks. Figure 2.2 depicts the essential factors the
network must address to combat this issue and develop the 6G network. These
parameters are vital when designing and analyzing data: minimal latency,
quick access to all services, good service providers, and applications that use
less energy.
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Figure 2.2 Parameters of 6G network

2.4 Applications, Enabling Technologies, and 6G Network
Design Issues

The expected 6G network has an infinite number of applications in each
field. The details of applications and enabling technologies are given in
Figure 2.3. The applications are related to the IoT and AI. Internet of
Things and ICT support for the theme of 5G and with added computational
intelligence using AI/ ML algorithms meets the requirement of 6G. The 6G
applications are unlimited and have a broad scope in several fields; including

Figure 2.3 Applications and enabling technologies of 6G
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Telemedicine and health care, Smart city, Smart Homes, Smart Transporta-
tion, Industrial IoT changed to PIoT (Industry 5.0), Smart Agriculture, Smart
e-commerce, Finance, Banking, Smart Automotive (V2X communications),
Smart Robotics and automation, Social Media, Data Security, Entertainment,
Gaming, Smart education, and Astronomy, etc. In the current pandemic of
COVID 19, AI and ML algorithms are playing a vital role in the detection
of diseases and analysis of data with security. As we know that 6G is the
integration of various technologies such as

Embedded and networked: used for V2X communications, sensor networks
for collections of data from on-field,

AI/ML: works at the top of IoT for analysis and precise computation of data
used in further references.

Green ICT: used for reduction of carbon footprints generated due to
e-garbage.

M2M, D2D Communication: in the industrial revolution, 5.0 role of M2M
and D2D communication is essential. The advanced features of IoT and
AI are embedded in all kinds of machines and devices used for network
formation and data communication.

Cloud Computing: It supports software and hardware platforms and
provides virtual data storage services.

Human Bond Communication (HBC): upcoming technology with five
human senses as Test, Smell, Touch, Sound, and Sight is used for the detec-
tion and communication of information. It is primarily helpful in health care
applications.

CONASENSE: Uses the Sensor Network for all types of communication,
location finding, Navigation, and Sensing Services used by the network and
could be the main base for 6G.

2.5 Design Issues in 6G

The difficulties are considerably greater than 6G services delivery. It is
predicted that most of the challenges with 5G would be overcome by 6G.
However, the demands are increasing at an exponential rate. As a result, the
problems of 6G are far greater than those of 5G. Figure 2.4 illustrates the 6G
network’s design issues.
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Figure 2.4 Network design issue

2.5.1 Frequency Band

The Terahertz (THz) frequency from the ultra/super-high frequency range
will be used for communication in 6G, where the wavelength is 300 µm.
However, THz signal generation is more complex and expensive due to the
more stringent standards. Moreover, for short-range transmission, attenuation
is relatively high. Therefore, new communication options are also being
investigated. VLC (Visible Light Communication) is a superior choice that
employs low-cost light-emitting diodes (LED) to attain higher frequency
bands than THz signals. However, it suffers from noise interference from
other light sources.

2.5.2 Heavy Computation

6G wireless networks are massive, complicated, and multifaceted. Here,
communication and computing will be combined. Many computations and
communication are required for automatic network configuration, traffic
management, mobility management in case of a node failure, or disaster
management. New sophisticated technologies such as edge/ fog computing,
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AI, and others will be used. The merger of these diverse mechanisms and
massive computations and communication is required for interoperability.

2.5.3 Design of Transmitter and Antenna

The 6G standard necessitates the use of highly efficient transmitter and
receiver antennas. The data rate is also influenced by the materials used
to create the antennas. Nanomaterials, bio-based materials, foams, room-
temperature manufactured materials, and ultra-low permittivity are among
the technologies being developed.

2.5.4 Delay and Reliability

The 6G data needs are 1 Tbps, and it will allow a variety of applica-
tions, including virtual/augmented reality, smart healthcare, unmanned aerial
vehicles, smart electric vehicles, and smart cities, to mention a few. These
applications need a high data throughput with negligible latency. Therefore,
smaller data packets, flat network architecture, and forward error correction
(FEC) mechanisms must be utilized to obtain a shorter end-to-end latency.
This issue must be addressed at the physical, Datalink and network layers.

2.5.5 Underwater Communication

The goal of 6G is to offer communication beneath the water. The underwater
world is complicated and unexpected, with significant signal attenuation and
equipment damage. In salty water, radio transmissions are significantly weak-
ened. As Underwater-sensor-node (USN) deployment is costly and complex,
node density must be modest. The flow and density variations in the water
will substantially affect the node mobility. The USNs require complicated
transceivers, more memory, and a vast power source (as solar power cannot
be used). They are costly. Optical fibre is the most excellent option, but it
is also the most expensive. Quantum communication is another alternative,
although it is still in its early stages of development.

2.5.6 Capacity

6G will link billions of smart gadgets and smart wearables as a part of IoT.
These IoT devices will generate enormous traffic, and maintaining the latency
of < 1 ms is a big challenge in 6G. As a result, the 6G network’s traffic
carrying capacity should be very high. The capacity of a 6G network may
be improved by increasing spectral bandwidth and its efficiency. Also, by
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utilizing novel channel coding and modulation mechanism and by reuse
of spectrum, the traffic carrying capacity of 6G can be enhanced. Adding
mobility to the nodes in the hotspot region will reduce the burden on the
node. Nevertheless, AI can deal with the problems of repositioning the node
and handing- and taking- over control.

2.5.7 Density and Cost

Density refers to the number of nodes placed per square kilometre. On the
other hand, 6G will have a greater density for a smooth and high QoE.
In congestion control, scheduling, synchronization, and failure detection,
communication costs will rise. The objective of 6G is to make services more
affordable. The economic cost of 6G will be substantial since it comprises
both non-terrestrial and terrestrial nodes. Non-terrestrial nodes are incredibly
costly as compared to terrestrial nodes. At the same time, Satellites, drones,
and other mobile nodes are highly costly non-terrestrial nodes. Launching
satellites into orbit is expensive, and their repair and maintenance are another
concern. UWS needs costly infrastructure. Furthermore, costly high-quality
equipment is required to maintain a high level of QoS/QoE.

2.5.8 Coverage

6G will rely on a low-earth orbit (LEO) satellite to reduce route loss and
transmission delay worldwide. In LEO transmission, Doppler -fluctuation,
-shift, transmission delays, and route loss issues must be considered while
deploying 6G.

2.5.9 Energy

The individual energy requirements of 6G devices are pretty high due to the
large amounts of data processing and implementation of evolving technolo-
gies like Edge and AI. Thus, the 6G-enabled devices should use cutting-edge
signal- and data-processing schemes to reduce energy consumption. For
example, low peak average power ratios (PAPR) are required to generate
novel waveforms and modulation. In addition, 6G must handle issues such
as energy harvesting, charging, and conservation.

2.5.10 Heterogeneity

The 6G network must link a wide range of smart devices, including
smartphones, smart TVs, smart watches, sensors, and self-driving cars.
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Furthermore, the communication network will change depending on the cov-
erage. It is difficult to link the entire planet with single worldwide coverage.
Therefore, heterogeneous sub-networks will be utilized for communication.
Furthermore, 6G will use diverse non-terrestrial and terrestrial communi-
cation concerning devices and communication mechanisms. Accordingly,
6G communication layered architecture needs diverse protocols to combine
multiple heterogeneous components.

2.5.11 CIA TRIAD

The essential aspects of 6G are confidentiality, integrity, and availability
(CIA). Because of THz communication, 6G is intended to provide the highest
degree of security. In addition, quantum cryptography and artificial intel-
ligence can be used to offer encryption. This might improve security in
the healthcare and financial industries. Also, 6G will be eavesdropping and
jamming proof.

2.6 Waves of Technological Developments

Wireless communication, like wired communication (optical fibre), aims to
deliver high-quality, dependable communication, and each new generation of
services implies a significant advance (or jump) in that direction. The evolu-
tion journey in technological developments added new features according to
demands from end-user and network operators, such as mobile data volumes,
number of connected devices, low latency, end-user data rates, battery life
for low power devices, reliability, and channel bandwidth, and mobility of
devices. All these parameters are essential to meet the requirement of 6G
networks as a fully Digital and Connected World providing data from flexible
service platforms. The wave of technological developments to meet the need
for 6G technology is shown in Figure 2-5.

The distinctions between 2G, 3G, 4G, 5G, and 6G are readily visible in
Table 2.1. Comparing 2G, 3G, 4G, 5G, and 6G also reveals that 6G will be
one of the most ambitious technological advances.

2.7 Proposal for 6G Enhancements

The Internet of Things (IoT) is envisioned as a combination of numerous
approaches exploited in complimentary advancements, with no single tech-
nology serving all purposes. It connects the worlds of the physical, virtual,
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Figure 2.5 Waves of technological developments

and imaginative (HBC). The integration and convergence of numerous tech-
nologies in 6G technology lead to a completely digitized and linked world.
The capabilities of the ubiquitous networks used in 6G include and are not
only limited to,

• Cooperative and communication technology
• Network addressing and identification
• Sensing and actuation
• Processing of information at hardware and software level
• Network localization
• User interfaces and auto-updates
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Table 2.1 Comparison of the evolution of technologies [1-4]

Figures 2-6 depict the road map for enhancing the user industry interface
revolution, extending functionality to 6G technology. The end-user expects
an entirely digitized and connected world of things in today’s digital environ-
ment. Conversions and integrations of smart technologies such as the Internet
of Things, Information Communication Technology, and Cloud constitute
the foundation for 5G, or fifth generation and become SMART, expressed
in Equation (1)

SMART ≈ 5 G ≈ IoT + ICT + Cloud (2.1)

5G can provide data at high rates (Gbps) and does not have communi-
cation bandwidth limitations; additionally, the infrastructure is exceptionally
flexible, allowing for a wide range of applications such as e-Health, smart
cities, and public safety in D2D and M2M interfaces with LTE-A. Further-
more, increased spectral efficiency and the capacity to store data virtually
help lessen the end-to-end delay.
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Figure 2.6 Enhancement of 6G

With the addition of data analysis in 5G and a more comprehensive range
of applications, as shown in Figure 2-6, the 6G might be a mix of many
technologies converged together and expressed as,

6G ≈ V irtual+ Imagination+Cognitive ≈ IoT + 5G+Cloud+AI/
(2.2)

Following the global deployment of 5G networks, the next-generation
network, 6G, with extremely low latency and AI capabilities, will be rec-
ommended for future evolutions. The growth of intelligence communication
will be influenced by 6G, which includes several connectivity elements such
as intelligent, deep, holographic, and ubiquitous.

2.8 Conclusions

This article explores some of the significant technologies that will make
future 6G more efficient. 6G networks seek to deliver a very high data rate and
capacity and reduce latency regardless of the number of connected devices.
There will be no decrease in QoS or QoE from the user’s perspective. In
connection to creating 6G standards, the article also links numerous tech-
nologies like AI, Cloud, Big Data, and IoT. The importance of the VHF/SHF
(THz) frequency range in a 6G network is explored. Contrasting to previous
generations and the 6th generation communication system, new use-cases
and their requirements concerning upcoming technologies are significant
contributions. The article also discusses some of the primary design chal-
lenges/requirements for a 6G network, such as computing, energy, storage,
security, etc.
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Typically, when new communication technology is introduced, it is often
referred to as a potential game-changer for the Telecommunication Service
Provider (hereafter referred to as “TSP”). This is also the situation with the
introduction of 5G. However, most of the current revenue for the TSP comes
from the transportation of bits and voice calls which limits the possibility for
additional revenue with increasing traffic. The revenue per bit has decreased
over time, while the number of bits per user has increased [1], and the
expectation of the minimum bit rate has increased [2]. This means that the
TSP needs to increase the capacity in the mobile infrastructure continues to
meet the customer demands, but it may not necessarily increase revenue [3].

3.1 5G – A Significant Market to Reap

With the introduction of 5G, a new era may come to the TSPs [4]. 5G
may be one of the key components, together with the cloudification and the
introduction of mobile edge computation, that allows the TSP to get a central
role in the digitization of the industry, e.g., via Industry 4.0, by providing the
main platform for future services to be built upon.

In 2026, Arthur D. Little predicts that the total addressable market based
on 5G will be 582 USDbn. This market potential can be realized through

45
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the support of the ongoing digitalization of society and the introduction of
new technical capabilities that may be provided through the introduction of
5G. When referring to 5G, it is essential to have in mind that 5G is not a
single release, but the term "5G" shall be considered as a denominator for the
technical capabilities that will be made available in the cellular network over
ten years until 6G will be introduced. The first commercial launches of 5G
networks were in 2019 [5].

Figure 3.1 shows that the global addressable market based on 5G varies
vertically. Furthermore, the figure shows how the revenue from the 5G related
market may be distributed when considering digitalization maturity within
each industry and how well 5G, as cellular technology, may support the future
automation within each vertical. The crucial part here is to look at the various
working processes within the industry and understand if 5G will make a real
difference in each working procedure.

Globally, it is seen from the numbers in Figure 3.1 that the most sig-
nificant market potentials are within Manufacturing and Energy & Utilities.
However, this may not be the case when focusing on the individual local
markets. It depends on the regional distribution of the industries, the general
level of digitalization, and if better alternative solutions already exist in the
individual local markets.

At the same time, it is also dependent on which roles the different players
in the individual industry vertical decide to take.

Figure 3.1 The global addressable market with 5G in 2026 identified by Ericsson & Arthur
D. Little [6]
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The TSPs can decide to become network providers, service enablers, or
service creators. The size of the market potential increases the closer to the
service creator role the operator decides to take.

To realize the market potential of 5G, the TSP plays an active role. The
TSP enables the fundamental building blocks such as providing the network
infrastructure, ensuring the cellular coverage, and applying the licensed
spectrum.

The licensed spectrum can also be rented out to the industries themselves,
challenging the role of the TSP. However, renting the spectrum, and hence
determining how to use the licensed spectrum, also comes with a set of obli-
gations as the authorities expect the licensed spectrum to be actively used [7].

Therefore, an industry that gets a licensed spectrum, compared to getting
an unlicensed spectrum, is also obliged to use the licensed spectrum. This is
putting an additional burden on the individual industries. They need to acquire
the competencies required to deploy, operate, and continuously optimize a
5G network with the network capabilities required to support the digital
processes in the individual industry.

Several different constellations can be considered when it comes to the
rollout of 5G coverage and infrastructure for a given purpose, e.g., operation
of machines on the factory floor, deploying service robots for monitoring [8],
or providing general coverage for more generic usage of cellular technol-
ogy such as smartphones, drones for logistic purpose, or infrastructure for
intelligent tractors optimizing the usage of the farm resources [9].

Two examples of these constellations are:

• A manufacturing company decides to establish a private network in the
factory using its spectrum.

• A service provider decides to use the macro network provided by the
TSP.

In the first constellation, a manufacturing company establishes a private
network. In this case, the private network is a cellular network that enables,
e.g., all production machinery to be connected wirelessly instead of, as
today, being connected via wires. Wires guarantee high reliability and low
latency, but they challenge every reconfiguration of the production process
since cables/physical connections need to be moved. Moreover, reconfiguring
cables on the production floor may pause the production for up to 6 months.

However, it will be challenging since the company needs to rent the
spectrum and acquire additional competencies to design, build, and operate
the network infrastructure.



48 5G Innovation – Using New Technical Capabilities to Explore New Use-Cases

The service provider uses the macro network for the industries’ services
in the second constellation. This could be for services like large area drone
logistics or offering an infrastructure for inspection robots. These new ser-
vices will impact the macro network with new demands to design, capacity
and capabilities, but it is the responsibility of the TSP to facilitate that the
macro network can fulfil these demands in case a service level agreement
(SLA) is signed.

A drone for logistic purposes is an excellent way to exemplify how these
new services will impact the macro network. To serve the drone efficiently, it
must be connected to a control centre, be continuously followed, and offload
its data for real-time postprocessing in the cloud. These demands come from
the fact that it shall be possible to (re)direct the individual drone dependent
on other airborne entities’ positions and get real-time access to the data.

The demands to the network will evolve due to the continuous increase
in expectations for what a good service looks like, but also due to the new
technical capabilities offered by the network, e.g., better positioning accuracy,
shorter response times, and faster bitrate.

For the 5G digitalization market to mature and release its potential,
the TSPs must understand when there is a market pull and where the 5G
technology is ready to support the different use-cases identified either by
collaboration with the ecosystem. The local market pulls and the maturity of
the 5G technology may differ from country to country, e.g., due to the local
spectrum auction, the actual 5G deployments, or the availability of alternative
technical solutions and industry readiness.

Furthermore, the TSPs need to create a product portfolio that allows them
to get positive business cases. This implies that the cost of establishing the
new capabilities shall remain attractive compared to the potential revenue of
enabling new business opportunities based on the newly enabled capabilities.

3.2 5G Use-Cases Mature Towards 6G

With the introduction of 6G, new use-cases such as high-fidelity holograms,
multi-sensory communication, and pervasive artificial intelligence (AI) are
often mentioned. But the 6G technology is not expected before 2030 [10],
and history has shown that there must be a market pull for these new use-
cases to mature. Moreover, the envisioned use-cases for 6G are far from the
network capabilities provided in today’s realized use-cases such as Mobile
Broadband, Massive/Broadband Internet of Things (IoT), and voice services
that are widely deployed using 4G.
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Figure 3.2 Development of use-cases within different verticals [6].

But there is also a timeframe of 10 years until 6G starts to materialize.
These ten years shall be used to materialize the visions and ideas with 5G,
visions and ideas that are much closer to the services expected with 6G
than the services that have been materialized throughout the development
of 4G.

Examples of how use-cases are going mature within the different industry
verticals are shown in Figure 3.2. An example of how services can become
more intelligent is the development of new services related to Automotive.
For example, some current use-cases cover Over-the-air SW updates and
enable in-car Wi-Fi hotspots.

On the road to 5G, cellular technology is expected to enable services
like predictive vehicle maintenance due to real-time access to cloud data
resources. Furthermore, when 5G is fully matured, it is expected that the
capabilities of 5G can provide a platform for autonomous vehicle control.

Another vertical often mentioned in 5G is healthcare, where the use-case
develops from remote patient monitoring via telesurgery to remote robotic
surgery. Again, this development shows a significant shift from currently
thought services to more futuristic, but not impossible, benefits due to the
improvement of the 5G technology.

To unleash the potential of 5G, it is essential to demonstrate the dif-
ferent aspects of 5G in different use-cases. The demonstration phase is a
fair assumption that the technology can provide the necessary reliability
and support an increasing number of devices. During the time it takes for
the use-case to mature from demonstration mock-up to actual commercial
products, the technology has evolved, and hence the products to be launched
are supported concerning network capabilities and service experience.

To determine whether a use case needs 5G or if 4G will be enough, it is
paramount to consider the requirements concerning latency and throughput.
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Figure 3.3 Bandwidth and latency demands from various use-cases and whether they can be
implemented via 4G or 5G.

Source: Nokia

However, latency and throughput are not the only dimensions to consider
when evaluating whether to use 4G or use 5G to realise the use case.

Several use-cases have been mapped in Figure 3.3 concerning latency and
bitrate requirements against the capabilities in 4G and 5G to show which type
of use-case that can be realized in the current 4G network and which use-cases
require the new stuff that can be provided via the 5G technology.

Use-cases like smart meters, tolling, traffic control, and 4K video stream-
ing are all possible today with the existing capabilities of 4G, while 5G is
needed to meet the capacity demands of the mobile network as the usage of
these services is going to increase. Therefore, the maximum user bitrate on
4G is indicated to be 150 Mbps. The 150 Mbps reflects the peak rate available
on a single 20 MHz frequency carrier. Of course, 4G can offer much higher
bitrates through higher modulation and carrier aggregation, but it is essential
to remember that the 150 Mbps is the user bitrate and not the peak rate
of 4G.

More bandwidth-demanding services like 360 degrees high-resolution
video service will require a bitrate higher than 150 Mbps, hence 5G. At
the same time, enabling latency lower than currently is achievable in 4G
allows for new use-cases within industrial automation, e.g., cutting the cables
between the machines on the factory floor, allowing for more agile production
processes.
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Some new services put requirements on both shorter latency and higher
bitrate. For example, new services could be teleoperation based on haptic
VR or 360 degrees VR. Sometimes new use-cases are being developed
further, e.g., by combining haptic VR and Augmented reality, offering user
experiences with dragons flying around the stadium or the possibility to select
which player you would like to follow in the field.

Figure 3.4 adds other dimensions to the use-cases beyond the latency and
bandwidth dimension shown in Figure 3.3. In preparing the network for the
new use-cases, it is also essential to consider the number of devices and the
demand for stability.

How widely the different services can be made available depends on the
rollout of the 5G network infrastructure. The deployment of a 5G network
varies from country to country and city to city. Therefore, the local rollout
impacts the user experience as it may vary due to the different density of radio
sites and allocation of the spectrum on the individual sites. This is important
to have in mind, as the capability of the network to support the new use-cases
foreseen with 5G does not only depends on the rollout of the 5G infrastructure
but also on how well the network is dimensioned to meet both the traffic load
from existing services, their growth rate as well as the demands coming from
the introduction of the new services.

Figure 3.4 Use-case mapping according to its demand to speed, latency/stability, and the
number of devices.
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3.3 The Major Performance Differences between 4G and
5G

There is a vast diversity in the use-cases being enabled by introducing the 5G
technology due to the multi-dimensioned development of the cellular network
capabilities in the transition from 4G to 5G, as indicated in Figure 3.4.

Figure 3.5 shows the significant differences between the expectations for
4G and 5G. The inner-circle represents the expectations for IMT-Advanced
(or 4G). It may be noticed that some of the expectations for 4G have been
exceeded, such as downlink bitrates above 1 Gbps (e.g., in TDC Net’s 4G
infrastructure [11]) or the accelerated support for massive IoT with the launch
of NB-IoT and LTE-M in 3GPP Rel 13 [12].

The expectations for the performance levels in 5G in 2030 are shown
in the outer circle, here shown as IMT-2020. The numbers indicate which
performance levels could be expected as 5G matures, but the possible values
depend on the progress in the standardization bodies, like 3GPP, and the
market demands.

When considering the different parameters, they are here considered as
individuals. Multiple of them will be used in combination in most use-cases,
but they are mentioned as individual parameters here.

• Connection density (devices/km2) represents that many devices will be
connected to the network. The increase in the number of devices appears
with the introduction of more intelligent services, beyond the smart-
phone and basic tagging IoT services, like an increasing amount of mon-
itoring devices (on the body, in the building, etc.) and the use of robots
for various purposes, e.g., delivery robots, service robots, drones, etc.

• Latency is expected to go down towards 1 ms to support a fast reaction
time. But the demand for latency is not only about short latency but
also about controllable latency. 5G enables bounded latency. This ability
provides much value to use-cases since a bounded latency helps the
producer of, e.g., the robots, compensate for the variations in latency
in the application development.

• Mobility is expected to increase from 350 km/h to 500 km/h, supporting
high-speed trains, fast drones, etc.

• User experience data rate is expected to increase ten times from 10
Mbps to 100 Mbps. 15 Mbps is enough for 4K streaming on most
smartphones, but the demands increase due to broader viewing areas
and better resolution on the screen, e.g., larger displays on smartphones
or 8K 360 degrees views in special glasses.
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Figure 3.5 The ambition for the technical parameters within IMT advanced (4G) and IMT-
2020 (5G)

• The increase in peak data rate to 20 Gbps will support the increasing
demand for capacity.

For the network to provide these excessive performance capabilities, the
network technology needs to be improved compared to the implementation
of today.

• The spectrum efficiency is expected to increase by 3x due to better cod-
ing. Furthermore, with 5G is possible to access the frequency spectrum
up to 100 GHz.

• The Network energy efficiency will be increased to match the more sus-
tainable handling of the increasing traffic. The entire telecommunication
industry is responsible for 1.5 % of the total CO2 emission [13]. With
the introduction of 5G, studies have shown that the traffic in the mobile
infrastructure can increase, and still, the CO2 emission will be lower
than today’s emission from 4G [14].

• Area traffic capacity is expected to increase 100x times, ensuring that the
total power (from new features, more sites, more spectrum) can meet the
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foreseen increase in data traffic (with a 40 % increase per year, the total
traffic will increase by a factor of ∼30x over ten years).

Figure 3.6 illustrates some of the main capabilities expected to be part of the
5G standardization today, in the short term, the mid-term, and 3GPP releases,
including the first flavours of 6G. It is not a committed roadmap for what
will happen, but it gives an idea of some of the focus areas expected to be
considered in the ongoing standardization of the 5G technology. For example,
in release 16, one of the critical elements is the introduction of a 5G Stand
Alone Core (referred to as 5GC) and offering accurate Network Slicing.

In 3GPP Rel 17 and 18, frequency bands above 52.6 GHz and NR light are
being introduced. Accessing higher frequency bands increases the potential
capacity and bitrate at the cell level. The NR-Light IoT standard offers IoT
devices with less capability than a typical NR device and reduced energy con-
sumption. In addition, the NR-Light devices have been simplified by reducing
the number of transmission/reception antennas on the device side, reducing
the minimum required bandwidth, and supporting devices only capable of
half-duplex operation in the paired spectrum. The idea with NR-Light is to
address new types of use-cases in Industrial IoT, such as:

• Industrial wireless sensors with low latency (5-10ms) and medium data
rate (<2 Mbps)

• Medium to high data rate (2-25 Mbps) video transmission
• High data-rate wearables (5-50 Mbps) with long battery life (1-2 weeks)

In 3GPP Rel 19 and Rel 20, some of the new features are the highly accurate
positioning (< 1m) and the integration to non-cellular technologies, while the
introduction of 6G is expected to provide even higher speed, better accuracy,
lower latency opening for even more advanced use-cases.

Figure 3.6 Overview of 3GPP Rel 15 to 3GPP R22 towards 6G
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With the improvements in 5G technology compared to the capabilities
in 4G, the 5G technology provides new capabilities that can be used for
new use-cases. These new use-cases can be the digitalization of current
manual processes, a wireless representation of currently wired use-cases,
or simply slight improvements of the well-known use-cases such as mobile
voice, mobile data, and mobile IoT meeting the increasing demands from the
end-users.

3.4 Innovation Hubs: Key to the Success of 5G

The introduction of 5G provides several new technical opportunities that
are very different from the typical cellular network use. Furthermore, the
announcement of 5G being nationally available in Denmark [15] has re-
initiated the digitalization process by creating a need for cellular-based
services that in principle could have been realized in 4G.

For 5G to materialize beyond mobile broadband and voice, there must
be a decisive driving factor for the extended capabilities, either in the form
of a market pull from a large service provider like Apple’s introduction of
the iPhone or a market push from the TSPs capturing a more significant
part of the value chain and not only remain the bit-pipe provider. If the
TSPs remain a bit pipe provider, there is a risk that the development of the
telecommunication infrastructure will happen based on a minimum set of
requirements that only ensure a good user experience for services like the
ones that are possible today.

As part of the investigation on how the TSPs can get a more active
role in the 5G eco-system, several operators have created “Innovation Hub”
concepts, e.g., Vodafone (Digital Innovation Hub [16]), TDC (5G Innovation
Hub [17]) or Telia (Division X [18]).

Their purpose is to make 5G tangible by implementing new use cases and
driving the surrounding ecosystems into new business development. This is
done by:

• Developing new use-cases for new 5G business opportunities related to
current and future network capabilities.

• Leveraging the home-market ecosystem and engaging with enterprises,
academia, 5G communities, and experts to identify where the TSP can
take an active role and formulate a commercial product.

• Guiding the 5G Innovation roadmap in a strategic partnership with
the network technology vendors to materialize use-cases before the
commercial launch of the new capabilities.
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• Supporting communication to impact 5G perception internally and
externally through knowledge sharing and inspirational talks.

An example of how an Innovation Hub has been developing new 5G business
opportunities in the dialogue with the industry verticals about the require-
ments for shorter latency. The dialogue has shown significant differences
between latency requirements for applications on the factory floor compared
to the latencies required for 5G controllable robots performing inspection,
even though their speed may be similar.

For the factory floor, the latency range must be below 10 ms, while for
the 5G controllable robot, the latency must be below, e.g., 300 ms. The latter
has been demonstrated at H.C. Andersen Airport in Denmark, where the four-
legged robot dog SPOT from Boston Dynamics has been controlled via 5G
performing inspection along the airport’s fence [8].

Even though the trial with SPOT was about the inspection of the fence
around H.C Andersen’s airport, the fact that the robot can be remotely
controlled using 5G has led to several equivalent use-cases, like robots in
the construction sector and cleaning robots in cities, that can all be handled
by the 5G macro network.

In other words, in the case of the SPOT robot and similar use-cases, the
5G macro network has the true power to remove the short leash implied by
Wi-Fi’s requirement of having a robot’s controller next to it.

The 5G macro network can enable robotics to become truly autonomous.
Through genuine engagement with the ecosystem, the Innovation Hubs

can identify the use-cases that can be realized in a reasonable timeframe,
which varies from industry vertical to industry vertical depending on the
technical demands and the market potentials.

3.5 3GPP Rel 16 and Rel 17, The First True 5G Releases

5G was introduced with 3GPP Rel 15. The 5G-related improvements were
mainly at the radio interface with a new radio (NR) Interface built upon
advanced channel coding, sub-6 GHz with massive MIMO, mobile mmWave,
and scalable OFDM-based air interface. These improvements provide more
capacity and higher speed, so the 3GPP Rel 15 mainly focuses on enhanced
mobile broadband (eMBB) services such as higher data rates for smartphones
or even the introduction of fixed wireless access (FWA).

In addition to the improvements on the radio interface, 3GPP Rel 15
introduced the ability to combine the 5G NR with the current 4G Core
by using 4G as the control channel into the 4G EPC with 5G NR for the
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User Plane. Thus, at this moment, the terminals can combine the usage of
frequency bands dedicated for either 4G or 5G, even though the functionality
is limited to the 4G Core capabilities.

On the core side, the evolution with 3GPP Rel 15 was mainly limited to
the ongoing “Softwarization”, replacing the dedicated physical hardware with
similar functions in software that can now be executed on general-purpose
hardware.

Even though the introduction of 3GPP Rel 15 is mainly about reducing
the latency on the radio interface and adding additional frequency bands that
improve both the downlink bitrate and the uplink bitrate, the commercial
launch of 5G, like for TDC Net, provides a platform for discussion of the
possibilities for innovation due to its nationwide presence. Furthermore, this
dialogue with the ecosystem can lead to a better understanding of how to
transform the capabilities of 5G into new commercial products, such as better
internet connection in trains from Swisscom [19] or applications for smart
cities [20].

This means that the innovation aspect is not limited to what is available
with currently implemented versions of 5G, but the new use-cases are also
forward-looking towards what will be available with 3GPP Rel 16 and 3GPP
Rel 17. Of course, in parallel to the addition of new capabilities, the new
releases will include improvements to existing capabilities, but this is not the
focus here in the chapter.

With the introduction of 3GPP Rel 16, as the first actual 5G release,
the network topologic changes from a non-standalone core to a standalone
core. As a result of this, Network Slicing becomes genuinely available,
and allows the TSPs to more efficiently assign resources for the various
service, e.g., EDGE for short latency, high amount of spectrum bandwidth
for extreme bitrates or assign a more reliable transmission path to provide a
communication platform with high reliability.

On top of this, the 3GPP Rel 16 opens for:

• 5G NR Industrial IoT with eURLLC reduces latency and improves the
reliability of critical IoT services.

• 5G NR Cellular V2X for interaction between vehicles or between the
vehicle and its surrounding infrastructure. With 5G, it is expected that
the degree of interconnectivity will increase and enable more advanced
use-cases.

• 5G NR in the unlicensed spectrum allows the unlicensed band to be used
for additional capacity.
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• 5G broadcast, and potentially better coordination between broadcasters
and TSPs, allowing broadcasters to access the multitude of streaming
platforms fed through TSPs’ cellular network(s) and for the TSPs to use
broadcasters’ spectrum for broadcasted content.

• 5G massive IoT supports the expected number of IoT devices signifi-
cantly higher than feasible with NB-IoT and LTE-M.

• Positioning across use-cases, and hence positioning accuracy beyond
cell level.

• Integrated access backhaul (IAB) enables that part of the spectrum used
in the cell can be assigned as transmission resources.

It is difficult to predict which new capabilities are the most exciting additions
to 3GPP Rel 16 from a use-case perspective and business potential point of
view. However, it may be the improved positioning accuracy, cellular V2X,
and eURLLC. These seem to be the most interesting ones as they are essential
for driving the development of new use-cases within service, monitoring, and
logistic robots that can be applied in most industry verticals at ground level
and above.

In the study items listed for 3GPP Rel 17, some of the additions
mentioned are

• P2V (person to vehicle) and IoT relay. These features may enable better
user interaction with the vehicle and improve the coverage range.

• New spectrum above 52.8 GHz to address spectrum bands up to 100
GHz.

• NR-lights, e.g., wearables, and industrial sensors, close the gap between
LTE-M and smartphones.

• Centimetre accuracy in very focused areas where mmWave can be used
to connect to, e.g., Industrial IoT (IIoT) devices.

Predicting which new features in 3GPP Rel 17 are most interesting in new
use-cases is too early as it will depend on the market pull and the will-
ingness to pay for the services being developed as part of 3GPP Rel 16
implementation.

3.6 Service-Based Architecture: An Enabler for New
Use-Cases

Until recently, the mobile core network was considered one monolithic net-
work established on purpose-built hardware for the individual parts of the
mobile core.
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The introduction of cloud/NFV/SDN functionality and later orchestration
and programmable APIs enabled the virtualization of the core and RAN func-
tions. It resulted in a general-purpose hardware platform, while the specific
features and functionality in the mobile infrastructure were implemented in a
software platform (see Figure 3.7).

The functionality of very different core components can run on the same
hardware platform, thereby providing a comprehensive platform for a more
flexible design of the cellular infrastructure. As a result, the cloud concept
is introduced in telecommunication networks giving the ability to move the
network functionality within the cloud network and transport.

Furthermore, data centres and edge computation capabilities are intro-
duced in the network allowing the core functionality to be placed closer to
the network’s edge. The distance between the end-user and the mobile core
functionality is significantly shortened.

The introduction of data centres and edge computing opens for new short-
latency services using the computational power in the cloud, closer to end-
users than ever before. New short-latency benefits can be realized due to the
shorter distance obtainable inherited by distributing the core functionality.
The usage of the edge cloud enables higher bandwidth and better response
times. The application/customer feels like the data is stored/processed locally
at the device even though the data is processed in the cloud.

The virtualization of the mobile core functionalities gave the foundation
for the Service Based Architecture as part of 3GPP Rel 15/16 with the
introduction of 5G Core. In the 3GPP Rel 15/16, the telecommunication
network functions can be exposed to the end-users allowing for unprece-
dented flexibility around new service creation. In principle, the service based
architecture (SBA) is built like a bus architecture enabling all the different
functionalities to get the most accessible access to all other functionali-
ties in the core. This opens for a more flexible design of new services
that can be offered to the end-users, and these new services can easier be
upgraded with the latest available features. Due to the Softwarization of the
different functionalities and the introduction of Cloud Native concepts, the
upgrade processes have changed. Individual software components can now
be upgraded more often than before where the special purpose-built hardware
needs to be replaced as part of the upgrade.

With Service Based Architecture, the functionality in the core is split into
a User Plane, a Control Plane, and a Data Layer, see Figure 3.9. Therefore,
service-Based Architecture is defined in Control Plane and Data Layers. The
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Figure 3.7 Evolution of the mobile core network from monolithic hardware, enabled
by Cloud/NFV/SDN technologies, to NFV based platform built on orchestration and pro-
grammable APIs.

following will focus on the 5G specific parts, but naturally, 4G parts, SGI-
LAN functions, and Security functions are crucial parts of a well-functioning
cellular network infrastructure.

3GPP defines Network Functions and the interaction necessary between
them. Implementation of functionality into products/software is left to the
vendor community. It is common for vendors to combine 3GPP-defined
Network Functions into products enabling more flexibility. The example
shown in Figure 3.8 is one such approach by Ericsson.

The User Plane consists of packet core gateways (PCG) that forward user
data (payload) between the RAN and the internet. For example, Figure 3.8
shows that the specific 5G part is the UPF (User Plane Function).

In the example, the Control Plane consists of (Pure 4G Nodes are not
explained):

• A Cloud Core Resource Controller was built up by the network slicing
selection function (NSSF) and the network repository function (NRF).

• A Cloud Core Subscription Manager built up by the user data manage-
ment (UDM), the authentication server function (AUSF), and the 5G
equipment identity register (5G-EIR).

• A Cloud Core Exposure Server consists of a network exposure function
(NEF).
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Figure 3.8 Overview of the different components in a service-based architecture (an
example from Ericsson based on 5G dual-mode core – EPC and 5GC)

• A Packet Core Controller consists of an access and mobility manage-
ment function (AMF) and an session management function (SMF).

• A Signaling Controller consists of a security edge protection proxy
(SEPP), a binding support function (BSF), and an service communica-
tion proxy (SCP).

The third layer in the Service Based Architecture is the Data layer. The Data
Layer includes the Cloud Core Data and the Storage Manager established
with the UDSF (User Data Service Function) and the UDR (User Data
Repository).

The Softwarization of the mobile core and the mobile RAN functionalities
enables a more flexible design.

With the introduction of a Service-Based Architecture and the network’s
cloudification, the data centres’ deployment becomes more flexible, as shown
in Figure 3.9. Instead of having a limited number of core locations, the mobile
core node functionality will be deployed across the network spanning the
Cloud Data Centers and the access network. Furthermore, the cloudification
of the network does also provide a platform for introducing Cloud RAN.
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The telecommunication network benefits from the flexible placement of
the data centres, not only for telco Network Functions but also for fulfilling
new requirements from the end-user/enterprise applications such as lower
latency, higher throughput, and improved reliability.

“Softwarization” of Network Functions will drive cloud enhancements
and availability. This will directly benefit future end-user/enterprise use cases
due to the ability to place computational power and mobile core functionality
where needed, facilitated by Edge Computing.

A critical aspect of cloudification is the better utilization of the different
resources due to better coordination on how and when the network resources
are being used. This is realized by better operational methods, e.g., via
machine learning and artificial intelligence.

The other aspect, which is the primary focus of this section, is offering
new and smarter services.

These new services could relate to the smart building, the smart fac-
tory, and intelligent self-driving/remotely controlled vehicles, as shown in
Figure 3.9.

One of the fascinating aspects of Service Based Architecture is exposing
network capabilities to the end-users. Drone inspection could be a use-case
that may benefit from this since the requirements to the network from the
drone depend on where it is in its mission:

• For take-off and flying to the area of inspection, accurate information
of the actual position is essential to manoeuvre the drone relative to the
other flying objects. At the same time, the demand for the uplink bitrate

Figure 3.9 Location of regional data centers provides more than short latency
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is limited since the purpose of the pictures being sent is only to identify
if there is an obstacle on the flying path.

• When arriving at the inspection area, the uplink bitrate demand increases
since high-quality pictures are essential to identify if maintenance activ-
ities are required. However, the need for accurate positioning may be
lower since the drone is expected to be manually controlled when close
to the inspection target.

• On the return to the landing zone, and while the drone performs an
automatic flight, the demands for the positioning accuracy increase to
manoeuvre the drone relative to other flying objects, while the picture
resolution can be decreased.

In this case, exposing the capabilities is essential as it allows the drone
operator to access the capabilities required for the individual parts of the
mission. At the same time, it provides an advantage to the TSP as it minimizes
the need for network capacity resources.

3.7 Network Slicing: Efficiently offer QoS and
Customization

In Figure 3.7, NFV was introduced as the first step after submitting one
monolithic network. The subsequent step to the NFV is Network Slicing,
as shown in Figure 3.10. 5G Network Slicing was introduced in 3GPP Rel
15. 3GPP mandates that a 5G network must at least have one Network Slice.
Network Slicing is expected to be widely deployed as a part of 3GPP Rel.
16 enhancements. The Network Slicing concept enables optimized resource
orchestration provided by automation and network programmability, enabled
by holistic policy framework, analytics, and information models.

Furthermore, with Network Slicing and the introduction of logical, iso-
lated end-2-end networks running on shared infrastructure, varying network
architectures are possible. Flexible architectures, yet all running on the same
underlying infrastructure, allow meeting diverse, often conflicting require-
ments, offering additional security isolation if required while maintaining
efficiencies.

Network Slicing is often referred to as a feature of the 5G Core introduced
in 3GPP Rel 15. In reality, Network Slicing has been possible earlier. In
previous versions of the cellular technology, one of the challenges has been
that it has been necessary to build up a physical core for the mobile broadband
traffic and another physical core for the IoT traffic. IoT in the past, has
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Figure 3.10 Development of the mobile core network from the intermediate step with
NFV to the target network based on service based architecture and network slicing to offer
telecommunication network functions delivered as a service

been mainly IoT applications with minimal data demands, such as smart
meters (measuring temperature, water consumption, etc.) or parking solutions
registering whether there was a car parked at a given parking lot.

As part of the roll-out of 5G, it is expected that the IoT applications will
become more intelligent. Hence, the applications imply remote control of
robots that needs a bounded latency (and therefore no allowance for latency
outliers) or drones flying beyond visual line of sight where the connection to
the drone is mandatory for the drone to remain airborne.

Other more advanced IoT applications could be service robots, self-
driving trains, self-controlled mining trucks, or even applications based on
AR/VR that put requirements both on reliability, data bandwidth, and latency.

An overview is shown in Figure 3.11, where several different use-cases
and their mapping into the categories Massive IoT, Broadband IoT, Critical
IoT, and Industrial Automation IoT. All these use-case categories put very
other requirements on the infrastructure.

For the TSPs to offer these services without over-investing in the telecom-
munication infrastructure, Network Slicing is a way forward as it allows the
different types of traffic profiles to be disaggregated. The alternative would
be to build excessive capacity, so there is enough capacity in rare cases where
the service requirements are stringent for the IoT devices to work correctly.
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Figure 3.11 One network – multiple use-cases and industries
(Source: Ericsson)

The consequence of not adding capacity to the network is that there will
not be the capacity to simultaneously fulfil the demands of bitrate, latency,
and reliability.

Figure 3.12 illustrates different services that set additional throughput and
latency requirements. Latency requirements above 20 ms are considered typ-
ical latency, while latency requirements between 5 and 20 ms are considered
low. When a latency requirement is 1 ms to 5 ms, it is regarded as ultra-low
latency.

The requirements can be fulfilled by setting up logical end-to-end (E2E)
networks with shorter or longer delays depending on how the signal is

Figure 3.12 Examples of different services with different requirements concerning through-
put and latency (RTT)
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Figure 3.13 Recipe - E2E solution for network slicing

routed through the given logical network (impacts the latency) and by assign-
ing more or fewer capacity resources to the individual slices (impacts the
throughput). For services related to public safety, low latency services, or
broadband IoT, there may be a need to introduce Edge computing to meet the
resource demands for the services to work correctly.

Several design decisions need to be taken to design a slice, e.g., for trains.
For the train case in Figure 3.13, the first decision is whether the coverage
shall be provided by the entire macro network or only cells close to the train
rails. The next decision is about the Quality Index (5QI – 5G QoS Identifier)
and the quality demands of the service slice. Then each slice can decide to
get a partitioning of the radio interface and how it shall be agreed against
interference. On the core side, it shall be decided which level of isolation is
required. It also needs to be decided if the User Plane shall be close to the
UE or if all User Plane data can be transferred via the regional data centre.
Finally, the orchestration and assurance are done outside the slice.

Each UE/device can simultaneously connect via (up to) 8 Network Slices,
so different services at the device can get their slice with the characteristics
needed for a given service. An example is a drone where the drone needs one
slice for its command & control channel and one slice for the video feed from
the camera to the servers in the cloud.

In principle, it is possible to make a slice for both different services
and different areas. Figure 3.14 shows an example of four different slices
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Figure 3.14 Example of slicing in wide-area/area-limited deployments

(A, B, C, and D), each slice covering a smaller or larger area. For example,
slice D targets a stadium, or a hotspot location, where there is a need for high
bandwidth and very short latency to provide the necessary capacity to offer
exceptional services. The slice C is for high availability, mainly supporting
stationary devices in, e.g., a smart factory. The slice B is a mobility-enabled
low-latency slide for logistics, while slice A is for non-critical MBB service.

This means that Network Slices can be configured to support a given
service type everywhere in the network or be dedicated to offering capacity
or special characteristics to a limited area like a stadium or along metro
tracks.

3.8 Conclusions

The 5G technology offers new capabilities that enable new use-cases and,
thereby, new services to the consumer market and the industry verticals.
Furthermore, the performance on 5G will be superior in all dimensions
compared to the performance in 4G.

The total market potential for 5G in 2026 is expected to be 582 USDbn on
the global market, which can only be realized through the careful introduction
of the new features to the various industry verticals by showing how 5G can
be a benefit in the digitalization processes. At the same time, the TSPs must
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Figure 3.15 Different industry verticals may have different demands for critical IoT and
industrial automation IoT services

understand how to monetize these new capabilities. This is a prerequisite to
avoid that the new 5G capabilities are only used for capacity expansion to
meet the increasing amount of data generated by Over Top players’ applica-
tions and the continuous development of smartphones (larger screens, higher
resolution).

With the introduction of 5G, new capabilities will be enabled to extend
the IoT use-cases and include Critical IoT and Industrial automation IoT, use-
cases that have not been possible with the 4G technology, see Figure 3.15.
Alongside enabling Critical IoT and Industrial automation IoT, enhancements
are also expected within Massive IoT and Broadband IoT to support the
ongoing commercialization of services herein. Within Massive IoT, the tech-
nologies NB-IoT and LTE-M will evolve, while for Broadband IoT, 5G NR
and 5GC will improve the performance compared to Broadband IoT solutions
based on 4G.

As shown in Figure 3.15, every industry vertical has use-cases that benefit
from technical capabilities in Critical IoT. However, the individual use-cases
within may have different technical requirements that can still be quantified
and understood. In this work, the Innovation Hubs can get a central role
through the different pilots and provide feedback to the network infrastructure
equipment vendors and the industry deploying the individual use-cases.

The initial use-cases in 5G do not require sub ms latency or a peak rate
of 20 Gbps, but they require controllable performance, e.g. the SPOT Robot
that needs a latency exceeds 300 ms or the drone that requires to be always
reachable from the controlling platform.

The intention here has been to elaborate on the capabilities available in the
near term 3GPP release, such as 3GPP Rel 16 and 17. In addition, it has been
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attempted to exemplify the capabilities through different use-case examples,
e.g., the steering of the SPOT Robot and a typical mission for a drone.

5G may not be the only technology to enable these new use-cases.
Furthermore, the 5G network infrastructure demands from the use-cases
are heavily dependent on the practical implementation of the individual
use-cases, e.g., whether the postprocessing of the captured data is expected
to be done locally at the device or in the cloud. Another thing is the require-
ment for positioning accuracy, whether done via GPS at the device or by
introducing accurate positioning from the cellular network.

In the monetization of the new 5G enabled services, the TSPs may be
challenged that customers are used to buying access to the network, amount
of voice minutes and SMS, today primarily free, and a certain amount of
data, but they have limited experience of buying a guarantee for how the
voice and how the data will be delivered. With the introduction of 5G and
the ability to offer QoS based products and as a result of this supporting new
use-case within Critical IoT and Industrial IoT, it becomes necessary for the
customer and operators to agree on new business models where the customers
pay for a guarantee, and the operator can document how well the services
have been delivered with the agreed end-to-end scope. Even though today’s
networks have superior performance already, going after the support of new
use cases and specifically beyond best effort will require new investments.
These investments must be justified as part of enabling customers to apply
new usages of the cellular technologies and for the TSPs to prepare the
infrastructure for these new services.

It is hearting to see that many Industry Verticals, e.g., manufacturing
with 5G ACIA [21], Automotive with 5GAA, Railway with 5GRAIL [22],
and Media with 5G-RECORDS [23], unite to drive requirements in Cellular
technologies via 3GPP. As described, Rel. 16/17 and 18 have much industrial
focus. However, it is probably good advice for just starting work on the 6G
journey, that besides new cellular enhancements in architecture and Radio
technologies, the cross-industry focus is needed to capture new value beyond
eMBB strategically.

The 3GPP community has been excellent historically to unite around and
create global opportunities. The benefits that cellular technology provided for
humanity with the facilitation of the Smartphone revolution are possible for
the future machines. However, this will require further refocus from many
pure architecture/cost efficiencies driven discussions to acute focus on end-
user/vertical needs discussions ensuring that the future 6G architecture is also
natively built with Industries in mind.
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We have seen tremendous societal changes and political policies to gen-
erate opportunities for new businesses and jobs addressing technological
advancements, including Green Deal, Digitalization, Cyber Security, Industry
4.0, and Economy. PV-Systems on the roof or CHPs in buildings’ cellars
emerged as a critical Green Deal example to support the deployment of
decentralized energy production. Digitalization among different verticals
is foreseen as an essential aspect of future communication and business
models with varying requirements. For instance, digitalization of Real-estate
falls in the category of managed services demanding low-cost, low-rate,
low-power, and long-range, the industrial applications require ultra-reliable
low-latency communication (URLLC), whereas the entertainment services
demand highspeed links. Radio technologies like Bluetooth LE, ZigBee,
EnOcean, Z-Wave, and KNX-RF are used for local data generation and
distribution using sensors, actuators, and meters. In contrast, local trans-
mission gateway platforms with IoT radio technologies are used to deploy
applications on the Cloud servers and enable data transmission. An efficient
control, monitoring, and metering systems are essential for the digitization
of electrical equipment and monitoring system state parameters in real-time.
Thus, these applications require control, monitoring, and metering sensors,
actuators, and meters capable of communication in distributed real-time
computing platforms (gateways). Data from such sensors and meters serves
as an input for many model predictive artificial intelligence (AI) algorithms
to build real-time decisive/interactive future systems. This chapter proposes a
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gateway platform with some examples of future digital applications supported
by future mobile communication systems [1].

4.1 Introduction

The evolving technologies are meant to serve humankind with ease of access
and control. Figure 4.1 illustrates some of the recommended considerations
to follow when one works towards developing new technologies and system
concepts.

The world is moving toward a sustainable version to support a better
quality of life. Loads of re-engineering are taking place in various sectors
to reduce carbon emissions. Fossil fuels and nuclear power are the primary
sources of generating electricity. Twenty-six percent of greenhouse gas emis-
sions recorded worldwide are associated with electricity generation, which
thus, makes it incompatible with sustainable development goals. It is essential
to massive renewable energy expansion to achieve the 2-degree target to limit
global warming. Varying climate changes in different parts of the world have
resulted in high social and economic costs, such as rising sea levels and per-
sistent droughts. Some disasterous changes include the events in Fukushima
(2011) and Chornobyl (1986), which shows the significant and irreversible
consequences of nuclear power on today’s and all future generations. Also,
the extraction of uranium and fossil fuels has high environmental impacts.
Therefore, there is a dire need to switch to renewable energy-based electricity
generation. The ecological risks and consequential costs are reduced with
renewable energy expansion. Recently, we have found a drop in renewable
power generation costs and a spike in the competition. The price of fossil

Figure 4.1 Considerations to support technology.
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fuels and uranium has increased and is expected to increase further. Thus,
renewable energy generation is emerging as a sustainable, cost-effective
option in the foreseeable future.

The world markets for renewable energy technologies are booming, and
a race has already broken out for the leading position in these markets.
Countries that promote renewable energy early are in a favorable position
[2]. The CO2 emissions worldwide between 1960 and 2019 are illustrated
in Figure 4.2, and the CO2 emissions from households are shown in Figure
4.3. The CO2 accounted from households is categorized primarily into living,
traffic, and nutition. Living recorded about 36%, while the other two main
categories accounted for 26,6% (traffic) and 12,3% (nutrition). Thus, we can
conclude that humans contribute to about 75% of the private household’s
CO2 footprint. Other major contributors to the CO2 footprint are industry
and energy. The industry is working hard to reduce its CO2 footprint, often in
common concepts with Industry 4.0 deployment, and the energy footprint
can be reduced most by using renewable energy production technologies.
Reducing CO2 emissions in buildings and using buildings for local energy
production must play an essential role in making our environment greener.
For local energy production and energy management, a low-cost and efficient
communication network inside and outside the building is necessary [1].

The evolution of mobile wireless communication systems from the
second generation to the recent fifth generation has changed how people

Figure 4.2 CO2 emissions per heat worldwide 1960 -2019
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Figure 4.3 CO2 emissions per household

Figure 4.4 Enabling business opportunities and O&M considerations

communicate. Mobile phones are integral parts of our lives daily. It is often
quoted that "with a smartphone, you can do almost anything today, but also
make calls." It has resulted in many valuable applications to track, monitor
and control things around us.

Figure 4.4 has mapped some of the enabling business opportunities
with innovative services and new business models and the considerations to
improve associated. Operations and management issues.
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4.2 Applications to Reduce CO2 in Buildings, Urban
Districts, and Cities

Today, buildings in urban districts and cities produce a lot of CO2 for a living
(see Figure 4.5) and will have to be given more significant consideration
in future emission targets. Therefore, using new technologies and providing
appropriate communication networks are essential. Especially the installation
of data networks in existing buildings is often a big hurdle. Therefore,
internal and external mobile data networks are cost-effective solutions. For
CO2 reduction concepts in structures, digitalization plays an important role.
New digital technologies, renewable local energy production systems, and
communication networks must be deployed in real estate. In buildings, the
following communication technologies should be available:

• Different mobile communication standards for data transmission,
• IoT networks (Figure 4.5) and
• Fixed networks standards (Figure 4.6).

The goal is to find out different architectures for a common Commu-
nication Platform (IoT, mobile, and fixed networks best merge) to manage
applications for CO2 reduction within the building.

Figure 4.5 Mobile communication standards in buildings and IoT networks



80 From 5G Technology to 6G Green Deals

Figure 4.6 Fixed networks standards in buildings [5]

Figure 4.7 shows a combination of fixed, mobile, and IoT devices as
a holistic communication network. The goal for the future and 6G should
be to get all the services for the digitalization in buildings (e.g., energy
management, monitoring) from one operator to a thrifty prize.

Local data generation in the Smart Home/buildings/urban districts/cities
from sensors, actuators, and meters should use suitable radio technologies,
e.g., Bluetooth LE, ZigBee, EnOcean, Z-Wave, KNX-RF. Data transmission
to external clouds, where the applications could be deployed, should be
managed by central transmission via gateways and mobile networks. Local
date generation can be controlled by SW platforms [3] (Figure 4.8) with quick
links to different IoT radio technologies. In the external cloud, the following
services for the digitalization of buildings should be deployed based on SW
solutions (Figure 4.9):

• Remote access and control of power generation and storage (Solar, CHP,
batteries, etc.);

• Monitoring of technical equipment in buildings (e.g., CHP, DC/AC
converter, etc.);

• Smart metering (electricity, heating, water, etc.);
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Figure 4.7 6G goal to offer the applications via external edge cloud server: holistic
communication network for real estates

• Smart Home/Smart Building control with new operation concepts;
• Light control and sun protection;
• Device control: Remote control, scene control, reduction of Standby

consumption;
• Maximization of self-consumption;
• HVAC control, including air quality monitoring and prevention;
• Network stabilization using buffers and control of local energy produc-

tion;
• Integrated metering system: deliver data for billing the rent and extra

costs;
• Smoke, fire, water hazard monitoring;
• Access Control and security;
• Mobility hub of a quarter: deliver billing data;
• Coordination mobility hub: calculate and regulate charging power for

coordination of available network power, generation capacity, and user
demand;

• Media control (FTTH, TV, Internet, phone): deliver billing data (if
available from the operator).
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Figure 4.8 Software architecture of Oktett64 [1]

Many sensors, actuators, and meters with IoT - interfaces are available
on the market. The critical point is to transfer these elements’ data cost-
effectively and with high security to the distributed real-time computer
platforms. Communication technology will be crucial to monitor, control, and
meter the various electrical equipment and system state parameters. This is
critical for determining the current state of the Smart Home/Buildings/Urban
districts/Cities applications and should be considered for new applications.
This captured information will be input for many model predictive algorithms
(e.g., AI) whose output supports decisions to achieve future goals. An appro-
priate control structure needs to organize a grid with an architecture based on
a proper combination of central and decentralized control [4]. For predictive
models and algorithms, improved computer-based models will be needed for
the grid elements themselves, such as transmission and distribution lines,
voltage and current transformers, flexible AC and DC elements, switches and
breakers, protection equipment but also of all grid users, including generators,
storage, consumer equipment, and behaviour.
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Software architecture is needed to allow consumers and market players
to compose new services like energy management for small units (offices,
apartments, production facilities), monitoring and energy management for
whole buildings and facilities, energy management, data measurement, and
metering for quarters and industry parks. Moreover, supporting digital control
for customer products and applications to satisfy own requirements related
to energy services and products, thereby also using market interfaces and
at the same time supporting the quality and security of supply of the grid-
based electricity system [4]. Oktett64 as a platform (Figure 4.8) offers
vendor-independent turnkey solutions based on standards and open-source
frameworks, including security and operation concepts like DMZ, container,
and virtualization, optimized for excellent performance at high efficiency.
Solution components can be implemented without difficulty, and many dif-
ferent Hardware-systems can be used (including easy-to-distribute low-end
hardware like SoC-Systems in the performance range of a Raspberry Pi). The
Oktett64 platform is divided into a Hardware related container, a Middleware
container with another division in Logical View and Virtual View, and an
application container. The Hardware container connects mobile networks,
bus systems, IoT adopters, and Internet access to the platform. There are also
connections to other management systems, user interfaces, AI applications,
and a connector to Blockchain Solutions (Figure 4.8).

An example of a holistic concept for two buildings is shown in Figure
4.10. CHP produces heating water, warm water, electricity, and PV on the
roofs. Electrical energy can be stored in the battery systems. If the electrical
power is insufficient, it can also be obtained from the distribution system
operator (DSO). CHP is fed with gas. Apartment solutions are installed on
all floors, and tenants can find out about the current energy consumption
on a dashboard. In the cellar, a gateway (e.g., Oktett64) collects all data
from sensors, actuators, and meters and passes this to an external cloud via
the mobile network, where the data on the installed server platform (e.g.,
also Oktett64) processes the data and sends the results back to the building
to control for example the CHP (Figure 4.9). If more electrical energy is
generated in the building as it can be consumed and the battery is fully
charged, then the excess energy can be sold to the distribution system operator
(DSO). Electric cars can also be charged from the building with electrical
power.

The buildings are also supplied by fibre optics (FTTB and FTTH) to the
public communications network. This connection can also be used for data
transfers to the external cloud. In the 6G standard, the Edge Cloud should also
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Figure 4.9 External application layer (5G in an external cloud, 6G in the edge cloud)

be extended for external applications like energy management in buildings
(Figure 4.9). This has the advantage that there are short distances between
execution and implementation and that several buildings can be supplied with
digital applications by one Edge Cloud server implemented at one Node B.
This new possibility within the access network of a mobile network creates a
new business opportunity for 6G operators. This network opening via the
radio interface also opens up the possibility for many other industries to
outsource their applications to the edge cloud. Therefore, this opportunity
should be introduced into the recommendations for the standardization of the
6th generation.

The following requirements by using external cloud solutions for Smart
Home/building/urban districts/cities applications are requested:

• High network coverage in residential areas,
• High Number of subscribers,
• Long-range, low-rate, low-power, low-cost managed services,
• High transfer speed 50Mbit/s (4K compressed) for entertainment

services,
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Figure 4.10 Example of a holistic solutions: energy supply for tenants with current and
heating-supply in apartment houses, charging systems for EV, broadband communication
supply and gateway to an external cloud solution [1]

• Fast Handover (< 2ms),
• Low latency (< 2ms) for the radio link to transmit entertainment

services,
• High data security,
• Deploy of own 5G/6G private network (campus network) and
• Robust networks with less sensitivity contra interference like walls,

cellars, halls, high buildings, trees, and weather conditions.

The goal is to find appropriate architectures for a common Commu-
nication Platform (IoT, mobile, and fixed networks best merge) to offer
the applications via an external cloud server. This, in turn, is an excellent
opportunity for the upcoming 6G networks (Figure 4.7) to offer a coherent
solution that combines IoT access, mobile, and fixed communication network
solutions managed by one operator. How quickly such external applications
can be implemented depends crucially on the costs and security of such
solutions. An intelligent urban district (quarter) can be developed to enable
interoperability among devices or applications in a district environment. Mas-
sive IoT data, monitoring of all devices and meters, decentralized efficient
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energy generation, consumption, and distribution are the basis for optimizing
the use of different energy resources. The level of complexity of this archi-
tecture is increased significantly by considering in the equation demand-side
management approaches, different types of renewable energy sources, battery
storage systems, electric vehicles, demand response, and dynamic pricing.
The high density of metering nodes and the amount of data transmitted
via low-cost endpoints can be easily translated via the business application
gateway for digitalization in buildings which collects the amount of data from
the IoT devices to the external Cloud server mMTC use case. Direct links to
the mobile network are possible as well. A choice of services can be made at
the deployed business application layer in the cloud server. Operations can be
optimised by steering consumption power and production power at direct or
implicit storage systems.

Using algorithms taking place, non-linear operations are steered by
business- and demand parameters. The algorithms are dynamic tailorable
or self-learning (prognosis-model). Remote maintenance for local energy
production (CHP, PV, etc.) and local energy storage can be implemented, and
metering for energy production and consumption and smart metering (cur-
rent, heating/cooling, water, etc.). New operating concepts can be installed for
heating/cooling control, light control, shutter control and equipment control

Figure 4.11 Balancing power controlled via 5G/6G
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of different equipment, e.g., heating/cooling, light, shutter, indoor climate,
air quality, mould avoidance, smoke and fire detection, water detection,
admission control, and security. Tenant electricity for using the decentralized
produced energy should be managed and integrated.

Another business opportunity for urban districts is the connection to
balancing power supply (Figure 4.11) from battery systems and local energy
production. The balancing power compensates as a reserve fluctuation in the
power grid, more precisely, frequency. Using balancing energy, electricity can
be fed into the grid and removed from the grid. The grid frequency control
can be done via an energy management system like Oktett64.

4.3 Further Applications Supported by 6G

The Industry 4.0 applications offer innovative applications for 6G (Figure
4.13). The following requirements should be met:

• High network coverage in industry areas,
• A high number of subscribers: 10 subscribers per m2,
• High transfer speed 50Mbit/s (4K compressed),
• Fast Handover (<2ms),
• Low latency (<2ms) for the radio link,
• High data security,
• Deployment of own mobile private network (campus network) and
• Robust network with less sensitivity contra interference like electrical

machines, walls, walls, halls, high buildings, and trees

Local data generation and distribution processes in industry areas
from sensors with a suitable radio technology such as, e.g., Mesh, LoRa,
SigFox and existing sensors like field busses, such as, e.g., OPC- UA,
profinet/Profibus, Modbus EtherCAT is required. Data transmission to the
6G Edge cloud, as already suggested for the real estate industry where the
applications are deployed, should be managed by central transmission due
to costs from many local data via gateways or optional direct transmission
from the machines via radio links. Applications should be deployed in the
Edge Cloud-based on AI Technology to visualize data, condition monitoring,
and process analysis about the whole production process automation, e.g.,
minimize downtime, increase efficiency, etc. If blockchain connectivity is
available and Blockchain technology is used, then applications such as ser-
vice data (run time, maintenance) and traceability and reproducibility (e.g.,
individual production, used machines) can be ordered.
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Peak Shaving is another business opportunity for the industry with fluc-
tuating power recalls. Any power consumer can generally use it. However,
based on economic considerations, it is of particular interest to electricity
consumers a recording power measurement, which records the power require-
ments every quarter of an hour. This can be done with digital electricity
meters. In many power grids, network operators can apply applicable grid
charges to the electricity consumption of the respective network area. For
this purpose, network charges are levied in performance-based prices for
electricity purchases. This performance-based component of the electricity
bill refers to the maximum power call of a quarter of an hour interval of
a period. With the help of Peak Shaving, this maximum power call can be
reduced utilizing load shifting, load shedding, or via energy storage systems
controlled by an energy management system. Depending on the service price,
this can result in lucrative business models. Especially in the energy transition
context and the associated increasing investments in the public electricity
grid, rising performance prices and thus a rising incentive for peak shaving
are expected (Figure 4.12).

Another innovative field of application for 6G is the control and moni-
toring of drones (also Unmanned Aerial Vehicles, UAVs). Therefore, drones
are undergoing a boom as flying measurement systems with various sensors.
Industries use well-tried approaches and tools from automotive engineering

Figure 4.12 Business opportunity peak-shaving
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to open new scenarios for using remote-controlled aerial vehicles. Experts
focus on controlling the UAVs by Wi-Fi, LTE, 5G, and 6G on evaluating
sensor data and safety while in flight. This combination of readily available
drone hardware and proven tools gives a system that is easy to use for a wide
range of different activities [6]:

• Inspecting windmills and solar panels,
• Surveillance of parking areas,
• Analyzing the energy efficiency of buildings,
• Testing the performance of antennas,
• Measurement activities in automotive development,
• Supporting search and rescue activities,
• Supporting firefighters with thermography analytics,
• Urban planning, Cartography,
• Intra-logistics for industry, Package delivery,
• Event and film shooting,
• Agriculture.

Figure 4.13 Further applications for 6 G: industry 4.0 and drones
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4.4 Conclusions

Renewable energy is the key to a sustainable electricity supply and con-
tributes to climate protection and a sustainable energy supply. Delays in the
transformation of the energy system threaten economic and social devel-
opment opportunities worldwide. Progressive climate change threatens the
stability of global ecosystems and causes high economic and social costs. For
example, the OECD estimates the cost of unchecked warming at 14 percent of
global consumption by 2050, with the trend continuing to rise in the second
half of the 21st century. The main criteria for a sustainable power supply
are environmental and health compatibility, risk poverty and fault tolerance,
resource conservation, and comprehensive economic efficiency considering
external costs. Electricity generation costs of renewable energies in Germany
are expected to be around 7.6 ct/kWh. Electricity from new natural gas and
coal-fired power plants exceeds nine ct/kWh. This does not consider the costs
of system integration. In many areas in Africa, India, Southeast Asia, and
parts of the Middle East, the operation of photovoltaic systems is already
economically comparable to a supply of diesel generators [2].

The real estate industry must also contribute to a sustainable CO2 reduc-
tion to greenhouse gas neutrality in 2050. This will only be possible if the
digitization of buildings (new and existing buildings) can be implemented
quickly (Figure 4.14). Communication networks play a significant role in
this, and the 6th generation of mobile networks can still offer many features
contributing to climate neutrality. The 5G standard is already taking part in
changing everyday life and the economy. The success of a new generation of
mobile communication systems is mainly based on new technology, enabling
new applications to address new market potentials and generate new jobs. 6G
is expected to address industry, energy, mobility, real estate, etc., and will
develop many applications.

Decentralized green energy production has risen sharply in recent years,
primarily due to PV plants. Currently, the energy industry does not provide
instruments for the direct exchange of electrical energy and the corresponding
billing between prosumers, producers, and final consumers at the regional
level. It is also not possible to label regionally generated electricity from
local micro-grids. Future energy trading should aim to deploy within micro-
grids a peer-to-peer energy market for local renewable production and storage
units based on a blockchain that simultaneously clearly identifies the traded
electricity.
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Figure 4.14 Examples for digitalization in the real estate economy [1][7]

Figure 4.15 Future local renewable energy production in a micro-grid with energy trading
by Blockchain technology.
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The paper describes the import of new applications and a communication
platform to generate new applications for the real estate industry and further
applications, e.g., industry 4.0 (5.0) applications and drone applications,
which become essential in the future, based on possible business association
with future 6G networks. Limiting global warming to a maximum of 2
degrees above pre-industrial times can only be achieved if emerging and
developing countries also participate in international efforts to reduce green-
house gases and fall well short of the expected emissions trend. Therefore,
6G will be deployed in emerging and developing countries too.
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Massive machine type communications (mMTC) is one of the three pillars of
5G communication alongside enhanced mobile broadband (eMBB) and ultra-
reliable low latency communications (URLLC). mMTC aims to optimize the
resources in a 5G network to achieve high connectivity density, 1 million
connections per square kilometre. 5G is only the beginning for mMTC use-
cases. With the clear benefits of this 5G pillar, many challenges also arise,
such as maintaining many devices and how long it will take to change the
batter for all of them. In this chapter, we present some of the challenges of
mMTC for the 5G communications and associated research activities. We
provide a platform to advance knowledge beyond 5G or 6G communications.

5.1 Introduction

6G communications is a technology that is forecasted for 2030. Several
drivers will influence the technology’s development, like sustainability and
zero energy devices, micro-networks for cities, enhanced future factories,
autonomous driving, data as a service, enhanced experiences between dif-
ferent realities, Augmented/Virtual/mixed realities.

These drivers, mainly consumer drivers, will shape how enhanced mMTC
(emMTC) will be developed. In this chapter, we are going to analyze some of
the trends that are presented in the literature, such as
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• Massive Connectivity – physical layer enhancement for massive connec-
tivity;

• Zero Energy Internet of Things (IoT) – reduce the power consumption
of sensors so that the lifespan will be around 40 years;

• Predictive resource allocation – traffic correlation based on neighbours’
nodes transmissions;

• Low-Cost Authentication and Authorization – for example, group-based
authentication;

• Swarm networking – a group of devices will be resolving a specific task;
• Personalized;
• Other specific industry-vertical specific trends such as massive twinning

or automotive mobility;
• Satellite communication for IoT.

As one can observe, new business cases are being created alongside new
applications and functions with each new generation of mobile technol-
ogy. 6G network aims to be a ubiquitous network that will integrate both
terrestrial and satellite and integrate more technologies for sensing, localiza-
tion, holographic communications, human-machine interface applications, or
multi-sensory experiences. Also, robots will be more present in our day-to-
day life. In this context, emMTC will be even more present as an integrated
part of the new ecosystem.

5.2 5G Systems

mMTC is one of the three use-cases that can co-exist in a 5G network along-
side eMBB and URLLC. The main characteristics of these three use-cases
are [1]:

• For eMBB – Bandwidth is the main parameter; hence the applications
under this use-case need higher bandwidths;

• For URLLC – Latency is the main parameter; hence the applications
under this use-case need low latency (1 ms) and high reliability;

• For mMTC – The number of connections is the main parameter; hence
the applications under this use-case need a large number of connections,
1million connections per square kilometre, and this use-case is defined
for IoT devices

Figure 5.1 explains the relation between the three use-cases and the applica-
tions under these use-cases.
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Figure 5.1 5G use-cases and applications (ETRI graphic, from ITU-R IMT 2020
requirements.

A concept that needs to be mentioned is the Open-Radio Access Network
(Open-RAN) [2]. Open-RAN brings interoperability, security, and network
slicing critical enablers in the 5G ecosystem. In terms of security, several
innovations are brought, design frameworks and wireless technology com-
bined to create a highly secure and resilient 5G network. Because the system
becomes flexible and easy to split into separated blocks, every device or
piece of software can be verified easily, and it can accept or deny it if it is
malicious. Furthermore, network slicing can be made with Open-RAN and
has a significant impact on the system architecture because it separates the
network into smaller end-to-end pieces that can be managed individually. We
are not going to detail the Open-RAN concept, but this one will be of interest
for 6G networks in 2030. It is worth mentioning.

5.2.1 Network Slicing

For the 5G network to accommodate all the scenarios from Figure 5.1, the
concept of network slicing is used.

Network slicing is one of the critical enablers and an architectural answer
to the future communication system. Mobile operators provide all types of
services in a single network, but with the implementation of network slicing,
they will divide the entire network into different slices, each slice having its
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Figure 5.2 Network slicing made simple.

specifications and requirements in terms of QoS [3]. Thus, shortly, network
slicing will be able to divide the physical network into multiple logical
networks. This definition is, of course, a plastic one because the definition
of this concept is still under heavy discussion.

By considering this concept’s short definition, we can say that the slice is a
set of programmable resources, isolated by the other slices, able to implement
network functions, and even act like a complete end-to-end network, deliv-
ering some specific services for its customers. The delivery of the services
requested by the users is done mainly in terms of the QoS of the slice, with
every service having a predefined QoS class with an allocated slice, as one
can observe from Figure 5.2.

Network slicing architecture works on a partially shared infrastructure as
software defined networks (SDN) and network function virtualization (NFV)
are embedded into 5G systems. The infrastructure contains two types of hard-
ware: the dedicated hardware for the radio access network (RAN) and generic
shared hardware for the NFV infrastructure resources. The network functions
that work on shared hardware are customized based on the requirements of
each slice and cannot be applied in the case where dedicated hardware is used.

In terms of deployment scenarios, two types of network slicing are present
in the communication networks [3]:

• Slicing for QoS: creating slices when the quality of services parameter
is considered regarding specific applications for end-users. This type of
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slicing is based on sharing services with a greater priority for the users,
such as video streaming, cloud gaming, medical emergencies, etc.

• Slicing for infrastructure sharing: the ability to share the entire infras-
tructure, including the RAN level. For example, if an operator who owns
a slice gives access and shares its infrastructure among its users, the slice
could be easier to modify and adapt since the tenants can change its
structure.

As NGMN Alliance describes, the network slicing concept consists of three
functional layers:

• Service Instance Layer: represents services demanded by business com-
panies or end-users. The operator can provide the services, or a service
instance represents a third party and every service.

• Network Slice Instance Layer: provides network characteristics required
by the Service Instance Layer. To create a Network Slice Instance, the
operator uses a Network Slice Blueprint, a list of physical and logical
requirements, and a complete description of the structure, configuration,
and workflows to instantiate and control the Network Slice Instance.
This layer may also be composed of none or multiple Sub-Network
Instances created based on Sub-Network Slice Blueprints.

• Resource Layer: refers to the physical and virtual network functions
used to implement a slice instance. The resource partitioning is based on
NFV Orchestrator and application resource configuration at this layer.

To these three layers, the network management and orchestration (NMO)
function is added to provide management and orchestration over the func-
tions of the three layers. NMO should be able to manage every slice
individually [3].

There are, of course, a lot of proposed network slicing architectures
and models, see Figures 5.3 and 5.4, each having a different target for the
delivered services and different requirements in terms of application, but in
this work, we will discuss the generic architecture, the layout which is present
at the core of the network slicing.

This type of architecture could be handled with the help of NFVs and
SDNs by adding software-defined network functions and then virtualizing
them to work at every point of the network, as in the following image.

At the resource layer, the physical and already virtual resources are passed
through the virtualization layer to make them useful for virtual network
functions. Next, the VNFs are created and contain the network functions that
need to be used. Together with the SDN controller, they form the management
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Figure 5.3 General network slicing architecture [3].

Figure 5.4 SDN and NFV network slicing architecture [3].

and orchestration of the network. The SDN controller manages the resources
and data flow from the source to the correct destination. After a virtualized
network function has a strongly defined purpose in the network, the slice is
created at the Network Slice Instance Layer, then transmitted at the Service
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Instance Layer where the user or company gets their requested service or
application [3].

5.2.2 Massive Machine-type Communications

The air interface of 5G, the 5G new radio (NR), is defined in 3GPP Release 15
to optimize the resources for high-density connections and to have scalable
and configurable numerology to support the ultra-low latency transmission.
Furthermore, the next 3GPP releases added more features for the IoT ecosys-
tem inside 5G systems, such as device-to-device communication, integrating
narrowband IoT (NB- IoT), and Long-Term Evolution MTC (LTE-M) with
5G NR [4].

The mMTC characteristics can be observed in Figure 5.5 spider. The
devices used under this use case are described by low cost, increased cov-
erage, and enhanced battery life. mMTC needs to support a high density of
devices in urban, extra-urban, and rural areas, where many sensors, meters,
cameras, etc., are installed. These devices have the purpose of managing the
lightning infrastructure in cities and buildings, measuring noise, pollution,
and temperature levels, and controlling traffic, among many other applica-
tions. In addition, IoT devices have a small price and do not require great
data rates or low latency since they stay idle for a long time, occasionally
being activated [4].

Figure 5.5 mMTC spider diagram [4].
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5.3 Challenges for Massive Machine Type
Communications in 5G Systems

Several challenges are previsioned for 5G mMTC that are tried to be
addressed by the different releases. But some of them will be subject to
further investigation and are assumed to enter the 2030 6G standard. For
example, the characteristics of 5G mMTC are [5]:

• The transmitted packages are small, typically a few bytes;
• There is a considerable number of devices per cell;
• The uplink transmission is the dominant one;
• The user data rates should be around 10kb/s;
• The devices send data infrequently;
• The devices complexity and cost are low;
• Battery life should be optimal.

Besides the mMTC characteristics, there are also scenarios demanded by the
market that add to the challenges. For example, mMTC can be a solution
for a widespread of devices in a city to make it a smart city, but there is a
need for other technologies such as Mobile Edge computing to offload the
network backhaul processing part and to localize it as close as possible to the
end-devices.

3GPP in [6] divided the mMTC into three classes of scenarios as follows;

A. Periodic and planned data delivery – suitable for sensors that wake up
periodically to send data (e.g., water meters) but also periodic software
updates are scheduled for that sensor

B. Initially, unplanned data delivery – devices can wake up when a large
amount of data to be transmitted is accumulated. The software updates
are sent only to the group of active devices

C. Initially, unplanned data delivery for critical data – if there is a bug
update or a critical software update, the devices should be informed as
soon as possible about an essential data delivery

All these characteristics and scenarios are creating challenges that are
presented in the shape of research questions below:

• Should the access medium be Orthogonal or non-orthogonal?
• How do we decrease the control signalling and other mechanisms such

as channel estimation or link adaptation complexity?
• How to increase the granularity as the amount of data is small?
• How to handle many devices that will access the network from time to

time?
• How to increase device coverage?
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• How to create devices that are self-powered from the environment?
• How to do fast authentication and authorization for a large number of

devices?

Also, by combining mMTC with URLLC, we get the ultra-reliable mMTC
use-cases where the 1 million per square kilometre connections are also ultra-
reliable. These are some of the use-cases of the future releases of 3GPP.

All the presented challenges are being addressed as new 3GPP 5G
releases are being rolled out and as research groups around the world are
developing the beyond 5G systems as the 6G quest has already begun.
In addition, the mMTC will be enhanced for new and more powerful use
cases. Hence for 6G, a new enhanced mMTC (emMTC) use case will be
developed.

5.4 6G Enablers and Trends for Enhanced Massive
Machine Type Communications

There are several enablers for emMTC. These are technical enablers and
socio-economic ones.

Hence according to a new 6G flagship project under the H2020 frame-
work, the Hexa-X project [7], the new connectivity age should be in line with
the Sustainable development Goal identified by the United Nations. These
goals are illustrated in Figure 5.6.

From all these goals, the climate change issues will be embedded into the
creation new technologies. Hence, new technologies, like 6G, should increase
technological advancement, like data rates, but reduce the energy usage of
networks to a zero-power consumption world.

Also, the 6G technology should be a technology for an open society, with
a build-in trust and privacy, and security should be an essential requirement
for creating such networks. Furthermore, artificial intelligence should also
be implemented in these networks with ethical aspects in mind, reducing
inequalities and increasing economic growth as evenly as possible.

Other enablers of the 6G networks, as identified by [5][7], are the regu-
latory trends. These trends will significantly impact how the technology will
be developed. We can mention here the following:

• Spectrum and operational aspects – as the future networks will be
created with spectrum sharing flexibility and with a dense radio access
network (RAN) devices from macrocells to small cells, the regulatory
framework should be adapted.
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Figure 5.6 UN 17 sustainable development goal.

• Ethical aspects such as privacy as the future networks will increase
the number of sensors and the amount of data collected about
cities/cars/infrastructure and humans.

• Environmental aspects – regulation regarding the carbon footprint
decrease will impact the deployment of future networks and the vast
number of sensors.

Besides the socio-economic trends, there are also technological trends that
will enhance the emMTC for future networks. As presented by [5], these
trends are fueled by some drivers like:

• Autonomous mobility - mMTC will be used to make anything that
moves autonomously; as the number of sensors increases, the edge
processing will increase

• Connected living – having everything connected to everything means a
lot of sensors and connections that will transform, for example, cities in
connected cities.

• Factories of the future – MTC plays an essential role in creating the
factories of the future, and in 6G, this will be enhanced by having
personalized products for factories combining sensing with actuation
and haptic scenarios as well as implementing the factories’ digital twin
on a larger scale
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• Digital reality as frontier technology – emMTC will help enhance the
augmented/virtual and mixed reality as the user experience will be
complete by adding more sensors/actuators or haptic feedback.

• Zero world – emMTC will have to deliver high performances with a low
energy consumption alongside zero latency and zero error for critical
scenarios

• Data as the new oil- the data generated by many deployed sensors will
have an enormous business value if combined with analytics tools and
machine learning/AI algorithms.

All these trends are creating use-cases for emMTC for a 6G era. In [5, 7, 8],
the authors propose several use-cases for emMTC. For example:

• Swarm networking use-case – autonomous vehicles, either terrestrial or
aerial, can connect using sensors to perform a specific task or with the
sensors from the infrastructure to navigate through different environ-
ments. These use-cases will be used in emergencies or logistics/supply
chains.

• Personalized factories – as the number of sensors/actuators in factories
is increasing, these will enable an agile approach to optimize factories
by analyzing the massive amount of data that the sensors are producing.

• Massive twining - with the deployment of emMTC, we can have a digital
representation of a part of the environment (e.g., a factory) and our entire
environment (e.g., entertainment, social interactions, digital health).

• Merged cyber-physical world – adding to mixed reality and holographic
telepresence, a large number of sensors that will also transmit senses
will merge the cyber world with the physical one and, for example, one
can have an immersive sports event experience.

• Micro-networks for smart-city – in a massive sensor deployment sce-
nario, the network management should be divided into small networks
based on different aspects such as public vs private networks, data rates
requirements, and so on, and in these use-cases, the extensive overall
networks should be divided into smaller one, having in mind also the
benefits of network slicing.

All these use-cases and trends are driving research for enhancing the tech-
nology advancement so that some of them will be feasible to be tested
and validated. And in the next chapter, we will present some of these
technological enhancements.
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5.5 6G Technologies for Enhanced Massive Machine Type
Communications

According to [9], the authors divided the enhancement into six areas: Efficient
massive connectivity; Multi-access edge computing as an enabler; Security
for MTC; vertical-specific solutions; Powered by AI and machine learning
(ML); Energy Efficiency.

5.5.1 Efficient Massive Connectivity

For example, predictive resource allocation and scheduling techniques should
be developed to enable efficient massive connectivity. Hence, in a factory
where we have a production line with multiple robots connected to the 6G
network, to process the information from each robot, there should be a
schedule so that the time difference between robots on the production line
is reflected in the network. Also, a Machine Learning algorithm should be
used to create a predictive resource allocation based on the environment. Non-
orthogonal multiple access (NOMA) will also be a key enabler as the research
will begin to focus on improving transmitter and receiver side processing.
[10, 11]. Besides the multiple access schemes, coding schemes for MTC
should be revised as we deal with short packages sent from time to time.
Some research objectives here should be the construction of error detection
capabilities without the overhead of CRC code [12]. Moreover, the authors in
[13] present the advantages of list decoding for short packages with unknown
channel state information (CSI). The proposed principle applies to polar
codes and short binary linear block codes and uses short pilot fields only
to derive an initial channel estimate.

As the number of devices increases, new MAC layer approaches should
be developed. For example, the authors in [14] propose a novel unsourced
(every user employs the same codebook) random-access communication.
However, this new method is used because the pilot signalling user identi-
fication techniques are not efficient in an emMTC scenario, and a grant-less
scenario is preferable, and all the users should use the same codebook.

5.5.2 Multi-access Edge Computing as an Enabler

Multi-access edge computing (MEC) can offload tasks performed by MTC
devices and ensure low latencies due to the proximity of the computing
facilities to the MTC point of attachment. Having these characteristics, MEC
will help the MTC localize the data analysis and deliver it faster so that for
critical MTC scenarios, the information latency is as low as possible.
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Also another critical characteristic of MEC in the context of mMTC is
that analyzing data as close as possible to the source will distribute the load
of filtering unnecessary data from the user data. Thus, the data that reaches
the cloud is already filtered and preprocessed by MEC. MEC also introduces
a security layer, as the data is processed near the attach point and only pre-
processed data is sent to be stored in the cloud and adding energy efficiency
to the 6G systems [15]

5.5.3 Security for emMTC

The number of devices will increase even more in a 6G scenario. There are
device constraints due to the low complexity, low memory, memory storage,
and low data rates in an MTC scenario. Hence, one must develop efficient
authentication/authorization (AA) and security systems for emMTC [16].

Security loopholes will be exploited as the systems evolve and developers
patch the most obvious ones. For emMTC, the AA process for millions
of connected devices will evolve to signalling congestions. Therefore, 6G
group-based AA will be deployed, and lightweight physical authentication or
integration of authentication in the access protocol will be researched [17].

Subscriber identity modules (SIM) are not scalable, and other user
identification mechanisms are being developed.

As mentioned before, MEC will add a supplementary security layer as
the data will be processed near the attachment point as possible. These will
be translated into local trust zones for both humans and MTC devices,

We already presented network slicing in 1.1.1. Network slicing can also
enable security mechanisms so that isolation between different slicing is
enabled and different AA protocols can be implemented per slice and per
MEC node.

5.5.4 Vertical-specific Solutions

5G was different from other G technologies because the specifications were
vertical-specific compared to user-specific. Verticals, as expected, have dif-
ferent needs and different requirements, from the Automotive industry to the
entertainment industry or public protection. Therefore, they will require dif-
ferent levels of support in taking their applications and services from concepts
to prototypes; and, finally, products. However, it also becomes more and more
frequent that services in different verticals need to exchange data. And these
data exchanges will be more predominant in a 6G emMTC scenario. This
data sharing will enable compatibility in a multi-operator system, including
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service provisioning, accounting, and authorization across different systems
with different stakeholders. These requirements will be even more critical in a
critical MTC scenario where the application will require ultra-reliability and
low latency [9].

Also, connectivity solutions are personalized based on vertical-specific
requirements as the Software-defined networks (SDN), and network function
virtualization (NFV) will enable the same core network for different verticals.

5.5.5 Powered by AI and Machine Learning

The 6G systems will start building AI as a Service (AIaaS) [7]. MTC devices
will consume these services in different scenarios, such as finding your
friends from a high-resolution stadium image. The AI algorithms will be
located in the network and be called to process the image and deliver the
results. This will also be the case for MTC devices that are low-power, low-
complexity but that will need machine learning techniques to process the
collected data.

Besides the specific verticals of AIaaS, other machine learning techniques
will be used for the system itself, such as decluttering networks by accessing
adjacent cells in advance or increasing the QoS for a certain slice in advance.
Hence, the emMTC will be dynamic and self-organizing networks, learn from
usage patterns and security concerns, and use AIaaS for dynamic slicing and
resource allocation [18, 19].

AIaaS can also be used to optimize the energy consumption and to make
the MTC devices grouping for AA in an efficient manner.

5.5.6 Energy Efficiency

Energy efficiency is one of the hot topics in every regulatory, economic, or
technological meeting, as the primary goal of the countries is to reduce the
carbon footprint as much as possible. Of course, MTC devices, by nature, are
small, low-complexity, low energy devices, but when you look at a million of
them deployed in a square kilometre, the carbon footprint will be significant.
Therefore, a zero-energy consumption policy will be developed for 6G. Also,
new architecture for efficient energy devices are foreseen as one of the critical
aspects.

One of the main parts of zero-energy is how energy harvesting can
be done from different sources from the received signal designated to the
MTC device from natural sources like solar, vibration, human-powered (e.g.,
moving), and others.
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Another technique for zero-energy devices is backscatter communica-
tions, which were usually used in radio frequency identification (RFID) tags
to report an ID to an inquiry. For emMTC, this can be enhanced so that the
sensors can communicate using ambient signals (from Base Stations), extract-
ing the necessary power from them, and using this power to communicate
with other MTC devices in their proximity. These types of devices can be
called the Internet of Tags. The tags will be present everywhere and help
collect information, track, monitor or act on environmental stimuli [20].

Also, as in 5G, different techniques for sleep and wake-up signals were
deployed as power saving mode (PSM) or wake up signal (WUS). These
efforts will be further enhanced in 6G as in the sleep mode, the devices will
consume even less power, and the WUS signals will be optimized for different
use-cases and verticals.

5.6 Business Impact of the 6G Technologies for emMTC

Section 5.5 discussed some of the technological enhancements for MTC use-
cases. In this chapter, we are going to try to capture the business impact.

There are several business impact areas that we can discuss. One of
them is the economic growth, others are the number of new jobs created by
adopting the tech, and the CO2 avoided emissions. For example, by 2030,
5G/5G+ is estimated to generate a +8 trillion USD for the global GDP,
according to a forecast by Nokia [21].

Also, in terms of job creation, 5G/5G+ will contribute to more than 1
million jobs and reduce CO2 levels by 33 million Tones [22].

In Romania, for example, the 5G+ impact in 2030 will be as follows [22]:

– 20 billion in 5G enabled sales
– 69 000 more jobs
– 2Mt CO2 reduction

The biggest impact of 5G+ will be in Manufacturing, where, due to the
emMTC devices, the overall sales of the factories of the future will be around
5 billion euro. Also, 5G+ enabled factories will reduce their carbon footprint
by 24% in Romania, followed by transportation and energy [22].

In terms of workplace transformation, [22] identified that the desk work-
ers and the companies that have desk workers would not invest a lot in 5G.
However, workers in peripatetic, field, and industrial roles that can work from
home or work from anywhere, that can have a nomadic workplace or that
need to travel for the job but also need to have real-time data intelligence
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and context-appropriate collaboration tools, these workers will be the ones
that can move the 5G era. 5G effect on the workforce will be 1.03 million
additional jobs in Romania, Belgium, France, or Poland by 2030, 0.6% of the
population and 1.3% of total employment [22].

5G/5G+ value chain is diverse, spanning end-users (consumers, enter-
prises, and other organizations), telecom operators, infrastructure vendors,
device manufacturers, component providers, software and platform providers,
content and application providers, etc.

According to a report from Research & Markets 6G will achieve initial
commercialization by 2028-2030, and it will have the following conse-
quences [23]:

• By 2030 the first phases of the 6G infrastructure and testbeds market
will reach $4.83 billion by 2030

• The overall 6G market will have a cap of 1773 Billion USD by 2035
• The most prolific investors in 6G will be countries from the Asia Pacific

region, followed by the US and European Union.

Also, regarding the emMTC market, according to Transforma Insights [24],
the number of devices will grow by 2030 to 24 billion, and the number of
connections will grow to 4.7 billion.

These economic impacts are created by the research done in the emMTC
6G field and will reach the first maturity milestones by 2030.

5.7 Conclusions

In this chapter, a way to see the future of communications is proposed by
creating a framework on how to view the emMTC devices in the context of
6G. 5G features were presented, like network slicing and how the mMTC
use-case is integrated into the technology.

The authors presented several challenges that 5G mMTC has, such as
security, energy consumption, network access, and so on, and framed sev-
eral research questions for the future 6G networks to investigate. Also, key
elements driving the emMTC 6G development were presented. And we pre-
sented the 17 UN sustainability goals and how some of them will impact the
new technology, like climate change and energy efficiency, ethical algorithms,
and sustainable cities.

Besides the socio-economic trends that enable research on the 6G front,
technology trends were presented, such as Autonomous mobility, Connected
living; Factories of the future; Digital reality as frontier technology; Zero
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worlds; or Data as the new oil. All these tech trends have particularities for
emMTC that were discussed, and based on these particularities’ requirements
for 6G are created.

Moreover, use-cases for emMTC were presented and how these use-cases,
alongside the tech and socio-economic trends, are creating research questions
and are creating the beyond state of the art in the emMTC 6G field.

These scenarios are divided into six categories as follows:

• Efficient massive connectivity,
• Multi-access edge computing as an enabler,
• Security for MTC,
• Vertical-specific solutions,
• Powered by AI and machine learning (ML),
• Energy Efficiency.

Lastly, several business cases and the economic impact of 5G+ by 2030,
6g, and emMTC were presented. When presented, the economic impact was
divided by revenue or GDP growth, the number of new jobs, or the carbon
footprint reduction. For example, for Romania, the impact of 5G+/6G is
translated into 20 billion dollars of 5G enabled sales, 69 000 more jobs and a
2Mt CO2 reduction. Also, Romania manufacturing factories will reduce their
carbon footprint by 24%, followed by the transportation and energy sectors.

The chapter is an overview of what will be emMTC in 2030 from different
standpoints. As the first commercially available 6G network is predicted for
2030 and as several research flagship projects have already started, such as
the H2020 Hexa-X project, the Oulu 6G flagship project, several others in
Japan, the USA and China, we expect to see a lot of research papers and more
research projects that will answer some of the proposed challenges and some
of the research advancements such as new architectures for IoT devices in a
zero-energy world or new architectures for enabling AI and ML algorithms
in edge computing.
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In this chapter, we discuss network convergence in a 6G world. 6G will
consist of many networks with diverse data rates, latencies, and coverage
ranges. Managing these networks to satisfy application requirements is a key
challenge. The evolution of a convergence architecture is presented, and the
relevant technical challenges are discussed.

6.1 Introduction

6G networks will be more diverse than 5G. It will encompass terrestrial
and non-terrestrial networks (e.g., low earth orbit satellites and unmanned
aerial vehicles). 6G applications will require access to significantly higher
bandwidth than 5G applications. Therefore, frequencies between 100 GHz
and 1 THz gain importance. A range of frequency bands from sub-6 GHz to
1 THz can be expected to be accessed.

New cellular and WiFi [1] networks combined with space-based wire-
less networks necessitate multinetwork convergence in 6G. A converged 6G
architecture will be able to provide on-demand bandwidth and network access
to support a multitude of data rate and latency requirements. Holographic
presence, real-time mission-critical networks, and broadband connectivity
leveraging satellite clouds are a few 6G application examples.

117
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A common theme in 6G is multinetwork convergence, i.e., combining
disparate networks with their own PHY/MAC layers governed by different
standards into seamless network behaviour. Applications will feel like they
operate on a single network, whereas the underlying network will consist of
different networks with their packet error rate, latency, bandwidth, coverage,
capacity, etc.

Distributed hybrid edge-cloud computing will be more prevalent in 6G.
Multipath connectivity to these computing resources will ensure resilience,
security, and quality of service. But the converged architecture must be
designed, deployed, and managed carefully to achieve this goal.

Applications will have different priorities. For example, a mission-critical
public safety application may preempt other applications from accessing
network and computing resources during a major emergency. At the network
level, this will require very fast handoff, predictive load balancing, band-
width aggregation, spectrum bonding, predictive computational offloading,
predictive distributed computing, etc. New dynamic spectrum sharing/access
policies and policy-based radio behaviour control that are anticipatory will
also be required. Reactive radio behaviour, network control, and current
sensing-based dynamic spectrum sharing or access policies may not satisfy
the bandwidth and latency requirements. Machine learning algorithms play a
natural role in enabling these capabilities.

6.2 Multinetwork Convergence

6.2.1 6G Network Convergence Architecture

While there are many possibilities for 6G network convergence, our vision
is presented in Figure 6.1. Unlike the current network convergence and
control architectures that are reactive in nature, the proposed architecture is
predictive. Telemetry data from PHY/MAC, IP, Transport, and Application
layers are leveraged to predict future values. Two types of predictive control
mechanisms can be anticipated:

1. Per-layer predictive control: time-series data from each network stack
layer drives predictor-control algorithms for only that layer. For exam-
ple, at the PHY/MAC layer, a dynamic interference model is computed
with past measurements. The model then drives the choice of the spec-
trum, spectrum aggregation/bonding, transmit power, spectrum access
scheduler, etc.
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Figure 6.1 6G network convergence architecture.

2. Cross-layer predictive control: Here, data from across the layers
are combined for cross-layer prediction and control. This approach is
especially applicable for end-to-end predictive optimization and robust
and stable network convergence control.

Note in Figure 6.1 that in 6G, both computing and networking will be
optimized jointly. Such joint optimization will maximize network efficiency
while satisfying application parameters such as latency, storage, memory,
battery power, etc.

Software-defined networking will continue to expand and play an even
more significant in 6G network convergence. Distributed computing soft-
ware platforms will be embedded with predictive intelligence for offloading
computations between different edge and cloud servers. New data exchange
protocols must be developed to transition between cross-vendor edge and
cloud computing platforms seamlessly.

Machine learning algorithms capable of forecasting data at multiple time
scales will be essential. Notice that the PHY/MAC layer operates at a signif-
icantly shorter time scale compared to the Application layer. The forecasted
data will be unreliable and unstable if forecasting algorithms are not carefully
designed and analyzed for multi-time scale operations.

Prediction and control operations will be deployed at the edge and the
cloud. This means that machine learning algorithms must be optimized
for heterogeneous devices. For example, a resource-poor edge device (e.g.,
wearable sensor) would require low-complexity forecasting and control
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algorithm compared to a resource-rich cloud apparatus. The complexity,
resource requirements, accuracy, and application performance trade-offs must
be mapped and analyzed.

Mobility (e.g., satellites and UAVs) must be accounted for. Some
devices will have pre-determined mobility patterns, whereas others will
move stochastically. Therefore, dynamic Spatio-temporal mobility prediction
algorithm design that learns to predict and correct autonomously is a severe
research problem.

6.3 Next Generation WiFi – WiFi 7

The IEEE 802.11 based wireless local area network (WLAN) technologies,
popularly referred to as WiFi, have a tremendous impact on people world-
wide. While cellular technology has had an impressive march in generations,
Wi-Fi has also grown in technology and user base in the last few decades.
It is also poised to evolve its next generation to serve users with higher data
rates and lower latencies. Figure 6.1 provides a snapshot of the development
of 802.11 based Wi-Fi generations.

In the initial days of Wi-Fi, the objective was to provide an extension to
Ethernet in enterprise environments. Over time, Wi-Fi has become prevalent
in many indoor spaces, and the recent work from home (WFH) scenario
during the pandemic has made it a crucial part of our work, education, and
entertainment accessing solutions. The most recent evolution to WiFi 6 did
not significantly impact peak rates as the focus was more on improving
high-density performance. However, the recent announcements worldwide
of the availability of a 6 GHz spectrum for unlicensed usage have given
more choices to augment the standards with higher bandwidth possibilities.
The IEEE 802.11be standards, which is likely to be branded as WiFi 7 by
the WiFi Alliance (WFA), are pursuing some key technologies which are
likely to be the technology of choice for most applications indoors and in
low mobility environment from 2025 onwards. The motivation for 802.11be
is to provide a high-speed indoor solution working in unlicensed bands
capable of meeting the needs of applications like virtual/augmented reality
and serving traditional voice and broadband needs. While we talk about
indoor environments, WiFi is also the technology of choice for many closed
environments like cars, trains, planes, etc.

We shall discuss some of the proposed key technology approaches for
achieving the objectives in the next generation of WiFi standards.
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6.3.1 Large Bandwidth Channels

The IEEE 802.11 standards are designed to operate in unlicensed bands.
Recently, many regions have opened the 6 GHz band to unlicensed technolo-
gies like WiFi. The attraction of the new allocation is that it adds upwards
of 500 MHz of spectrum with more than 1 GHz of spectrum in countries
like the US and Canada. This is an opportunity for the standards to utilize the
spectrum to provide higher bit rates. In 802.11be, a new bandwidth possibility
of 320 MHz is added to the existing choices, as shown in Figure 6.2. The
320 MHz channels shall help double the peak rates leading to better end-to-
end throughputs for higher bandwidth applications. In addition, the 6 GHz
spectrum also enables better utilization of 160 MHz channels as there are
enough non-overlapping choices available.

Table 6.1 Large bandwidth possibilities in WiFi 7.
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6.3.2 Flexible bandwidth usage using enhanced OFDMA 

The IEEE 802.11ax standard, also known as WiFi 6, specified the use of OFDMA 
to solve some of the challenges in high-density implementations.  Both 4G LTE 
and 5G NR also use OFDMA, and the convergence of OFDMA as a PHY/MAC 
solution for the dominant wireless access technologies bode well for the 
development of chipsets that combine these technologies in products like 
smartphones and internet gateways for homes, offices and other places. 
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Figure 6.2 WiFi technology evolution.
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6.3.2 Flexible Bandwidth Usage Using Enhanced OFDMA

The IEEE 802.11ax standard, also known as WiFi 6, specified the use of
OFDMA to solve some of the challenges in high-density implementations.
Both 4G LTE and 5G NR also use OFDMA, and the convergence of OFDMA
as a PHY/MAC solution for the dominant wireless access technologies bode
well for the development of chipsets that combine these technologies in
products like smartphones and internet gateways for homes, offices and other
places.

The next generation 802.11be/WiFi 7 specifications add more flexibility
to the OFDMA operations by allowing more flexibility in resource scheduling
to a user by enabling the combination of resource units to a single user. In
addition, a technique called preamble puncturing (see, Figure 6.3) proposed
for both single and multi-user transmissions allows operation in dense WiFi
environments with other networks occupying intermediate parts of a large
bandwidth channel.

In most evolutions of the WiFi generations, the legacy devices had to be
admitted and served using the legacy specifications. Usually, during the initial
years of the next generation WiFi equipment, the older generation devices
are dominant, and the benefits of the new generation features are limited.

6G Multinetwork Convergence 
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Figure 6.4 Legacy-friendly operations in WiFi 7.

In the 802.11 be standards, specifications are proposed to accommodate
the immediate earlier generation standard’s waveform as a part of the new
generation transmission, i.e., a WiFi 7 and WiFi 6 transmission could happen
simultaneously in a network. This is due to the common OFDMA PHY/MAC
layer used in these standards. A future possibility due to the developments in
802.11be is illustrated in Figure 6.4 as an example.

6.3.3 Enhanced MIMO and MU-MIMO Operations

MIMO has been especially important in the WIFi evolution, starting with
the 802.11n specification. Most real-life access points and many data access-
ing client devices like laptops, tablets, TVs, and smartphones incorporate
MIMO to obtain better throughputs in practical conditions. Recently, MU-
MIMO has also been introduced as a part of WiFi 5 with enhancements
in the 802.11ax based WiFi 6 specifications. Downlink (DL) and uplink
(UL) MU-MIMO schemes are being made mandatory for clients to support,
and we expect high-end APs to support this as a feature enabling better
throughputs for multiple users simultaneously accessing the channel for their
services. We have seen during the pandemic times that many people in a
single home are accessing/sharing high-bandwidth content as a part of their
work/education/entertainment needs. This is one of the scenarios where MU-
MIMO technologies could become very handy. The enhancements planned
for the 802.11be standards increase the MIMO spatial stream capability. In
addition, the feedback mechanisms necessary for downlink MU-MIMO to
be effective are being enhanced to allow increased efficiencies. In summary,
we can expect to see better support for MU-MIMO in real-life products
and a more efficient feedback mechanism resulting in better performance
numbers in 802.11be/WiFi 7 based products. The potential of the enhanced
MU-MIMO capabilities is shown in Figure 6.5.
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Figure 6.5 MU-MIMO potential in WiFi 7.

6.3.4 Multi-link Operations

Many WiFi products support more than one band of operation, and many of
these products can operate in multiple bands simultaneously. With the advent
of the new 6 GHz spectrum, we expect many products to support tri-band
operations with multiple radios capable of working simultaneously. In such
a scenario, the 802.11be specifications propose techniques to combine the
multi-band support available in products for better throughput, latency, and
reliability, amongst other advantages like load balancing. The multiple links
in different channels/bands between two devices is an essential new feature
likely to harness the multi-band support in WiFi products. Two prominent use
cases mentioned as a part of the standards activity are dynamic load balancing
across the bands supported between two devices and the aggregation of
the links across the different bands. These are illustrated in Figure 6.6 and
Figure 6.7, respectively. While the aggregation use case can enable higher
possible rates between two devices, the load balancing features can allow
handling scenarios wherein a higher quality of service (QoS) class of traffic
can be carried in a quieter spectrum, e.g., the 6 GHz band. Such abilities
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Figure 6-6: load balancing using multi-link in WiFi 7. 
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Figure 6-7: Link aggregation in WiFi 7. 
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to fine-tune traffic to a link are possible in the multi-link specifications
proposed in the 802.11be standards. As this feature becomes widespread, it is
possible that even the 60 GHz radio could become a part of the WiFi product,
especially for short-range applications that can enable highly high bandwidth
applications like virtual reality and hologram communications.
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Figure 6-8: Multi-AP coordination in WiFi 7. 

6.3.5 Multi-AP Coordination 
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6.3.5 Multi-AP Coordination

Multiple access points (APs) are used in various deployments, including
homes and small businesses, to enable ubiquitous WiFi coverage in their
respective spaces. In planned WiFi deployments, the coordination amongst
the APs is done in a vendor-proprietary manner. However, in unplanned
deployments like in homes and offices, there is scope for coordination
amongst APs to provide additional benefits. This is one of the proposed
techniques in 802.11be. At the PHY level, we have coordinated OFDMA and
MIMO techniques being discussed, while resource sharing at the time level is
also being explored. The challenge is to convince AP vendors to implement
such cross-vendor coordination schemes as many opt for customized methods
to differentiate their products from their competitors. These possibilities are
illustrated in Figure 6.8.

6.4 Conclusions

It is an exciting time for the whole connectivity industry spurred on by
the challenges of the pandemic, which has increased the demands for next-
generation wireless network technology. Work, education, entertainment,
and many other activities are now being conducted at home, and the need
for an improved network experience is required in most indoor and closed
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spaces. The evolution of the 5G standards into 6G for satisfying many of
these demands has led to standards activities such as 802.11be for delivering
the WiFi 7 experience. The proposed technologies are designed to address
the increased demands of throughput, latency, reliability, and other related
parameters. This should help the user experience wireless connectivity in
various scenarios for satisfying the next-generation applications.
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The behavioural shift in video and TV services consumption by viewers
in the past ten years was triggered by fixed and mobile broadband net-
work infrastructure improvements such as 3G, 4G, and 5G. Another major
contributor to revolutionizing how broadcasters, internet service providers
(ISPs), and content providers (CP) engaged with viewers was reinforced by
creating a more democratic concept of IP content distribution, defined as TV
Everywhere. This new service evolved, creating a new audience that could
decide what, when, and where to watch or listen to a video or audio streaming
based on the over the top (OTT) content services. OTT business model is
sitting on the networks’ application layer. It does not rely on any particular
ISP network infrastructure, as it uses cloud services provider (CSP) and a
content delivery network (CDN). CDNs specialize in bringing the content
much closer to the network’s edge. Such architecture reduced video and audio
impairments, improved the content quality distribution over the network
infrastructure, and refined the user experience (UX). However, ISPs, mobile
network operators (MNOs) focused until now on investing in enhancing
the quality of services (QoS) by utilizing traditional metrics in the network
architecture to indirectly improve the user’s quality of experience (QoE) as
6G is defined as a future human-centric network, designing a methodology
to guarantee excellent QoE for consumers. This chapter proposes a 6G QoE
based on artificial intelligence (AI) and quantum machine learning (QML).
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7.1 Introduction

The technological evolution offered by mobile broadband generations
allowed the deployment of a better quality of video and TV services for
mobile subscribers. Then, ISPs, broadcasters, CPs, and OTT providers bene-
fitted from enhanced wireless technologies integrated with Cloud Services
Providers, known as Hyperscalers and the Content Delivery Networks.
In summary, the technological evolution of fixed and wireless broadband
networks permitted new applications for video communication services, par-
ticularly mobile broadband services. Such investment granted a superior level
of quality control for broadcasters, ISPs, and OTT providers to leverage
their user’s engagement via a better user experience. With these service
improvements in wireless architecture, video and live TV streaming over the
Internet has popularized during the past decades. Video is now dominating
the Internet data traffic for consumers around the globe. This trend can
be noticed in both fixed and cellular networks. Worldwide, the growth of
video streaming data traffic is more prominent. Currently, the global mobile
traffic for the consumer is comprised of 66% of video data [1]. A recent
report [2] shows an expected 48.7% global mobile video traffic rise from
2021 to 2022.

The improvements delivered by mobile broadband generations, such as
universal mobile telecommunication systems (UMTS), Long Term Evolu-
tion -Advanced (LTE-A), and 5G, created a new business opportunity for
the media industry and increased the portfolio of products with better user
experience (UX) for video and tv streaming. Furthermore, another major
contributor to revolutionizing how broadcasters and content providers (CP)
engage with viewers has reinforced the innovation in the traditional TV,
based on digital terrestrial broadcast (DTTB) to the innovative concept of
TV Everywhere and video on demand (VoD). TV Everywhere, along with a
service orchestration propelled by CDNs, forged the success of consumers’
engagement with VoD and Live TV streaming. In this case, the name stream-
ing is co-related to the capacity to deliver the audio-visual content using a
process similar to streaming a fluid. The quality of the content is related
to bandwidth and other QoS metrics. However, theoretically speaking, if
the bandwidth is more comprehensive, the quality of audio-visual content
can be transmitted better. In case of a smaller bandwidth or traffic conges-
tions, the content can be delivered but in degraded quality for continuity
in the UX. Such adjustment in the video quality is possible thanks to
dynamic adaptive streaming over HTTP (DASH) [3] and the adaptive bit
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continuity in the UX. Such adjustment in the video quality is possible thanks to 
Dynamic Adaptive Streaming over HTTP (DASH) [3] and the Adaptive Bit Rate 
(ABR) [4] deployed in the CDN. Figure 7-1 shows the content streaming 
distribution workflow based on the earlier process.  

 

 

Figure 7-1 DASH and ABR video distribution Architecture 

As shown above, the Figure 1, the first user is in the office utilizing a corporate 
network with optimal QoS, then this user can watch content in Ultra High 
Definition (UHD). User 2 is at home, but the user's network is a brownfield 
network with a smaller bandwidth, allowing only the maximum High Definition 
(HD) video quality. Finally, user 3 is on the move, in a high-speed train and 
sometimes served by a three network in total capacity, and another time a 4G 
network is operating. Therefore, the catch servers at geographic region 3 control 
the video format according to the quality of the wireless channel. Thus, the user's 
experience changes based on the HD video format downgraded to the SD video 
format. This co-occurs in the high-speed train as the user needs to change to 
different cells and distinct QoS in each new allocated Base Station. 

The TV everywhere concept and the VoD business model radically changed how 
users are used to consuming content. With these two models, the users were freer 
from a rigid Electronic Program Guide (EPG) to select their preferred content 
whatever and whenever they wanted. In addition, with the enabled technologies of 
CDNs, CSP and the OTT providers found a new niche to explore. This process 
posed a threat to the original and well-established status quo of the Broadcasting 
Industry. As the user engagement with the traditional TV started declining, the rise 
of OTT platforms started gaining traction amongst customers. This new disruptive 
digital content distribution business model was the video on Demand (VoD). 
Along with this model, the different types of film quality increased in variety from 
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rate (ABR) [4] deployed in the CDN. Figure 7.1 shows the content streaming
distribution workflow based on the earlier process.

As shown above, the Figure 7.1, the first user is in the office utilizing
a corporate network with optimal QoS, then this user can watch content in
ultra high definition (UHD). User 2 is at home, but the user’s network is a
brownfield network with a smaller bandwidth, allowing only the maximum
high definition (HD) video quality. Finally, user 3 is on the move, in a
high-speed train and sometimes served by a three network in total capacity,
and another time a 4G network is operating. Therefore, the catch servers at
geographic region 3 control the video format according to the quality of the
wireless channel. Thus, the user’s experience changes based on the HD video
format downgraded to the SD video format. This co-occurs in the high-speed
train as the user needs to change to different cells and distinct QoS in each
new allocated Base Station.

The TV everywhere concept and the VoD business model radically
changed how users are used to consuming content. With these two mod-
els, the users were freer from a rigid electronic program guide (EPG) to
select their preferred content whatever and whenever they wanted. In addi-
tion, with the enabled technologies of CDNs, CSP and the OTT providers
found a new niche to explore. This process posed a threat to the origi-
nal and well-established status quo of the Broadcasting Industry. As the
user engagement with the traditional TV started declining, the rise of OTT
platforms started gaining traction amongst customers. This new disruptive
digital content distribution business model was the VoD. Along with this
model, the different types of film quality increased in variety from standard
definition (SD) to full high definition (HD), and the ultimate commercial
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film quality is used the ultra high definition (UHD) video. There is a specific
bit rate for these video qualities to guarantee the QoE.

Table 7.1 below describes how TV Everywhere and VoD Techno-
Business Concept changed the traditional broadcasters’ business landscape.

Equally relevant to the user’s user experience in video streaming is asso-
ciated with various video quality formats and technical forms. The evolution
of encoding techniques and the development of superior video formats have
also contributed to the success of video streaming.

Therefore, the OTT providers utilizing the mobile broadband infrastruc-
ture aligned with the Cloud Service Providers could optimize the video traffic.
A new class of services (CoS) and MNOs utilized a combination of subjective
and objective metrics to improve video and audio streaming quality. One
of these subjective metrics used in the industry is the mean opinion score
(MOS) based on the International Telecommunication Union recommenda-
tion ITU-P.800.1 [5]. MOS is a standardized subjective key performance
index (KPI) to evaluate the audio and video quality of experience. The MOS

Table 7.1 TV everywhere and VoD techno-business concept.
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Equally relevant to the user's user experience in video streaming is associated with 
various video quality formats and technical forms. The evolution of encoding 
techniques and the development of superior video formats have also contributed to 
the success of video streaming. 

Therefore, the OTT providers utilizing the mobile broadband infrastructure 
aligned with the Cloud Service Providers could optimize the video traffic. A new 
class of services (CoS) and MNOs utilized a combination of subjective and 
objective metrics to improve video and audio streaming quality. One of these 
subjective metrics used in the industry is the Mean Opinion Score (MOS) based on 
the International Telecommunication Union recommendation ITU-P.800.1 [5]. 
MOS is a standardized subjective key performance index (KPI) to evaluate the 

Concept Techno-Business Description

TV Everywhere
    Digital IP TV model – protocols: 
broadcast, multicast,  unicast 
  - medium: fixed or wireless network	 

VoD (Video on Demand)
 Video Streaming on Demand for users. 
Users can choose what to watch in a 
video library.	 

SVoD (Subscribed Video On Demand)

Video Streaming is based on the user's 
subscription. The user needs to pay a 
fee to watch content, which unlocks his 
access to the OTT Provider content 
catalog.

TVoD (Transactional Video On Demand)

 Video Streaming is based on purchasing 
or renting any content available in the 

OTT catalog. In this case, any content 

asset will have an exact price, and it can 

vary according to the release date or 

film's quality format SD, HD, or UHD.	

AdVoD (Advertising Video On Demand)
  Auto target advertising on the xVoD 
services.	

Derivatives xVoD
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audio and video quality of experience. The MOS can be calculated following the 
given formula [6] and Table 7-2. 

 

 
The MOS calculation is based on the user's experience with audiovisual data 
streaming. When looking at the formula, Rn is the user's unique ratings for several 
inducements N. 

Table 7-2MOS ACR 

 
The MOS still being a very subject way of measuring the QoE for users. QoE is 
still subject to the user's perceptions, the human capacity to retain information, and 
the QoS metrics.  The ISPs and MNOs aimed to enhance the QoS on conventional 
KPIs for the fixed and wireless networks to improve the user's quality of 
experience QoE indirectly. Also, mobile generations did not yet have a QoE KPI 
defined on top of this.  The QoE KPIs currently are very subjective in terms of 
UX. Improvement is necessary for this field, especially when new robust video 
standards and formats requiring better user experience are gearing up to dominate 
the market. Provide a few examples of video application that needs better QoS on 
the network level to achieve a good user experience are: 

• Augmented Reality (AR) 

• Cross Reality (XR) 

• 3D Videos 

• 8K Video 

• Holographic Type Communications (HTC) 

Rating Label
5 Excellent
4 Good
3 Fair
2 Poor
1 Bad

MOS Absolute Category 

Rating (ACR) 
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can be calculated following the given formula [6] and Table 7.2.

MOS =
ΣN
n=1Rn

N

The MOS calculation is based on the user’s experience with audiovisual data
streaming. When looking at the formula, Rn is the user’s unique ratings for
several inducements N.

The MOS still being a very subject way of measuring the QoE for users.
QoE is still subject to the user’s perceptions, the human capacity to retain
information, and the QoS metrics. The ISPs and MNOs aimed to enhance the
QoS on conventional KPIs for the fixed and wireless networks to improve
the user’s quality of experience QoE indirectly. Also, mobile generations did
not yet have a QoE KPI defined on top of this. The QoE KPIs currently
are very subjective in terms of UX. Improvement is necessary for this field,
especially when new robust video standards and formats requiring better user
experience are gearing up to dominate the market. Provide a few examples
of video application that needs better QoS on the network level to achieve a
good user experience are:

• Augmented Reality (AR)
• Cross Reality (XR)
• 3D Videos
• 8K Video
• Holographic type communications (HTC)

In summary, this book chapter is organized into subchapters. First, section
2 describes the evolution of mobile network infrastructure for multimedia

.
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applications and the innovation delivered by 4G and 5G. Then, section 3
describes Quantum Computing, the subset of AI, Machine Learning, and
finally presents quantum machine learning (QML) as a solution to improve
and guarantee QoE for 6G subscribers.

7.2 Current Status of the Wireless Network Infrastructure
for Multimedia QoS and QoE

7.2.1 2G and 3G inaugurate the Multimedia Services over
Cellular Radio Network

Before the launch of OTT services, the Second Generation of Mobile Ser-
vices, 2G, or global system mobile (GSM), has released the short-message-
service (SMS). However, SMS only carries digital text messages. Thus, the
innovative concept of OTT services to distribute video and audio content
via IP connectivities to end users located in the fixed or wireless broadband
networks, including Wi-Fi, is adequately established in the 3G Networks.
Multimedia messaging services (MMS) [8] for non-real-time unified appli-
cations as standard service such as video, text, image, and audio in the
3G specifications was a big jump to allow the cellular broadband network
to create a new market based on different types of heterogeneous media.
Thus, 3G Networks’ architecture enabled mobile video calling to become
a reality. It also permitted ISPs to bundle services to attract subscribers
based on QuadPlay’s business strategy, which combined packages with Home
Broadband Internet, Mobile Services, Fixed Phone Lines, and IP Television
(IPTV). However, due to 3G limitations, most video streaming on universal
mobile telecommunication systems (UMTS) was based on standard definition
(SD) videos. Therefore, fewer high definition (HD) videos could stream in
this architecture as it would depend on the 3G optimal capacity and optimized
QoS delivered to the end-user.

The specificities of 3G enabling video streaming are based on the (3GPP)
IP multimedia subsystem (IMS) [9] that is the key enabler of IP multimedia
services in the 3G architecture, including the usage of the Session Initiation
Protocol (SIP) [10]. SIP protocol enabled controlling an end-to-end Inter-
net session amongst computers for an application established via hypertext
transfer protocol (HTTP). Below, Figure 7.2 presents a high-level overview
of the MMS transmission based on the 3G Architecture and its protocol
framework. In this figure, the MMS protocol is introduced following the
workflow:
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1. The MMS Agent (Application Layer) sends the MMS msg to the 
MMS Relay via UMTS air interface (Uu). 

2. The MMS Relay forwards the MMS msg to the MMS Server. 

3. The area which occurs the MMS exchange message is considered 
MMS Service Environment. 

On the other hand, to initiate the streaming of data Real-Time Streaming Protocol 
(RTSP) is utilized, returning the Transport Control Protocol (TCP) and User 
Datagram Protocol (UDP). The protocols are selected following the media service 
in use, and all transactions are exchanged via IP Network. 

 
Figure 7-2MMS Framework and the 2G – 3G Architecture based on MMS 

 

After All, the figure above shows the high-level overview of streaming 
communications considering the MMSE and the two distinguished Radios, the 
GSM EDGE Radio Access Network (GERAN), representing the 2G Networks 
following the 3G Radio designated as UMTS Terrestrial Radio Access Network 
(UTRAN). Ultimately the UMTS Radio Bearer [11] service located in the Layer 2 
and Layer 2 of the OSI Network will establish the QoS for the MMS. In this 
approach, one can envisage why Peak Signal to Noise-Ratio (PSNR) is selected as 
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1. The MMS Agent (Application Layer) sends the MMS msg to the MMS
Relay via UMTS air interface (Uu).

2. The MMS Relay forwards the MMS msg to the MMS Server.
3. The area which occurs the MMS exchange message is considered MMS

Service Environment.

On the other hand, to initiate the streaming of data real-time streaming
protocol (RTSP) is utilized, returning the transport control protocol (TCP)
and user datagram protocol (UDP). The protocols are selected following the
media service in use, and all transactions are exchanged via IP Network.

After All, the figure above shows the high-level overview of streaming
communications considering the MMSE and the two distinguished Radios,
the GSM EDGE radio access network (GERAN), representing the 2G Net-
works following the 3G Radio designated as UMTS terrestrial radio access
network (UTRAN). Ultimately the UMTS Radio Bearer [11] service located
in the Layer 2 and Layer 2 of the OSI Network will establish the QoS
for the MMS. In this approach, one can envisage why peak signal to



138 6G QoE for Video and TV Applications

noise-ratio (PSNR) is selected as one of the first QoS metrics to influence
the audio-visual quality of an MMS streaming transmission over the cellular
networks.

7.2.2 4G Innovates the LTE-Broadcasting for Multicast Services

With the advent of the 4G networks, the TV everywhere concept via OTT
providers was consolidated and became prevalent. It enabled new ways
for viewers to watch TV and film at the anytime-anywhere (AA) concept,
and it unleashed business opportunities for ADVoD services. The power
of LTE-enabled Full HD video transmission and certain types of UHD
video streaming in its best possible network condition. Additionally, to this
success, Broadcasters and OTT platforms can use better ways of streaming
content with the QoS and control based on the long-term evolution broadcast
(LTE-B) standard. LTE-B considerably improved the UX for mobile video
consumers. This was possible by implementing multiple-input and multiple-
output (MIMO) antennas and evolved multimedia broadcast multicast service
(eMBMS) as advanced features in the 4G ecosystem. Figure 7.3 displays the
architecture of LTE-B along with the eMBMS.
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As shown in Figure 3 above, eMBMS can enable advanced communication on the 
LTE Radio bearer, enabling communication-based in point-to-multipoint 
communications [12], something not available in the previous cellular networks. 
First, the CP sends the content to the Broadcast Multicast Service Center (BMSC). 
Then, the MBMS Gateway transmits the multicast signal to several cell sites. The 
entity responsible for controlling UE sessions is the Mobile Management Entity 
(MME), which works parallel with the eMBMS gateway. Furthermore, this 
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As shown in Figure 7.3 above, eMBMS can enable advanced com-
munication on the LTE Radio bearer, enabling communication-based in
point-to-multipoint communications [12], something not available in the
previous cellular networks. First, the CP sends the content to the broadcast
multicast service center (BMSC). Then, the MBMS Gateway transmits the
multicast signal to several cell sites. The entity responsible for controlling UE
sessions is the mobile management entity (MME), which works parallel with
the eMBMS gateway. Furthermore, this facilitates the ISPs and Broastacaster
to save bandwidth, enabling multicast transmissions over unicast, finally
optimizing network traffic and saving bandwidth [13]. The advantages of
using eMBMS are:

• Authorizes LTE UE to switch from unicast to multicast
• Improve network effectiveness in the LTE Radio while numerous UEs

are connected to LTE radio bearers and start receiving the same content
streaming.

• Creates opportunities to scale up broadcasting streaming content for
UEs.

The LTE-B concept also is based on DASH technology to enable CDNs to
handle different file sizes and share them in different segments. It also reduces
further latency based on the moving picture experts group (MPEG) standards.

LTE-B democratizes the content distribution creating new business model
transactions for mobile network operators (MNO), CPs, and ISPs. Extra
services like multiple-cameras viewer point and build a bridge with the next
TV generation, standardized as ATSC 3.0. Content Streaming is the new
disruptive digital service competing with Live TV Broadcasting using the
digital terrestrial TV broadcast (DTTB) distribution. This novel architecture
unleashed the full potential of streaming digital video content based on dif-
ferent strategies such as unicasting, multicasting, and broadcasting services.
The MNO can dynamically adjust the network by allocating the right resource
to users and increasing the QoE. Looking beyond the 4G Networks, LTE-B
can be part of 5G Network Slicing, offering premium multimedia services for
high-end users.

Figure 7.4 shows the OTT concept, including VoD business transactions
underpinned by MNOs, CSPs, and CDNs.

On the other hand, mobile broadband generations authorized the deploy-
ment of a better level of quality control for content to ISPs, broadcasters, CPs,
and OTT providers, increasing the QoS and QoE for multimedia applications
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On the other hand, mobile broadband generations authorized the deployment of a 
better level of quality control for content to ISPs, broadcasters, CPs, and OTT 
providers, increasing the QoS and QoE for multimedia applications at the Cloud 
Radio Access Network (C-RAN) Level.To catch up with the disruption created by 
the OTT service, the Advanced Television Systems Committee (ATSC) and the 
TV industry created the latest model of Digital TV, defined as Next Gen TV, 
standardized as ATSC 3.0.  
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The 5G network architecture brought innovation to the media and broadcasting 
industries. These innovations are in the beginning being explored. 5G innovations 
are based on features designed in the 5G New Radio  (NR).  The new features will 
also impact the QoE for users, including services that could not be further 
explored in the 4G like 360° Video Calling, eXtended Reality (XR), and 4K 
videos. For instance, 5G XR Radio is planned under the 3GGP specification TR 
26.928 [14], allocated under the 5G Release 16. In this specification, there is a 
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at the cloud radio access network (C-RAN) Level. To catch up with the
disruption created by the OTT service, the advanced television systems
committee (ATSC) and the TV industry created the latest model of Digital
TV, defined as Next Gen TV, standardized as ATSC 3.0.

7.2.3 5G Networks and Media Streaming with Higher QoS

The 5G network architecture brought innovation to the media and broad-
casting industries. These innovations are in the beginning being explored.
5G innovations are based on features designed in the 5G New Radio (NR).
The new features will also impact the QoE for users, including services that
could not be further explored in the 4G like 360◦ Video Calling, eXtended
reality (XR), and 4K videos. For instance, 5G XR Radio is planned under
the 3GGP specification TR 26.928 [14], allocated under the 5G Release 16.
In this specification, there is a preparation for 5G to handle all applications
related to extended reality for all industry verticals like education, health,
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entertainment, military, emergency response, etc. The XR services expected
to gain with 5G XR Radio are:

• Augmented Reality (AR)
• Virtual Reality (VR)
• Mix Reality (MR)

The user’s experiences target to be delivered in these specifications are:

• 3DoF (3 Degrees of Freedom)
• 6DoF (6 Degrees of Freedom)

The degrees of freedom are part of the UX for the consumers of extended
reality. It represents the possibilities of movement that the user can have
while interacting with the XR image. Below in Table 7.3 is a description
of some use cases envisioned for the 5G XR Radio, which will require
supporting high data rates and low latency type of communications to achieve
a satisfactory QoE.

The table below displays some 5G XR use cases envisaged on the 5G
specifications. Table 7.3 also brings the expected user experience for each
use case, including the area in which the QoS will need to apply to guarantee
the QoE for the expected devices rendering XR images.

Likewise, 5G video and TV streaming will have enhanced capabilities
using Non-Public Networks (NPN) based on 5G architecture to deliver con-
tent in an end-to-end IP private network. Also, as CPs convert their production
environment system to be fully digitized and IP conversant, 5G arrives with
extra gears to deliver novel solutions to the media industry, leveraging Live
TV productions’ versatility. NPN is designed under 5G Release 16. It allows

Table 7.3 5G XR uses cases and user experiences.
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Use Case TYPE of Service User Experience Expected QoS KPIs Device

3D Image 
Massaging

AR 3DoF+, 6DoF DL, UL improvements Phone

Immersive Game 
Spectator

VR 6DoF Streaming 2D Screen, HMD

360-degree 
reference meeting

AR, MR, VR 3DoF Conversational Mobile/Laptop

Police Critical 

Mission with AR

AR, VR 3DoF to 6DoF Local Streaming, 
Interactive, Group 
Communications

5G AR, Glasses, Helmet, 
VR camera, 5G 
geopositioning
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to be fully digitized and IP conversant, 5G arrives with extra gears to deliver novel 
solutions to the media industry, leveraging Live TV productions' versatility. NPN 
is designed under 5G Release 16. It allows CPs to create private networks fully 
dedicated to the media streaming, reducing latency, eliminating traffic 
congestions, and increasing bandwidth allocated for the content streaming and the 
UEs. It is also important to mention the architecture of LTE Based 5G Terrestrial 
Broadcast (5G-TB). 5G-TB also incorporates the functionalities of LTE-B, as 
previously mentioned. With these added functionalities, the 5G architecture can 
utilize Single Frequency Networks (SFN), which enables transmitting a single 
content via multiple cells synchronized in a different time interval, maximizing the 
gain and the content quality at the UE. Figure 7-5 describes the 5G Private 
Network for Live Broadcasting [15], also known as Non-Public Networks.  

 

 
Figure 7-55G NPN for Live Transmission or Production Environment 

However, 5G architecture based on Network Slicing offers new tactics to improve 
the user's perception of the video delivery in the traditional Live Streaming or XR, 
there still needs a review of a new methodology to parse and process the big data 
at the edge of the network specially at the Cloud RAN to increase the traffic 
prioritization and to ensure the QoE (ML) for mobile broadband subscribers. 
Studies propose using Machine Learning in the 5G networks to handle this 
laborious and meticulous task [16].   
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Figure 7.5 5G NPN for live transmission or production environment.

CPs to create private networks fully dedicated to the media streaming,
reducing latency, eliminating traffic congestions, and increasing bandwidth
allocated for the content streaming and the UEs. It is also important to men-
tion the architecture of LTE Based 5G Terrestrial Broadcast (5G-TB). 5G-TB
also incorporates the functionalities of LTE-B, as previously mentioned. With
these added functionalities, the 5G architecture can utilize Single Frequency
Networks (SFN), which enables transmitting a single content via multiple
cells synchronized in a different time interval, maximizing the gain and the
content quality at the UE. Figure 7.5 describes the 5G Private Network for
Live Broadcasting [15], also known as Non-Public Networks.

However, 5G architecture based on Network Slicing offers new tactics
to improve the user’s perception of the video delivery in the traditional Live
Streaming or XR, there still needs a review of a new methodology to parse
and process the big data at the edge of the network specially at the Cloud
RAN to increase the traffic prioritization and to ensure the QoE (ML) for
mobile broadband subscribers. Studies propose using Machine Learning in
the 5G networks to handle this laborious and meticulous task [16].

7.3 6G Quantum Machine Learning for QoE

With the 6G research ongoing for creating a future human-centric network,
it is essential to plan and design a mechanism to ensure a higher QoE for
all video streaming applications over the next generation of mobile net-
works (NGMN). Therefore, this chapter proposes a 6G QoE process for the
future users of this network. The QoE process will be based on Artificial
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Intelligence, Machine Learning, and Quantum Computing. As 5G Networks
are currently being implemented worldwide, there is a need to solve the
foreseen growth of heterogeneous data at the cloud radio access network
(CRAN) to manage QoS effectively.

Multi-Access edge computing network (MEC) technologies are also
being explored to enable Cloud Services to become available to the edge of
the cellular network. In this aspect, RAN and MEC complements each other
[17] as technologies and undoubted will be part of the 6G evolved CRAN
(6G-eCRAN).

With these combined forces of MEC and CRAN, the future wireless
network, 6G, will enable new services once fully integrated with Quantum
computing and Artificial Intelligence. The prediction made here is related
to the fact that quantum computing (QC) will probably be deployed first
in a Hyperscaler and then be available to the 6G architecture via 6G MEC
to power the computing resources of Big Data being exchanged in the
CRAN.

6G will initiate the novel concept of Society 5.0, intensifying the integra-
tion of Communication, Navigation, Sensing, and Services (CONASENSE)
and the Knowledge Human Bond Communications Beyond 2050 (Knowl-
edge Home). Lastly, models like the Internet of Things (IoT), Industrial
Internet of Things (IIoT), and Internet of Nano Things (IoT) will converge
to the Internet of Beings (IoB) to offer complete assistance to human beings
in all sectors from Smart Cities to Space Explorations. To name just a
few areas to be transformed by 6G. Therefore, technological investments
in Ultra-Massive MiMO (UM-MIMO), Holographic Radio, and Quantum
Communications will be vital to architect 6G as a critical enabler of society’s
advancements beyond 2030. Figure 7.6 presents these deliverables that 6G
achieve.

7.3.1 Quantum Computing (QC)

What is important to mention is that Quantum Computing surpasses classic
computation based on quantum mechanics theories. Quantum computers,
instead of considering only 0 (zero) or 1 (one) as in the classical computers
binary code known as bit. It opens the ability to simultaneously have any
value between 0 to 1, known as superposition. Thus, the quantum equivalency
for a bit is the quantum bit or simply qubit. It is possible to obtain a unique
value of a qubit by adding quantum interference. Quantum interference is
when a qubit can collapse [18] to an established value of 1 or 0.
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an established value of 1 or 0. 

The power of Quantum Supremacy [19] is already creating opportunities and 
challenges at all levels of our society. The popularization of a QC shortly will 
change human life drastically and how data is transmitted on the Internet. It is 
predicted that QC technology will enable novel use cases, for instance, the next 
generation of the Internet, the Web 5.0, underpinned by quantum communication. 
Quantum communications is another field of studies of the QC. Quantum 
communications focus on building a safer network based on Quantum key 
distribution (QKD).This latter was recently subject to national security policy 
[20], establishing a new technological security stack for protecting data. QC can 
break the most secure public encryption keys in a few hours against the years 
taken by a classical computer.  
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The power of Quantum Supremacy [19] is already creating opportunities
and challenges at all levels of our society. The popularization of a QC shortly
will change human life drastically and how data is transmitted on the Internet.
It is predicted that QC technology will enable novel use cases, for instance,
the next generation of the Internet, the Web 5.0, underpinned by quantum
communication. Quantum communications is another field of studies of the
QC. Quantum communications focus on building a safer network based on
quantum key distribution (QKD). This latter was recently subject to national
security policy [20], establishing a new technological security stack for
protecting data. QC can break the most secure public encryption keys in a
few hours against the years taken by a classical computer.

The challenges to deploying QC and quantum communication networks
are vast, but the scientific community progressively announces new solutions
to the current technical obstacles. Though, QC is still a challenge to be
overcome, as there is no defined architecture to construct a quantum computer
yet. Investments are being made in this sector, especially by Hyperscalers like
Google, IBM, and Microsoft. Hyperscalers will probably enter the quantum
computing market first and offer its services as Quantum as a Service (QaaS)
for future mobile operators. As known, quantum states are sensitive to noise.
Therefore, few theoretical quantum algorithms could work to overcome this
obstacle. The most famous quantum algorithm is Shor’s Algorithm, created
by Peter Shor [21]. Peter Shor created an algorithm cable to measure a quan-
tum noise with error correction without destroying the quantum information.
Many research and development (R&D) programs are dedicated to advanced
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programs are dedicated to advanced knowledge in QC and QKD. Then this is the 
reason to believe that QC will be ready to merge with AI and increase the 
computing power of handling Big Data in the edge and core of the network 
exponentially and also control data traffic and the network resources allocated in 
the Network Slicing attending the expected Service Level Agreements (SLA). 
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knowledge in QC and QKD. Then this is the reason to believe that QC will
be ready to merge with AI and increase the computing power of handling Big
Data in the edge and core of the network exponentially and also control data
traffic and the network resources allocated in the Network Slicing attending
the expected service level agreements (SLA). Figure 7.7 illustrates the areas
under R&D for Quantum Computing, including quantum machine learning
(QML).

7.3.2 Machine Learning (ML)

Moreover, the growth of machine learning (ML) research topics to improve
Edge Computing is gaining traction, as many published papers reveal. ML
is a division area within the AI framework. The main objectives of ML
are to emulate the human learning process and progressively enhance its
correctness [22]. ML also has applied algorithms for specific tasks in which
it is employed. The ML methodologies and algorithms are nowadays well
defined, and it is still evolving. Starting from the ML methodology, there are
three main learning processes, and they are:

• Supervised Machine Learning – this is the ML method cable of learn-
ing from a labelled dataset. It is also primarily used in neural networks
(NN), Linear Regression, etc.
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Table 7.4 Machine learning method and algorithms.
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Also, many papers and designed technologies apply Machine Learning at the MEC 
to improve the QoS for the cellular network and increase the QoE for multimedia 
applications [23]. These papers and solutions are currently focused on solving the 
challenges of guaranteeing SLAs for the 5G Networks, including the entities of the 
5G Release 17. 5G Release 17 is consisted of: 

• eMBB (enhanced Mobile Broadband)  

• Ultra-Reliable Low Latency Communications (URLLC) 

• Massive Machine Type Communications (mMTC) 

ML can support these three core entities in the 5G Networks utilizing different 
methodology and algorithms to increase the QoS and QoE for advanced 
multimedia solutions from health to cross-reality videos. The same would benefit 
6G Networks and the 6G evolved version of the eMBB, URLLC, and mMTC. 
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Quantum computing and AI's proposed synergy is not new [24]. Other papers have 
now published the importance of looking at it, focusing on the subject of the 
NGMN. However, this chapter focuses on the present specific use of Quantum 
Machine Learning (QML) [25] to improve the quality of experience for the future 
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• Unsupervised Machine Learning – this methodology is used to clas-
sify unlabelled datasets. It is well explored to classify the image and
recognize patterns.

• Semi-Supervised Machine Learning – It is a mixture of the previous
methodology, and it is deployed when there is an insufficient number of
the labelled dataset.

There are many ML algorithms to be mentioned. They are somehow inter-
connected to the Machine Learning strategy methodology to solve a problem
or improve a task. Support vector machines (SVM), K-Nearest Neighbour,
Decision Tree, Logistic Regression, Random Forest, etc. are some of the ML
algorithms. Below there is a description of some of these principles. Table 7.4
shows a summary of the different types of ML processes.

Also, many papers and designed technologies apply Machine Learning at
the MEC to improve the QoS for the cellular network and increase the QoE
for multimedia applications [23]. These papers and solutions are currently
focused on solving the challenges of guaranteeing SLAs for the 5G Networks,
including the entities of the 5G Release 17. 5G Release 17 is consisted of:

• eMBB (enhanced Mobile Broadband)
• Ultra-Reliable Low Latency Communications (URLLC)
• Massive Machine Type Communications (mMTC)
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ML can support these three core entities in the 5G Networks utilizing different
methodology and algorithms to increase the QoS and QoE for advanced
multimedia solutions from health to cross-reality videos. The same would
benefit 6G Networks and the 6G evolved version of the eMBB, URLLC, and
mMTC.

7.3.3 6G Quantum Machine Learning for Multimedia QoE

Quantum computing and AI’s proposed synergy is not new [24]. Other papers
have now published the importance of looking at it, focusing on the subject
of the NGMN. However, this chapter focuses on the present specific use of
quantum machine learning (QML) [25] to improve the quality of experience
for the future 6G users while interacting with multimedia video streaming
applications eligible to take off commercially during the 6G era. Considering
this point of view, below is a description of these future multimedia services,
as shown in Tables 7.5 and 7.6.

Table 7.5 above shows the standard 2D video formatting and their respec-
tive resolution, bit rate, and latency tolerance. 8K TV formatting is in the
embryonary stages of evolution. Its roadmap is not fully consolidated yet,
as slowly, the UHD TV and 4K cinematic formatting are catching up with
consumers. More and more content based on these formats is becoming
available for users. On the other hand, there are new video streaming services
in 3D, including 3D Video calling, Cross-Reality, and holographic types of
communications (HTC).

These applications require a higher data throughput and are extremely
sensitive to latency, rebuffering, playback error, and startup time. Thus, an
intelligent network such as 6G must predict to prevent those issues and
immediately offer to correct the network by redistributing resources and

Table 7.5 2D video/TV/cinema format.
2D Video/TV/Cinema Format Pixels BitRate Latency
UHD and 4K 8,294,400 20-25Mbs 15-35ms
8K 33,177,600 100Mbs 15-35ms

Table 7.6 Beyond conventional video streaming.
Another Display format bit rate latency
XR 10-60Mbps 5-30ms
3D 50-200Mbps 5-20ms
Holographic Comm 4-10Tbps sub milliseconds
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architecture for managing QoE for video streaming focus on 6G networks is 
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handles the 6G users’ equipment (UE), including the 6G Open-Cloud RAN (6G-
OCRAN), the 6G MEC responsible for delivering the Hyperscalers services of 
Quantum Machine Learning as a Service (QMLaaS), and then the Network Slicing 
part dedicated to receiving the prioritized traffic decided by the QML. In part C, 
the 6G Core and the future Internet-based on Quantum Communications, followed 
by the B part, comprises 6G cell B and the CDNs for 8K and XR streaming. 
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7.4 Conclusions 

The success of 6G Networks will depend on being an intelligent network to serve 
the future society [26]. Therefore, it is essential for the 6G Open Ran architecture 
to embrace the next generation of Multi-Access Edge Computing interlaced with 
AI and Quantum Computing. If these promises were met by 2030, the 
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Figure 7.8 QML architecture for 6G networks.

delivering the optimal QoE for users. Consequently, nothing is better than
joining quantum computation and Machine learning to tackle these issues to
deliver this intelligence to the network. The QML architecture for managing
QoE for video streaming focus on 6G networks is described in the following
figure. Figure 7.8 show in part A the 6G cell that handles the 6G users’ equip-
ment (UE), including the 6G Open-Cloud RAN (6G-OCRAN), the 6G MEC
responsible for delivering the Hyperscalers services of Quantum Machine
Learning as a Service (QMLaaS), and then the Network Slicing part dedicated
to receiving the prioritized traffic decided by the QML. In part C, the 6G Core
and the future Internet-based on Quantum Communications, followed by the
B part, comprises 6G cell B and the CDNs for 8K and XR streaming.

7.4 Conclusions

The success of 6G Networks will depend on being an intelligent network to
serve the future society [26]. Therefore, it is essential for the 6G Open Ran
architecture to embrace the next generation of Multi-Access Edge Computing
interlaced with AI and Quantum Computing. If these promises were met by
2030, the improvements delivered to the user’s experience based on video
streaming and other multimedia services would be excellent. However, the
challenges are significant first, to improve the Machine Learning algorithms
to expand them further, and secondly, to create a commercial Quantum
Computing able to be merged with AI and create the Quantum Machine
Learning (QML) as an actual network entity.
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improvements delivered to the user's experience based on video streaming and 
other multimedia services would be excellent. However, the challenges are 
significant first, to improve the Machine Learning algorithms toexpand them 
further, and secondly, to create a commercial Quantum Computing able to be 
merged with AI and create the Quantum Machine Learning (QML) as an actual 
network entity.  

On the other hand, there is a need further to advance the AI Quantum Computing 
and Quantum Communications studies. These will be the key areas to secure the 
network and scale up the current computing power. Henceforward, the authors of 
these book chapters will continue delving into these areas in the upcoming months 
and years. The figure below states some of the main areas of study for the 6G 
architecture, which will explore new technological services from the physical to 
the application layer. 

 

 
Figure 7-9 6G Core areas for R&D 

Thus, as shown in Figure 7-9 above, the areas of 6G that will require investments 
are QML, Ultra Massive MiMO, Holographic Radio, 6G QoS, and QoE, and 
finally,, visible light communications and advanced artificial intelligence.  
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Figure 7.9 6G core areas for R&D.

On the other hand, there is a need further to advance the AI Quantum
Computing and Quantum Communications studies. These will be the key
areas to secure the network and scale up the current computing power.
Henceforward, the authors of these book chapters will continue delving into
these areas in the upcoming months and years. The figure below states some
of the main areas of study for the 6G architecture, which will explore new
technological services from the physical to the application layer.

Thus, as shown in Figure 7.9 above, the areas of 6G that will require
investments are QML, Ultra Massive MiMO, Holographic Radio, 6G QoS,
and QoE, and finally„ visible light communications and advanced artificial
intelligence.
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Dedicated to the memory of my two dear friends and telecom wizards,
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With an upsurge in the proliferation of mobile devices, the service providers
are continuously adding up cells and bolstering their network footprint. A
standard cell implies a physical radio tower unless it is a small cell. Adding
up the cells instantly may not be possible beyond a limit due to infrastructure
cost, spectrum cost, and threshold limits of frequency reuse factor for a given
network. Hence, radio infrastructure and spectrum sharing between multiple
operators are quite common nowadays, especially in the era of 4G and 5G.
Sun-setting legacy 3GPP access technologies (2G & 3G) facilitate spectrum
re-farming to fill the gap further. Some satellite operators are releasing a
portion of their C band spectrum, which coincides with the 5G spectrum
in the range of 3.7 GHz. However, the question is: what more can be done
to optimise the network (and the use of infrastructure and spectrum). In
this paper/chapter, we present one such technology where the satellite to
5G/6G UE access can be potentially exploited to address use cases for IoT
and human-centric devices for 5G and 6G networks at a massive scale. We
broadly cover the implementation aspects, design choices, technological and
regulatory constraints, and the solutions around this idea. Few use cases
around E-MBB, URLLC, and m-MTC have been exemplified to deliberate
on these three pillars’ opportunity, strengths, weaknesses, and risks. This will
be a key ingredient for network evolution towards 6G.

155



156 Honey, I flung the RAN to Space!

8.1 Introduction

At times, friends may prove to be incredibly resourceful and living portals
to the realm of information. Sometimes, from those friendly blathers, we
come to know better what’s happening around the world and us. In one such
breakfast gossip on a slothful Sunday couple of years back with a friend, we
conversed on ‘tree BTS’ (tree- Cellular Base Station). Queer idea indeed. The
intention is to eliminate those unsightly cell towers in our neighbourhood and
conceal the BTS in artificial trees. Of course, it is not as simple as it sounds as
they had to contemplate means to retain the characteristics of the signal and
to ensure that the propagation loss, signal attenuation, the physical effects of
fading, reflection, and dispersion remain unaltered compared to traditional
BTS.

He had subsequently spawned up a startup, though I do not know how
successful it was, how many cell towers he could replace, and how many
birds he could lure to his trees.

However, during a technology scan, another novel idea pertaining to a
similar theme popped up in recent times. There is an endeavour of late to
beam the cellular signal from the sky directly to the smartphone (and vice
versa). Eventually, if all goes well, the satellites may replace the cell towers
before we realise. Is it just wishful thinking? No, things may indeed move
fast, as a couple of heavy-weight protagonists are behind this idea. But, the
impediments around the technological and regulatory domains are bountiful,
and they need to be addressed before this can be made operable.

Building up a massive overlay of satellite networks for global mobile
communication may not be solely for environmental beautification. It may be
pertinent to recall that satellite phone services were never as affordable as cel-
lular services due to the inordinate expense of such non-terrestrial transport
networks. The devices were expensive compared to a cellular smartphones.
The cost of scaling up the network was manifold compared to a traditional
terrestrial 5G network (say).

However, it has been anticipated that cellular communication on the satel-
lite will be one of the key propellants for 6G networks. Infrastructure costs
globally are on the rise. We are striving towards reducing our carbon foot-
print. Building the RAN in space powered by solar energy may sound quite
logical to alleviate environmental and signal pollution. The sharp beams from
space are likely to reduce terrestrial radio pollution due to lesser chances of
terrestrial scattering and reflection, at least for the LOS use cases. This is also
synergised with the cloud RAN /cloud Core initiatives and RAN/Spectrum
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sharing. The core network may be hosted anywhere in the cloud while the
RAN (or part of RAN) may be in space. This renders excellent flexibility to
operators to commence operation rapidly without implementing any physical
equipment at the RAN and the core.

It created quite a stir when China sent the first 6G satellite in November
(2020). They had announced that the satellites could operate in the terahertz
frequency that could transceive data several times the speed of 5G. However,
water vapour could easily absorb terahertz waves, which poses a challenge
for using such carrier frequency and questions the efficacy of such a satellite.
Other prominent players based in Europe and the US are building up a con-
stellation of low orbit satellites presently with 5G capability and upgradable
to 6G. To name a few (non-exhaustive), we have SES, Intelsat, Starlink,
ESA, Amazon, and Iridium. Off late, an American satellite company AST
is enabling a chunk of mobile users of Rakuten, Japan, to be directly served
by a 5G radio network conceived by satellites. These users have no or little
access to terrestrial RANs.

Meanwhile, there are rumours that iPhone 13 will have native Satcom
capability to enable mobile communication via LEO satellites using cus-
tomised Qualcomm X60 chipsets. However, we need to wait for a formal
communication from Apple on this.

So, what can be the motivation factors for building a celestial mobile
network? Are the reasons simply obvious? What can be the design challenges,
regulatory constraints or environmental constraints? Can this technology be
a game-changer?

The rest of the chapter is arranged as follows. In section 8.2, we explored
the type of satellites that can be utilised to build this future mobile network. In
the second section, we delved into the system architecture. We have brought
in the architectural alternatives, discussed network design, and attempted to
address pertinent questions mainly related to handset characteristics, cover-
age and cell/tracking area planning, and interference. Section 8.3 exemplified
a few use cases on URLLC, m-MTC, and E-MBB. In section 8.4, we had put
up a few regulatory bottlenecks and deliberated on some possible solutions.
Finally, conclusions have been drawn in section 8.5.

8.2 Classes of Communication Satellites

The four types of communication satellites that we have today in space and
their application in telecommunications are as follows [2] as depicted in
Figure 8.1:
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LEO (Low Earth Orbit) satellite: These satellites are in orbit between 500 to 
1500 Kilometers from the earth. Typical signal latency is between 20 to 50 
milliseconds. Iridium uses these satellites for voice and SMS communication and 
achieves a data rate of 2.4 kbps. To use LEO satellites for 5G at the height of 
above 1000 kilometers, some NAS and core network timers may need to be 
extended as the present timers cannot tolerate the latency. The core network 
should be more resilient to re-transmissions. A constellation of LEO satellites 
communicating between themselves on ‘Inter Satellite Crosslinks’ can form 
DSSN, which can focus high-density beams to earth to render coverage/mobile 
service to the high number of users (comparable to user density in urban cellular 
networks). 
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Figure 8-1 LEO,MEO and GEO satellites 

 

MEO (Medium Earth Orbit satellite: These satellites are in orbit between 8000 
to 18000 Kilometers from the earth. Typical signal latency is between 100 to 150 
milliseconds. Thuraya and Immarsat use these satellites for communication and 
achieve a modest throughput between 250 and 400 KBPS.  
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Figure 8.1 LEO, MEO and GEO satellites.

LEO (Low Earth Orbit) satellite: These satellites are in orbit between 500
to 1500 Kilometers from the earth. Typical signal latency is between 20 to 50
milliseconds. Iridium uses these satellites for voice and SMS communication
and achieves a data rate of 2.4 kbps. To use LEO satellites for 5G at the
height of above 1000 kilometers, some NAS and core network timers may
need to be extended as the present timers cannot tolerate the latency. The core
network should be more resilient to re-transmissions. A constellation of LEO
satellites communicating between themselves on ‘Inter Satellite Crosslinks’
can form DSSN, which can focus high-density beams to earth to render
coverage/mobile service to the high number of users (comparable to user
density in urban cellular networks).

MEO (Medium Earth Orbit satellite: These satellites are in orbit between
8000 to 18000 Kilometers from the earth. Typical signal latency is between
100 to 150 milliseconds. Thuraya and Immarsat use these satellites for
communication and achieve a modest throughput between 250 and 400
KBPS.

O3b mPOWER communications satellites owned by SES would provide
broadband connectivity for cellular backhaul to remote rural locations and IP
trunking applications. The higher the satellite’s altitude, the lower the beam
density would be. Hence the number of users / Kilometer2 would decrease.
However, this can be compensated by the state of the art beam forming, beam
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spotting and beam steering technologies discussed in the latter part of this
chapter.

To use MEO satellites for 5G, some NAS and core network timers may
need to be extended as the present timers cannot tolerate the latency. The core
network should be more resilient to re-transmissions.

GEO (Geo Stationary Earth Orbit) satellite: These satellites orbit around
36000 Kilometers from the earth. Typical signal latency is between 250 to
350 milliseconds. With the recent advances in satellite technologies, the type
HTS (High Throughput Satellite) GEO satellites can provide high bandwidth
per user. So the applications where high bandwidth is the key but low latency
is not the prerequisite. Some examples are SOTA (Software Over The Air)
and FOTA (Firmware Over The Air). A single GEO satellite has the complete
visibility of the earth, which is a significant advantage.

NAS timers should be increased to cope with the higher latency and
round-trip delays.

8.3 System Architecture

GPP has proposed some architectural options in Rel 17 [1] to engage the satel-
lite network at different legs of the communication, be it at the access network
layer (between the device and the RAN), between RAN to Core network, or
as a backhaul from the core network to data network, between two foreign
PLMNs at the shared border, or as a relay node, etc. However, the implemen-
tation scenario and the type of satellite to be used depends on the use cases
(URLCC, E-MBB, M-MTC), capability of the devices, mobility state, and
the roaming landscape. Below is a snapshot of the implementation choices.

8.3.1 Satellites Directly used for Communication between UE
and RAN/Core on 3GPP Defined Interface

The device shall have a satellite modem with 3GPP and non-3GPP satellite
access support, communicating directly with the satellite in full-duplex mode.
3GPP release 17 has emphasized this aspect and included the different options
for 3GPP and non-3GPP satellite access and integration choices with the 5G
core network

There are a couple of possibilities with this mode:

a) Option1: The satellite has a G-NodeB component and communicates
with the smartphone device on the Uu interface over one leg and
communicates with the core network (AMF / UPF) at the other end on
SRI (Satellite Radio Interface), simulating the N2 and N3 interfaces.
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the smartphone device on the Uu interface over one leg and communicates 
with the core network (AMF / UPF) at the other end on SRI (Satellite 
Radio Interface), simulating the N2 and N3 interfaces. 

The disadvantage of this model (as in Figure 8-2) is that the satellite will need to 
implement onboard electronics, the necessary software/firmware of a full-scale 
Gnode B, implement a MIMO antenna array with beam-forming and beam-
steering capability, support multiple 5G interfaces on SRI, all of which can make 
the satellite expensive and challenging to maintain. For handovers, G-NodeBs of 
satellites can communicate on the Xn interface.But for that, the satellites need to 
establish an Xn mesh. 

 

Satellite GNB

5G Core Network (terrestrial)

Uu N1/N2/N3 over SRI

 
Figure 8-2 UE communicates with onboard satellite GNodeB 

 

b.) Option 2: The satellite has a G-NodeB- Distributed Unit (DU) component 
while the G-NodeB- Centralised Unit (CU) component remains terrestrial 
and is interfaced to the CU on the SRI interface (as in Figure 8-3). The 
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Figure 8.2 UE communicates with onboard satellite GNodeB.

The disadvantage of this model (as in Figure 8.2) is that the satellite will need
to implement onboard electronics, the necessary software/firmware of a full-
scale Gnode B, implement a MIMO antenna array with beam-forming and
beam-steering capability, support multiple 5G interfaces on SRI, all of which
can make the satellite expensive and challenging to maintain. For handovers,
G-NodeBs of satellites can communicate on the Xn interface. But for that,
the satellites need to establish an Xn mesh.

b) Option 2: The satellite has a G-NodeB- distributed unit (DU) component
while the G-NodeB- centralised unit (CU) component remains terrestrial
and is interfaced to the CU on the SRI interface (as in Figure 8.3). The
satellite has only the DU component, so the design is more superficial.
It is also more straightforward to maintain the connectivity to the core
network as the N2 and N3 are terrestrial interfaces. As per the standard
NG-RAN CU/DU distributed model, multiple DU (Satellites) could
connect to a single terrestrial CU unit.

c) Option 3: The satellite will act as a relay bent between the device and
the RAN (G-NodeB) as in Figure 8.4.

In this case, the satellite acts as a layer two bent. It alters the frequency
between the two legs and amplifies the signal in uplink and downlink.
However, it retains the content of the signal. This is the simplest and the
cheapest mode in this category, as the satellite does not have to bear the
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satellite has only the DU component, so the design is more superficial. It 
is also more straightforward to maintain the connectivity to the core 
network as the N2 and N3 are terrestrial interfaces. As per the standard 
NG-RAN CU/DU distributed model, multiple DU (Satellites) could 
connect to a single terrestrial CU unit. 

Satellite GNB - DU

5G Core Network (terrestrial)

Uu SRI (F1)

Terrestrial GNB- CU 

N1/N2/N3

 
Figure 8-3 UE communicates with onboard satellite GNodeB Distributed Unit 

 

c. Option 3: The satellite will act as a relay bent between the device and the 
RAN (G-NodeB) as in Figure 8-4. 

In this case, the satellite acts as a layer two bent. It alters the frequency between 
the two legs and amplifies the signal in uplink and downlink. However, it retains 
the content of the signal. This is the simplest and the cheapest mode in this 
category, as the satellite does not have to bear the onboard GNodeB. Instead, there 
should be an onboard repeater present. Also, the satellites do not need to establish 
the Xn interface (for handover). Xn will be a terrestrial interface in this case. 
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Figure 8.3 UE communicates with onboard satellite GNodeB distributed unit.Honey, I flung the RAN to Space! 

Satellite Bent

5G Core Network (terrestrial)

Uu Uu on SRI

Terrestrial GNB

N1/N2/N3

 

Figure 8-4 UE communicates with satellite relay 

 

d. Option 4: Satellite communication between UE and the Core network 
using the non-3GPP link. 

 

3GPP 5G specification introduced a network function called N3IWF (Non-3GPP 
Interworking Function), which acts somewhat like E-PDG and TWAG of an LTE 
network to enable a mobile device to connect to the mobile core network and avail 
various services, like Voice, SMS, VAS. The 5G core network can utilise this 
network element to enable the device to communicate with the core network using 
a non-3GPP satellite link. The radio access technology that can be exploited 
depends on the satellite's support. DVB-S2 for the forward link and DVB-RCS for 
the reverse link can be good options. Please refer to Figure 8-5 for details. 
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Figure 8.4 UE communicates with satellite relay.

onboard GNodeB. Instead, there should be an onboard repeater present. Also,
the satellites do not need to establish the Xn interface (for handover). Xn will
be a terrestrial interface in this case.

d) Option 4: Satellite communication between UE and the Core network
using the non-3GPP link.

3GPP 5G specification introduced a network function called N3IWF (Non-
3GPP Interworking Function), which acts somewhat like E-PDG and TWAG
of an LTE network to enable a mobile device to connect to the mobile core
network and avail various services, like Voice, SMS, VAS. The 5G core
network can utilise this network element to enable the device to communicate
with the core network using a non-3GPP satellite link. The radio access
technology that can be exploited depends on the satellite’s support. DVB-S2
for the forward link and DVB-RCS for the reverse link can be good options.
Please refer to Figure 8.5 for details.



162 Honey, I flung the RAN to Space! Honey, I flung the RAN to Space! 

Satellite Bent

5G Core Network (terrestrial)

Non 3GPP
Satcom

Y2 Logical interface on 
DVB Channel

Non 3GPP
Satcom

Y2 Logical interface on 
DVB Channel

N3IWF

 
Figure 8-5 UE communicates on thenon-3GPP channel on DVB using satellite 

relay 

 

8.3.2 Satellites link as backhaul to the core network for control and user plane 
traffic. 

In case the edge (slice) comprising the radio head, GNodeB, and the UPF is 
geographically isolated from the core network and is in a remote location, then the 
N4 control channel that uses PFCP protocol between the UPF and the SMF can be 
backhauled on SRI interface on the satellite link. In addition, the same satellite 
link could convey the N2 signalling between the GNodeB and the AMF.Please 
refer to Figure 8-6 for the end to end architecture. 

Typical use cases are offshore oilrigs and cruise ships where the GNodeB and 
UPF can be hosted in a single slice and connected to the on-shore core network 
(AMF and SMF). 

If local breakout to the content delivery network or the internet is unavailable, the 
UPF can backhaul the traffic via the satellite link to the CDN on the N6 link. 
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Figure 8.5 UE communicates on the non-3GPP channel on DVB using satellite relay.

8.3.2 Satellites Link as Backhaul to the Core Network for Control
and User Plane Traffic

In case the edge (slice) comprising the radio head, GNodeB, and the UPF is
geographically isolated from the core network and is in a remote location,
then the N4 control channel that uses PFCP protocol between the UPF and
the SMF can be backhauled on SRI interface on the satellite link. In addition,
the same satellite link could convey the N2 signalling between the GNodeB
and the AMF. Please refer to Figure 8.6 for the end to end architecture.

Typical use cases are offshore oil rigs and cruise ships where the GNodeB
and UPF can be hosted in a single slice and connected to the on-shore core
network (AMF and SMF).
Honey, I flung the RAN to Space! 
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Figure 8-6 Backhaul traffic from edge via satellites 

 

8.4 Network Design and Planning: Key Constraints, Challenges and 
Solutions 

New technologies invoke questions. Some of them have been addressed below. 

a) How many cells can a single satellite cover if the technology is 
cellular-based? 

b) How does the network manage the mobility of users in a fixed PLMN 
when the coverage of a satellite is moving or when the beam area 
covers more than one country? 

c) How do we guarantee consistent coverage and ensure reliability? 

d) How can the satellite address the ultra-low latency requirements and 
enhanced bandwidth per user? 

e) Can the existing access layer technologies like MIMO and 
beamforming be used to achieve the 5G KPIs? 

f) How can the satellite network be integrated with the 5G core? 

g) What can be regulatory constraints and challenges for deploying a 
satellite-based 5G+/ 6G network? 

Before we delve into details to address these questions/topics, let us first identify 
and investigate the key stumbling points  
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Figure 8.6 Backhaul traffic from edge via satellites.
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If local breakout to the content delivery network or the internet is unavail-
able, the UPF can backhaul the traffic via the satellite link to the CDN on the
N6 link.

8.4 Network Design and Planning: Key Constraints,
Challenges and Solutions

New technologies invoke questions. Some of them have been addressed
below.

a) How many cells can a single satellite cover if the technology is cellular-
based?

b) How does the network manage the mobility of users in a fixed PLMN
when the coverage of a satellite is moving or when the beam area covers
more than one country?

c) How do we guarantee consistent coverage and ensure reliability?
d) How can the satellite address the ultra-low latency requirements and

enhanced bandwidth per user?
e) Can the existing access layer technologies like MIMO and beamforming

be used to achieve the 5G KPIs?
f) How can the satellite network be integrated with the 5G core?
g) What can be regulatory constraints and challenges for deploying a

satellite-based 5G+/ 6G network?

Before we delve into details to address these questions/topics, let us first
identify and investigate the key stumbling points

a. Cell planning where satellites cover large areas or else the coverage is
dynamic.

b. Interference between satellite GNodeB, terrestrial GNodeB, satellite
capable UE, and non-sat cellular UE can affect SNR, SINR, and CINR.

c. High round trip time due to propagation delay of radio signal
d. Spectrum availability

8.4.1 Cell Size and Type, Tracking Area, and Coverage

The cell size and the tracking area can be realised depending on a couple
of factors:

• Nature of the satellite: LEO, MEO or GEO.
• Throughput supported by the satellite: depends on whether it is a High

Throughput satellite with MIMO support, capable of beamforming and
steering antenna array.



164 Honey, I flung the RAN to Space!

• Types of deployment: whether the satellite is directly communicating
with the UE (either acting as a GNodeB or a repeater) or whether the
satellite is used for backhaul

• Number of PLMNs supported by the satellite: single or multiple
• Frequency bands: C band or V band (for example)

The maximum radius of the cell can be 100 Kilometers considering timing
advance, while the nearest LEO satellite is 500 Kilometers away. The larger
the cell radius, the lesser the number of users that can be served with the same
available spectrum. Typically, in city areas with standard demography, an 8 to
11 Kilometer cell radius could be ideal, although there can be exceptions for
densely populated areas where we may need smaller cells, say with a radius
between 1 Kilometer to 2 Kilometers.

A couple of 5G satellite communication providers attempt to realise a
radio network of such nomenclature with their high throughput (HTS). LEO
satellites are equipped with MIMO and beamforming capability, thanks to
onboard GNodeB, or GNodeB DU unit. A cluster of HTS satellites communi-
cating between themselves on Inter Satellite Crosslinks forms the DSSN. The
beam includes a sort of cone, and the beam’s coverage area increases with the
height of the satellite. But beam density becomes lesser with the altitude of
satellites. In LEO satellites, typically, where the beam width ranges from 30◦

to 45◦, the signal coverage range is around 10 to 50 Kilometers, perfect for
moderately sized cells.

Two beam coverage schemes are used, namely spot beam and hybrid wide
spot beams. Each satellite provides multiple high-power spot beams to render
coverage in a wide area [5]. But the beams move along with the satellite orbit.
For example, SES O3b mPower MEO satellites can focus 5000 spot beams
on earth.

With the hybrid comprehensive spot beam approach, the satellites beam
low power wide beams, which are digitally steered to achieve fixed coverage
and high density.

The user density (users / Kilometer2) may decrease dramatically for MEO
satellites. Typically, a cell of 100 Kilometer radius can cater to a user density
of 5/ Kilometer2. In case moderate cells need to be conceived on MEO
satellites, the system must be highly dependent on beamforming and beam
steering actuated by the MIMO antenna array.

The beams form multiple cells, and the cell clusters form the tracking
area (Figure 8.7). If the cell size is well within the tolerable limit, no fur-
ther restriction or complication is caused by the timing advance parameter.
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Figure 8-7 Formulation of cell and tracking area by satellite beams 

 

When the cell and the tracking area are fixed and static, it remains relatively 
simple to manage the radio network. When the satellite's orbit can be accurately 
determined, the beam towards the UEs in the cell remains pretty stable and fixed. 
Any adjustments required can be, however,made by beam steering. The network 
design and engineering criteria remain standard, except that some timers need to 
be extended to deal with much higher round trip delays. Also, some new RAT 
values have been introduced by 3GPP. Below is a summary of the extended timer 
values (in Table 7-1) and new RAT values that the compatible satellite device and 
the 5G network functions need to consider and act accordingly. 
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Figure 8.7 Formulation of cell and tracking area by satellite beams.

The number of cells that can be realised by one such satellite depends on
the capability of the satellite to handle the number of beams about ARFCNs,
the type of satellite (LEO, MEO or GEO), the coverage area and the number
of PLMNs each satellite can handle. However, having said so, it seems that
we do not have much room to extend the size of the antenna array due
to technology limitations and cost. Typically, a satellite that can function
as a complete GNodeB can be very complex and weigh up to a one-ton
kilogram.

When a device moves from one TA to another TA, which is handled
by another satellite, a handover procedure is initiated using the Xn mesh
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between satellites. It is assumed that the UE has the means to determine its
position within the TA. For reliability, at least two satellites serve the cells and
TAs. This reduces the chances of glitches and session discontinuity during
handover. If a satellite cannot serve a cell by its steerable beam, another
satellite that can beam the cell will replace this satellite. This is to ensure
that the end-to-end system is highly available.

When the cell and the tracking area are fixed and static, it remains
relatively simple to manage the radio network. When the satellite’s orbit can
be accurately determined, the beam towards the UEs in the cell remains pretty
stable and fixed. Any adjustments required can be, however, made by beam
steering. The network design and engineering criteria remain standard, except
that some timers need to be extended to deal with much higher round trip
delays. Also, some new RAT values have been introduced by 3GPP. Below is
a summary of the extended timer values (in Table 8.1) and new RAT values
that the compatible satellite device and the 5G network functions need to
consider and act accordingly.

Modified Timers:

Table 8.1 Increase of NAS/core timers due to satellite link.
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Modified Timers: 

Table 8-1 Increase of NAS /Core timers due to satellite link 

 Timer # RTTs propagation 
delay 

(Minimum) 
Suggested Timer 
value increase 

5GMM UE Side 
Timers 

T3510 5 RTT 5 WCRTT 

 T3517 3 RTT 3 WCRTT 

5GMM AMF 
Side Timers 

No need for changes. AMF determines appropriate values 

 T3580 4 RTT 4 WCRTT 

5GSM UE Side 
Timers 

T3581 1 RTT 1 WCRTT 

 T3582 1 RTT 1 WCRTT 

5GSM SMF 
Side Timer 

No need for changes. SMF determines appropriate values 

 

New RAT values: 
• "NR (LEO)". 
• "NR (MEO)". 
• "NR (GEO)". 
• "NR (OTHERSAT)" 

When the satellite beam covers multiple countries or the coverage is 
moving/dynamic, these simple choices of fixed cell id and TA cannot be 
contemplated anymore.In those circumstances, virtual cells and virtual TAs may 
be introduced near the international borders. 

As per classical radio network design, mobile operators divide coverage areas into 
fixed cells within well-defined geographic regions. But with this new concept of 
virtual cells, these cells are preferred to be square-shaped, and they do not relate to 
actual RF coverage from any satellites or existing cells for terrestrial NR access. 
The cells may be defined concerning an array of grid points, as shown below. A 
serving cell for any UE would then be explained by the cell associated with the 
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New RAT values:

• "NR (LEO)".
• "NR (MEO)".
• "NR (GEO)".
• "NR (OTHERSAT)"

When the satellite beam covers multiple countries or the coverage is mov-
ing/dynamic, these simple choices of fixed cell id and TA cannot be contem-
plated anymore. In those circumstances, virtual cells and virtual TAs may be
introduced near the international borders.

As per classical radio network design, mobile operators divide coverage
areas into fixed cells within well-defined geographic regions. But with this
new concept of virtual cells, these cells are preferred to be square-shaped,
and they do not relate to actual RF coverage from any satellites or existing
cells for terrestrial NR access. The cells may be defined concerning an array
of grid points, as shown below. A serving cell for any UE would then be
explained by the cell associated with the grid point, which is closest to the
current UE location. The definition of the cells may be closely aligned to the
national borders of a country.

The virtual cells do not relate to the actual radio coverage of any satellites.
Instead, an array of grid points are defined for rectangular or square cells
(refer to Figure 8.8). If a UE is in the vicinity of a grid point, it will be
served by the cell associated with the grid point. A cluster of these virtual
cells can comprise a virtual TA, and these would be generally defined near the
international borders. Grid point locations would be propagated by satellites
along with the linked virtual cell IDs, TAIs, PLMN IDs (MCC, MNC), etc.

Below is a typical representation of what these virtual cell arrangements
in proximity to the international borders may look like. This may be a solution
to circumvent issues regarding satellite coverage blackspots, overlapping
coverage, or moving coverage, where the UE may prefer to be served by
virtual or pseudo cells (or grid points) in those cases to maintain session
continuity.

8.4.2 Interference

The existence of terrestrial and satellite 5G networks could invoke channel
interference issues [3]. Broadly, there can be four categories (Figures 8.9,
8.10, 8.11, 8.12) of interference though it is not exhaustive.
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8-8). If a UE is in the vicinity of a grid point, it will be served by the cell 
associated with the grid point. A cluster of these virtual cells can comprise a 
virtual TA, and these would be generally defined near the international borders. 
Grid point locations would be propagated by satellites along with the linked 
virtual cell IDs, TAIs, PLMN IDs (MCC, MNC), etc. 

Below is a typical representation of what these virtual cell arrangements in 
proximity to the international borders may look like. This may be a solution to 
circumvent issues regarding satellite coverage blackspots, overlapping coverage, 
or moving coverage, where the UE may prefer to be served by virtual or pseudo 
cells (or grid points) in those cases to maintain session continuity. 

Country A

Country B

Country C

Virtual 
grid point 

Virtual Cells near 
international borders 

under satellite coverage 

 
Figure 8-8 Virtual Cells and grid near international borders 
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Figure 8.8 Virtual cells and grid near international borders.
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8.4.2 Interference 

The existence of terrestrial and satellite 5G networks could invoke channel 
interference issues [3]. Broadly, there can be four categories (Figure 8-9, Figure 8-
10, Figure 8-11, Figure 8-12) of interference though it is not exhaustive. 
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Figure 8-9 Interference between Cellular UE and Satellite UE 
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Figure 8-10 Interference between Satellite GNodeB and Terrestrial GnodeB 
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Figure 8.9 Interference between cellular UE and satellite UE.

Depending on the frequency bands, 5G satellite UE may use the same fre-
quency band for uplink communication as that being used by the cellular UE
for the downlink communication. This causes interference at the cellular UE.
The satellite UEs operating in the S-band primarily house omnidirectional
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Figure 8-10 Interference between Satellite GNodeB and Terrestrial GnodeB 
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Figure 8.10 Interference between satellite GNodeB and terrestrial GnodeB.Honey, I flung the RAN to Space! 
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Figure 8-11Interference between Satellite UE and terrestrial GNodeB 
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Figure 8-12.Interference between Cellular UE and Satellite GNodeB 
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Figure 8.11 Interference between satellite UE and terrestrial GNodeB.

antennas that radiate the signal in all directions, causing heavy interference
to the nearby cellular UEs and the terrestrial GNodeBs. However, satellite
UEs operating in the Ka-band have VSAT antennas that are more focused
towards the satellites mitigating the risks of interference.
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Figure 8-12.Interference between Cellular UE and Satellite GNodeB 
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Figure 8.12 Interference between cellular UE and satellite GNodeB.

With the beam forming and steering technologies in the modern high
throughput satellites and the 5G sat devices, the UL /DL beams are now more
pointed, increasing the SNR, reducing channel interference, and improving
the overall signal quality.

As a regulatory requirement, the Isotropic radiated power (especially in
the C band) of the terrestrial and satellite RAN must be defined to realise a
hassle-free co-existence and interop between the two systems.

8.4.3 Latency

Radio signal nearly travels at the speed of light. Therefore, for a propagation
delay of 1 ms between the terrestrial terminal (UE or VSAT) and the satellite,
the satellite’s distance from the earth needs to be around 300 KILOMETER.
As LEO satellites are at a distance between 500 Kilometers to 1500 Kilo-
meters from the earth, achieving the latency of 1 to 5 milli seconds may be
nearly impossible. At the moment, an end to end latency of 20 to 25 milli
second may be attainable with LEO satellites.

However, there are other sorts of high altitude aerial platforms (HAPS)
based on drones or balloons at the height of, say, 80 to 100 Kilometers that
may comply with the latency requirements of URLLC applications.

However, the scope of this chapter is not to elaborate on the HAPS
systems.
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8.4.4 Spectrum Availability

If morning shows the day, then it is most likely that the C band (frequency
between 3.7 GHz to 4.2.Ghz) will be used for 5G over satellites in most
countries. This is currently the case in the USA. The synergies are obvious.

The 3.7 GHz to 4.2. GHz is one of the most implemented bands for
terrestrial 5G networks due to its propagation characteristics and block size.
Incidentally, this coincides with the C band of the satellite operators. Hence,
there is an endeavour in certain countries (mainly the US) to release a
portion of the C bands for terrestrial or satellite mobile communication.
Subsequently, a couple of satellite companies strive to enter the 5G com-
munication space by sending Satellite GNodeBs or Satellite GNodeBs - DU
or Satellite repeaters (acting as bent/relay between the satellite-enabled UE
and the terrestrial GNodeBs).

8.5 Examples of 5G Use Cases

8.5.1 URLLC and EMBB: An Example

Would you like to drive a car where the ‘in-car road safety‘ features are based
on the C-V2X application that communicates with the RSU or connected car
application via LEO 5G satellites? I would probably not dare to.

But wait. Is it even possible to realise this setup in the first place? The
tolerance level for V2X applications is in the range of 1 ms to 5 ms. As
deliberated in section 4.2, it may not be viable to achieve this latency on
the satellite leg even with DSSN type networks. Moreover, the mobility and
velocity of the automobiles can fling a challenge to the ‘5G-on-satellite‘
providers to render consistent and reliable coverage actuating continuous
beam steering and coping with the high number of handovers.

However, there may be other applications where mobility conditions are
moderate and which may be complacent to relatively higher latency. Let us
consider the case of a remote mining unit [Figure 8.13]. The pilot miner at the
control centre with an Augmented Reality /Virtual Reality gear controls the
remote mining equipment/vehicle in an isolated mine connected by satellite-
enabled 5G IoT devices. Latency requirements may be in the order of 20ms.
However, unlike CV2X applications, these may demand high throughput.
A high-resolution AR / VR remote gear rendering “retinal” 360◦ video
streaming experience would require around 600 MBPS.

As this is a typical use case for real-time tactile communications that aim
to support the high intuitiveness and reciprocity required between the control
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satellite capabilities and constraints on bandwidth and latency per user. 
Alternatively, if there are remote local breakout points for the data traffic, then the 
satellite link may only be used for the control plane traffic for mobility and session 
management. 

Remote Control Center

5G Mobile Network
Sat dish

5G HTP LEO Gnodeb

Remote Mining Equipment

5G Sat Terminal

 
Figure 8-13 Remote Mining based on 5G on satellite communication 

8.5.2 m-MTC: an example 

In the previous section, we have just touched upon the use case of a peer to peer 
communication where low latency and high bandwidth are required for both the 
forward and the return channels between the UEs / terminals and the network. 
However, there are multicast applications where reachability and the downlink 
bandwidth are key criteria, and latency may not be a prime factor. Let us take the 
example of FOTA (Firmware Over the Air) or SOTA (Software Over the Air) to 
keep the car software up-to-date continuously (Figure 8-14).  

In the `as is` setup, the car manufacturer would need to tie up with a mobile 
service provider that can render worldwide coverage via roaming. The E-SIM 
profile of this mobile operator embedded in the IoT of the car that would be 
subsequently used for `over the air` upgrades is generally termed the bootstrap 
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Figure 8.13 Remote mining based on 5G on satellite communication.

centre and the remote equipment, the combined throughput (considering the
bandwidth needed for AR/VR) would be around two GBPS per user. Thanks
to the advancements in satellite technology and antenna design, the LEO
GNodeB satellites can support this bandwidth and latency on the N3 interface
towards the terrestrial UPF (slice), supporting the QFIs for E-MBB and
URLLC.

In the above examples, we use satellite-enabled 5G devices where the
control and the user plane are conveyed over the satellite. We have some
dependencies on satellite capabilities and constraints on bandwidth and
latency per user. Alternatively, if there are remote local breakout points for
the data traffic, then the satellite link may only be used for the control plane
traffic for mobility and session management.

8.5.2 m-MTC: An Example

In the previous section, we have just touched upon the use case of a peer to
peer communication where low latency and high bandwidth are required for
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both the forward and the return channels between the UEs / terminals and the
network. However, there are multicast applications where reachability and
the downlink bandwidth are key criteria, and latency may not be a prime
factor. Let us take the example of FOTA (Firmware Over the Air) or SOTA
(Software Over the Air) to keep the car software up-to-date continuously
(Figure 8.14).

In the ‘as is‘ setup, the car manufacturer would need to tie up with a
mobile service provider that can render worldwide coverage via roaming. The
E-SIM profile of this mobile operator embedded in the IoT of the car that
would be subsequently used for ‘over the air‘ upgrades is generally termed
the bootstrap profile. For IoT use cases, NB-IoT and LTE-M accesses are
most widely used nowadays. And shortly, this could be 5G.

The present end-to-end system used for any over the air upgrade for auto-
mobiles heavily depends on the terrestrial roaming footprint of the bootstrap
operator. There can be reliability issues, primarily due to coverage glitches
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profile. For IoT use cases, NB-IoT and LTE-M accesses are most widely used 
nowadays. And shortly, this could be 5G.  

The present end-to-end system used for any over the air upgrade for automobiles 
heavily depends on the terrestrial roaming footprint of the bootstrap operator. 
There can be reliability issues,primarily due to coverage glitches in the 
international borders. The overall operational cost can be high due to the 
involvement of the roaming leg. Rendering global coverage for the FOTA/SOTA 
upgrade can be a challenge. 

GEO satellites have a global view and can render coverage spanning continents. 
GEO satellites with onboard GNodeB can beam the software/firmware upgrades 
from the sky. The car manufacturer or bootstrap operator can tie up with a 5G 
satellite provider launching (or has launched) GEO satellites at more than 36000 
Kilometers and have the required spectrum to operate in the target countries. The 
end to end latency can shoot up to 300 milli second, but that would still be within 
the allowable limit for these applications.  
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Figure 8-14 SOTA/FOTA on 5G on satellite communication 
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Figure 8.14 SOTA/FOTA on 5G on satellite communication.
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in the international borders. The overall operational cost can be high due
to the involvement of the roaming leg. Rendering global coverage for the
FOTA/SOTA upgrade can be a challenge.

GEO satellites have a global view and can render coverage span-
ning continents. GEO satellites with onboard GNodeB can beam the soft-
ware/firmware upgrades from the sky. The car manufacturer or bootstrap
operator can tie up with a 5G satellite provider launching (or has launched)
GEO satellites at more than 36000 Kilometers and have the required spectrum
to operate in the target countries. The end to end latency can shoot up to
300 milli second, but that would still be within the allowable limit for these
applications.

8.5.3 Mission-Critical Services/Disaster Management

Iridium has been at the forefront of disaster management and mission-critical
communication systems using satellite phones and has been used many times
during hurricanes, floods, earthquakes, oil spills, etc. The Iridium satellite
phones have an SOS butter (as in the picture in Figure 8.15) which can send
messages / and call emergency centres in times of catastrophes.

However, in recent times, thanks to the advancements in onboard elec-
tronics and software, it may be possible shortly to place a GNodeB and slice
or a ‘5G in a box’ sort of network within the satellites themselves. As it will be
a self-contained system, the N6 interface will trombone via an inbuilt mission
critical service (MCS) micro application hosted in the same onboard slice to
achieve peer to peer communication.
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Iridium has been at the forefront of disaster management and mission-critical 
communication systems using satellite phones and has been used many times 
during hurricanes, floods, earthquakes, oil spills, etc. The Iridium satellite phones 
have an SOS butter (as in the picture in Figure 8-15) which can send messages / 
and call emergency centres in times of catastrophes. 

 
Figure 8-15 Iridium satellite device with SOS button 

However, in recent times, thanks to the advancements in onboard electronics and 
software, it may be possible shortly to place a GNodeB and slice or a ‘5G in a 
box’ sort of network within the satellites themselves. As it will be a self-contained 
system, the N6 interface will trombone via an inbuilt MCS (Mission Critical 
Service) micro application hosted in the same onboard slice to achieve peer to peer 
communication. 

These applications can be placed in MEO satellites covering wide areas where 
user density may not matter as in most mission-critical use cases. However, beam 
steering and spotting may be utilised to attain high-density coverage in specific 
geographic locations in hurricanes or earthquakes where a large population can be 
impacted. 

8.6 Regulatory Constraints 

Often, we come across questions on the degree of disruptiveness of this 
technology. Can the global players be able to spawn up mobile access anywhere in 
the world and potentially cannibalise the local operators? No, it does not seem as 
painless as it sounds, not only due to technological hurdles but also because of 
regulatory restrictions [1]. Some of the main regulatory challenges have been 
identified in this section, though there is no solution for all of them. 

Generally, the local telecom regulations to the country of operations should apply 
here. Some typical directives and by-laws that can pose to be problematic for an 
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Figure 8.15 Iridium satellite device with SOS button.
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These applications can be placed in MEO satellites covering wide areas
where user density may not matter as in most mission-critical use cases.
However, beam steering and spotting may be utilised to attain high-density
coverage in specific geographic locations in hurricanes or earthquakes where
a large population can be impacted.

8.6 Regulatory Constraints

Often, we come across questions on the degree of disruptiveness of this tech-
nology. Can the global players be able to spawn up mobile access anywhere
in the world and potentially cannibalise the local operators? No, it does not
seem as painless as it sounds, not only due to technological hurdles but also
because of regulatory restrictions [1]. Some of the main regulatory challenges
have been identified in this section, though there is no solution for all of them.

Generally, the local telecom regulations to the country of operations
should apply here. Some typical directives and by-laws that can pose to be
problematic for an international mobile service provider rendering service in
another country or continent via satellite links may be the following:

• Spectrum sourced in the country for cellular operations should not be
used to beam radio signals to another country for rendering mobile
services. The beam from MEO and GEO satellites may encompass more
than one country, the diagram below. It may prove quite challenging
to restrain the beam from crossing the national peripheries (refer to
Figure 8.16.)

• Some countries mandate that the user data (user traffic, generated CDRs,
BI data) should never leave the country’s boundaries. In the case of
satellite-based systems, the core network (including the slices) may be
placed outside the boundaries of the operating country, which may be
a problem for data retention within the country. More specifically, the
user-specific data in the UDM, PCF and OCS, semi-permanent mobility
data of the user in AMF, session data in SMF and UPF may be residing
outside the country where the satellite establishes the network coverage.

• Emergency calls should be routed to the PSAP of the specific country
where the user resides, i.e., the country where the 5G satellite establishes
the radio network coverage. However, the call will be routed to the core
network situated in the central location (maybe in another country) on a
public/private or hybrid cloud. In such a case, the core network should
have an existing network integration with the PSAP of the country where
the user is located.
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(class A to class E). There may be no network equipment in the country where the 
satellite beams are focused on rendering coverage. How can we realise “taps” 
within the country if the regulatory mandates LI tapping points within the 
country?  

2: How easy or difficult would it be to establish a Lawful Interception Interface 
(H1/H2/H3) between the Core network at the central location (probably in another 
country) and the Law Enforcement Agency in the country of operations.  

Incidentally, any public cloud-based Mobile Core Network will face the same 
issue. The physical location of the cloud hosting the network may be distant from 
the country where the network operates.  

However, LI solutions are evolving to support cloud-native architecture. ATIS 
(Alliance for Telecommunications Industry Solution) has proposed a few 
alternatives to achieve LI for cloud-based XPAAS platforms [4]. In 3GPP, Service 
& System Aspects (SA) and Core Network & Terminals (CT), working groups are 
deliberating on solutions related to regulatory services such as lawful intercept, 
emergency calls, and public warning services. 

Global 5GCSatellite 
GNodeB

Country
A

Country
C

Country
B

Satellite coverage

 
Figure 8-16 Super national mobile coverage by satellite beams 
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Figure 8.16 Super national mobile coverage by satellite beams.

However, this is somewhat similar to the scenario of a non-UE detected
emergency call on a VoLTE network in a roaming scenario when the call
is routed to the HPMN. To terminate the call to the target PSAP, the HPMN
either needs to be able to resolve the PSAP number (of the VPMN network)
and route it over there or needs to have an integration with PSAP. A similar
arrangement may be considered for emergency calls from UE via 5G / 6G
over satellite links.

• Lawful interception (LI) is a mandatory requirement for almost all
countries. To adhere to laws about jurisdiction, the Intercept Access
Points (or tap points) need to be in the operating region.

This invokes a few architectural and regulatory questions.

1: The satellite bearing 5G network components is in space and technically
not within the periphery of the country defined by geographical borders
and air space (class A to class E). There may be no network equipment in
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the country where the satellite beams are focused on rendering coverage.
How can we realise “taps” within the country if the regulatory mandates
LI tapping points within the country?

2: How easy or difficult would it be to establish a Lawful Interception
Interface (H1/H2/H3) between the Core network at the central location
(probably in another country) and the Law Enforcement Agency in the
country of operations.

Incidentally, any public cloud-based Mobile Core Network will face the same
issue. The physical location of the cloud hosting the network may be distant
from the country where the network operates.

However, LI solutions are evolving to support cloud-native architecture.
ATIS (Alliance for Telecommunications Industry Solution) has proposed a
few alternatives to achieve LI for cloud-based XPAAS platforms [4]. In
3GPP, Service & System Aspects (SA) and Core Network & Terminals (CT),
working groups are deliberating on solutions related to regulatory services
such as lawful intercept, emergency calls, and public warning services.

We do not have all answers to all these issues currently and hence would
need to keep an eye on the developments on this front.

8.6.1 Generic Issues

Power requirement: The satellites equipped with onboard 5G equipment, be
it the gNodeB, a DU-gNodeB, or a bent, need to provide the RF signals to
communicate with the terrestrial devices (User Devices). Also, the satellite
has to cater for the power required by the onboard electro-mechanical systems
required for beam steering and beam spot. A standard GNodeB requires
between 12 Kilo Watt to 50 Kilo Watt of power depending on the make and
specifications. Hence, it is a challenge to deliver this power from the solar
cells in the satellite. With substantial solar cells, the weight of the satellite
increases and keeping the satellites in the LEO or MEO space can be a
challenge.

Maintenance: As the satellites are in space, maintenance can be an issue if
the connection to the satellite is lost temporarily. In case of hardware issues
for terrestrial GNodeB, the maintenance engineer may need to visit the data
centre to change or fix the hardware. That would not be possible with Satellite
5G GNodeB. A stable 2-way IP connection is required between the terrestrial
control centre and the satellites to maintain the Software or Firmware of the
5G components. So, activities like a software upgrade, implementation of
new releases, security upgrades etc., may not be smooth and straightforward.
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Security: The satellites are not immune to security threats. Some of the
common threats linked to 5G RAN on satellites are follows.

• Eavesdropping the SRI links: Hackers can listen to the control plane
signalling and user plane data about end-users and derive sensitive user
information.

• Modification of user data or control plane data and compromise data
integrity.

• Channel Interference: Hackers can generate high power electromagnetic
waves to interfere with the SRI links. This technique can also be used to
launch denial of service attacks.

• Inject illegal signals via Uu or SRI interface from terrestrial sources or
rogue satellites to consume the bandwidth and disrupt the services.

• Satellite hijacking: A malicious terrestrial unit or another rogue satellite
can hijack the 5G RAN satellites and gain complete control.

8.7 Conclusions

Cellular communication piggybacking on satellite-based RAN may not be
able to cater to and fuel all the use cases that we envisage for 6G. But it is
imperative that many crucial scenarios can be supported. The technology is
novel and is still evolving. This will be a key component of the 6G network.
The satellites in the space bearing a part of the RAN will be powered by
the sun, making the network environment friendly. The number of cell tow-
ers may eventually dwindle, reducing the terrestrial infrastructural cost and
power requirements of a cell tower. As a collateral gain, we may substantially
reduce the carbon footprint and conceive a greener, cleaner, and sustainable
future network.
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Like any radio, the cellular base stations (BSs) have a radio frequency (RF)
and a baseband (BB) part. For many years, the RF and BB parts of these
significant components of the radio access networks (RANs) infrastructure
have been tightly integrated. At these times, connecting the RRUs of one
vendor to the BBU of another vendor usually could not be possible due to the
propriety of the solutions. RANs have significantly evolved from analogue
to digital signal processing units in the last few decades, where hardware
components are being replaced with flexible and reusable software-defined
functions allowing the RRU and BBU of cellular BSs to be an independent
implementation of advanced access architectures. Following these driving
forces, the BS architecture has evolved considerably towards virtualized,
open and intelligent RAN architectures over the last few years. The main
idea behind virtualizing and opening the RAN is to disaggregate the BS
elements and develop open standards for the interfaces and interaction pro-
cedures between them. Currently, service providers worldwide are driving
the adoption of “Open RAN” for 5G” and considering the implementation
of intelligent functionalities for 6G. This chapter presents an overview of the
evolution of RAN technologies and the latest trends toward virtualized, open
and intelligent next generation RAN (NG-RAN).
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9.1 Introduction

The cellular base stations (BSs) are major wireless infrastructure components.
A BS, like any radio, has an RF part and a baseband (BB) part. The BB
part is implemented in a combination of digital hardware and software.
The BB functions include modulation/demodulation (bit-to-symbol mapping,
IFFT/FFT), encoding and decoding; the MAC protocol, including radio
scheduling; concatenation/segmentation of radio link control (RLC) protocol;
and encryption/decryption procedures of packet data convergence protocol
(PDCP), for the downlink and uplink directions. The radio frequency (RF)
part is implemented using analogue RF hardware. However, the RF part is
not entirely analogue because it needs to implement a digital interface. For
more than 100 years, the BB and RF parts have been tightly integrated. This
started to change around 2011 when distributed BSs appeared. Before that
time, the way BSs were built was entirely proprietary; all that was expected
of a BS was to implement the 3GPP standards for cellular communication.
A distributed base station consists of a base band unit (BBU) and remote
radio units (RRUs) also called Remote Radio Head (RRH), connected to the
baseband unit typically via common public radio interface (CPRI).

The RRH contained only the radio functions and was located close to
the antenna in the cell site tower, where the BBU contained all baseband
processing functions. Each RRH and BBU pair is connected using a new net-
work segment called the Fronthaul network. The Fronthaul network was most
often a point to point connection, and the radio signals were transmitted using
the common public radio interface (CPRI), open base station architecture
initiative (OBSAI) or open radio interface (ORI) protocol.

The CPRI interface is the most common but is essentially proprietary.
Connecting the RRUs of one vendor to the BBU of another vendor is impossi-
ble due to the propriety of the solutions. Only large equipment manufacturers
of BS benefit from this network-building scheme since this scheme does not
allow easy change of the equipment manufacturer at the operator’s discretion.
The losers are not only the operators who cannot flexibly build their network
but also small and medium-sized enterprises (SMEs) that cannot develop a
full range of BS equipment and its software but are ready to develop either
software or separate elements of the microwave infrastructure.

Therefore, BSs architecture has evolved considerably over 5-10 years. We
investigate the technology evolution of RAN. One of the main opportunities
is virtualizing and opening the RAN, or the so-called “Open RAN”. The main
idea of Open RAN is to make the RF subsystem and BB subsystem of cellular
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BSs independent. Virtualization technology has come to play a crucial role in
the evolution of communication networks. Network function virtualization
(NFV) refers to the software implementation of network functions in a way
that is completely decoupled from network hardware. NFV is becoming
possible for cellular networks. Eventually, communication networks and IT
infrastructures will merge. This process will bring economic savings for
mobile operators and new opportunities for technology companies.

The main trend is to centralize and virtualize higher-level radio access
network (RAN) functions while keeping lower-level RAN functions in dis-
tributed units (near antennas). This leads to two new nodes, the so-called
central unit (CU) and distributed unit (DU) by the 3GPP, and an inter-
face referred to as the front-haul interface. A virtual BBU implements in
software the higher-level network functions. The CU consists of multiple
BBUs. Similarly, the centralized BB processing of radio signals in the cloud
allows applying resource pooling and statistical multiplexing principles when
allocating computing resources.

BBU-pool virtualization introduced the concept of shared processing,
where it is possible to share the available processing resources amongst
several sites and allocate extra processing efforts when needed in different
areas. The network became adaptable to the non-uniform patterns of users’
daily movements, such as going from a residential area to a business area
in the morning and back again in the evening, referred to as the tidal
effect. By sharing baseband resources between office and residential areas,
a multiplexing gain on BBUs can be achieved.

Virtualizing network functions and running them on distant servers raise
many issues in terms of performance. It is essential that the whole base-band
processing of radio signals must meet strict latency requirements (namely,
one millisecond in the downlink direction and two milliseconds in the up-
link). Other requirements include Open RAN to support joint radio resource
allocation for interference reduction and data rate improvements.

Several different organizations have started to work on these problems:
the Open Networking Foundation, xRAN Forum, C-RAN Alliance, O-RAN
Alliance, The O-RAN Software Community, Open RAN Policy Coalition,
Telecom Infra Project, OpenRAN Group, Cisco’s Open vRAN initiative, the
OpenAirInterface Software Alliance and Facebook Connectivity. Although
all of these groups claim that they are working on the same thing, which
will make the RAN architecture more open using standardized interfaces and
network elements, there are specific differences in a closer examination of the
activities of these groups [1].
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In March 2011, six companies that own and operate some of the largest
networks in the world (Deutsche Telekom, Facebook, Google, Microsoft,
Verizon, Yahoo) announced the formation of the open networking founda-
tion (ONF), a nonprofit organization dedicated to promoting a new approach
to networking called software-defined networking (SDN). Joining these six
founding companies, members became many other companies, including
major equipment vendors, networking and virtualization software suppliers,
and chip technology providers. Today ONF is a leader in the implementation
of open source solutions. One of ONF’s projects has been related to software-
defined RAN (SD-RAN) during the last few years. SD-RAN is ONF’s
3GPP compliant software-defined RAN platform consistent with the O-RAN
architecture built on recognized platforms, such as ONOS and Aether [2].

The xRAN Forum was formed in 2016 to standardize an open alternative
to traditional hardware-oriented RAN. The group focused on three areas:
separating the Control Plane RAN from User Plane, creating a modular
evolved Node Base (eNB) software stack using Commercial-Off-The-Shelf
(COTS) hardware, and publishing Open Interfaces (OIs). The group implied
membership-primarily focused on telecom operators, including AT&T, Ver-
izon, Deutsche Telekom, KDDI, NTT Docomo, SK Telecom, Telstra and
Verizon. In February 2018, xRAN Forum merged with the C-RAN Alliance
to form the O-RAN Alliance.

The O-RAN Alliance is a worldwide organization with members oper-
ating in the Radio Access Network industry, including operators, vendors,
research & academic institutions and SMEs. It is worth mentioning that the
meaning of the abbreviation ”O-RAN” in the name of this alliance can also
be related to “Operator Defined Next Generation RAN”, but whatsoever, its
mission is to drive new levels of openness in the radio access network of
next-generation wireless systems. The O-RAN Alliance consists of different
Working Groups focused on various aspects of realising the future RAN
networks. The primary focus of its working groups is realising a future open
RAN solution built on a foundation of virtualized network elements, white-
box hardware and standardized, interoperable interfaces that fully embrace
O-RAN’s core principles of intelligence and openness [3].

The O-RAN Software Community was jointly created by the O-RAN
Alliance and the Linux Foundation in April 2019. Its mission is to provide
a software solution to support the implementation of an open and intelli-
gent Radio Access Network (RAN) compliant with the O-RAN Alliance
specifications [4].



9.1 Introduction 185

The Open RAN Policy Coalition, founded in May 2020, represents a
group of companies aimed at promoting policies that will “advance the
adoption of open and interoperable solutions in the RAN as a means to create
innovation, spur competition and expand the supply chain for advanced wire-
less technologies including 5G”. Coalition members represent a cross-section
of the wireless communications industry, ranging from network operators
to network solutions providers, systems integrators, cloud providers, edge
device manufacturers, etc. They believe that by standardizing or “opening”
the protocols and interfaces between the various subcomponents (e.g., radios,
hardware and software) in the RAN, networks can be deployed with a more
modular design without being dependent on a single supplier. The Coalition
promotes initiatives and policy priorities that: support new and existing
innovative technology suppliers that are implementing these open interfaces,
as well as small and large network operators; help create a competitive
global ecosystem of diverse trusted suppliers and service providers; build
and maintain U.S. and allies’ technological leadership both in 5G and future
wireless network development.

Telecom Infra Project (TIP) [5] was founded in 2016 by Facebook,
Intel, Nokia, Deutsche Telekom and SK Telecom.Its task is to separate
software and hardware, and the members of this project are more than 500
Internet companies, operators, suppliers and system integrators. In November
2017, Vodafone contributed its software-defined RAN project to the TIP.
Vodafone and Intel created the OpenRAN Group [6], which will develop
RAN technologies based on general purpose processing platforms (GPPP)
and disaggregated software to establish a vRAN ecosystem based on 3GPP
and disaggregated software. The OpenRAN Group focuses on introducing
and describing how to build software and hardware, while the xRAN Group
is more focused on developing specifications. However, both groups interact
with each other, and many members of these groups participate in both
projects. Many TIP member companies act only as observers and do not play
an active role in developing the OpenRAN Group projects.

At the February Mobile World Congress 2018, Cisco announced a new
open virtual radio access network (vRAN) initiative called Open vRAN [7].
The goal of Open vRAN is to build an open and modular RAN architecture
based on GPPPs and disaggregated software that will support various use
cases. The Cisco group has some of the same members as xRAN and
OpenRAN, including Intel and Mavenir. Other vendors involved in Cisco’s
Open vRAN initiative include Altiostar, Aricent, Phazr, Red Hat, and Tech
Mahindra.
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The OpenAirInterface Software Alliance (OSA) [8] is a non-profit con-
sortium fostering a community of industrial as well as research contributors
for open source software and hardware development for the core network
(evolved packet core; EPC), access network (AN) and User Equipment (UE)
of 3GPP cellular networks. The Alliance sponsors the work of the Research
Center “EURECOM” [9] to create an Open-Air Interface for the development
of 5G Cellular Stack on COTS hardware. OSA has served as an innova-
tion agent and catalyst for developing 5G Open Software in its four years
of history. In March 2020, Facebook Connectivity [10] joined the OSA
organization’s Strategic Board. Facebook Connectivity works closely with
partners, including network operators, equipment manufacturers and more, to
develop programs and technologies that increase the availability, affordability
and awareness of high-quality internet access.

At the end of this introduction, it is essential to note that open RAN
groups, software-defined networking (SDN), network functions virtualization
(NFV), and network virtualization (NV) have a vast open source community
committed to growing projects that promote open standards. Groups like the
Linux Foundation and its OpenDaylight Project and the Open Networking
Foundation have been instrumental in creating open-source projects and
products, such as OpenFlow and open source SDN Controllers. Several
companies and groups contribute to such open-source projects, including the
newly announced open platform for NFV project (OPNFV) [11]. It should be
expected that these communities consider working toward opening the RAN
and implementing intelligence in NG-RANs.

Further, this chapter is organized as Follows. The next section presents
the evolution of the RAN architectures and their specific characteristics.
Following the xRAN and O-RAN architectures are considered. Section 3
discusses some of the opportunities and challenges with the implementation
of Open RAN. The last section concludes the chapter with some findings and
comments.

9.2 Evolution of RAN

Radio access networks (RANs) have significantly evolved from analogue
to digital signal processing units in the last few decades, where hardware
components are often replaced with flexible and reusable software-defined
functions. In a pure software-defined radio (SDR) system, the entire radio
function runs on a general purpose processor (GPP). It only requires
analogue-to-digital and digital-to-analogue conversions, power amplifiers,
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and antennas. In contrast, in typical cases, the system is based upon pro-
grammable dedicated hardware, e.g. application-specific integrated circuit
(ASIC), application-specific instruction-set processor (ASIP), digital signal
processor (DSP) or GPP and associated control software. Thus, the flexi-
bility offered by a pure SDR improves service life-cycle and cross-platform
portability at the cost of lower power.

9.2.1 Overview of RAN Architectures

We present a summarized overview of the development of different RAN
architectures throughout the evolution of the mobile networks towards the
cloud-RAN (C-RAN) architecture in this section. Different types of C-RAN,
namely heterogeneous Cloud-RAN, virtualized Cloud-RAN, and Fog-RAN,
are considered based on surveys [12] and other related publications. The
overview illustrates how each of the practically implemented RAN architec-
tures responds to new service requirements that cannot be satisfied by the
existing legacy systems.

9.2.1.1 GSM/GPRS (RAN1/RAN2)
The architecture of the early RAN1 and RAN2 technologies is shown in
Figure 9.1. The base station subsystem (BSS) consists of the base transceiver
station (BTS), the base station controller (BSC), the Air interface, the Abis
interface and the A-interface. With its radio front-end, BTS realizes the
direct wireless connection to mobile stations (MSs). The BSC controls the
mobility management and radio resource management of all BTSs and their
connected MSs. A typical base station subsystem (BSS) includes tens of
BSCs and hundreds of BTSs. The Air-interface connects the MSs to the
BTS, and the Abis-interface connects BTSs to the BSC [13]. The general

Figure 9.1 GSM/GPRS (RAN1/RAN2) architectures.
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Figure 9.2 The GERAN architecture.

packet radio service (GPRS) technology uses packet-switching for band-
width sharing among users, i.e. efficient resource utilization. Adding GPRS
functionalities to the GSM network is practically an upgrade of the BSS archi-
tecture by adding the packet control unit (PCU), which could be positioned
at various locations within the network, i.e., close to BTS BSC or CN [14].

9.2.1.2 GERAN
The GSM/Enhanced data rate for GSM evolution (EDGE) RAN
(GERAN) introduces significant modifications to the radio protocols in
GSM/GPRS for the goal of throughput improvement and end-user quality of
service (QoS). GERAN specifies several new interfaces for connection with
other architectures’ core networks and RANs.

9.2.1.3 UTRAN
To support simultaneously more user links, thus achieving increased over-
all throughput, Wideband Code Division Multiple Access (WCDMA) was
implemented in the Uu air interface of the UMTS terrestrial radio access
network (UTRAN). UMTS consists of radio network subsystems (RNSs),
each with one or more radio network controllers (RNCs) (responsible for the
mobility and resource management) and several BSs, each named a Node B
[15]. The RNC communicates with Node B and the CN over the Iub interface
and two types of Iu interfaces for circuit-switching and packet-switching CNs
(Figure 9.3) [16].

9.2.1.4 E-UTRAN
An improved version of UTRAN with reduced latency and increased effi-
ciency is the Evolved UTRAN (E-UTRAN), standardized for the first time
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Figure 9.3 UTRAN architecture.

along with LTE in Rel. 8 and Rel. 9 [17]. Unlike former RANs, E-UTRAN
integrates many functions such as RRM, header comparison, security, etc.,
into the eNodeB. Such an approach enables load sharing and increases
network reliability, eliminating the risk of single-point failure for the EPC
nodes. E-UTRAN does not have a centralized controller, but only BSs called
an evolved Node B (eNodeB; eNB). The eNodeBs are interconnected to the
evolved packet core (EPC) through the X2 and S1 interfaces, respectively
(Figure 9-4). Additionally, every eNodeB is connected to the mobility man-
agement entity (MME) and the serving gateway (S-GW). User experience is
improved by implementing OFDM (for downlink) and SC-FDM (for uplink),
carrier aggregation, enhanced Inter-Cell interference coordination (eICIC),
etc. All these are standardized in Rel. 10 [8]. Further improvements of the
E-UTRAN were brought later in releases (Rel. 11 - Rel. 14) by supporting
services such as narrow band internet of things (NB-IoT), mMTC and D2D
communications [19].

9.2.1.5 D-RAN
In a traditional 3G/4G macro BS, the radio and baseband processing functions
are integrated. A distributed unit (DU), responsible for functions such as
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Figure 9.4 E-UTRAN architecture.

Figure 9.5 Traditional macro BS.

amplification, modulation and demodulation, frequency conversion, radiofre-
quency filtering, digital-to-analogue and analogue-to-digital conversion, etc.,
and a radio equipment controller (REC) responsible for baseband signal
processing, controlling and managing of BSs, and interfacing with the RNC
(Figure 9.5) are connected to the antenna located at the top of the tower.

In UTRAN and E-UTRAN, the radio and signal processing units, i.e.
RRH (or RRU) and BBU (or DU) are separated. The BBU dynamically allo-
cates network resources to its corresponding RRHs concerning the network
requirements [20]. Such RAN architectures are also called distributed RAN
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Figure 9.6 D-RAN architecture.

(D-RAN) (Figure 9.6). In D-RAN, each RRH is interconnected to its own
dedicated BBU through a transport network called Fronthaul using Common
Protocol Radio Interface (CPRI) to transmit In-phase and Quadrature (IQ)
signals.

9.2.2 Cloud-Radio Access Networks

IBM initially proposed the Cloud RAN (C-RAN) under the name wireless
network cloud (WNC) [21], later described in detail in a white paper of the
China Mobile Research Institute [22]. C-RAN has two main goals – to opti-
mize network performance and decrease the CAPEX and OPEX of mobile
networks [23]. This is achieved by virtualising the baseband processing and
centralising management and control. C-RAN allows the energy consumption
to be decreased, the resource management to be improved, and the network
management, maintenance and scalability to be optimized. At the same time,
the second C-RAN aims to virtualise and centralise higher RAN functions
(CU) in the network while keeping lower-RAN functions in DU, which
enables flexible and scalable functional splits. In addition, the co-location
of CUs with Edge Computing facilities allows for the implementation of
services requiring more minor delays and low latency [24].

As depicted in Figure 9.7, the central concept behind C-RAN is to
separate all BBUs from their corresponding RRHs and pool them into a cen-
tralized, cloudified, shared, and virtualized BBU pool. Every BBU pool can
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Figure 9.7 C-RAN architecture.

support up to tens of RRHs and connect to the core network via a backhaul.
In such a way, cloud computing is embedded into the RAN architecture, thus
allowing the implementation of:

a) Commoditization and Softwarization. This refers to the software imple-
mentation of network functions on general-purpose processors (GPPs)
with no dependency on dedicated hardware.

b) Virtualization and Cloudification. This refers to the execution of net-
work functions on top of virtualized (and shared) computing, storage,
and networking resources controlled by a cloud operating system.

As shown in Figure 9.7, C-RAN aims to implement the whole base-band
processing of radio signals in software meeting strict latency requirements
(i.e. one millisecond in the downlink direction and 2 milliseconds in the
up-link).

9.2.2.1 Fully, Partially and hybrid centralized C-RAN
Concerning splitting functions between RRH and BBU, C-RAN can be cate-
gorized into Fully Centralized C-RAN and Partially Centralized C-RAN.
In Fully Centralized C-RAN, all the physical, MAC and network layers’
functionalities are moved to the BBU. All functions related to Layers 1,2,3,
such as sampling, modulation, resource block mapping, antenna mapping,
transport-media access control, radio resource control, etc., are located in the
BBU (as shown in Figure 9.8). Some of the advances achieved through this
complete centralization are easy operation and maintenance, easy expansion
of network coverage, easy upgrading of network capacity, the efficiency of



9.2 Evolution of RAN 193

Figure 9.8 Fully centralized C-RAN solutions.

network resource utilization, and support for multi-cell joint operation and
signal processing. Such architecture faces challenges related to the high
bandwidth requirements for transmission baseband I/Q signals between RRH
and BBU.

These drawbacks are avoided in the partially Centralized C-RAN,
where the radio and baseband processing functions are integrated into the
RRH, whereas all functions related to high layers are integrated into the BBU
(as shown in Figure 9.9). In this architecture, the physical layer functions are
done at RRHs while MAC and network layers’ functions are performed at
the BBUs, thus requiring a lower transmission rate and channel bandwidth
between RRH and BBU. The drawbacks of such decentralization are lower
flexibility in network upgrades, complex physical and MAC communica-
tion and the limited possibilities for efficient resource management between
different RRUs.

One structure that can be the more flexible in resource sharing is the
Hybrid Centralized C-RAN, where parts of the physical layer functions are
done in RRHs while others are performed in BBU.
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Figure 9.9 Partially centralized C-RAN.

The deployment of either one of the a.m. structures depends on the net-
work requirements and OAM strategies of the network operator. If the latter is
interested in improving the network’s capacity, it will be easy to deploy new
RRHs and connect them to the BBU pool, but if there is increasing traffic, this
will require upgrading the hardware in the BBU pool to enhance processing
capabilities.

9.2.2.2 Heterogeneous C-RAN
In a heterogeneous cellular network (HetNet), the macrocells provide
wide coverage over large geographic areas. In contrast, smaller cells
(Femto-, pico-, micro-) are deployed in small areas to improve overall net-
work capacity and coverage, decrease network cost, increase spectral effi-
ciency, etc., by moving the computational and communication resources close
to the end-users. The so-called Heterogeneous-CRAN or H-CRAN practi-
cally aims to combine the advantages of HetNets and C-RAN to improve
spectral and energy efficiencies and enhance the overall data rates in the
network. The H-CRAN architecture consists of two cellular layouts, the
macro BSs cellular layout and the small BSs or RRHs cellular layout [25, 26].
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Such architecture decouples both control and user planes to enhance the func-
tionalities and performance of C-RAN architecture in which control plane
functions are only implemented in the macro BSs. In H-CRAN, as in the
traditional C-RAN, the RF and simple signal processing functionalities are
executed in the RRHs and functionalities that are related to upper layers are
implemented in the BBU pool. But there are many differences in interfaces,
such as decreased requirements òî the Fronthaul and resource management.

9.2.3 FOG Radio Access Networks

Cloud computing allows for the storage of all the volume and variety of data
that devices and networks generate. But current cloud computing techniques
also have many limitations related to increased end-to-end delay and latency,
traffic congestion, data processing time and communication costs. This is
also the reason for one of the main issues with Cloud-RAN: the required
bandwidth to transmit radio signals between the BBU pool and each of the
DUs. A new model for storing, processing, managing, and analyzing data at
the edge of the network was recently proposed, called Fog Computing [27].
The term “Fog Computing” was initiated by Cisco [28], which means “fog is
a cloud close to the ground”. Fog Computing allows the implementation of a
new RAN architecture called Fog RAN (F-RAN) [29], in which processing,
storage, communication, control and management functions are implemented
at the edge of the cellular network, thus aiming to utilize the advantages of
both Fog Computing and C-RAN to cope with increasing traffic demands and
better QoS provision to the users [30].

9.2.4 Software Defined Radio Access Network

SDN offers a logically centralized and flexible control model and the
possibility of resource sharing that could be implemented in RAN. A cen-
tralized C-RAN solution and open platforms based on software defined radio
(SDR) can upgrade the RAN architecture. Thus, a software-defined radio
access network (SD-RAN) architecture with its benefits is considered an
effective approach to meet the diverse QoS requirements in transforming
next-generation RAN architectures and the evolution of the air interface
technologies. Figure 9.10 shows one of the relatively early proposed SD-
RAN architectures [31]. The reason to describe this architecture here is that
the SD-RAN framework could be considered a C-RAN with complementary
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Figure 9.10 SD-RAN as per [31].

technologies such as cognitive radio, SDN, NFV, SON, and Big Data ana-
lytics. Compared to traditional RAN architectures, the main differences are
separating the data and control paths, the SD-RAN centralized controller and
flow-based policy control.

Figure 9.10 separates the control path (green dash line) and data path
(red full line). On the RAN side, the eNodeB could be logically split
into two parts: eNodeB(U) and eNode(C), where the former implements
the radio transmission with configurations interpreted by eNode(C). The
eNode(C) reports network status (network load, interference, etc.) to the
central controller and could implement control functions that are not suitable
for virtualization or centralization. On the CN side, the P-GW and S-GW
could also be virtualized into P-GW(U) and S-GW(U), which the CN con-
troller manages. In this architecture, the controllers could be logically divided
into RAN controllers and CN controllers, depending on the control entities’
location. Figure 9.10 shows that the SD-RAN controller obtains the local
view from eNode(C) and constructs the global resource and network topology
view from the collected local views and UE profiles. There are four interfaces
defined for SD-RAN controller:

• Northbound interface to external API. It is controlled by operators
allowing them to dynamically change the share of resources and policy
at any time or location.

• Northbound internal interface to CN controller. Information between
the SD-RAN controller and CN controller is exchanged via the interface,
enabling the cooperation and coordination of RAN and CN functions.
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• Southbound interface to RAN entity (eNodeB). The SD-RAN controller
uses this interface to enforce different policies according to requests
from the virtual operators and realize effective virtualization of the RAN
and resources, enabling quick configuration of network parameters.

• East-West bound interface to other SD-RAN controllers. Considering the
scalability and capability of the SD-RAN controller, the east-west bound
interfaces to provide policies exchanged among inter-domain adjacent
SD-RAN controllers.

Comparing C-RAN with SD-RAN, it could be seen that both have centralized
resource management. But in C-RAN, baseband data are collected by Fron-
thaul, while the SD-RAN controller implements centralized control functions
by gathering signalling and information rather than the data. The models and
approaches to implementing the SD-RAN architecture are similar to C-RAN.
An evolutionary model allows for a gradual deployment based on existing
networks and a clean slate model in which the centralized control functions
are constructed directly independent of the legacy network. There are three
possible ways of implementation: centralized, distributed and hybrid, each of
them with its Pros and Cons similar to those in C-RAN.

9.2.5 Virtualized Radio Access Networks

Virtualization technology facilitates the logical isolation of resources, such
as network, computing or storage resources, while the physical resources are
shared in a dynamic and scalable way. Network virtualization enables a flexi-
ble control mechanism, efficient resources, low cost, and diverse applications
and is realized through multiple nodes and links deployed on one physical
machine [32]. The virtualization of a cellular network includes various scopes
of virtualization: infrastructure virtualization, spectrum virtualization, air-
interface virtualization, virtualization of multiple radio access technologies,
and virtualization of computing resources. Virtualization brings advantages
such as efficient resource utilization, improved network performance, sim-
plified migration to new technologies, reduced CAPEX/OPEX, increased
revenue and new business opportunities.

Several virtualization approaches can be considered as an enhancement to
the RAN virtualization: Network Function Virtualization (NFV), Software-
Defined Networking (SDN) and Self Organizing Networks (SON). NFV
refers to implementing telecommunication network functions by software
running on GPPs. SDN is another technology that can be utilized to imple-
ment wireless virtualization in RAN. Such technology, essentially evolving
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in networking, separates the control plane from the data and centralizes
the control. Network switches are considered forwarding devices moni-
tored by a centralized entity, and they are the BBUs in one pool. Usually,
SDN and NFV are linked together and considered complementary. Self-
Organizing Networking (SON) allows the configuration, O&M, optimization
and healing of communication networks to become simpler and faster through
autonomous network functionalities. SON is not a replacement but rather a
supplement to provide additional adaptability for NFV and SDN. A RAN
architecture incorporating SON functionalities can provide abstraction and
network control functions via APIs; therefore, it can realize SON operation
via an OI to support devices from different vendors [33]. Implementing SON
functionalities can lead to reductions in CAPEX and OPEX, increased QoS
and QoE for users and provision of efficient resource utilization through
adapting the network to the environments and other operational conditions.

9.2.5.1 Virtualized C-RAN
With the deployment of C-RAN, network-related resources are deployed
close to the end-user, making it easier and allowing flexibility to implement
all core network-related functions and applications in a cloud data centre.
MNOs are linking the data centre to the mobile edge computing (MEC) to
lower the latency and improve the performance, i.e. massive number of UEs,
lower latency services, and higher capacity demands of users and vertical
industries are the requirements mobile networks are expected to fulfil. An
excellent approach to meet these requirements would be to deploy NFV, SDN
and SON in the C-RAN to virtualize all functions and resources in the RAN
architecture. Such virtualization of the access network forms a new type of
C-RAN, called Virtualized-CRAN or V-CRAN.

V-CRAN has to be implemented considering some specific characteristics
related to the wireless access network. The UEs’ statistical distribution,
mobility, and varying channel conditions require different virtualization
mechanisms than the core. In addition, from the viewpoint of the MNOs,
there are some additional challenges, like a fair distribution of the wireless
resources, proper interference management and other technical, O&M and
related managerial problems.

As a concept, the virtualization of the computing resources of a BS
in V-CRAN, named virtualized base station (V-BS), has also been pro-
posed. The V-BS shares radio equipment at the hardware level and runs
multiple protocol stacks of a BS in software. The hardware virtualization
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solution has already been standardized, and traditional mobile operators have
been using this scheme to decrease OPEX and increase energy efficiency [34].

9.2.5.2 Virtual RAN
vRAN differs from traditional RAN in that it decouples the RRU from BBU
on a GPPP. Virtualization of the RAN on GPPPs offers many benefits for
RAN deployments, such as more flexibility, faster upgrade cycles, resource
pooling gains, and centralized scheduling. This is a process in which the
proprietary baseband unit hardware, which sits below the antenna and the
radio, is replaced with a general-purpose computer.

In vRAN, the BBU is virtualized, thus becoming a vBBU and connected
to the RUU via cost-effective “non-ideal” transport links such as copper and
cable. The realization of vRAN on a GPP and non-ideal transport allows
reduction of manufacturing costs for technology providers and helps MNOs
decrease the Time-to-market (TTM), while through decoupling, MNOs can
optimize each component of the RAN and improve QoS, network reliability
and performance. Through vBBUs, more effective resource management can
be applied to improve radio performance and increase spectral efficiency.

9.3 xRAN and O-RAN Architectures

As mentioned in the introduction, xRAN Forum’s goal was to standardise
traditional hardware-oriented RAN, focusing on three areas: separating the
Control Plane RAN from User Plane, creating a modular evolved Node B
(eNodeB) software stack using COTS hardware, and OIs. The xRAN Forum
was formed to develop, standardize and promote an open alternative to the
traditionally closed, hardware-based RAN architecture. xRAN fundamentally
advances RAN architecture in three areas: decouples the RAN control plane
from the user plane, builds a modular eNB software stack that operates on
COTS hardware and publishes open north- and south-bound interfaces the
industry. Standard specifications for Fronthaul interfaces with a view to the
next generation RAN were released by the xRAN Forum in April 2018. The
specification ensures compatibility between BBU and RRU, even from dif-
ferent manufacturers. Then, with the integration of the xRAN Forum into the
O-RAN Alliance in March 2019, these specifications continued as O-RAN
Fronthaul specifications, the latter considered the first standard to enable
interoperability between different vendors. To allow possible relaxation of
the stringent Fronthaul requirements, in these specifications, the functional
splits between the BBU and RRU are defined [35, 36].
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Figure 9.11 The architecture of the BSs eNb / gNb with the division into lls-CU and RU.

9.3.1 The xRAN Base Station Architecture

Figure 9.11 shows the architecture of the base stations eNb and gNb divided
into two types of nodes: lls-CU (lower layer split central unit) and RU. The
presented LLS-C (low-layer split control-plane) and LLS-U (low-layer split
user-plane) interfaces are responsible for transmitting control-level (C-plane)
and data-level (U-plane) messages in the LLS interface. In this architecture,
the lls-CU and RU nodes can be defined as follows:

• lls-CU - a logical node that includes eNb/gNb functions up to the Split
point 7-2x, except for functions allocated exclusively in RU . lls-CU
controls the operation of the radio modules.

• The radio module (RU) is a logical node that includes a subset of the
eNb/gNb functions, after the Split point 7-2x.

The Fronthaul interface is the interface between the lls-CU and RU nodes.
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Figure 9.12 Split options for LTE eNB.

Figure 9.13 Split options for 5G gNB.

9.3.1.1 Functional separation of the Fronthaul interface
The possible functional separations of the interface between the CU and RU
are shown in Figures 9.12 and 9.13.

When analyzing the options for functional separation of the Fronthaul
interface, two opposite points arise:

• On the one hand, the task is to simplify the RU as much as possible
because the size, weight, and power are essential parameters of the radio
modules, and the more complex the RU, the more challenging and more
energy-intensive the RU is.

• On the other hand, arranging an interface with RU at a higher transport-
level reduces the bandwidth requirements of the interface, but the higher
the level of the exchange interface between lls-CU and RU, the more
complex the RU unit is.

This trade-off and the full processing chain are illustrated in Figure 9.14.
As part of the search for an alternative for both tasks, the xRAN group

chose one split point – “split point 7-2x but allowed variations in which the
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Figure 9.14 xRAN functional split 7.2 showing full processing chain.

precoding function should be located either “above” the Fronthaul interface
in the lls-CU node or “below” the Fronthaul interface in the RU node. Radio
modules in which precoding is not performed (simpler radio modules) are
called Category A radio modules. Radio modules in which precoding is
performed are called Category B radio modules. Figure 9.15 shows this dual
concept of radio modules.

9.3.2 The O-RAN Architecture

As discussed in the introduction, the O-RAN Alliance is an industry con-
sortium that promotes the definition of an open standard for the vRAN, but
with two main goals in focus. The first is the definition of open architecture,
enabled by well-defined interfaces between the different elements of the
RAN. The second is the integration of machine learning (ML) and artificial
intelligence (AI) techniques in the RAN, thanks to intelligent controllers
deployed at the edge [35]. All O-RAN components must expose the same
APIs, allowing O-RAN-based 5G deployments to integrate elements from
multiple vendors and make it possible to utilize COTS hardware.

Figure 9.16 illustrates the high-level architecture and the interfaces of
O-RAN.

O-RAN is composed of a non-real-time, and a near-real-time RAN intel-
ligent controller (RIC) and by the eNBs and gNBs. Service management
and orchestration (SMO) operates the non-real-time RIC, which performs
control decisions higher than one-second granularity. The near-real-time RIC
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Figure 9.15 Separation point and category A and B radio modules.

Figure 9.16 O-RAN high-level architecture.

performs a control loop with a much tighter timing requirement (as short
as 10 ms), relying on different start, stop, override, or control primitives in
the RAN, e.g., for radio resource management. Different processes could be
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controlled through the near-real-time RIC, such as handovers, allocation of
resources, load balancing, traffic steering, etc. The near-real-time RIC can
also leverage ML algorithms trained in the non-real-time RIC. The remaining
components of the ORAN architecture on the bottom of Figure 9.16 concern
the CU/DU/RU into which 5G gNBs are split and the 4G eNBs. The CU
is further divided into a control plane CU and a user plane CU. Among the
different options investigated by the 3GPP, O-RAN has selected split 7-2x
for the DU/RU split, in which coding, modulation and mapping to resource
elements are performed in the DU, and the inverse FFT, the cyclic prefix
addition and digital to analogue conversion are carried out in the RU.

9.4 Open RAN Opportunities and Challenges

The Open RAN concept will be a new wave in communications and open up
new doors for disrupting innovations and businesses. Open RAN is a driver
for developing new technical solutions and business models that will reduce
costs, increase business efficiency, and enable more significant innovation.
By disaggregating hardware and software components and leveraging open
interfaces, this technology has the potential to enrich the mobile ecosystem
with new technological solutions and business models. Open RAN tech-
nologies promise that more competition will be introduced to the market
to encourage diversity and resilience. The disaggregation of hardware and
software will lead to decreased deployment costs. To successfully imple-
ment Open RAN solutions and technologies, expertise, specific skills and
capabilities for developing and integrating new technologies will be needed,
enabling innovation and opening new opportunities.The move to vRAN and
Open RAN represents the latest step in transforming networks that have been
happening for decades, migrating from primarily voice networks to today’s
data-only networks [38, 39].

9.4.1 Use Case Opportunities

Open RAN’s flexible and open nature will foster opportunities to realise a
rich set of new use cases. Some examples already under consideration in the
research and development community are mentioned below.

Data analytics. The Open RAN could be a suitable platform for applying
different types of Data Analytics. Having access to the other open interfaces
will be straightforward to collect different data types. This will allow the
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implementation of various data analytics approaches even at the baseband
level (IQ data), such as RF data analytics [36].

Context-based dynamic handover management for V2X. The main challenge
in this use case is supporting frequent handover requests in high-speed
heterogeneous environments. To address this challenge, Open RANs can
exploit past navigation and radio statistics using Near-Real-Time RAN Intel-
ligent Controller’s ML models to customize handover sequences on a User
Equipment level.

UAV applications. This use case is related to developing new UAV related
applications such as a dynamic adjustment of radio resource allocation
policies to optimize the service experience of the users and the mobility
performance of UAVs jointly.

QoE optimization. The main objective of such a use case is to exploit ML
models implementing traffic classifiers, QoE predictors and QoS decision-
making engines to optimize the QoE of specific applications.

QoS based resource optimization. This use case is related to the ability to
enforce fine-grained policies to drive QoS optimization in the RAN.

Traffic steering. The main goal of this use case is to exploit ML models to
enable intelligent and proactive traffic steering control at the UE granularity
and in the presence of multi-frequency cells.

Massive MIMO beamforming optimization. The ability to configure massive
MIMO parameters will be paramount in future RANs.

RAN sharing. RAN sharing support among different operators is one of the
cornerstones of virtualized RANs.

Intelligent Processing Algorithms. Open RAN is designed to make the radio
access network more cost-effective and flexible. Open RAN has the potential
to drastically reduce the volume of physical infrastructure that MNOs need to
deploy and operate. And this is the case even if the centralized BBUs (cBBUs)
are not virtualized and running on COTS platforms. Consolidating baseband
processing in a much smaller number of sites enables much less hardware to
be used, as processing capacity can be intelligently adjusted to network load,
and there is no need to maintain masses of physical equipment at each BS,
which is standing idle for much of the time. Operators are expected to focus
first on using the open RAN to deliver better 4G and 5G connectivity at a
significantly lower cost, most notably by consolidating and rationalizing the
sheer volume of physical equipment they need to deploy and maintain.
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Edge computing-based services. The Open RAN has considerable potential
to support future edge compute-enabled use cases by distributing, virtualizing
and, in the case of an open RAN, properly disaggregating RAN functionality:
providing more choice and flexibility about the RAN components that can be
deployed (and where to deploy them) to support service innovation.

Specific use cases. The new Open RAN architecture, software-defined,
unbundled, programmable, and flexible, can meet enhanced mobile broad-
band and ultra-low latency requirements. It supports 5G network slicing,
enabling the creation of multiple virtual networks from a single shared
infrastructure to support specific use cases for dynamic and large-scale
networks.

The Open RAN architecture gives a service creation environment that
realizes the more advanced use cases in specific sectors and supports the mod-
ernization and digital transformation of many industries, including connected
robotics, industry 4.0, smart agriculture, and smart cities.

9.4.2 Implementation of Artificial Intelligence and Machine
Learning

The integration of Artificial Intelligence/Machine Learning (AI/ML) is a cor-
nerstone in the design of the O-RAN architecture. The O- RAN architecture
aims to extend the SDN concept of decoupling the control plane from the user
plane in the RANs, by fostering embedded intelligence. Extending the CP/UP
split, this approach further enhances the traditional RRM functions with
embedded intelligence by introducing a RAN intelligent controller (RIC)
or the so-called Software Defined, AI-enabled RAN Intelligent Controller.
All this allows more advanced control functionalities to deliver increased
efficiency and better radio resource management.

Moreover, the AI/ML integration represents a unique business oppor-
tunity. The goal is to exploit AI/ML models to carry out tasks that have
traditionally been done quasi-statically by human operators in the past or
are very complex tasks that never transferred from academia into business.
These include tasks such as (but in any case, not limited to), for instance,
zero-touch and automated resource control tasks, anomaly detection or traffic
classification, etc.

It is worth also mentioning that the O-RAN Alliance leverages deep learn-
ing techniques to embed intelligence in the RAN architecture to automate
operational network functions, optimize network-wide efficiency and reduce
OPEX. This AI-powered radio control will help drive more new use cases
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for mobile RAN from private networks to ultra-dense urban deployments and
low-cost coverage, taking a step further to launch 5G commercially around
the world.

9.4.3 Implementation Challenges

Fronthaul design plays a crucial role in the overall system performance of a
virtualized wireless network such as the open RAN. In RAN virtualization,
the main resource bottleneck is in the Fronthaul link capacity. Housing
together several tens of virtual base stations will necessitate a Fronthaul
capacity that spans hundreds of Gbps for future systems, even in the order
of Tbps. In addition, low-latency Fronthaul is of utmost importance for the
proper operation of the RAN. The end-to-end latency between the RRH and
the BBUs should be approximately an order of magnitude lower than the
latency requirement of any system algorithm or service.

A significant issue in deploying an open RAN solution is deciding where
to “split” the RAN architecture. A split with more centralized processing
of the current baseband protocol stack offers better performance (improved
inter-site coordination and pooling gains for the centralized baseband pro-
cessing). In contrast, the requirements on Fronthaul (the transport connecting
the remote radio unit (RRU) and the virtualized baseband unit (vBBU))
become tougher to meet as the split gets lower in the baseband protocol
stack. A functional split determines the number of functions left locally at
the antenna site and the number of functions centralized at a high processing
powered data centre. The Fronthaul network is affected by choice of the
functional split, both in terms of bitrates and latency, and as the different
functional splits provide different advantages and disadvantages.

The contributions for RAN open source software are still minimal. There
is a lack of robust, deployable, and well-documented software. As of now,
most of the frameworks and libraries cannot be used in existing networks,
as their open-source component is either incomplete, requires additional
integration and development for actual deployment, or lacks robustness. To
reach the quality of commercial solutions, the open-source community should
deliver well documented, easy-to-deploy, and robust software, specifying
all the necessary dependencies and the additional software components that
guarantee the correct and efficient system functioning. Also, a very stringent
requirement is the development of secure open-source software. Openness
facilitates useful scrutiny of the code, and implementing security “by design”
will be a challenge. The exposure of APIs to third party vendors (e.g., for the
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RIC apps), for instance, could introduce new vulnerabilities in the network
in case the APIs are not properly securely designed and contain weaknesses
that attackers can exploit.

9.5 Conclusions

Open RAN groups have a vast open source community committed to growing
projects that promote open standards. Several different organizations cur-
rently work on the topic of Open RAN: the Open Networking Foundation,
xRAN Forum, C-RAN Alliance, O-RAN Alliance, The O-RAN Software
Community, Open RAN Policy Coalition, Telecom Infra Project, Open-
RAN Group, Cisco’s Open vRAN initiative, the OpenAirInterface Software
Alliance and Facebook Connectivity. Although all of these groups claim that
they are working on the same thing, which will make the RAN architecture
more open using standardized interfaces and network elements, there are
specific differences in a closer examination of the activities of these groups.

From the overview of RAN architectures discussed in Section 1, an
important thing should be noted related to C-RAN. What could be seen
is that there are different interpretations when discussing C-RAN. In most
cases, the issues of Centralized RAN, Centralized BBU, Cloud RAN and
virtualized Cloud RAN are considered all under the general topic of C-RAN.
From a business perspective, they are similar. All these approaches to C-RAN
are intended to reduce CAPEX and OPEX for MNOs by centralizing and
then virtualizing processing functions traditionally performed by dedicated
networking equipment located at the antenna sites (cell sites). However, as
seen from the overview and analysis, they are quite different from a technical
point of view.

Considering the overview and analysis of the basic functionalities of
the different RAN technologies, especially those related to open source and
virtualization, it is also important to stress the issue of the difference between
Open RAN, C-RAN and vRAN. Generally, Open RAN can be considered
an upgrade to vRAN or an evolution process, starting with the C-RAN with
the concentration and consolidation of the baseband functionality across a
smaller number of sites across the telco’s network and cloud. Followed by
the vRAN, the baseband unit is virtualized to run as software on generic hard-
ware platforms. Finally, in the Open RAN, the legacy, proprietary interfaces
between the baseband unit (BBU) at the foot of the cell tower and the remote
radio unit (RU) at the top of the building are replaced with open standard
interfaces.
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vRAN is not Open RAN as it is not entirely open; it still contains pro-
prietary interfaces and purpose-built hardware. With vRAN, the proprietary
hardware remains, but the BBU gets replaced by a COTS server rather than
proprietary hardware. The software that runs on the BBU is virtualized to run
on any COTS server. The proprietary interfaces remain as they are. The Open
RAN vision is that the RAN is open within all aspects, with the interfaces and
operating software separating the RAN control plane from the user plane,
building a modular BS software stack that operates on commercial-off-the-
shelf (COTS) hardware with open north- and south-bound interfaces. This
software-enabled Open RAN network architecture enables “white box” RAN
hardware – meaning that baseband units, radio units and remote radio heads
can be assembled from any vendor and managed by Open RAN software to
form a truly interoperable and open network.

One of the O-RAN Alliance principles states that the O-RAN architecture
and interface specifications shall be consistent with the 3GPP architecture
and interface specifications to the extent possible. But it is essential to note
that the O-RAN Reference Architecture is designed to enable next-generation
RAN infrastructures. The architecture is based on well-defined, standardized
interfaces to allow an open, interoperable supply chain ecosystem in full
support of and complementary to standards promoted by 3GPP and other
industry standards organizations. Empowered by principles of intelligence
and openness, the O-RAN architecture is the foundation for building the
virtualized RAN on open hardware, with embedded AI-powered radio control
that operators around the globe have envisioned.

In conclusion, virtualized and Open RAN is a revolutionary, though
complicated, technology with all the disruptive characteristics. The tradi-
tional monolithic RAN solution approaches no longer meet today’s quickly
evolving network requirements. The O-RAN vision will “revolutionize not
only the modus operandi and business of telecom operators, but also the
world of researchers and practitioners that will be able to run a modern, open-
source, full-edged RAN control infrastructure in their lab and investigate, test
and eventually deploy all sorts of algorithms (e.g., AI-inspired) for cellular
networks at scale” [37].
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In Terrestrial networks, infrastructure sharing and challenges like coverage
area, remote access, disastrous prone locations, quality of service (QoS),
etc. are critical and cost-effective solutions for network providers. The non-
terrestrial networks can eliminate these issues but are not efficient in terms
of cost and deployment ease. However, an attempt is being made from the
4G network to integrate terrestrial and non-terrestrial networks and provide
ubiquitous coverage. But non-terrestrial networks are primarily defined as
satellite-based, either in low or higher orbit. However, recent development
in an unmanned aerial vehicle (UAV) has opened several opportunities for
onboard cell station band options and thus, allows defining various lay-
ers of space-based platforms such as low altitude platforms (LAP), high
altitude platforms (HAP, etc. Such hierarchy has become essential for the
next generation (6G) cellular communication. This chapter briefly introduced
infrastructure sharing and different kinds of sharing, including aerial, and
discussed various platforms supported by 5G and 6G communication.

10.1 Introduction

Cellular mobile communication has evolved, and we see the next-generation
networks almost every decade [1–2]. Significant development took place in
technology, architecture, applications and services. Up to fourth generation
(4G) networks, the main focus has been on enhancing link capacity at the
same time ensuring good coverage in the two-dimensional (2D) plane [3].
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Also, from the 4G-LTE all-IP architecture, networks provide communication
coverage and support for cloud integration. The cloud services are efficient
in data retrieving/storage and support services to mobile Internet users.
Fifth-generation (5G) network requirements are multi-dimensional [4–5] and
augment severe constraints. For example, mission-critical services require
high reliability and low latency communications (URLLC), a massive number
of devices (mMTC), a more extensive range, and higher operational costs
(OPEX) in the communication infrastructure. In new radio (NR) Rel.15,
3GPP has standardized radio technologies where the main focus is on
enhanced mobile broadband (eMBB), URLLC and massive connectivity. 5G
is expected to provide technical support for future industries such as industry
4.0 [6–7] and new features to society integrated with artificial intelligence
(AI) and the Internet of Things (IoT). It also offers further upgradation of
multimedia communication services with the support of high speed and high
capacity.

Furthermore, 5G allows new opportunities for sharing the primary infras-
tructure among remote and self-contained networks using network slicing
[8–9]. Additionally, several new emerging 5G services include ubiquitous
coverage/capacity, service for new use cases, varieties of application scenar-
ios, and traffic conditions. This would be a real challenge for the one-network
like LTE-A or 5G to accommodate them.

While the rollout of 5G is still underway, the International Telecommu-
nication Union (ITU) has recently announced the 5G detailed specifications
[10], the researchers across the world have started working on the next gen-
eration of wireless networks. Next-generation communication sector systems
(6G) [11–12] aim to achieve even higher spectral and energy efficiency than
5G. Additionally, it will support the extensive growth in the number of IoT
devices. The 6G will provide even greater bandwidth and low latency than the
5G network. The 6G network will use high frequencies to improve Internet
speed and connectivity. It is believed that 6G will offer fast Internet speed up
to 1-Terabit per second.

5G has an enormous impact on various industries, and with 6G, it is
expected to have a more significant impact on numerous aspects of the mar-
ket. Multiple industries, academia and research bodies have already started
the research activities for the 6G networks taking existing technologies as the
foundation [11]. So, 5G is under laying the groundwork, and it will work as
the stepping stone for 6G technology. It is believed that 6G technology will
provide massive improvements in imaging, AI and machine learning (ML),
presence technology, etc. [13]. Significant advancement is expected in the
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health care sector after the introduction of 6G as it will help remove time
and space barriers. Currently, there are many network issues, but 6G will
solve the problem of mobile networks in the closed areas with the help of
distributed antenna systems or femto cells [14–15] or many others. Some of
the 5G technologies that will be further developed for 6G are Millimeter-
wave technology [16] for using much higher frequencies, multiple-input
and multiple-output (MIMO) for multiplying the radio link’s capacity dense
network for the effective use of the spectrum. The improvement of these
technologies will not be enough. So, many new technologies will have to
be introduced for the development of the 6G network. Some of the key
performance indicators (KPIs) in this context are ubiquitous connectiv-
ity, scalability, and affordability. Enabling 3D coverage would require the
placement of network elements up in the sky and space.

The sixth-generation will use satellite, aerial, and terrestrial platforms to
increase radio access capability and expose the support of on-demand edge
cloud services in three-dimensional space. It might require mobile edge com-
puting (MEC) functionalities on aerial platforms and low-orbit satellites [17].
This will encompass the MEC support to devices and network elements in the
sky, resulting in space-borne MEC. It will enable intelligent, personalized,
and scattered on-demand services. End users will have the experience of
being surrounded by a distributed computer, satisfying their requests with
approximately zero latency. The 6G wireless communication network is
expected to incorporate terrestrial, aerial, and nautical communications into
a robust network. Such a network would be more reliable, faster, and support
a massive number of devices with ultra-low latency requests [18]. Satellite
communications can be used in conjunction with 5G and beyond in several
combinations and deployment scenarios. This includes collaborative access
networks, shared access and also satellite backhaul.

This work highlights the shared infrastructure for 5G and beyond 5G. We
discuss the architecture that can support ubiquitous connectivity and integra-
tion techniques of terrestrial and non-Terrestrial networks. A brief discussion
on non-terrestrial communication is also explained. Different approaches to
improve the coverage of shared infrastructure are discussed. Some of the
results on the performance of such networks are also presented.

10.2 Infrastructure Sharing in Mobile Communication

Infrastructure sharing (IS) or mobile infrastructure sharing [19] is a technique
where two or more operators join together to share various portions of their
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network infrastructure for their service provisioning. Infrastructure sharing
across the telecommunication sector is a requirement and a trend. It allows
mobile service providers to share both electronic and non-electronic infras-
tructure. Where electronic infrastructure includes spectrum, antenna, radio
nodes, transmission networks etc. (active sharing), nonelectronic sharing
includes building premises, sites and masts (Passive sharing). Technology
is the main criteria for sharing. The infrastructure sharing opportunities
not only allows the firms to cut cost but also to lower their investments.
Also, through infrastructure sharing, developing economies tend to foster
investment concentration toward accessible and affordable mobile services.
Figure 10.1 shows an overview of types of infrastructure sharing based on
units that can be shared. In passive infrastructure sharing, non-electronic
infrastructure at a cell site, for example, power supply and management
system, physical elements like backhaul transport networks, etc., are shared.
This type is further classified into i) Site sharing – in this, physical sites
(location) of base stations are shared, and; ii) Shared backhaul – In this, the
transport networks from base stations to radio controller are shared. Passive
infrastructure sharing can be implemented per sites. This allows operators to
share sites and keep their planned competitiveness. The process is also simple
as network equipment remains separated in this type. However, the possibility
of cost-saving is limited in this kind of sharing.

When the electronic infrastructure of the network is shared, it is known
as active infrastructure sharing. This includes radio access and core networks
(servers and core network functionalities). This type is further classified into
i) Multi-operator radio access network (MORAN) – In this, radio access
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networks (RANs) are shared, and each sharing operator uses a set of the
different spectrum; ii) Multi-operator core network (MOCN), where RANs
and spectrum are shared, and in the core network sharing, servers and core
network functionalities are shared. In this kind, the operation of network
equipment requires to be shared and therefore, the complexity of sharing
increases as compared to the site sharing. The core network allows significant
cost-saving, but operational complexity is higher and challenging to maintain
strategic differentiation.

10.3 Benefits and Issues with Infrastructure Sharing

The above discussion clearly shows that cost reduction remains the main
driver for network sharing. To find possible sharing options, operators require
considering five dimensions: scope of technology, geographical coverage,
architectural capacity, potential partners and sourcing. Eventually, network
sharing is driven by the necessity to maximise enterprise value. The main
benefit of network sharing is a net drop in network stocktickerCAPEX and
OPEX. Depending on the sharing options, it can vary from 10- 40% of the in-
scope costs. Another issue is network densification in indoor environments,
which has led to challenges in acquiring sites for radio access networks
(namely, base stations), such as the availability of limited or restricted space
where indoor base stations can be installed. Exceptionally few choices might
be available considering the coverage demand to be satisfied. Additionally,
having more than one mobile operator further complicates the problem.

10.4 Constraints in Sharing

10.4.1 Technical Constraints in Passive Sharing

For site sharing, the operators must ensure:

• the suitable sites to share (in respect of electromagnetic compatibility,
area, optimizing legacy networks),

• fixing of equipment on the shared site (accessibility and safety),
• operation and maintenance of equipment (on-site monitoring, debug-

ging).

10.4.2 Technical Constraints in Active Sharing

Active sharing can be:
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10.4.3 Antennas Sharing

• the need for common choices (radio planning, diversity communication,
antenna architecture),

• antenna for the number of frequency bands,
• coupling loss consideration.

10.4.4 NodeB Sharing

• the use of NodeB containing at least two different carriers,
• a limited number of operators (typically 3 or 4),
• quality of service may be because of power-sharing,
• maintenance and operation of shared assets.

10.4.5 RNC Sharing

It has a similar constraint as NodeB. Additionally,

• managing split of the RNC functionalities (access configuration, quality
of services),

• interoperability of equipment from different manufacturers (software
and hardware configuration).

10.4.6 Sharing Core Network

• the design choice of equipment (Mobile switching centre-MSC, RNC,
NodeB, Serving GPRS Support Node-SGSN) to handle the traffic
related to the delivery of services of each operator,

• a design suite from core network management and quality of service,
• require to support intelligent network protocols to ensure continuity of

user service of each operator during roaming on the shared network.

10.4.7 Enablers for Infrastructure Sharing, Especially in 5G and
Beyond

Software-defined networking (SDN) and network function virtualisation
(NFV) offer an operator to use commodity hardware in place of physical
equipment, and all occurrences of network units are virtualised and exist as
logical units (i.e. have various logical occurrences of a network unit such
as S-GW on a single physical node). Also, SDN and NFV allow network
slicing, which permits the “slicing” of one physical network into many
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virtual networks enjoying a different QoS and topology [20]. This will enable
operators to deploy virtual networks with diverse necessities on physical
infrastructure.

SDN and NFV will reduce the hardware dependencies to a great extent
and enable numerous services through slicing. Also, moving from 2D to
3D range requires placing network elements up in the sky and space, a
non-terrestrial network. The 6G wireless network is likely to integrate the
terrestrial, non-terrestrial (aerial and maritime) communications into a robust
network that meets the specification of the current 5G network and offers
superior performance.

10.5 Non-terrestrial Infrastructure Sharing with Terrestrial
Infrastructure

A non-terrestrial network position the elements of the network infrastructure
overhead in the form of satellites, HAPS (High Altitude Platform Stations) or
Drones (Unmanned Aircraft Systems).

10.5.1 Non-terrestrial Network Architecture

Figure 10.2 illustrates the high-level architecture of a non-terrestrial network
[21]. It comprises a satellite gateway that connects terrestrial and non-
terrestrial elements, a feeder link, optional inter satellite link, and a service
link. The extended architecture proposed by 3GPP with two options:

• Transparent payload – The satellite acts as an analogue radio frequency
repeater for both the feeder and service links. In the 5G network, the
satellite (UAS) repeats the 5G NR-Uu radio interface from the feeder
link to the service link.

• Regenerative payload – The satellite regenerates the signal from the
earth with the NR-Uu interface operating on the service link and N2
and N3 operating over a satellite radio interface on the feeder link, i.e.
the gNB or 5G base stations are now in the space.

Although this is expensive, it offers several unique advantages, including:

• Extending coverage – In addition to providing connectivity to those rural
communities with currently no or little access to the Internet, industries
operating in remote areas such as mining, oil and gas exploration, not to
mention research stations, could also benefit from a significant increase
in both coverage and capacity.
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Figure 10.3 3Typical beneficial scenario of non-terrestrial networks.

• Mission Critical Services – Natural disasters such as earthquakes or
tsunamis often render traditional network infrastructure inoperable at
the most critical time (Figure 10.3). Restoring the terrestrial network
fast is too tricky. Thus the immediate use of satellites and drones to
support essential communications could provide necessary respite and
save numerous lives.

• Providing Reliability and Resilience –Instances when huge capacity may
be required, such as supporters leaving a sports stadium wanting to
watch highlights on their smartphones, large gatherings during festivals,
etc.
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10.5.2 Non-terrestrial Network Challenges

There are several technical and nontechnical challenges in deploying non-
terrestrial networks. Some of them are:

• Network deployment is costly.
• Latency - The distance between the satellites or UAS with the

mobile/device will directly impact the transmission delay or latency.
Some 5G applications require latencies of 1ms, which will not be
achievable using satellites but may potentially be supported by using
drones at very low altitudes.

• Coordinated Handover – Satellites operating in a low earth orbit (LEO)
or medium earth orbit (MEO) will be moving relative to the device on
the ground. This would require coordinated handovers to be supported
since one satellite moves out of coverage and another move in.

• Doppler Effect - Satellites travelling faster may require Doppler effects
to be considered, especially on the inter-satellite links.

• Regulatory Authority - Since beam footprints (as shown in Figure 10.2)
is very large, greater than 1,000km in diameter. It introduces many
issues; for example, a “cell” may span the border between two countries,
so how will it be possible to identify which country the device is
located in and, therefore, which regulatory authority must be complied
with.

• Closer to Earth UAS Life - If usage of UAS closer to the earth is
considered, this particular device has many unique problems, such as
the longevity of UAS, given the weight of the radio equipment and
fuel? Will these platforms operate autonomously, or will they need to
be piloted?

10.6 Terrestrial and Non-terrestrial Networks Deployment
Scenario

Deployment of the 5G network would not provide complete terrestrial cover-
age. Connecting the remaining unconnected population is not only complex
but costly. However, non-terrestrial networks such as satellite communication
combined with terrestrial networks might cover a larger footprint. Satellite
communications can be used in conjunction with 5G in various combina-
tions and deployment scenarios, including combined access networks, shared
access, and satellite backhaul.
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Unmanned aerial vehicles (UAVs) provide radio on‐demand coverage [13]. UAVs 
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10.7 Satellite Backhaul

Backhaul over satellite can deliver services to remote sites. A satellite
backhaul is employed between the core and terrestrial access networks and
transports 5G N1/N2/N3 reference points, as shown in Figure 10.4. This
method can offer high bit rate connectivity to remote locations across a large
coverage area with the ability to multicast content, e.g. video, HD (High
Definition)/UHD (Ultra High Definition) TV, and non-video data. This could
also provide flexibility for local storage and consumption. Similarly, the IoT
(Internet of Things) scenario can provide an efficient backhaul of aggregated
IoT traffic from multiple sites.

10.8 Cooperation Among Terrestrial and Non-terrestrial
Networks

Integrating satellites with 5G and beyond 5G (B5G) infrastructure would
improve the quality of experience (QoE) [22, 23]. By routing and offload-
ing traffic intelligently, satellites save important spectrums and enhance the
resilience of each network. LEO satellites or high-altitude platforms (HAP) or
low altitude platforms (LAP) would play an essential role in extending cellu-
lar 5G networks coverage to space, sea and remote areas uncovered by small
cell networks. The satellite can support a seamless extension of 5G services
from the city to aeroplanes and vehicles in remote locations to a cruise liner.
Similarly, IoT sensors and machine-2-machine (M2M) connections on farm-
houses and remote locations like mines can also be covered by 5G satellites.
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Similarly, HAP stations [13] which are unmanned aircraft normally
placed at an altitude of over 20km and have very long-duration flights
(approximately in years). HAPSs provide wide area coverage, ease of
deployment, small delays and less attenuation.

Unmanned aerial vehicles (UAVs) provide radio on-demand coverage
[13]. UAVs and HAPs have received significant attention in data traffic
management, network coverage improvement, improving the QoS, exploiting
network access [24], etc. Figure 10.5 shows the overall structure of integrated
terrestrial-non terrestrial networks. It can be seen that various platforms
in space integrated with the terrestrial networks would improve ubiquitous
connection.
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Figure 10.5 Overall integrated terrestrial and non-terrestrial networks.
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10.9 Low Altitude Platform (LAP) and Sharing

LAP has become significantly important recently. In LTE-A, aerial base
stations (AeNB) using LAP are implemented in the ABSOLUTE project
[25]. The primary purpose of this design is to support wireless coverage and
capacity for public safety applications during and after large-scale unexpected
and temporary events. 3GPP TR22.829 V17.1.0 [26] focuses on a wide range
of applications and scenarios using low-altitude UAVs in various commercial
and government sectors. Numerous use cases are envisioned with LAP.

10.10 Radio Access Node On-board UAV

LAP can also offer UAV-assisted communications, as shown in Figure 10.6.
Here, LAP (e.g., flying base stations (a) or mobile relays (b)) can pro-
vide/enhance communication services to ground users in high traffic demand

Aerial Infrastructure 
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Figure 10.6 UxNB configurations as relay and base station.
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and overloaded situations (Figure 10.7). Additionally, UAV infrastructure can
solve multiple problems of existing networks. As shown in Figure 10.8, UAVs
can relay traffic from users if the base station is malfunctioning, a link fails,
an uncovered area, etc.

UAVs find many commercial applications such as disaster monitoring,
border surveillance, emergency service and so on because of ease of deploy-
ment, less maintenance cost, etc. Using radio access node on-board UAV (i.e.
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UAVs find many commercial applications such as disaster monitoring, border 
surveillance, emergency service and so on because of ease of deployment, less 
maintenance cost, etc.Using radio access node on-board UAV (i.e. UAV 
eNB/gNB/ng-eNB, UxNB) enhancescoverage in severalscenarios, e.g. 
emergencies and temporary coverage for mobile users and hot-spot events like a 
festival or large gatherings. UAS and high altitude pseudo satellite (HAPS) as base 
stationsare described in TR38.811.The altitude of the UAS is suggested to be 
between 8km and 50km. However, as UAV has a lower altitude (usually around 
100m) and has an on-board base station (i.e. UxNB), this platform is more flexible 
than that of UAS as far as the coverage andfastdeploymentare concerned. The 
UxNB act as either base station or relay, as shown in Figures 10-6(a) and (b).  

In some instances, say bandwidth-limited resources, a base station may need to 
simultaneously support data transmission for eMBB users on the ground and 
UAVs in the air. For example, during a live broadcast, a UAV over 100m height 
requires to transmit the captured video or pictures to the base station in real-time. 
This would require a high transmission rate and large bandwidth. At the same 
time, quality of service (QoS) for ground users (e.g., eMBB users) is also 
expected. Of course, the interference between both kinds of users should be 
minimized. 
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UAV eNB/gNB/ng-eNB, UxNB) enhances coverage in several scenarios, e.g.
emergencies and temporary coverage for mobile users and hot-spot events
like a festival or large gatherings. UAS and high altitude pseudo satellite
(HAPS) as base stations are described in TR 38.811. The altitude of the UAS
is suggested to be between 8km and 50km. However, as UAV has a lower
altitude (usually around 100m) and has an on-board base station (i.e. UxNB),
this platform is more flexible than that of UAS as far as the coverage and fast
deployment are concerned. The UxNB act as either base station or relay, as
shown in Figures 10.6(a) and (b).

In some instances, say bandwidth-limited resources, a base station may
need to simultaneously support data transmission for eMBB users on the
ground and UAVs in the air. For example, during a live broadcast, a UAV
over 100m height requires to transmit the captured video or pictures to the
base station in real-time. This would require a high transmission rate and
large bandwidth. At the same time, quality of service (QoS) for ground users
(e.g., eMBB users) is also expected. Of course, the interference between both
kinds of users should be minimized.

10.11 Radio Access Through UAV

UAVs have limitations in flying time. When a UAV is working as a flying
RAN, the weight of the UAV will further increase due to the payload of RAN
equipment. This will further reduce the flight time of the UAV. Additionally,
the efficiency of a UAV as a mobile RAN platform will further be dependent
on deployment scenarios. For example, a flying RAN is typically needed in
the area where ground-based RAN equipment cannot be installed. Hence, the
UAV has to fly some distance from the origin to the remote area to provide
service, and the UAV has to fly back before it runs out of power. This is shown
in the following Figure 10.9.

We see that the actual time that the flying RAN can operate will be
smaller. Hence, several UAVs may be needed to provide continuous commu-
nication services. Furthermore, in some scenarios, such as remote, isolated
locations, a UAV can be deployed in an area where no backhaul connectivity
is needed for communication between a private group of users. This is known
as the remote deployment of radio access through UAV.

10.11.1 The architecture of Aerial Infrastructure Sharing

The assets in aerial infrastructure are: i) Spectrum; ii) LAP; ii) Aerial cell;
and; iv) Backhaul. There could be different combinations of sharing these
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Figure 10.9 UAV operational time analysis

Table 10.1 Possible architecture for aerial infrastructure sharing.

Aerial Assets Architecture for sharing

Shared LAP Shared Backhaul Aerial MORAN Aerial MOCN

Aerial Cell No No Yes Yes

LAP Yes Yes Yes Yes

Backhaul No Yes Yes Yes

Spectrum No No No Yes

assets. For example, the aerial cell accommodated on the LAP can be shared
between the operators. Sharing can also be done for the network nodes in the
backhaul (CN). Table-10.1 presents the architecture for aerial infrastructure
sharing [27]. It shows what can be shared and what can’t be shared. Of
course, there might be a possibility for more sharing options. Since sharing of
aerial assets is available across operators, provided an agreement is in place,
asset utilization will improve. Therefore, it is possible to compare different
architectures, and analysis can identify the best architecture.

Nevertheless, there would always be a trade-off. Consider the architec-
ture, aerial MOCN where all four assets are shared, as shown in Figure 10.10.
The UEs from an operator are simultaneously connected using either carrier
aggregation (CA) or dual connectivity (DC) [27] to the respective operator’s
terrestrial cell and the shared aerial cell (LAP). Various performance studies
would be carried out to understand the pros and cons. It is also possible to
use machine learning or deep learning to understand the best architecture and
utilization of shared resources.
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Aerial Infrastructure 

Spectrum No No No Yes 

 

Figure 10-10: Shared architecture with LAP: an example 

10.12 Conclusions 

In this chapter, we introduced the concept of infrastructure sharing. We also 
presented the advantages, disadvantages and technical enablers for the sharing. We 
progressed through 4G cellular networks through 5G, highlighting the ITU's 
standardisation efforts. We also briefly discussed the challenges in designing such 
integrated networks. However, it became evident through the end that various 
platform in space is necessary for ubiquitous coverage in 5G and beyond. Some of 
the other aerial infrastructure sharing architecture are highlighted. However, this 
would enable researchers to investigate these architectures' suitability further.  
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The radio spectrum is a natural fuel that gives life and drives 41 radio-
communication services. As defined by the International Telecommunication
Union (ITU), these services include inter-alia Fixed (FX) mobile, broad-
casting, aeronautical, navigation, satellite etc. Today, the radio spectrum is
earmarked/assigned in the frequency range VLF to mm bands for the existing
wireless applications. The International Mobile Telecommunications (IMT)
is the most widely used application by the public under the ‘Mobile (MO)
Service’ category. Its journey started in 1979 as 1 G followed by 2 G in 1991,
3 G in 2000 and so on. The frequency bands assigned for these applications,
including 4 G/LTE, are UHF bands up to 2 GHz. The unprecedented growth
of mobile traffic and high-capacity data transfer led to the need for an
additional spectrum. After detailed studies, the frequency bands are identified
by the World Radio Conferences (WRCs), held normally during 3-4 years.
The WRC held in 2019 identified some frequency bands in the mm range
24.25 -86 GHz for 5 G applications. For 6 G applications, one has to look in
TeraHz (THz), i.e., beyond 100 GHz, may be up to 275 GHz and until 1000
GHz. Half of the portion is earmarked for Fixed and MO services. Because
of the very short wavelength, thorough propagation studies must be made
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scientifically before establishing IMT networks. This paper explores deep
insight into various issues in this regard.

11.1 Introduction

The radio frequency spectrum is a unique, non-depletable, but limited natural
resource. It is the essential raw material for radiocommunication services, i.e.
wireless services. As per the Radiocommunication Sector of the International
Telecom Union (ITU) [1], 41 different radio communication services require
a spectrum. These services include aeronautical, maritime, radio-navigation,
radiolocation, radio astronomy, meteorological, broadcasting, satellite broad-
casting, cellular mobile, fixed-satellite, mobile-satellite, space services, etc.,
which require radio spectrum for their existence. Mobile service is one of the
radiocommunication services, and mobile cellular telecom is a part of mobile
service.

The journey of mobile cellular telecom was started in 1979 in Japan
by Nippon Telegraph and Telephone (NTT) and Advanced Mobile Phone
System (AMPS) in the United States for analogue voice communication
only. This was termed 1st generation (1G) of mobile communication and
introduced in 450MHz/800/900 MHz [2].

Following the success of 1G, digital communication was launched with
second-generation (2G) in 1991 across western Europe with GSM (Global
System for Mobile Communication) based on the TDMA (Time Division
Multiple Access) and FDMA (Frequency Division Multiple Access) tech-
nologies in 800/900 MHz/1800 MHz band. CDMA (Code Division Multiple
Access) was another 2G system developed in the USA [3–5]. Data services
in the form of Short Message Service (SMS) and digital voice were the
main attributes of the 2G system. The 2G system was upgraded with General
Packet Radio Service (GPRS), which became known as 2.5G and provided
data speeds of around 115 Kbps. Enhanced Data Rates further upgraded this
for GSM Evolution (EDGE), which became known as 2.75G with a speed of
over 384 Kbps.

The 3rd generation (3G) [3–6] was introduced in 2000 with the objective
“anywhere, anytime” under the ITU-R umbrella IMT-2000 (International
Mobile Telecommunication). Compared to 2G, 3G had four times the data
speed with a maximum of up to 2 Mbps on average and a maximum of up to
10 Mbps. Mobile Internet access, Video streaming, video conferences, mobile
TV, Global Positioning System (GPS) etc., were the main attributes of 3G.
Emails also became another standard form of communication over mobile
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devices. ITU-R approved a family of five 3G standards, which were part of
the 3G framework known as IMT-2000:

• Three standards based on CDMA, namely CDMA2000, WCDMA, and
TD-SCDMA.

• Two standards are based on TDMA, namely, FDMA/TDMA and TDMA-
SC (EDGE).

CDMA based technology was more popular compared to TDMA based
technologies. Out of three CDMA technologies, WCDMA was more popular
and used in most countries. The 3G networks operate in the 800 MHz, 900
MHz, 1,700 MHz, 1,900 MHz and 2,100 MHz bands. The 3G networks
led to massive growth in the use of mobile data through USB dongles and
smartphones [5].

Due to the convergence of services and the advent of smartphones, data
usage increased continuously, and the existing 3G network could not handle
the data growth rate. Therefore, in November 2008, ITU-R specified a new
standard for the 4th generation, named the International Mobile Telecommu-
nications Advanced (IMT-Advanced) [3, 4, 7]. Generation is usually defined
by data speed rate. Each generation has almost ten times that of the previous
generation. Thus, the required speed of 4G may be about ten times higher
than 3G. Accordingly, ITU-R set peak speed requirements for 4G service
at 100 Mbps for high mobility communication (such as from trains and
cars) and 1 Gbit/s for low mobility communication (such as pedestrians
and stationary users) [7]. A new radio interface and core network LTE
(Long Term Evolution) was introduced in 2010 by 3GPPP in its Release 8
[8] to meet the enhanced data demand, which is termed as 4th generation
mobile communications. LTE, an IP (Internet Protocol) network, is based
on the Orthogonal Frequency Division Multiplexing (OFDM) and MIMO
(Multiple Input Multiple Output) technologies [9]. LTE was developed on
a new platform based on the OFDM Technology contrary to earlier tech-
nologies based on TDM/FDM/CDM technology. The LTE has peak data
rates of up to 100 Mbit/s for high mobility and up to 1 Gbit/s for low
mobility and latency less than 10 ms with scalable channel bandwidths
of 5–20 MHz, maximum up to 40 MHz. 4G is also an all-IP (internet
protocol)-based standard for both voice and data, different from 3G, which
only uses IP for data. To provide higher-speed services and the already
allocated spectrum bands, new frequency spectrum bands 700 MHz, 2300
MHz, 2500 MHz, 3400 MHz, and 4400 MHz bands have been identified for
IMT services.
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The 5th generation mobile communication (5G) system was introduced
in 3GPP Release 15 [10] in 2018, which enables wireless services and
applications at a data rate of more than one terabit per second (Tbit/s)
with coverage extending from a city to a country to the continents and the
world. 5G network covers a wide range of applications, mainly enhanced
Mobile Broadband (eMBB), Ultra-reliable and Low Latency Communica-
tions (URLLC) and massive Machine Type Communications (mMTC). The
eMBB is an extension of the 4G/LTE network, and URLCC and mMTC are
new dimensions added to the 5G network. 5G is now in the deployment phase.
About 157 mobile operators have launched commercial 5G services in 62
countries [11]. Ericsson, in its report, anticipates that 5G will cover up to 65
percent of the world’s population with more than 2.6 billion subscriptions
globally by the year 2025, and nearly half of the world’s mobile data traffic
will be over 5G networks by 2025 [12]. To meet the 5G requirements,
additional spectrum bands 24.25-27.5 GHz, 37-43.5 GHz, 45.5-47 GHz,
47.2-48.2 and 66-71 GHz have been identified for the 5G network[13]. The
generations in the pictorial form are given in Figure 11.1 below:

Cellular mobile telecom is one of the fastest-growing sectors in the
world. Mobile Telecom has dramatically accelerated the growth of a country’s
economic and social sectors and contributed significantly to the country’s
economic growth. Presently, the growth of any other industry has a direct or
indirect link with telecom, which leads to extraordinary demands for mobile
data. In its mobility report, Ericsson estimated that mobile traffic will grow by
27 percent annually between 2019 and 2025 and will reach 160 exabytes per
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month in 2025 [12]. There will be 8.9 billion mobile subscriptions by the end
of 2025, out of which around 90 percent will be for mobile broadband [12].
In its Report ITU-R M.2370 [15], ITU estimated global IMT traffic estimates
for the years 2020 to 2030 from several sources and anticipated that global
IMT traffic would grow in the range of 10-100 times over this period. The
overall mobile data traffic volume will exceed 5 ZBytes per month by 2030.
The number of mobile subscriptions will reach 17.1 billion compared to 5.32
billion in 2010. Growth in mobile communications can be attributed to the
evolution in technology and the availability of the radio spectrum.

New technology has been developed and commercially exploited almost
every ten years. Due to strong growth, demand for radio spectrum in the
mobile telecom sector is much higher than any other radiocommunication ser-
vices due to the convergence of services and the need for a high data rate. The
demand for spectrum increases with the intersection of more services and the
desire for high data speed. We could see that the first generation was started
with a meagre spectrum in 450/900 MHz band with voice service only, and
demand increases with every next generation due to the desire for high data
speed and convergence of services. Right now, we are in the 5th generation,
for which several frequency bands up to 100 GHz have been identified while
squeezing the allocation of spectrum for other radiocommunication services.

The radio spectrum is a scarce natural resource, and manned spectrum
bands have already been allocated to 41 radiocommunication services. So
what we could say is that no new spectrum is available for any service.
Therefore, making available an additional spectrum for mobile telecom, i.e.
IMT services, is a bit complex and is operated at an international level through
the Radiocommunication Sector of ITU. This paper provides insight into the
spectrum allocation process for IMT services starting from the beginning of
mobile telecom services. The structure of the chapter is as follows: func-
tioning of ITU-R is explained in section 2, section 3 describes the process
for identification of spectrum for IMT services, the requirement of spectrum
beyond 5G is given in section 4, and finally, the conclusion is in section 5.

11.2 The Function of the Radiocommunication Sector
of ITU

Radio Spectrum has some unique properties. It does not recognize political
boundaries; no two separate communications can be transmitted on the same
frequency in a given geographical area, and being a limited resource, it has
to be shared amongst 41 different radiocommunication services. Further,



240 Radio Frequency Spectrum for 5G and Beyond Applications

each spectrum band has its propagation characteristics, making it suitable
for some specific radiocommunication services. Therefore, regulation of the
radio spectrum is inherently international due to its peculiar properties.

The history of radio regulation started on 24 May 1844, when Samuel
Morse sent his first public message over a telegraph line between Washington
and Baltimore. Initially, it was limited to country boundaries, and it crossed
the boundaries of countries in a short period. At that time, there was no
management system for the radio spectrum. Due to this, a wireless user
could choose any frequency for their transmission [16]. As applications and
services grew, interference became an increasing problem. It was felt to
evolve a mechanism for regulating the radio spectrum. With this objective,
the first International Telegraph Convention was convened on 17th May 1865
and participated by 20 countries. This marked today’s International Telecom
Union (ITU) [17]. The formal name of ITU was adopted in 1934 and became
part of the United Nations on a provisional basis in 1947. The ITU is a UN
specialized agency for information and communication technology (ICT),
providing an international forum for over 190 Member States and more
than 700 Sector Members and Associates from industry, international and
regional organizations [18]. ITU works towards its commitment, i.e. “ITU
is committed to connecting all the world’s people – wherever they live and
whatever their means” [19].

ITU works through its three Sectors; the Radiocommunication Sector
(ITU-R), the Telecommunication Standardization Sector (ITU-T) and the
Telecommunication Development Sector (ITU-D).

ITU’s work related to radiocommunications is focused on the ITU-R
Sector, which works toward a worldwide consensus on using space and
terrestrial radiocommunication services [18]. ITU-R plays a vital role in the
management of the radio spectrum and satellite orbits, finite natural resources
that are increasingly in demand from a large number of services such as
fixed, mobile, broadcasting, amateur, space research, meteorology, and global
positioning systems, monitoring and communication services that ensure the
safety of life on land, at sea and in the skies.

The mission of ITU-R is to ensure the rational, equitable, efficient and
economical use of the radio-frequency spectrum by all radiocommunication
services, including those using satellite orbits, and to carry out studies and
approve Recommendations on radiocommunication matters [20]

ITU-R works through Study Groups & its working parties, Conference
Preparatory Meetings (CPM), and World Radiocommunication Conferences
(WRC). The functioning of ITU-R is a closed-loop system built around
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seeking studies and negotiations in the study groups and WRC, as shown in Figure 
11-2 

 
Figure 11-2 Spectrum management in ITU[21] 

World Radiocommunication Conference (WRC) is the supreme body in radio 
spectrum management, usually held every three to fouryears. The last WRC was 
held in 2019 at sharm el-sheikh, Egypt, and the next one is scheduled for 2023.  
The primary job of WRC is to review and revise the Radio Regulations (RR), the 
international treaty governing the use of the radio-frequency spectrum and the 
geostationary-satellite and non-geostationary-satellite orbits [22].  

The Study Groups (SGs) study a range of questions relating to 
radiocommunication issues, focusing on RF spectrum in terrestrial and space 
communications, radio systems characteristics and performance, spectrum 
monitoring and emergency radiocommunications for the public protection and 
disaster relief. Study Groups accomplish their work in cooperation with other 
international radiocommunication organizations. Currently, 06 Study Groups are 
working: SG 1 Spectrum management, SG 3 Radiowave propagation, SG 4 
Satellite services, SG 5 Terrestrial services, SG 6 Broadcasting service, and SG 7 
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consensus-seeking studies and negotiations in the study groups and WRC,
as shown in Figure 11.2

World Radiocommunication Conference (WRC) is the supreme body
in radio spectrum management, usually held every three to four years.
The last WRC was held in 2019 at sharm el-sheikh, Egypt, and the next
one is scheduled for 2023. The primary job of WRC is to review and
revise the Radio Regulations (RR), the international treaty governing the
use of the radio-frequency spectrum and the geostationary-satellite and
non-geostationary-satellite orbits [22].

The Study Groups (SGs) study a range of questions relating to radio-
communication issues, focusing on RF spectrum in terrestrial and space
communications, radio systems characteristics and performance, spectrum
monitoring and emergency radiocommunications for the public protection
and disaster relief. Study Groups accomplish their work in cooperation with
other international radiocommunication organizations. Currently, 06 Study
Groups are working: SG 1 Spectrum management, SG 3 Radiowave propa-
gation, SG 4 Satellite services, SG 5 Terrestrial services, SG 6 Broadcasting
service, and SG 7 Science services. These SGs work through various Working
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Parties (WPs) and Task Groups (TGs) constituted within the SG to study
the Questions assigned to the respective Study Groups [18]-Study Groups
2020]. The Working Party 5D of Study Group 5 studies all the aspects of
IMT services.

Based on studies conducted by study groups between two WRCs, on
regulatory, technical and operational aspects of new and existing radiocom-
munication services and systems, radiofrequency spectrum allocations are
modified. WRCs also address any radiocommunication matter of worldwide
character and determine agenda items for future WRCs. The outcome of
WRC is Final Acts and subsequently revised Radio Regulations.

The Radio Regulations [23], an international treaty for administrations to
govern the use of radio-frequency spectrum and satellite orbits at the global
level. RR provides fundamental principles and terminologies for managing
the radio spectrum. The RR contains definitions and spectrum allocation
for all 41 radiocommunication services, categorized based on operational,
administrative, and technical requirements. Based on the RR provisions,
administrations have to develop a frequency allocation plan for the usage of
spectrum in their country [23].

11.3 Radio Spectrum Identified for IMT Services

In the mid-1980, work began by ITU to define the next “generation” of mobile
radio standards/mobile networks on a global basis led to the allocations
of the new globally available frequency bands. The World Administrative
Radiocommunications Conference (WARC)-1992 [24], 230 MHz new spec-
trum was identified in the frequency bands 1885-2025 MHz and 2110-2200
MHz in addition to previously identified 800, 900 MHz frequency Bands
on a worldwide basis for the future public land mobile telecommunication
systems (FPLMTS). The spectrum estimation was based on a model where
voice services were considered the primary source of traffic, and only low
data rate services were also considered. WARC-92 had also established the
framework for the development of 3G with the titled International Mobile
Telecommunications-2000 (IMT-2000) [6], as an advanced mobile commu-
nication applications concept intended to provide telecommunication services
worldwide scale regardless of location, network or terminal used.

Spectrum so far identified for IMT services was insufficient to meet the
requirements due to the rapid growth of mobile data services and wireless
internet access. It was felt that an additional spectrum would be needed for
IMT 2000. Accordingly, an agenda item no. 1.6 for WRC 2000 [25] was set
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to consider the additional demand for a globally harmonized spectrum for
IMT services. The agenda item no. 1.6 as enumerated below:

Agenda Item No. 1.6: Issues related to IMT-2000 [25];

1.6.1. review of the spectrum and regulatory issues for advanced mobile
applications in the context of IMT-2000, noting that there is an urgent need
to provide more spectrum for the terrestrial component of such applications
and that priority should be given to terrestrial mobile spectrum needs and
adjustments to the table of frequency allocations as necessary;

1.6.2. identification of a global radio control channel to facilitate multimode
terminal operation and worldwide roaming of IMT-2000;

As a result, at the WRC-2000, all the major existing cellular bands were
added, increasing the potential IMT-2000 spectrum availability by approxi-
mately three times. It was also decided that three common bands, one below
1GHz, another at 1.8 GHz and the third one in the 2.5 GHz range, be
made available on a global basis for countries for the implementation of the
terrestrial component of IMT-2000 for a high degree of flexibility to allow
operators to evolve towards IMT-2000 according to market and other national
considerations. The three bands identified for use by IMT-2000 are 806-960
MHz, 1710-1885 MHz and 2500-2690 MHz [25].

To increase the spectrum availability for IMT services, an Agenda Item
No. 1.4 was set up for WRC-07 [26].

Agenda Item No. 1.4

1.4 to consider frequency-related matters for the future development of IMT
2000 and systems beyond IMT 2000, taking into account the results of ITU R
studies in accordance with Resolution 228 (Rev.WRC 03).

As a result, WRC-07 identified the additional frequency bands viz. (i)
450–470 MHz, (ii) 790–960 MHz, (iii) 1710–2025 MHz, (iv) 2110–2200
MHz, (v) 2300-2400 MHz, and (vi) 2500-2690 MHz, for IMT application
for all the three regions. In addition, frequency bands 698-790 for Region 2
and 3400-3600 MHz for Region 1 and 3 were also identified, making a total
availability of 1177 MHz spectrum for IMT services [26].

WRC-2000 and WRC-07 also provided the framework for 4G by opening
up the 1.8 GHz and 2.6 GHz bands [27].

A Joint Task Group (JTG) 4-5-6-7 was established in WRC-12 [28] for
the following two agendas of WRC-15 [29]:
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• Agenda Item 1.1: Additional spectrum allocations to the mobile service
on a primary basis and identification of additional frequency bands for
International Mobile Telecommunications (IMT) and related regulatory
provisions; and

• Agenda Item 1.2: Use the frequency band 694-790 MHz for the mobile
service, except aeronautical mobile, in Region 1.

The Joint Task Group 4-5-6-7 recommended more than 20 additional fre-
quency bands for IMT applications, considered during WRC-15 [26]. The
WRC-15 considered the recommendations of JTG. After detailed delibera-
tions, WRC-15 identified frequency bands 470-698 MHz, 1427-1518 MHz,
1885-2025 MHz, 2110-2200 MHz and 3300-3400 MHz or portions thereof
for IMT applications [29]. WRC-15 had also requested ITU-R to study the
potential use of additional spectrum above 6 GHz for IMT, and the results of
those studies would be considered at the next WRC. WRC-15 passed Res-
olution 809 to recommend holding a world radiocommunication conference
in 2019 (i.e. WRC-19) [30] and the proposed agenda items. WRC-19 agenda
item 1.13 given additional spectrum to be required for 5G.

WRC-19 Agenda Item 1.13

To consider the identification of frequency bands for the future development
of International Mobile Telecommunications (IMT), including possible addi-
tional allocations to the mobile service on a primary basis, in accordance
with Resolution 238 (WRC-15)

Resolution 238 (WRC-15) [31]

• to conduct appropriate studies to determine the spectrum needs for IMT
terrestrial components in the frequency range 24.25–86 GHz, taking into
account:

◦ technical and operational characteristics of terrestrial IMT sys-
tems;
◦ deployment scenarios envisaged for IMT-2020 systems;
◦ needs of developing countries; and
◦ the timeframe in which spectrum would be needed.

• to conduct and complete in time for WRC - 19 the appropriate sharing
and compatibility studies, taking into account the protection of services
to which the band is allocated on a primary basis, for the frequency
bands:
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◦ 24.25-27.5 GHz, 37-40.5 GHz, 42.5-43.5 GHz, 45.5-47 GHz,
47.2-50.2 GHz, 50.4-52.6 GHz, 66-76 GHz and 81-86 GHz, which
have allocations to the mobile service on a primary basis; and
◦ 31.8-33.4 GHz, 40.5-42.5 GHz and 47-47.2 GHz, which may

require additional allocations to the mobile service on a primary
basis

To conduct the study for Agenda Item No. 1.3, a Task Group 5/1 was
constituted [32]. The Terms of Reference (ToR) of TG 5/1 was to estimate
spectrum needs for the terrestrial component of IMT in the frequency range
between 24.25 GHz and 86 GHz taking into account results submitted by
various administrations on sharing and compatibility studies in the identified
frequency bands. The frequency bands under consideration were: Item A
(24.25-27.5 GHz), Item B (31.8-33.4 GHz), Item C (37-40.5 GHz), Item D
(40.5-42.5 GHz), Item E (42.5-43.5 GHz), Item F (45.5-47 GHz), Item G (47-
47.2 GHz), Item H (47.2-50.2 GHz), Item I (50.4-52.6 GHz), Item J (66-71
GHz), Item K (71-76 GHz), and Item L (81-86 GHz) [32].

The finding of TG5/1 were [32]:

• Frequency bands 45.5-47 GHz and 47-47.2 GHz were not proposed for
IMT because no studies were carried out.

• Frequency bands 24.25-27.5 GHz [IMT – 26 GHz], 37-43.5 GHz, 45.5-
50.2 GHz and 50.4-52.6 GHz [IMT 40/50 GHZ] and frequency bands
71-76 and 81-86 GHz [IMT 70/80 GHz] and 66 – 71 GHz [IMT 66/71
GHz] proposed for IMT.

Based on the TG5/1 report, WRC-19 identified additional radio-frequency
bands 24.25-27.5 GHz, 37-43.5 GHz, 45.5-47 GHz, 47.2-48.2 and 66-71 GHz
for International Mobile Telecommunications (IMT), to facilitate the devel-
opment of fifth-generation (5G) mobile networks. While identifying these
frequency bands, WRC-19 also took measures to ensure appropriate protec-
tion of the Earth Exploration Satellite Services, including meteorological and
other passive services in adjacent bands.

17.25 GHz of the spectrum has been identified for IMT by the WRC-
19, compared to 1.9 GHz of bandwidth available before WRC-19. Out of
this 17.25 GHz, 14.75 GHz of the spectrum has been harmonized worldwide,
reaching 85% global harmonization. Most of the administrations are ready to
adopt/ have adopted part of the 24-27 GHz band for IMT services. A list of
frequency bands identified in various WRCs is given in Table 11.1.

Cumulative allocation of spectrum for IMT services in different WRCs
has been given in Figure 11.3. Initial allocation of 230 MHz was made in
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Table 11.1 List of frequency bands identified in various WRCs.

IMT Frequency Band Identified in WARC/WRC

450-470 MHz WRC-2007

470-608 MHz WRC-2015

694-960 MHz WRC-2000, 2007

1427-1518 MHz WRC-2015

1710-2200 MHz WARC-1992, WRC-2000

2300-2400 MHz WRC-2007

2500-2690 MHz WRC-2000

3300-3400 MHz WRC-2015

3400-3600 MHz WRC-2007

4800-4990 MHz WRC-2015

24.25-27.5 GHz,
37-43.5 GHz,
45.5-47 GHz, 47.2-48.2
and 66-71 GHz

WRC-19
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Figure 11.3 Cumulative allocation of spectrum for IMT in different WRCs.

WRC-92/97, which has now been enhanced to 19.136 GHz in WRC-19 to
support the 5G network.

Figures 11.4 depicted the percentage-wise spectrum allocation for IMT
services in various WRCs. Out of the total allocation of 19.136 GHz spectrum
for IMT services, about 90% of the spectrum has been identified by WRC-19,
and less than 10% spectrum was identified in earlier WRCs. This is clearly
showing the growing importance of mobile communication.
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Figure 11.4 Percentage-wise distribution of spectrum allocation in WRCs.

WRC-19 has also sent an Agenda Item No. 1.2 for WRC-23 [33] to
enhance the allocation for IMT services in all three regions. This agenda item
considers the identification of additional frequency bands 3 300 - 3 400 MHz
for Region 2 and amends footnote in Region 1, 3 600 - 3 800 MHz for Region
2, 6 425 - 7 025 MHz for Region 1, 7 025 - 7 125 MHz for all the three
Regions, i.e. globally and 10.0 - 10.5 GHz for Region 2 for IMT including
possible allocations to the mobile service on a primary basis. WRC-23 will
consider the additional allocation of 700 MHz for Region 1, 900 MHz for
Region 2 and 100 MHz for region 3 in mid-band for IMT services.

The spectrum so far identified for IMT services can be divided into three
different categories:

Coverage layer – spectrum below 2 GHz (e.g. 700 MHz, 800 MHz, 900
MHz, 1800 MHz) is considered a coverage layer due to its comprehensive
coverage and better penetration. Approximately 700 MHz spectrum below
2 GHz (about 35%) has been identified for IMT services. Further allocation
below 2 GHz seems to be a difficult task.

Coverage and capacity layer –Spectrum bands in the 2 – 6 GHz band(2100
MHz, 2300 MHz, 2600 MHz, 3300 MHz, 3400 MHz and 4400 MHz) fall
under this category as frequency bands in this category could provide a better
balance between capacity and coverage. Approximately 1000 MHz spectrum
between 2-6 GHz has been identified for IMT services, which is almost 25%
of the total available spectrum. Further allocation in this range is a difficult
task.
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Capacity layer –Spectrum bands above 6 GHz are considered capacity layer
due to their vast data-carrying capacity. The coverage area decreases as we
move to the higher side of the spectrum. Therefore, identified spectrum bands
beyond 6GHz are best suited for establishing a hot spot. 17.25 GHz spectrum
has been identified for IMT services in frequency bands between 6-100 GHz,
which is about 18% of the total spectrum available between 6-100 GHz. This
band is lightly occupied with other services, which will go beyond 100 GHz.
Therefore, there is ample opportunity to identify new frequency bands for
IMT services in this category. In the future, most news will be coming in the
capacity layer only.

11.4 Radio Spectrum for Beyond 5G

Networks beyond 5G are envisaged to provide unprecedented performance
excellence, which requires extreme data rates with agility, reliability, zero
response time and artificial intelligence. In future, new vertical applications
with more stringent specifications will emerge. For example, Virtual Reality
(VR) coupled with Augmented Reality (VR) over wireless will be a key
application in future, which require a minimum of 10 Gbps data rate [34].
Future several IoE (Internet of Everything) applications in the integrated
form will be embedded into cities, vehicles, homes, industries, and other
environments. Hence, a high data rate with reliable connectivity will be
required to support these applications [35]. To meet all these challenges, there
has been an increasing demand for higher data rates at least 100 times beyond
current networks; lower latency of around one millisecond, reduced energy
consumption, improved reliability and security, and higher scalability [36].
We could say that 5G networks cannot deliver a completely automated and
intelligent network coupled with enhanced data demand.

The 6G network will become more intelligent, with learning mechanisms
to modify itself based on users’ experience; situation awareness will lead
to decision making and networking [37]. 6G will provide more advanced
and enhanced capabilities compared to 5G. It is envisioned that 6G will
require to deliver approximately 1 Tb/s per-user bit rate in many cases with
mobility 1000Km/hour, provide simultaneous wireless connectivity 1000
times higher than 5G and latency less than 1-ms. The most exciting feature of
6G is the inclusion of fully supported Artificial Intelligence (AI) for driving
autonomous systems [35]. The drivers of 6G will be a convergence of past
generations and emerging technologies that include new services and the
recent revolution in wireless devices.
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To meet the data rate envisaged for 6G, one has to look at Terahertz
Wireless Communication. So far, a spectrum below 100 GHz (up to 71 GHz)
has been identified for IMT services. We have to look at radio spectrum
beyond 100 GHz, i.e. THz.

The terahertz (THz) band is the part of the electromagnetic waves in the
frequency between 100 GHz–30 THz, i.e. between microwaves and infrared
waves. It is also called the sub-millimetre band. The THz band offers a much
larger bandwidth, ranging from tens of GHz to several THz and is suitable
for Nano cells [38]. The THz communication system is highly directional,
more energy-efficient, less latency, less susceptible to free space diffraction
and able to address the capacity limitations of current wireless systems. It can
be used for access as well as a backhaul network [39].

According to Friis Law, free space propagation loss is directly propor-
tional to the frequency square. Therefore, high propagation loss drastically
reduces the coverage with the THz communication system. Besides free space
loss, atmospheric absorptions (e.g., oxygen and water molecule absorptions)
result in additional path loss. However, atmospheric absorption has not any
fixed pattern. In general, atmospheric absorption increases with frequency
but exhibits high absorption at some frequency. The absorption peaks create
spectral windows, which drastically change with the distance variation, as
shown in Figure 11.5. It can be seen that molecular absorption increases with
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Figure 11.5 Atmospheric absorption of electromagnetic waves versus frequency [43].
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frequency but shows a peak around 60 GHz, 120 GHz, and 183 GHz. The
black circles represent the absorption peak. The spectrum bands defined by
the green circle, i.e. 100-115 GHz, 125-170 GHz and 200-250 GHz, are
the spectrum windows where molecular absorption is comparatively low.
Spectrum bands in these spectrum windows could be potential candidate
bands for mobile communication in future [40].

Standard bodies and organizations such as 3GPP, 5G Channel Model
(5GCM), Mobile and wireless communications Enablers for the Twenty-
twenty Information Society (METIS), and Millimetre-Wave Based Mobile
Radio Access Network for Fifth Generation Integrated Communications
(mmMAGIC) are working on THz communications [41].

The IEEE constituted the IEEE 802.15.3d task force in 2017 for global
Wi-Fi use at frequencies from 252–325 GHz, the first wireless communi-
cations standard for the 250–350 GHz frequency range, with a data rate
of 100 Gbps and channel bandwidths from 2 to70 GHz [42]. The Federal
Communication Commission (FCC) has made provision for new equipment
and applications for spectrum between 95 GHz and 3 THz and made available
21.2 GHz of spectrum for unlicensed use in the frequency bands 116-123
GHz, 174.8-182 GHz, 185-190 GHz and 244-246 GHz. FCC has also allowed
experimental activities in the spectrum up to 3 THz [43]. The European Com-
mission established the Radio Spectrum Policy Group to address THz-band
communication management matters. Japan’s Ministry of Internal Affairs
and Communications (MIC) officially allocated an 18 GHz wideband from
116 GHz to 134 GHz for broadcasting service [44]. Besides these, several
research institutes across the globe are working on THz communication [45].

As per Radio Regulation, radio spectrum allocation beyond 100 GHz
is allocated mainly to Radio Astronomy and Satellite-based services such
as Earth Exploration Satellite, Space Research, Amateur Satellite, Radio
Navigation Satellite and Mobile Satellite etc. on a primary basis. Besides
Satellite and Radio Astronomy, the allocation has also been made for Fixed
and Mobile services as Primary services in 12 frequency bands with about
100 GHz spectrum between 100-275 GHz, which accounts for more than 55%
of the total spectrum available between 100-275 GHz [23]. The percentage of
allocation to different services in the frequency band 100-275 GHz is given
in Table 11.2.

As of now, no frequency band beyond 100 GHz has been identified for
IMT services. There is a possibility that IMT applications could come in those
12 frequency bands in which Mobile services are available as primary service
in future.
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Table 11.2 Percentage-wise allocations.
S. No. Service Allocation (in %)
1 Fixed 55.54
2 Mobile 55.54
3 Earth Exploration Satellite 33.60
4 Space Research 40.43
5 Inter Satellite 20.13
6 Fixed Satellite 20.00
7 Mobile Satellite 19.26
8 Amateur 2.29
9 Amateur Satellite 2.29
10 Radio Astronomy 61.60
11 Radiolocation 12.29
12 Radio-navigation 17.26
13 Radio-navigation Satellite 17.26

There is no allocation beyond 275 GHz. WRC-19 introduced a footnote
5.564A for allocating frequency band 275-450 GHz for land mobile and fixed
services, allowing the coexistence of fixed and land mobile services with
active and passive services in the frequency band 275-1000 GHz. Specifi-
cally, the radio astronomy service occupies 275-450 GHz, while the earth
exploration-satellite and space research services operate in 296-306 GHz,
313-318 GHz and 333-356 GHz bands. The footnote also allows the fre-
quency bands 275-296 GHz, 306-313 GHz, 318-333 GHz, and 356-450 GHz
to implement land mobile and fixed service applications without protection
Earth exploration-satellite service (passive) applications [23].

WRC-15 has framed a study question, QUESTION ITU-R, 256-1/5 on
Technical and operational characteristics of the land mobile service in the
frequency range 275-1 000 GHz under which sharing studies between the
land mobile and passive services, as well as the land mobile and other active
services, are being undertaken during the two study cycles, i.e. 2015 to
2019 and 2019 to 2023 and response, will be discussed during the WRC-
23. These studies’ results shall be in ITU Recommendations, Reports or
Handbooks [46].

11.5 Conclusions

Spectrum requirements for mobile telecom services increase with the change
of generation. ITU-R, through WRCs, identify frequency bands as per
requirements of next-generation mobile communication. So far, more than
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19 GHz spectrum has been recognised for IMT services, which is sufficient
to run the 5G network. Beyond 5G network envisaged with data speed more
than 1Tb/s and latency less than 1ns. The frequency bands up to 100 GHz
identified do not have such a high data-carrying capacity. As per Radio
Regulation, about 55% of the spectrum between 100 GHz – 275 GHz has
the allocation of Fixed and Mobile services. ITU-R has already initiated a
study question for exploring the possibilities of coexistence of Fixed and
Land mobile radio with existing satellite services in the frequency bands
275-1000 GHz. However, ITU-R has not yet initiated the identification of
frequency bands for IMT services in the frequency bands beyond 100 GHz
nor floated any study question on this subject.

Moreover, there is no agenda item for WRC-23 or WRC-27 on this
subject. No frequency bands beyond 100 GHz could be possible for IMT
services till the completion of WRC-27. Identification of frequency bands is
possible during the WRC-31 cycle, subject to agenda items that would be
set during WRC-23 & WRC-27. Without spectrum allocation, beyond the 5G
network cannot be commercially available before 2031.
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Digital infrastructure and services have emerged as key enablers and critical
determinants of a country’s growth and well-being. India’s digital footprint
is one of the fastest-growing in the world. India’s mobile data consumption
is already the highest globally, with over a billion mobile phones and digital
identities and more than 700 million internet users.

The continuous evolution and exponential growth in user demands have
led to many emerging use cases and technologies. These new use cases
require much higher data rates and way lower latency than the current 5G
systems can offer. For example, the next generation of Virtual and Augmented
Reality (VAR), i.e., holographic teleportation, requires terabits per second
(Tbps)-level data rates and microsecond-level latency. Therefore, the evolu-
tion to 6G would be necessitated due to evolving expectations and technology
dependence of the masses.

6G is in the inception stage, and several candidate technologies are
being considered to realise 6G requirements. Though the newer and newer
technologies will continue to emerge, technologies such as Terahertz (THz)
band, Novel antenna technologies, Metamaterial based Antenna and RF front
end etc., are in the race. Among emerging research and development trends
in wireless communications, THz band (0.1-10 THz) communications have
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been envisioned as one of the key enabling technologies for the next decade.
The THz band is available in abundance, and due to the ultra-wide spectrum
resources, the THz band can provide Tbps links for a plethora of applications.
In this chapter, the advantages of the THz band for the evolution of 6G,
applications and use cases, likely challenges and mitigation techniques have
been elaborated.

12.1 Introduction

The telecom revolution in India has facilitated a multiplier effect on the
Indian economy and its population. The innovations and the rapid expan-
sion in telecommunications are boosting the Indian economy by creating a
plethora of opportunities. For instance, the broadband internet facilitated the
officegoers and employees to work from home. Today internet is playing a
pivotal role in modernizing agriculture, developing e-health, e-commerce, e-
governance and e-education. India has one of the lowest data tariffs, resulting
in astronomical data usage. A graph depicting data tariff v/s data usage during
the last six years is illustrated in Figure 12.1.
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usage. A graph depicting data tariff v/s data usage during the last six years is 
illustrated in Figure 12-1. 

 
Figure 12-1 With the decrease in per GB data cost, there has been an 

enormous surge in data usage per subscriber. 
Source: TRAI 

The high-speed internet and multimedia journey started with 2G in the early 
90s.Eventually, we have seen new technology emerge every ten years in the 
wireless world. The successive decades saw the emergence of 3G, 4G and now 
5G.5G offered a high peak speed of 1 Gbps (1,000 Mbps) compared to 20-100 
Mbps on 4G. However, 6G holds the promise of 1 Tbps (1,000 Gbps).  
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The high-speed internet and multimedia journey started with 2G in the
early 90s. Eventually, we have seen new technology emerge every ten years in
the wireless world. The successive decades saw the emergence of 3G, 4G and
now 5G. 5G offered a high peak speed of 1 Gbps (1,000 Mbps) compared to
20-100 Mbps on 4G. However, 6G holds the promise of 1 Tbps (1,000 Gbps).

6G will satisfy unprecedented requirements and expectations that 5G can-
not meet. It will provide the ultimate experience through hyper-connectivity
involving humans and everything. Further, increasing industrial automation
and the emergence of Industry X.0 will push connectivity density well beyond
5G capacities. 5G designs are crucial to support high energy efficiency
with an increased connection density. Consequently, the research commu-
nity has shifted its efforts toward addressing the significant challenges.
The focus of the ongoing research is shifted more towards exploiting THz
band communications, intelligent surfaces and environments, and network
automation.
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In addition to the high-speed requirement in the range of 1 Tbps in the
form of enhanced Mobile Broadband, there would be needed ultra-reliable
and low-latency communication (URLLC) and massive machine-type com-
munications (mMTC). Also, with almost every device being connected and
sporting an internal antenna, one square kilometre area may connect 10
million devices using 6G compared to a million in the case of 5G.

12.2 6G – Emerging Trends

Applications that take advantage of wireless communications are expanding
from connecting humans to connecting various things. Wireless communi-
cation is becoming an essential part of social infrastructure. In addition,
tremendous growth in advanced technologies such as Artificial Intelligence,
robotics, IoT and automation will bring an unprecedented shift in wireless
communications.

The four major emerging trends advancing towards 6G are - connected
machines, the use of AI, the openness of mobile communications and
increased contribution to achieving social goals.

12.2.1 Connected Machines

It is estimated that the number of connected devices will reach 500 billion
by 2030, which is about 59 times larger than the expected world population
(8.5 billion) by that time. Mobile devices will take various forms, such as
augmented reality glasses, virtual reality headsets and hologram devices.
Machines will need to be connected by employing wireless communica-
tions. Connected machines include vehicles, robots, drones, home appliances,
displays, intelligent sensors, construction machinery and factory equipment.

12.2.2 Use of Artificial Intelligence

The recent development in artificial intelligence (AI) has proved its useful-
ness in various areas such as finance, healthcare, manufacturing, industry,
and wireless communication systems. The application of AI in wireless com-
munication can improve performance, reduce CAPEX and OPEX, improve
performance of handover operation, optimise network planning, including
base station location determination, and reduce network energy consumption.

The 6G network designs will have embedded AI components to support
various use cases and services. Adopting 6G during the design stage of
network conceptualization can create numerous opportunities to improve
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performance, cost, and capability to provide new services. 5G ensured the
mainstream adoption of mm Wave spectrum, but with 6G, the need for higher
data rates and, consequently, larger channel bandwidths will necessitate the
incorporation of THz and sub-THz spectrum. At the same time, the opening
up of new spectrum bands will also require novel radio designs that can
simultaneously sense and communicate over the entire Electro-Magnetic
spectrum.

12.2.3 Increased Contribution Towards Achieving Social Goals

The amalgamation of 5G and 6G is expected to reduce greenhouse emis-
sions by 15% by 2030. 6G with inherited features of 5G can successfully
address the social challenges such as hunger, climate change and education
inequality. Hyperconnectivity will improve and enable access to information.
It will provide alternatives to rural exodus, mass urbanization and the related
problems. 6G would thus play a significant role in the achievement of UN
SDGs and tremendously contribute to the quality and opportunities of human
life. Additional services in 6G, which are not possible for 5G, are indeed
immersive extended reality (XR), high fidelity mobile hologram, digital
replica, etc.
Deployment Of THz Spectrum Band For 6G 

 
 

Figure 12-3 Three key 6G services: Truly immersive XR, High-Fidelity 
Mobile Hologram and Digital Replica 

(Source: Samsung 6G white paper) 

 

XR is a new term that combines VR, AR, and mixed reality. It finds use cases in 
entertainment, medicine, science, education, and manufacturing industries. To 
provide XR media streaming, 0.9 Gbps throughput would be required. The current 
user experienced data rate of 5G is not sufficient for seamless streaming.The 
hologram is a next-generation media technology that can present gestures and 
facial expressions employing holographic display. A hologram display over a 
mobile device will require at least 0.58 Tbps. 

A Digital replica would make it possible to observe changes or detect problems 
remotely through the representation offered by the digital twin. It will deploy 
advanced sensors, AI, and communication technologies. Interaction with the 
digital twin will happen through VR or holographic display. To replicate a 1x1 M 
area, 0.8 Tbps would be required assuming synchronisation of 100 ms and a 
compression ratio of 1/300.  
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XR is a new term that combines VR, AR, and mixed reality. It finds
use cases in entertainment, medicine, science, education, and manufacturing
industries. To provide XR media streaming, 0.9 Gbps throughput would be
required. The current user experienced data rate of 5G is not sufficient for
seamless streaming. The hologram is a next-generation media technology that
can present gestures and facial expressions employing holographic display. A
hologram display over a mobile device will require at least 0.58 Tbps.

A Digital replica would make it possible to observe changes or detect
problems remotely through the representation offered by the digital twin. It
will deploy advanced sensors, AI, and communication technologies. Interac-
tion with the digital twin will happen through VR or holographic display. To
replicate a 1x1 M area, 0.8 Tbps would be required assuming synchronisation
of 100 ms and a compression ratio of 1/300.

12.3 6G Requirements

An increase in mobile computing requirements and battery size would be
the first and foremost. While 5G was designed to achieve 20 Gbps peak
data, 6G would have peak data of 1000 Gbps and a user experience rate
of 1Gbps. Spectral efficiency would be twice that of 5G. Latency targets
set up in 6G would be less than1 ms end to end, with extremely low delay
jitter in terms of microseconds. Reliability will jump 100 times to support
emergency response, remote surgery, etc. The bit error rate would be only
10−7. 6G would support 10 million devices/km2, ten times more than 5G.

12.4 6G Technologies and Use of THz Band

12.4.1 Emerging 6G Technologies

Recently, we have witnessed a dramatic rise in wireless data traffic brought
forth by numerous exciting technologies in wireless communications and
assisted by the pandemic impact. This exponential growth has accompanied
the demand for higher data rates and better coverage. The pandemic has
shrunk the digitalization period by at least 2-3 years.
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• Evolution of duplex technology 

• Evolution of network topology  

• Spectrum sharing 

• Comprehensive AI 

• Split computing 

Among emerging research and development trends in wireless communications, 
THz band (0.1-10 THz) communications have been envisioned as one of the key 
enabling technologies for the coming decade because of their high availability. 
The THz bandcan provide terabits per second (Tbps) links for many applications, 
ranging from ultra-fast massive data transfer among nearby devices in Terabit 
Wireless Personal and Local Area Networks to high-definition video-conferencing 
among mobile devices in small cells. 

 
Figure 12-4 Spectrum usage for different generations 

12.4.2 Allocation by FCC 

Federal Communications Commission (FCC) has released frequency bands above 
95 GHz to 3000 GHz for experimental use and unlicensed applications to 
encourage the development of new wireless communication technologies. 
Following this trend, it is inevitable that mobile communications will utilise the 
terahertz band (0.1-10 THz) in future wireless systems.  

The THz band includes an enormous amount of available bandwidth, which will 
enable highly wideband channels with tens of GHz wide bandwidth and could be 
utilized up to 3000 GHz. This could potentially provide a means to meet the 6G 
requirements of the Tbps data rate. 

12.4.3 Advantages for THz band Technologies  

While the availability of a wideband spectrum is the main driver for THz 
communications, other benefits can also be realised. Communication in the THz 
band can provide high precision positioning capability due to the following:  
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The services and requirements pose various challenges to developing
future wireless systems. Several potential technologies are being considered
to realize 6G requirements. Though newer technologies will continue to
emerge, the following technologies are in the race.

• Terahertz technologies
• Novel antenna technologies
• Metamaterial based Antenna and RF front end
• Orbital Angular momentum
• Evolution of duplex technology
• Evolution of network topology
• Spectrum sharing
• Comprehensive AI
• Split computing

Among emerging research and development trends in wireless communi-
cations, THz band (0.1-10 THz) communications have been envisioned as
one of the key enabling technologies for the coming decade because of their
high availability. The THz band can provide terabits per second (Tbps) links
for many applications, ranging from ultra-fast massive data transfer among
nearby devices in Terabit Wireless Personal and Local Area Networks to
high-definition video-conferencing among mobile devices in small cells.

12.4.2 Allocation by FCC

Federal communications commission (FCC) has released frequency bands
above 95 GHz to 3000 GHz for experimental use and unlicensed applications
to encourage the development of new wireless communication technologies.
Following this trend, it is inevitable that mobile communications will utilise
the terahertz band (0.1-10 THz) in future wireless systems.

The THz band includes an enormous amount of available bandwidth,
which will enable highly wideband channels with tens of GHz wide band-
width and could be utilized up to 3000 GHz. This could potentially provide a
means to meet the 6G requirements of the Tbps data rate.

12.4.3 Advantages for THz band Technologies

While the availability of a wideband spectrum is the main driver for THz com-
munications, other benefits can also be realised. Communication in the THz
band can provide high precision positioning capability due to the following:



268 Deployment of Terahertz Spectrum Band For 6G

• Extremely wideband waveforms in the THz band would enable accurate
ranging between transmitter and receiver.

• LOS link between transmitter and receiver. This will improve the
accuracy of distance-based positioning systems.

• Using pencil-point sharp beams will significantly improve angular
resolution and triangulation accuracy of 3D position estimation.

The experience of telecom operators in deployment of mm waveband for 5G
has not yielded the desired speed of 100 Gbps v/s attainment of 1 Gbps in
practical. The THz bands have been applied in imaging and object detection
and THz radiation spectroscopy in astronomical research, and their use cases
in wireless communications are still under investigation.

12.5 Challenges: Use of THz for 6G

Several wireless summits and workshops have been held during the last year,
where researchers and academia have shared their vision about the future of
wireless communications. The first two years of every new cycle/ technology
are critical to gathering ideas and brainstorming the broad direction for the
research efforts. Some fundamental and technical challenges are there in
realizing stable THz communications. The key challenges are as under:

12.5.1 Severe Path Loss and Atmospheric Absorption

Free space path loss is proportional to the square of the signal frequency.
The severe path-loss in the THz band can be overcome by utilizing mas-
sive antenna arrays at the base station, i.e., ultra-massive multiple-input
multiple-output (MIMO). In addition, the effect of atmospheric absorption
(i.e., absorption by molecules in air) in the THz band is in general severer
than in lower frequencies as the absorption lines for oxygen and water are
primarily located in the THz band. This will also have to be tackled using
technical solutions.

12.5.2 RF Front-end, Photonics and Data Conversion

The THz band is often referred to as the THz gap due to the lack of
efficient devices which can generate and detect signals in these frequencies.
The device dimensions are significantly oversized relative to the wave-
length in these bands, resulting in high power loss or equivalently low
efficiency. However, researchers put great efforts into developing chip-scale
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THz technologies during the last decade. In addition to improving the output
power of the THz signal, the following also need to be addressed.

• Transporting the signal within the integrated system and to the antenna
with low loss

• Packaging of the integrated system without significant loss and main-
taining proper heat dissipation

• Lowering the mixer phase-noise
• Low power multi-Giga-samples-per-second analogue-to-digital convert-

ers (ADCs)and digital-to-analogue converters (DACs)
• Low power digital input/output (IO) to DACs and ADCs to transfer data

at Tbps data rate with acceptable power consumption.

Lying between the mm Wave spectrum and infrared light spectrum, THz
bands, with their abundant spectrum resources, have been previously deemed
a no man’s land”. However, significant progress in transceiver and antenna
design has seen THz links become a promising option for realizing indoor
communications networks. More recently, there has been considerable
progress in learning wireless network on chip (WNoC) using THz bands.

12.6 6G Timelines

Mobile communication systems have evolved over multiple generations from
2G to 5G approximately every ten years. However, the time spent defining
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Figure 12-5 6G Roadmap 

Source: Samsung 6G white paper 

Mobile communication systems have evolved over multiple generations from 2G 
to 5G approximately every ten years. However, the time spent defining vision and 
developing technical standards for each generation has shortened from 15 years in 
3G to 8 years in 5G.  
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vision and developing technical standards for each generation has shortened
from 15 years in 3G to 8 years in 5G.

It is expected that for 6G, ITU-R will begin their work to define the 6G
vision in 2021. As depicted in the chart above, the commercialization of 6G
could likely happen as early as 2028, while massive commercialisation would
start by 2030.

12.7 Conclusions

This study has presented an overview of the standardization process and
emphasized 6G standardization requirements. From a technology perspective,
6G will provide a vast opportunity to the users and MNOs to explore different
services and use cases. We presented new features of the 6G networks’ unique
characteristics and associated services, enabling technologies and challenges.
This paper also discussed various 6G initiatives going on across the world.
Set of new evolved KPIs and requirements. The scope of standards and
technology development needs to be broadened to support future ecosystems.
The product needs to comply with the standards to keep the full capabilities
of upcoming networks. The higher layers are available for research, bringing
new challenges and enormous opportunities. Different organizations draft the
specifications and standardization requirements for 6G in various use case
scenarios.

6G outlines, 100x data throughput, and sub-millisecond latency compared
to the 5G networks. The path toward developing future wireless standards and
technologies will be compelling. Following are some critical considerations
for developing the next generation of standards and technologies. The SDOs
need to increase their scope to bring new horizons to the communication
ecosystem. There is a need for New Standards Evolution Paradigm to sup-
port reusability and scalability. To overcome shortcomings in the SDOs, we
need Universal global standards to prevent duplication of the standards. The
industry and market should encourage healthy and competitive development
of the new and existing solution providers to ensure a stable global supply
chain without any significant disruptions.
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Since the release of 5G, investors, business technologists, and board of direc-
tors have been looking for methods to interpret and translate the traditional
models of network investments to the virtualized networks that began in
the 5G era to maximize their ROI (return over investments) in all areas.
This chapter investigates a comprehensive technical methodology for the 6G
cost modelling measuring the capital expenditure (Capex), and operational
expenditure (Opex), including the total cost of ownership (TCO) for 6G for
virtualized and nonvirtualized networks. In this aspect, the first part of this
chapter evaluates the 6G costs based on the infrastructure deployment from
the Terahertz spectrum acquisition, spectrum sharing, energy consumption
to 6G virtualized networks, also considering the additional services such as
artificial intelligence (AI) and potentially quantum machine learning (QML)
to mention a few entities 6G Network Architecture. The second part focuses
on identifying different costs for differentiating traffic demands depending
on the geographic location versus population distribution to define the 6G
rollout strategy considering the cell-sizes distributions. Posterior, there is
an analysis of 6G services like Private Networks, 6G mobile virtual net-
works operators (6GMVNO), and Network Slicing are also considered from
this research perspective. The final objective is to create a generic and
adaptable knowledge performance index (KPI) for optimal 6G total value
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of opportunity (TVO). Thus, there is a proposition for 6G business models to
define some possible optimal approaches to help decision-makers select the
best route to maximize the 6G TVO.

13.1 Introduction

The sixth generation of mobile networks, also known as 6G, is planned to
initiate its commercial operations in 2030. Consequently, as with many novel
technologies, many expectations exist, which look to better comprehend the
6G outlook from a commercial to a technical standpoint. This novel Network
is already being investigated from a network design viewpoint to specific
use cases which will benefit from it. Thus, this future wireless research and
development (R&D) are already ongoing in several scientific fields world-
wide. Nowadays, academic institutions, governments, and standardization
bodies assemble to work on future wireless standards. Hence, important
6G books [1] are also being published by the researcher communities,
including recently released articles and companies’ white papers. Following
the initial 5G rollout in the different global markets and the sharp growth
of the mobile economy [2] during the coronavirus (COVID-19) pandemic,
people are becoming more interested in the intrinsic of knowing the scientific
innovations and social-economy development in the next 9 to 10 years.

In this chapter, the discussion centres on investigating 6G cost modelling
that enables the discussion amongst Telco’s decision-makers in their boarding
rooms. C-level executives represented by chief executive officers (CEOs),
chief technology officers (CTOs), chief information officers (CIOs), and chief
finance officers (CFOs) are going to be in the quest to balance out short,
medium and long-term the return of investments (ROI) for 6G. Therefore,
the future network infrastructure utilizing existing network infrastructure
invested in 5G and its predecessors will be considered, without excluding
the challenges of deploying 6G over the brownfields network, if it proves
feasible to support 6G terabits per second data rate. These perspectives will
be considered to maximize the cost efficiency of 6G deployment and control
risks. As a starting point, the analyses here presented will begin gauging the
capital expenditure (CAPEX) to create the innovative network infrastructure
and the operational expenditure (OPEX) to run it for at least ten years.
Additionally, a cost modelling for future wireless network technology will
be reviewed to pave the way for an initial investigation to allow an early
analysis of the economic model strategy that will support the 6G technical
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rollout plan. The preceding discussion will look at the total cost of ownership
(TCO) and link it to the total value of opportunity (TVO).

What is known so far is that 6G will continue the digital transformation
of all vertical and horizontal sectors beyond 2030. Also, it will be a crucial
enabler for a human-centric cellular network underpinned by the Society
5.0 framework [3] and defined by the United Nations (UN) 17 Societal
Development Goals (SDGs) [4]. Then, it is imperative to evaluate some
critical aspects defined in Society 5.0 as a novel framework conceptualized by
the Japanese Cabinet Office and cross-relate them to the SDGs before delving
into the 6G cost models approach presented in this chapter.

Society 5.0 concept is an essential innovative framework based on Sci-
ence, Technology, and Innovation (STI) policy, in which UNESCO [5]
emphasized that the ICT industry should aim to support a fairer society. It
is embedded in this policy the necessity of using technologies to converge the
cyberworld and the physical realm addressing societal challenges intertwined
to achieve economic improvements beyond 2030 [6]. Like its predecessors,
Society 5.0 is the next generation of society to focus on the societal and
environmental challenges with the aid of technologies and hyperconnected
society, the future quantum internet era. In this new society, technology is
entirely used to promote quality of life (QoL) for all. Additionally, it is
propelled by Artificial Intelligence (AI), Machine Learning (ML), distributed
via Cloud Computing Systems, and hyper wireless connectivity, linking
everything, everyone and responding to social needs proactively. For instance,
technology will be a concierge and oracle to serve the ageing population
better, support future job allocation for youths, and proactively control the
waste and resources in the Smart Cities. Besides, protecting the environment
with autonomous surveillance to preserve its ecosystem and reduce the future
impact of climate change. Having thought that, Society 5.0 will need a
robust and intelligent wireless network to enable such idealized objectives
to come to fruition, which will similarly trigger the rapid implementation
of the integration of Communication, Navigation, Sensing and Services
(CONASENSE) [7] and Knowledge Human Bond Communication Beyond
2050 (Knowledge Home). Knowledge Home is a technological concept
aiming to integrate the five human senses via technology and wirelessly
connectivity that offers services for humans in a personal area network (PAN)
[8]. Combined and buttressed by 6G networks, these strategic technological
frameworks and concepts will inaugurate the era of the Internet of Beings
(IoB) [9].
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On the other hand, the International Telecommunication Union (ITU) has
also initiated an agenda to promote the SDGs [10] and outlined the main
areas that the Information Communication Technologies (ICT) services and
the future wireless Network can focus on before and beyond 2030. These
SDGs areas outlined by ITU in the Connected Agenda 2030 [11] bolstered
by ICT, which are:

• Growth (Increase access to Telecom Systems/ICT supporting Digital
Economy)

• Inclusiveness (bridge digital divide/broadband access for all)
• Sustainability (managing emerging risks/challenges and opportunities

due to Digital Transformation)
• Innovation & Partnership (enable innovation in ICT for social digital

transformation)
• Partnership(Strengthen ITU partnership to support all ITU strategic

goals)

Consequently, in this study, the primary focus of the 6G cost modelling will
be based on the densely populated areas governed by the Smart Cities. Such a
decision is rooted in the statement provided in the UN project United for
Smart Sustainable Cities (U4SSC) [12] initiative that states that by 2050,
cities will host 70% of the world population, which is an increase of 20%
on top of how the world population is distributed and along with this remark
many challenges are envisaged. As a response to these challenges, a newly
published report by U4SSC entitled Key Performance Indicators: A Key
Element for cities wishing to achieve the Sustainable development Goals
[13] defines ninety-one key performance indicators (KPIs), allowing cities
to implement policies to converge them into very effective SSC, which
utilizes ICT technologies and digital technologies to improve citizens QoL,
managing energy consumption efficiently, delivering dynamic and intelli-
gent smart transportations, reducing waste, creating perpetual life-cycle of
efficient recycling products, reducing carbon emissions, etc.

Thus, evaluating the 6G rollout investment and the opportunities in a
Smart City densely populated will be readily justifiable from the commercial
perspective. Furthermore, it will balance out the ROI expectations.

Figure 13.1 shows the interrelationship between Society 5.0 and the UN
SDGs that sets out the roadmap discussions for 6G.

Based on the evidence available of how the 5G rollout is planned, it seems
fair to suggest beginning the cost modelling for the end to end 6G networks
for Smart Cities the need to investigate CAPEX and OPEX models for:
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Figure 13-16G for Society 5.0,  SDGs,  CONASENSE and Knowledge Home 
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• Total Value of Opportunity (TVO) 

Finally, a study of the universal 6G costs of implementation, costs of maintenance, 
and the return of investment (ROI) for the future 6G investors, Telco, within ten 
years minimum. 
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Finally, a study of the universal 6G costs of implementation, costs of mainte-
nance, and the return of investment (ROI) for the future 6G investors, Telco,
within ten years minimum.

13.2 5G Economical Modelling

As 6G is the successor to 5G, it makes sense to look at the 5G cost modelling
and see if that can be adapted to 6G. It is also interesting to see where the
great challenges lie in implementing and maintaining 5G mobile networks,
as this can also impact the upcoming 6G networks.

Networks have seen exponential growth in data over the years. However,
the revenues do not match this growth [14]. The rise in traffic demands
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on the network infrastructure of the Mobile Network Operators(MNO) has
been a challenge to keep up with, and the capacity needs to be countered by
profitability, which has become increasingly difficult [15]. According to many
in the industry, the deployment of 5G has become more of an economical
challenge rather than a technical one [16].

This means the Total Cost of Ownership of the 5G (and 6G) network
will drive the deployment of the networks, much more so than for previous
generations of mobile networks. This requires cost models that optimise the
Capex by ensuring efficient use of the resources while allowing network
growth and controllable Opex. These models should aid in understanding
how, where and when virtualizing parts of the network is more economical
for the TCO. It can also help understand the advantages of Cloud Radios
Access Networks, such as centralized Baseband Units (BBU). At the same
time, one should also consider the supporting core networks, which require
an end-to-end model.

Most cost modelling papers on 4g and/or 5G networks, such as [17] [18],
look into rural, urban and dense urban scenarios and simulate the deployment
of the number of macros, micro and picocells driven by traffic demands and
population density.

5G access networks have three spectrum bands that can be used, which
are located around 700MHz (lower), 3.5GHz (middle) and 26GHz (higher).
The use of the higher frequencies, with their reduced range, has become
imperative for small cell deployment and high traffic.

Another approach for cost-saving can be obtained in certain scenarios,
where the traffic is produced and consumed close to each other. There would
be no need to send the data over a backhaul network for such a scenario,
introducing extra delays and costs, but rather process it directly at the edge,
hence the name Multi-Access Edge Computing (MEC).

The backhaul of the mobile operators’ network must handle the peak-
data rates, which implies high-speed interconnections using a myriad of
technologies. At the same time, it must be resilient to temporary failures of
some links.

The Core Network (CN) is responsible for aggregation, switching,
authentication, switching and generally controlling the entire network. The
CN also includes pivotal functionalities, such as Access and Mobility Man-
agement, Session Management and Authentication. Already in 5G, new
concepts for the CN are being introduced, such as Software Defined Net-
working (SDN) and Network Function Virtualization (NFV) [15]. In SDN,
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the control plane of the equipment, which has the local forwarding func-
tionality, is separated into a new entity. The idea is that this entity has the
information from a single component in the network and can make the best
decision based on data from many components. This allows for a much more
dynamic network that can adapt to changes and even work around failures of
some components in a manageable and cost-effective manner [19]. In NFV,
the network functions are implemented in generic computing environments,
which allows the use of custom the shelf (COTS) solutions to reduce the cost
[15] further. It is expected that most of the NFV functionalities will run in
virtualized machines or hypervisors, able to scale more quickly when demand
requires.

The cost model used in 4G and 5G networks is mainly based on each
area’s capacity planning estimates. After which, the TCO can be calculated
as the sum of all Capex values for each network part and their annual Opex
expenditures times the number of years. The Capex and Opex expenditure
components must be obtained from the access, backhaul and core network
portions. So, the Capex is based on the acquisition costs of fibre and radio
components, such as the OLTs, ONTs and splitters, and the cost of the
antennas and switches used. The Capex also includes the cost of deploying
cables and the installation cost of these components.

The Opex are the operational costs, such as power consumption, main-
tenance, fault management and reparation costs. It is expected that the main
Opex costs for 5G are involved with power consumption.

However, modelling is more complex as the network or part of the
network can be virtualized, creating multiple deployment strategies to be
investigated.

13.3 6G Network Architectures

The future cellular Network will be more advanced and powerful than its pre-
decessor, 5G. Looking at the 5G Network architecture as a standing point of
analysis for the 6G future infrastructure, it is clear that this latter will encom-
pass the existing extended services. For instance, 5G is the Network that
brought into the market the possibility of having network slicing, in which the
traffic can be prioritized by different types of applications and devices, offer-
ing to 5G user’s equipment (UE) different Service Level Agreement (SLA).
The 6G network will not shy away from this perspective. It will go above
and beyond. In its current R&D process, 6G is planned to provide continuity
to the network slicing embedded in 5G release 17. As shown in Figure 13.2,
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Figure 13-2 6G New Radio Architecture powered by AI and QML 

The figure above shows that 6G will enable a more intelligent and agile network 
slicing. For this intelligence, 6G Cloud-RAN will require an AI to be integrated 
into the Multi-Access Computing Network (MEC) [21], aligned with a Quantum 
Machine Learning (QML) [22] to overcome the be challenges of Big Data 
generated on the end-to-end of network architecture and Additionally, it will 
optimize the network traffic prioritization more efficiently, in much higher speeds 
that can achieve the nominal velocity of terabits per second for its premium 
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the 6G Network will also outreach the intrinsic capacity that exists in the
5G Radio New Radio [20] regarding the features of massive Machine Type
Communications (mMTC), enhanced Mobile Broadband (eMBB), and the
ultra-Reliable Low Latency Communications (uRLLC) features.

The figure above shows that 6G will enable a more intelligent and agile
network slicing. For this intelligence, 6G Cloud-RAN will require an AI
to be integrated into the Multi-Access Computing Network (MEC) [21],
aligned with a Quantum Machine Learning (QML) [22] to overcome the be
challenges of Big Data generated on the end-to-end of network architecture
and Additionally, it will optimize the network traffic prioritization more
efficiently, in much higher speeds that can achieve the nominal velocity of
terabits per second for its premium services. It will significantly increase
100% over the data rate transmission envisaged on the 5G.

More importantly, 6G will continue utilizing the millimetre and centime-
tre wave spectrum. Therefore, it is imperative to add the benefits of Ultra-
Massive MiMO (UM-MiMO) antennas, possibly embedded in a Graphene
[23] surface, as an innovative solution to exploit further the electromagnetic
phenomenon of multipath signal propagation [24] to rally and boost the
antenna’s gains. As the radio frequency (RF) is becoming scarce and moving
up to the Terahertz domain, it is necessary to explore other options like the
Optical Wireless Communications (OWC) to offer omnipresence to the 6G
architecture [25].
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Figure 13-3  Improving 5G 

As shown in Table 13-1, these are the KPIs envisaged for 6G and are designed to 
deliver new use cases that cannot be covered on the 5G NR. Hence, to achieve 
Terabit's data throughput, the 6G Fronthaul, MidHaul and Backhaul must be 
connected to artificial intelligence operating full-time aligned to quantum 
computing (QC) to prioritize the data traffic to automatically control the network 
resources based on specificities of the SLAs. All this technology is required for 
the 6G network slicing (6GNS), 6G Private Networks, and 6G MVNOs, including 
all types of the network and application layers. In terms of the medium to 
interconnect the Network physically and to support such a great data speed and 
high QoS and QoE, there is a need to invest in super-fibre optics rollouts and 
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Some KPIs commonly agreed for the next generation of cellular networks
will overpass the existing KPIs currently delivered at the 5G., see Figure 13.3.

As shown in Table 13.1, these are the KPIs envisaged for 6G and are
designed to deliver new use cases that cannot be covered on the 5G NR.
Hence, to achieve Terabit’s data throughput, the 6G Fronthaul, MidHaul
and Backhaul must be connected to artificial intelligence operating full-
time aligned to quantum computing (QC) to prioritize the data traffic to
automatically control the network resources based on specificities of the
SLAs. All this technology is required for the 6G network slicing (6GNS),
6G Private Networks, and 6G MVNOs, including all types of the network
and application layers. In terms of the medium to interconnect the Network
physically and to support such a great data speed and high QoS and QoE,
there is a need to invest in super-fibre optics rollouts and OWC to anchor
the Fronthaul to the Backhaul to offload traffic congestions and offer wider
bandwidth.

It is important to note that 6G architecture will be costly for those Mobile
Network Operators (MNO) that are not entirely covered by a well-equipped
core of fibre networks, then it seems to be prudent for MNO to invest part
of 5G ROI in the CAPEX for the future 6G infrastructure. However, it is
important to observe that the domain of hyper-scale [26] will continue, as
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Table 13.1 6G KPIs envisaged for the cellular network architecture.
6G KPIs
Data Throughput Terabits/s
Power Consumption 1Terabit/Joule
SLA Network Availability 99.9999%
Latency 1ms
RF Spectrum mm-wave / cm-wave light spectrum
High-Speed Data Connectivity 1000 km/h

they will deliver important NFV to virtualize network nodes services via
Cloud-as-a-Service (CaaS) to deliver the 6G networks components of the
architecture. Therefore, in the next chapter, there is an evaluation of the 5G
technical aspects and network costs followed by the principles envisaged here
to roll out an economical 6G network with the basic settings required.

13.4 6G Economical Modelling Challenges

The forecast predicts that by 2035, the mobile communication sector [28]
suggests that by 2035 the mobile communication sector has an economic
output of $13 T. This requires an investment from the industry of $235 B
annually and generates 22 M jobs.

The 6G Architecture is still at the very beginning of its definition. What
is certain is that 6G will bring innovation to the wireless networks and that
innovation will exceed the reach of the known 5G Networks. However, it
is essential to note that 6G will be based on network function virtualization
as presented in 5G. Thus, 6G Networks will be presented in many flavours
based on cell sizes and to serve different purposes. The important part to
consider in the 6G CAPEX is the Spectrum acquisition. 6G will combine
the terahertz spectrum and the light spectrum as it is known. Therefore, the
first strategic CAPEX to consider is the RF Spectrum acquisition acquired
by Telecom Operators. For this part, Spectrum acquisition will be considered
as CAPEX1. Possibly, a new trend possible to happen is that the Mobile
Service Providers will reutilize the 4G spectrum to deliver new 6G uses cases
and to increase their capabilities of reach. This opportunity of reutilizing
old RF Spectrum can strategically save CAPEX and boost ROI for Telecom
investors. This behaviour is currently being observed by the Telecom industry
[29] globally, which is turning off 2G and 3G networks for rolling out 5G use
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cases. Based on this assumption, the phase-out of 4G networks to benefit 6G
use cases will be characterized as CAPEX2.

In light of 6G offering a terabits data throughput, as previously presented,
it will require that Telecom Operators start preparing to increase their super-
fibre networks footprint from now to alleviate the future costs of the 6G
fibre network. Then, it is vital to say that part of the 6G success in the
Physical Layer of the Open System Interconnection (OSI protocol) is related
to the availability of fibre optics networks. Therefore, this cost can be defined
as OPEX1 or CAPEX3 if the Telecom Operator starts investing in fibre
networks before or after the 6G spectrum acquisition. Some well-established
telecom operators can also offer solutions to future 6G Mobile Operators that
do not have an excellent fibre optics footprint. The solution to be offered by
Hyperscalers or Telecom Operators to 6G Mobile Operators without enough
fibre networks infrastructure is the novel technological concept defined as
Network as a Service (NaaS) [29]. In this case, this capital expenditure will
be considered CAPEX4 in case of the additional need for extra fibre network
resources availability in the 6G Core Network.

Energy efficiency and low carbon strategies have attracted much concern.
The goal for green 6G networks drives the Information Communication
Technologies (ICT) sector to strategies that incorporate modern designs for
low carbon and sustainable growth. Moreover, an essential part of the OPEX
is due to the electricity demands. This chapter looks into the areas impacting
the CAPEX and OPEX values of 6G networks by having a standing point of
analysis and comparison with the previous generations.

6G is expected to have at least double the high-band spectrum, which will
also work within the terahertz frequency range. Experimenting with the range
from 95GHz to 3THz is already ongoing, but many hurdles still have to be
overcome. For example, the signal attenuation above 95GHz is enormous,
making this communication only suitable for very short distances (a few
meters at best) but with extremely high data rates. This will require a new
network infrastructure to process and distribute all the data from these access
points. With their reduced wavelength, these higher frequencies seem to have
advantages for massive MIMO gains [30].

Short ranges are also an exciting scenario for Cloud Radio Access Net-
works (C-RAN). C-RAN employs the latest Common Public Radio Interface
(CPRI) standards to allow the transmission of a baseband signal over long
distances to a Remote Radio Head (RRH). The radio signal can be created in
a virtualized Baseband Unit (BBU), reducing the overall cost while obtaining
high reliability, low latency, and a less high bandwidth interconnect network
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Figure 13-4 Image of Wireless Network Technology Evolution Toward 6G 

Already in 5G networks, we see the rise of MVNOs, but these are merely 
competing with the MNOs on branding and pricing. In 6G, the market will be 
operated by the current MNOs, but will also see the rise of niche market MVNOs, 
creating new customer segments [32]. This trend will only be fortified by the rapid 
deployment of IoT related devices, which IoT MVNOs will run. 

13.5 Conclusions 

In 6G, the communication architecture is moving away from a pure cellular 
deployment and will see the formation of networks as a service (NAAS). This 
requires a complex technology [32], drastically changing their operation. MNOs 
and MVNOs must devise new business models and deployment strategies to have 
any chance of recuperating their investments as the classical “overprovisioning” 
method is no longer a viable solution in 6G. 

6G relies on virtualization of the network, which will use resource provisioning 
mechanisms based on a self-managed reliable and trustworthy AI algorithm.  
Networks need to adapt dynamically to the required demand and requirements and 
must do so without interrupting the service.  
This creates new opportunities for existing players and opens the market for new 
operators. Even though 6G is still being defined, it is of the utmost importance to 
understand the new dynamics, models and opportunities that it will bring us. 
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nodes. According to [31], the C-RAN approach can reduce the Capex to 50%
while lowering the Opex by 15%.

Ever since the earliest cellular communications systems, a change can be
noticed in the location of the base stations and/or access points. Firstly, base
stations were affixed to high buildings, but the frequency reuse and the rise
in frequencies require a more dense cellular infrastructure. It has often been
suggested that every lamppost can be an access point for the network.

The use cases for 5G networks can be roughly divided into three areas:
eMBB, mMTC and URLLC. However, 6G is much more complex, where
different requirements are needed based on the specific use case, as shown
in Figure 13.4. It will not be economically viable for the operators to build
products around each use case, where many will not be successful, but maybe
one or two will be.

Therefore, 6G will create opportunities for new technologies and business
innovations by addressing vertical markets. Each vertical market, such as
automotive, energy, government, healthcare and city management, has dif-
ferent requirements from ultra-low latency, high bandwidth and mobility, and
high reliability.

Already in 5G networks, we see the rise of MVNOs, but these are merely
competing with the MNOs on branding and pricing. In 6G, the market will be
operated by the current MNOs, but will also see the rise of niche market
MVNOs, creating new customer segments [32]. This trend will only be
fortified by the rapid deployment of IoT related devices, which IoT MVNOs
will run.
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13.5 Conclusions

In 6G, the communication architecture is moving away from a pure cellular
deployment and will see the formation of networks as a service (NAAS).
This requires a complex technology [32], drastically changing their opera-
tion. MNOs and MVNOs must devise new business models and deployment
strategies to have any chance of recuperating their investments as the classical
“overprovisioning” method is no longer a viable solution in 6G.

6G relies on virtualization of the network, which will use resource pro-
visioning mechanisms based on a self-managed reliable and trustworthy AI
algorithm. Networks need to adapt dynamically to the required demand and
requirements and must do so without interrupting the service.

This creates new opportunities for existing players and opens the market
for new operators. Even though 6G is still being defined, it is of the utmost
importance to understand the new dynamics, models and opportunities that it
will bring us.
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The green business model is one of the trending areas among the Businesses,
societies and academia. It amalgamates creation, visualization, delivery,
reception and consumption techniques with various reconfiguration tech-
niques that focus on transforming existing business models to become greener
with the development of the tactical parameters, tools and actions. Green
business model parameters are measurement objects which will benefit from
the advancing 6G technologies leading to the evolution of the Green Business
Model innovation and development.

6G technologies combined with Artificial Intelligence and Artificial Real-
ity will take Green Business Model innovation into the next generation of
green transformation. 6G technologies will enable businesses and societies
globally to fulfil their vision of becoming green fully.

The chapter presents work and thoughts on 6G technologies related to the
green business model definition, green business model tools, green business
model innovation and development. It reports on challenges to green business
model innovation, growth and measuring and discusses innovation of green
business model dashboard - enabling measurements of how green business
models are anywhere and anytime – with anybody and anything. It builds
on the multi business model approach and theory and analyses different
green business model challenges from diverse business model ecosystems.
The goal is to understand the challenges of green business model innovation
and development and how to build absolute trust in green business model
transformation supported by 6G technologies.
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14.1 Introduction

More and more businesses and societies have been caught in greenwashing
[1]. Some are due to a lack of knowledge of “green” related to business
operation and innovation, and others because of a chosen greenwashing
strategy to signal and brand green to users, customers and society. It seems
as if there is a big gap in literature and practice on how to work ethically
and trustworthy with green business model innovation. Maybe this is because
the technologies available still are not advanced enough, and 6G technologies
could be a solution.

Sustainable and circular business models might surprisingly not be green
business models [2], although sustainable and circular certificates are given
by well known and highly recommended certification businesses. Research
shows that Green business model Innovation (GBMI) and development have
a big challenge in measuring green business models (GBM) over a lifetime
and in real-time. This challenges users, customers, networks, employees,
businesses and business model ecosystems to become, demand and buy green
business models. It challenges this trust in the global agenda’s green transfor-
mation and could potentially build barriers and resistance to the worldwide
society’s vision to become green and create a green economy.

Both businesses and societies have to take up this challenge seriously,
and 6G technology providers could have great potential to capitalize on and
support this mission.

GBMI and development measured in real-time seem today to be a
significant challenge because of at least two critical challenges:

• Lack of clear definitions of a Green Business Model and What is Green
Business Model Innovation.

• Lack of technologies and tools can measure Green Parameters of
Business Models in real-time anywhere with anybody and any business.

No, doubt it is challenging to develop such Green business model measure-
ment tools. However, numerous green business model certificates [3, 4] and
databases exist and could be used as the baseline. Several consultancies try
to lead and capitalize on the billion-dollar green business model certificate
ecosystem to measure and validate the transformation of Business model
ecosystems [4], businesses and their business models into the green. Their
experience could be valuable knowledge to innovate and develop GBM and
GBMI measurement tools.

However, unfortunately, most GBM and GBMI definitions and certificates
seem to be very static and include numerous other terms and approaches.
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Those measuring practices and certifications that we investigated seem to be
measuring green within a specific date and on behalf of certain standards
– auditory dates and embedded with Sustainable, circular and UN 17 goal
terms and objectives. None of the terms that we investigated was based on
or defined pure green business model definitions. Further, the terms did not
have any guarantee or systems that measured the business and its model after
the day, week and minute the certificate was given. Sustainability, circular
and UN 17 goal certificates also seem to be built on and related to old iso
measurement standards and tools. They seem not to be mainly focused on
green business model parameters and, in this sense, able yet to measure green
business models – and in real-time. Most certificates, certification practices
and standards in this field seem to be based on and include former iso
standards pitfalls, pains and potential to “jump the fence” – greenwashing.
Most green business model approaches take the point of entry from the
technical and/or the sustainable, circular and UN 17 goals [6] view and do
not delimit their measurement to the green business model parameters [2].
Finally, the efficiency of green business models, business model dimensions,
and business model innovation levels view are not considered, although many
call their business models green or green business models.

Therefore, Green Business Model Innovation, Development and Mea-
surement calls for a new and much more advanced green business model
innovation approach, measurement, tool and technology innovation and
development. Herein could future 6G technology potentially play a signifi-
cant role.

The current situation shows the importance of innovating faster digital
technologies and solutions to the Green Business Model Innovation Ecosys-
tem to continue the successful operation of all spheres of green life, green
education, green business and green social interaction with Green Business
Models – here under support and increase the green transformation of the
current state (AS IS) BM and innovation of future state (TO BE) GBM.

This gives a special flare and hopes for the efficiency of future 6G
systems, technologies and business models – opposite to previous 5G systems
and technologies. It is envisioned that 6G technologies will be able to support
the further enhancement of the green transformation. With the expected full-
broadband (FeMBB) services to all types of users, customers, networks and
business models, it is envisioned that 6G technologies will be a universal
technology and infrastructure – that will be able to take green business model
innovation and development into a new era – a more advanced, trusted, ethical
and sustainable business level of green business model innovation.
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The current trends of green business model digitalization and the business
models stakeholder’s increasing requirements for access and investment to
trustful green business models lay pressure on the transmission of AS IS
Business Models into green or greener business models. Reconfiguring AS IS
BM’s is undoubtedly the largest BMES and objective to green transformation.
It requires innovation of trust, complete definition of green business models
and advanced measurement of green business model data while on the move
- and in real-time. For networking and intelligence in all spheres of the green
business models lifecycle – cradle to cradle [8, 9] – it is necessary to use and
embed more advanced technologies – hereunder 6G technologies and related
new technologies. The demand for 6G as the accelerator and umbrella [10] of
transformation and innovation on a global scale and deep penetration of green
business model innovation is apparent. Current application trends in the green
business model innovation business model ecosystem can be observed as the
emergence of services based on Augmented Reality (AR), Virtual Reality
(VR), Mixed Reality (MR), wireless green business model brain-computer
interaction, green cities, tactile green business model communications, and
holographic green business model communications.

These developments challenge the current capabilities of the enabling
and existing wireless communication systems from various aspects, such as
delay, rate, degree of intelligence, coverage, reliability, ability, and capacity.
The ambition of green business model innovation cannot be achieved just by
evolutionary research and classical linear business model practice – neither
existing circular and sustainable business model [8–12] approach and prac-
tice. Green Business Model Innovation and development research will need to
seek breakthroughs from the current network architecture and communication
theory to provide novel concepts that can be key for designing a radically
new green business model innovation system supported by and embedded
with 6G. At the same time, it is essential to enable such revolutionary
GBMI technology developments to stay ‘green’ and take into account major
environmental concerns, such as climate change, which can be achieved by
novel, ‘green’ digitalized business models.

Undoubtedly, many businesses are motivated and heavily pushed by
society and other stakeholders (investors) to design, reconfigure, and develop
Green business models (GBM). However, it is well known that reconfiguring
existing business models (AS IS BM) is complex, but it is not that known
that reconfiguration of AS IS BM’s to become efficient GBM’s is more
complex and resource-consuming than expected. Reconfiguring AS IS BM
into GBM’s is the primary task and covers an estimated 80 – 90 % of the
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potential of GBMI. Many BM from the past were created “black” or “half-
black” business models and now have to be turned into green or greener.
Further balancing monetary and non-monetary value formulas of GBM’s and
developing indispensable GBM’s strategies to commit the business to the
green economy and vision embedded with 6G is an enormous task. It includes
6G GBMI on all business model dimensions and levels.

More and more businesses are aiming at transforming into the green. The
term “Green Business Model” (GBM), as used in our framework, terminol-
ogy and vocabulary, relates purely to the environmental dimension of green
(e.g. Use of Material and Resources, Consumption of Material and Resources,
Waste reduction, Pollution, Recycling of BM’s waste and pollution and at the
same time the green business model economic perspective (e.g. turnover –
cost = earnings, the efficiency of GBM’s and GBMI). The 6G GBM construc-
tion perspective in our terminology focus on the input, operation and output
of GBM’s that become operative 6G GBM that are both environmentally
(Green Business Model Parameters) friendly and economically sustainable
(Economic Business Model Parameters) to the business and its Business
Model Ecosystem (BMES) throughout the entire lifecycle of the 6G GBM
and its related BM and BMES’s.

Businesses today are globally involved in executing their business role to
minimize environmental damage effects – but at the same time, they are also
responsible in a world of capitalism to try to capitalize or seek other values
on the green economy and their GBM’s. 6G and related technologies are
expected to play an essential role in this green transformation in businesses
and their BMES. To act upon the climate change and balance their related
BMES’s complemented with 6G technologies and 6G GBM’s the “fight”
on environmental challenges as, e.g. higher temperatures, Co2 emission,
numerous frequencies of floods and storms, lack of food and water, pressure
on the health care system, biodiversity both in Atmosphere, soil and in the
water a new use of wireless and related technologies is needed.

The green transformation includes, according to literature, among other
green parameters, reduced use of energy and non-renewable materials and
resources, increased delivery of reliable renewable energy supplies called
green energy and increased focus on GBMI. It includes heavy investment
in GBM through the digitalization of the GBMs and the GBMI processes.
However, scientists and researchers from both businesses and academia dis-
cuss how to deploy and measure GBMI and strategies from an efficiency
perspective and the entire GBMI Process, as indicated in Figure 14.1.
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of GBM and GBMI. With 6G and complementing advanced technology - 6G as an 
umbrella – the aim is to measure all green business model parameters and the 
Green Business Model Value formula´s in all phases of the green business model 
innovation, as shown in figures14-1. Further, the aim is to measure the individual 
BM, Business and BMES, but the entire value network of the BM, Business and 
BMES that the GBM and GBMI process is a part of.  

14.2 Measuring Green Business Models 

At this point, we begin the work and the measurement of Green Business Models 
– or Business Models in general - from the “inside in” perspective [11] of the 
GBM, Green Business and Green BMES. We intend to commence measuring 
green on the BM Components, Dimensions, Portfolio, Business and BMES level 
and then increase the measurement to the “outside-in” and “outside out” of the 
GBM [11] – covering green through the relations and valuing to and from other 
BM´s, Businesses and BMES in the value network.  

The GBM parameters can be divided into some main measurement areas 
following the value proposition and value chain function flow from: 

As can be seen, inf figure 14-1, all green parameters are related to the term green, 
green economy, green business, GBM´s hereunder green technology – the 

284 

 

Figure 14.1 Green business model parameters and process.
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measurement of GBM and GBMI. With 6G and complementing advanced
technology - 6G as an umbrella – the aim is to measure all green business
model parameters and the Green Business Model Value formula’s in all
phases of the green business model innovation, as shown in Figures 14.1.
Further, the aim is to measure the individual BM, Business and BMES, but
the entire value network of the BM, Business and BMES that the GBM and
GBMI process is a part of.

14.2 Measuring Green Business Models

At this point, we begin the work and the measurement of Green Business
Models – or Business Models in general - from the “inside in” perspective
[11] of the GBM, Green Business and Green BMES. We intend to commence
measuring green on the BM Components, Dimensions, Portfolio, Business
and BMES level and then increase the measurement to the “outside-in” and
“outside out” of the GBM [11] – covering green through the relations and
valuing to and from other BM’s, Businesses and BMES in the value network.

The GBM parameters can be divided into some main measurement areas
following the value proposition and value chain function flow from:

As can be seen, inf Figure 14.1, all green parameters are related to
the term green, green economy, green business, GBM’s hereunder green
technology – the environmental part of the green. However, sustainable
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business models [12] and Circular business models [13] have tried to embed
the GBM into their terms and vocabularies with great difficulties. It has
been challenging for these to “cut” the green part of their terms and give a
clear definition and answer: What is green? Especially when sustainable and
circular business models turn out not to be green – but greenwashing [4] -
when deeper investigated both in short and long term perspective – the green
parameters and definitions of these terms are questioned [14, 15].

All topics shown in Figure 14.1 are seen as solutions to fulfil the Global
Society’s vision, mission and goals to become a green economy. However,
none have organized the green discussion on the business model framework
relating and defining the different business model dimensions and innovation
levels to both the term green and the terms economic-related to BM. Few have
tried to bridge the Green Parameters to the Economics Parameters of GBM’s.
In our literature study, it was impossible to precisely find a measurement
of GBMI and Green Business Model Development (GBMD) related to the
GBM and the green parameters. These gaps in literature and practice are
the visions of using “the 6G umbrella” to measure green related to business
models possible, visual and operative shortly.

14.2.1 Relating Measurement of Green Parameters to Business
Model Dimensions and Innovation

Previous literature study on GBM’s and GBMI shows no generally accepted,
clear, and precise definition of GBM and GBM parameters nor GBMI [12, 14,
15]. Many “talks” about GBM and GBMI, e.g. as related to 100% Co2 neutral
business model, circular business models [12], sustainable business models
[13] and even just GBM’s [12, 14, 15]. The big question is if a business,
business models and BMES ever can and will be 100% green on different
GBM parameters and stages (lifetime of BM) and levels of GBMI?

As sketched in Figure 14.2, our observations are that many BMES, Busi-
nesses and BM’s will relate to GBMI and try to do GBM reconfiguration –
focusing on changing or reconfiguration [16] of their operative AS IS BMES,
Businesses and BM’s into Greener BMES, Businesses and BM.

Fewer businesses design [16] Green Businesses (GB) and GBM’s that are
“born green”, and fewer design new green businesses - Startup businesses
- that are “born pure green” – and pure green from beginning to the end
of their business and BM’s life. This would be equal to a startup business
built with “green gens” or “green Business Model Components” in its core
business model – the strategic highest level of a business and following all
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Observations from our research showed that most BMES, Businesses and BM´s 
experience “the greening” of a business and its “greening” of related BM´s as “a 
Green Business Model Innovation Journey and Process” - “a Green Business 
Model Innovation transformation” - from being “black” or “half-black” to 
becoming incrementally more green - but maybe seldom and never completely 
pure green as a sketch in figure 14-3 Our research shows that pure green seems 
very difficult to become to any BMES, Business and BM – or near to impossible. 
To achieve this stage would include all related BMES, Businesses, BM´s at all 
BMI levels and all GBM parameters to be and become green – and thereby green 
in their BM´s entire value network of BM´s related to any BMES. 6G and related 
technologies could help measure and visualise this green transformation of the AS 
IS BM and design of TO BE BM´s.  
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Figure 14.3 A four-dimensional GMBMI framework adapted from Lindgren [10].
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related BMES, Businesses, BM’s at all BMI levels and all GBM parameters
to be and become green – and thereby green in their BM’s entire value
network of BM’s related to any BMES. 6G and related technologies could
help measure and visualise this green transformation of the AS IS BM and
design of TO BE BM’s.

We propose that businesses BM can be designed or reconfigured into the
green on seven levels: BM component, BM dimensions, BM, BM portfolio,
Business, BMES layer and BM/BMES Process level. GBMI can be designed
or reconfigured on any of the 7 Green Multi Business Model Innovation
(GMBMI) levels and can be measured related to the

• Radically of green – defined as the degree that the BM’s dimensions
are changed into green (incremental or radical)

• The complexity of green – is defined as how many dimensions of each
BM are changed into green

• Reach of green – defined as the impact of the change of green the BM
has on the business, vertical- and horizontal BMES [12] or the world

• Time – defined as the degree of green of the BM through its entire
life cycle

Related to measuring a BM’s green complexity, if all BM dimensions are
changed to Green, including all BM dimensions components, the BM could
be classified as a Radical GBM. However, this was not found in any case
in our investigation of 106 SME businesses GBMI projects and processes as
reported in previous articles [18] seen in Table 14.1 enclosure 1.

The businesses in our investigation primarily focused on “greening” or
innovating green on the Business Models BM competence dimension and
on the component Layer at the technology part of the BM Competence
dimension, as seen in Tables 14.1 and 14.2 inclosure 1. The BM competence
dimension consists of 4 component groups [8] – 1. Technology (product-
and service technology, production technology and processes technology), 2.
HR, 3. Organisational Systems, and 4. Culture. According to our research,
the last three competence component groups were hardly touched upon. In
general, a very small part of the BM competence dimension technology group
was that businesses changed and wanted to change when doing GBMI, as
indicated in Figure 14.4.

It is primarily product technology – energy, water, material – that is
changed. This we marked with the grey arrow in Figure 14.5. However, the
businesses investigated in our research also tried to change the BM value
proposition dimension product component group as they tried to innovate
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It is primarily product technology – energy, water, material – that is changed. This 
we marked with the grey arrow in figure 14-5. However, the businesses 
investigated in our research also tried to change the BM value proposition 
dimension product component group as they tried to innovate and,at this 
moment, reduce waste and pollution – CO2. This we marked with the pink arrow 
in figure 14-5. 

We found in our research that there is a clear overweight to focus on innovating, 
investing and implementing green on the BM competence component technology 
– mainly reducing the use of energy, water, material, consumption and 
changing energy type to more green energy and/or greener material/resource 
types. Changing into more green production technologies was also seen in some 
business cases – e.g., investment in solar energy systems for renewable energy 
production to supply the business with more green energy. Further, in some 
business cases, investment in convex energy production system was seen to reuse 
heat from building to supply heat to the business. Waste reduction and pollution, 
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especiallyCO2 emissions, were further seen as focus areas for GBMI. There was 
also a focus on recycling waste either internal the business by valuing other 
business models or by valuing network or customers' business models. These last-
mentioned Green Business Model Parameters (GBMP) [2,19] have been shown 
to reduce pollution CO2 positively. The complete and real-time calculation and 
measurement of resources used to recycle were not seen calculated in the 
businesses and cases of the research. 

In some cases, the impact on CO2 focusing on “greening” material, resources, 
waste and pollution reduction showed a much higher impact on CO2 than reducing 
energy consumption and changing from black to green energy. However, the 
measurement of energy consumption is sketched in Figure 14-5. was observed in 
our investigation as more accessible and less critical to the business to innovate 
green and implement in the businesses than innovating on other GBM Parameters.  

 
Figure 14-5Example of a Green Business Modelling dashboard focused on 
Energy consumption – black and green energy Competence BM Dimension 

and technology component group measured on different business model 
areas. 

However, very few of the businesses investigated, as shown above in figure 14-5 
and 14-6, had an overview of the Competence BM dimensions of energy 
consumption related to different departments serving or engaging in the operation 
of other BM´s. Further, the energy consumption was not split out to the different 
BM´s and devices – production technologies - internal the business, so it would be 
possible to see energy consumption pr. BM and per devices. As a result, it was not 
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Figure 14.5 Example of a green business modelling dashboard focused on energy consump-
tion – black and green energy competence BM dimension and technology component group
measured on different business model areas.

and, at this moment, reduce waste and pollution – CO2. This we marked with
the pink arrow in Figure 14.5.

We found in our research that there is a clear overweight to focus
on innovating, investing and implementing green on the BM competence
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component technology – mainly reducing the use of energy, water, mate-
rial, consumption and changing energy type to more green energy and/or
greener material/resource types. Changing into more green production
technologies was also seen in some business cases – e.g., investment in solar
energy systems for renewable energy production to supply the business with
more green energy. Further, in some business cases, investment in convex
energy production system was seen to reuse heat from building to supply heat
to the business. Waste reduction and pollution, especially CO2 emissions,
were further seen as focus areas for GBMI. There was also a focus on
recycling waste either internal the business by valuing other business models
or by valuing network or customers’ business models. These last-mentioned
Green Business Model Parameters (GBMP) [2, 19] have been shown to
reduce pollution CO2 positively. The complete and real-time calculation and
measurement of resources used to recycle were not seen calculated in the
businesses and cases of the research.

In some cases, the impact on CO2 focusing on “greening” material,
resources, waste and pollution reduction showed a much higher impact on
CO2 than reducing energy consumption and changing from black to green
energy. However, the measurement of energy consumption is sketched in
Figure 14.5. was observed in our investigation as more accessible and less
critical to the business to innovate green and implement in the businesses
than innovating on other GBM Parameters.

However, very few of the businesses investigated, as shown above in
Figures 14.5 and 14.6, had an overview of the Competence BM dimensions
of energy consumption related to different departments serving or engaging
in the operation of other BM’s. Further, the energy consumption was not
split out to the different BM’s and devices – production technologies -
internal the business, so it would be possible to see energy consumption pr.
BM and per devices. As a result, it was not possible in most cases to see
and analyse the efficiency, Return of Investment (ROI) and progress of the
investment in green production technology and relate these to different BM’s.
Technical: There is not much challenge to measure this as advanced software
technologies are already available and offered by many technology providers
but are exponentially proposed to the Green Business Model Ecosystem.
Many businesses want to join the green transformation. If implemented, it
could help businesses measure energy consumption and other green business
model parameters even close to real-time [20, 21, 2]. We found examples of
energy consumption tools and software that could measure daily, hourly and
second, as seen in Figure 14.6.
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Figure 14-6Example of a Green Business Modelling dashboard focused on 
daily energy consumption and energy source types – separated on supplier, 

black and green energy in different business model areas. 

It was observed that most accountant systems at the businesses were not prepared 
for splitting out these Green Parameter measurements on different BMs. 
Measuring the green parameters - material and resources consumption – use of 
black and green energy, use of water, use of production technology, waste, 
recycling of BM and waste, pollution and relating them to different BM´s and 
economic terms is illustrated and sketched in figure 14-7. as an example. 
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Figure 14.6 Example of a green business modelling dashboard focused on daily energy
consumption and energy source types – separated on supplier, black and green energy in
different business model areas.

It was observed that most accountant systems at the businesses were not
prepared for splitting out these Green Parameter measurements on different
BMs. Measuring the green parameters - material and resources consumption
– use of black and green energy, use of water, use of production technology,
waste, recycling of BM and waste, pollution and relating them to different
BM’s and economic terms is illustrated and sketched in Figure 14.7. as an
example.

This should be possible with present technology to do. However, there are
some challenges with existing technology.

 

 
Figure 14.7 Model for measuring green parameters and economic parameters for business,
business portfolio, business models.
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14.3 Challenges Measuring Green on Technology
Dimension in Business Models

Our research found some significant challenges in measuring green, particu-
larly in the technology dimension of business models.

14.3.1 Product and Service Technology - Material
and Resources

Concerning the supply of black and green energy to a business and its busi-
ness models, there is much confusion, doubt, and actual paradox. Although
several energy businesses sell and guarantee the supply of green energy
to businesses today, the reality is that e.g. green electricity and green gas
(Biogas) - supplied and sold as Green Energy to a business - often are and
cannot be guaranteed as the supply is most often a mix of “black and green
electricity” or “black and green gas”. Even though businesses get subsidies
for buying and consuming green energy, it is a fact that no technology yet
and in reality can measure a mix of green and black energy as no technology
and energy business yet can measure a mixture of black and green energy
and thereby measure and guaranty pure, e.g. green electricity or green gas.
Only when offered in separate energy systems can it be done, but these
systems are few and expensive to establish and give other challenges related
to the societies and business’s energy systems. Therefore, it is impossible for
businesses today to verify and claim that they are pure green on this green
parameter and GBM dimension. The national energy system in Denmark and
more countries confirms that pure green electricity and pure green gas were
supplied to the energy system and region around the specific business – but
there is no actual proof of this estimate and claim. It is still an estimate and not
based on the actual energy supply measurement. Here we see great potential
for 6G technology and research to change this situation so it will be possible
to measure mixtures of energy in the future.

14.3.2 Volatile Green Energy Production and Demand

Today, most existing energy systems cannot adapt and store a surplus of
renewable energy, e.g. electricity from windmills on a stormy day [23].
Further, the energy demand is extremely volatile. This means that Denmark’s
windmills were “taken out of the wind” – stopped and taken out of production
estimated 50 days in 2020. It resulted in Danish wind energy production
businesses paying German and Norwegian businesses money to eliminate the
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overproduction of green energy. But it also works opposite as, e.g. in 2018,
German Windmill businesses paid Danish Windmill owners 190 mill DKK
to stop the Danish Wind Energy production because the German Businesses
would receive a fine from the German State if they quit their windmill
production in Germany. In other words, a GBM with a negative earning is
dependent on which GREEN BMES the businesses are related to.

The green energy BMES is well known as being volatile, and the GBM’s
around green energy are very difficult to manage both for energy businesses
and society. Therefore, several businesses are working on this GBMI chal-
lenge [24] to find a better storage system, e.g. Power2X systems [25, 26, 27],
able to use the surplus of wind energy to power energy heavy production
storable energy. Innovation of new battery systems and new and better energy
forecast systems are also invested in. Several businesses profit enormously by
capitalising on these fluctuations, volatility and different regulations in differ-
ent BMES in the production and supply of green energy. Advanced wireless
technology can play a significant role in this GBMI and the development of
Green Energy BMES.

14.3.3 Tracking And Measuring Green on Product-, Service-,
Production- and Process Technology

A significant challenge in greening business models is to classify product-
, service-, production and process technologies’ impact on the environment
previously, now, and in the future. We found that most GBMI investments and
projects are today taking place on BM reconfiguration level and technology
component as seen in Tables 1 and 2 in enclosure 1. Most GBMI investments
are made on existing AS IS BMs, but it is last. This will be a significant focus
in future GBM design because new BM will be pushed to be born green so
that “repair” of AS IS BM will be diminished dramatically. The EU is already
beginning to introduce restrictions on finance business’s possible to borrow
money for businesses’ investments in, e.g. BMI, as these have to be proved
green [28, 29].

In this process, the measurement of the technologies on the GBM param-
eters becomes more and more essential to secure high-quality estimation and
verification of the effects and progress of greening of different GBMI projects
and investments. We found that these measurement tools – LCA software
[30] is still very complicated to use, expensive, lack user-friendliness, and
are not implemented in most businesses, although they should be easy to
implement as they are heavily needed. 6G technologies have a great potential
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to fill out this gap. In our Greenbizz project, we studied an auto recycling
business Salling Autogenbrug. One of the most significant challenges to the
business was classifying what kind of product technologies existed in the
old car – e.g. a Peugeot 202. Although several databases were available with
the specification of the product technologies, it was challenging and time-
consuming to verify the product technologies embedded in the car. Therefore
it was also challenging to take decisions on further recycling, and humans
and human judgement made all classifications. This could, via 6G, AI and
AR with preference, be carried out automatically, and as a result, the business
model could be scaled up.

Another challenge was that different product technologies – materials –
were mixed in the car’s different parts – ferrous and non-ferrous metals were
mixed in the motor and other parts of the car. Even non-ferrous metals –
plastic parts, auto bags, and seats were created as mixed product technol-
ogy components. This made it extremely difficult, expensive and sometimes
unhealthy, and inefficient to recycle the parts. Advanced technologies could
support and help in this case.

Many business models are embedded with a mix of product and service
technologies and produced with production and process technologies. 6G and
supporting advanced technologies could help verify these technologies in AS
IS BM’s and help secure that TO BE BM’s are designed green.

14.3.4 Single and Multi Green Business Modelling

The majority of the businesses we studied were still limiting their GBMI
to greening at a single business model innovation reconfiguration level as
seen in Table 14.2 enclosure 1 – and still not in particular designing GBM’s.
Businesses were generally uncertain of GBMI investments, and they have
not yet fully adapted the GBM approach and GBMI to the entire and higher
levels of the company – and the new BMI area. In other words, GBMI seems
still in the very early days - strategically, GBM and GBMI have not yet been
embedded into critical and more significant parts/levels of the businesses.
One primary concern in the businesses is the lack of understanding and
verifications technologies to show the efficiency of GBM’s and GBMI. 6G
and – related advanced technologies could help businesses to overcome this
challenge.

As can be seen in both Tables 14.1 and 14.2, enclosure one and as
we observed in many of the GreenBizz projects [19], there is much more
potential for greening the businesses BM’s when focusing not just on the
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Figure 14.8 Automobile recycling [31][32].

business BM’s competence dimensions – technology. We found in our inves-
tigation that the technical part of the competence dimension only releases
some part of the green business model potential – but when extended to other
components in the competence dimension – HR, Organisational systems, and
culture more potential can be released. When the greening is extended to the
value proposition and other parts of the BM, the value to the business, its
surrounded BMES and society has a large impact. Very few of the businesses
included in our research focused on these components and dimensions and
could therefore not be classified as 100% green or pure green to the business,
business portfolios, business models and business model dimensions. 6G
Technology could initially help measure other BM dimensions and other BM
Innovation levels. Hereby the greening process could be increased to more
than just now. In most cases, the competence technology component.

14.3.5 Measuring Incremental, Radical and Disruptive Green
Business Models

The degree of green of the GBM can become even “ more green”, or what
we classify as radical and disruptive green, when GBM is related to the
degree of “external impact” of greening. The GBM’s impact on vertical,
horizontal and/or any BMES can transform GBMs into radical and disruptive
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GBMI. Then the greening process can potentially take an exponential speed.
However, this cannot be realized without measuring the individual business’s
GBM’s interaction with other BM’s – the Green Multi Business Model
approach. If GBM relations are established to other BM’s outside the BM,
green value propositions will flow out of the BM into other BM’s and enable
receiving and consuming GBM Value Propositions from other BM’s and
hereby make the BM greener and enable other BM’s to become green. Radi-
cality and complexity, however, today, in many businesses and GBM projects
take the view- the point from the business side – inside out perspective [11].
However, if all BM dimensions are changed green, the BM is changed green
– meaning it could be classified as being in the disruptive green zone – close
to pure green. Dependent on its impact on vertical, horizontal and any BMES
– it could be classified as disruptive green. The green impact on the reach
axis in figure 14-4 – green to whom - becomes hereby related to defining and
measuring how green the BM is and the degree of impact that the green BM
and GMBMI in the business has – seen “from outside – in” and “outside
– out” viewpoint and hereby the effect of green of GBM’s on other BM’s.
It measures the change in existing BM’s – “AS IS BM” and “TO BE BM”
– related to the green to the business, green to vertical BMES, green to
horizontal BMES and green to any BMES – green to the world.

However, this transformation and measurement of green will require sub-
stantial investments to transform, operate, measure, and validate the degree of
green. 6G, blockchain and beyond technologies could support this measure-
ment, but businesses and society always have the final strategic say on How
Green they want their business and their related BM and GBM to be.

GBMI seems to be a long journey to businesses and society - with a
beginning but probably a long end - if ever. There will always be components,
dimensions, business models, business model portfolios, businesses, business
model ecosystems and business model processes that can be innovated green
or green [2]. Society and Businesses will continuously learn new technics and
approaches to become greener and measure GBMI more precisely. GBMI
is strongly linked to continuous improvement, continuous innovation and,
not least, learning. Learning will always be the raw material for any Green
Multi Business Model Innovation (GMBMI). Learning to become greener
and building green competencies in technology, HR, organisational systems
and culture of the BM’s and businesses to be able to innovate BM’s to become
greener - we expect - will take businesses and society several years - through
several iterations, “learning loops” including many “fails and bugs”. However
theoretical, it should be possible to measure GBM and GMBMI on a scale on
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all BM Dimensions and MBMI levels – not just the BM Competence and
Value Proposition dimensions.

14.4 Towards Measurement of Green Business Models

As more and more businesses face significant strategic challenges related to
choosing a strategy or road for the business green transformation, it becomes
even more interesting to measure GBM and GBMI on a scale of “green
parameters” together with the “economic parameters” of each BM’s. The
green parameters are indicated as discussed above in the BM competence
technical area:

• BM Competence Product Technical area – Material and Resources (e.g.
all types of materials and resources, Energy, Black and Green Energy,
Water and even waste from other BM’s if used as raw material in the
particular BM.

• BM Value proposition area – Waste, Pollution (including, e.g. CO2 and
other types of pollution)

However, other BM Competence Technical areas, such as production and
process technology, are just beginning to be measured and implemented as
business measurement objectives. Typically this measurement is done by
LCA measurement tools and calculation systems [33].

Table 14.2 in enclosure one shows, based on our preliminary investiga-
tions in 2020/2021 of 106 Danish Small and Medium size businesses, GBMI
projects and processes [34] their single green business model strategies.
A screening questionnaire screened all businesses, and all data from this
screening were carefully analysed, grouped and scaled into different green
categories and strategies, as seen in Tables 14.1 and 14.2. Our investigation
showed that most GBMI strategies in these SMEs were focused on limited
numbers of Business Model dimensions Table 14.1 enclosure one and mostly
on Green Business Model reconfiguration Tables 14.1 and 14.2 enclosure 1.
In GBMI research, we distinguish between Green Business Model Innovation
(Green Business Model Design and Green Business Model Reconfiguration)
[10, 25] and Green Business Model Development. Green Business model
development focus on the implementation and introduction, growth, maturity
and decline phase of the GBM with classical BM development tactical param-
eters, tools and actions. Green Business Model Development also covers
the continuous improvement of GBMs. We found very few GBM cases that
had entered the GBM development phase [8 incidences], often because the
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businesses could not find enough efficiency in investing green and did not
have the numbers available on green parameters and economy measured on
individual BM’s – both on AS IS BM’s and To BE BM’s. Those we found that
had invested in GBM’s were primarily into the introduction phase and mostly
focused on initial promotion and improvement of GBMs and focusing on
branding their business or BM on being green. However, they did not have the
exact numbers separated on the individual claimed GBM’s. In Figure 14.6, we
show an example on GBM’s from one anonymous business called Swedspan,
that had the numbers available on elected Green parameters and some BM’s
but only at an overall business level for economy.

In Figure 14.9, we divided the green parameters technology (material
and resources) - coming into the business (Outside in) and those value
propositions green parameters offered by the different business models –
going out from the business (inside out) to different BMES. As Swedspan
uses more energy types (e.g. Electricity, Gas, Diesel), the energy input to the
business is calculated in KWH and net ton, as seen in Figure 14.9. Hereby we
relate the Green parameters to the business model relation axiom quadrants
2 and 3 [11]. As Swedspan has no Green Parameter measurement e.g. LCA,
device energy consumption, LCA on production and process technology and
other GBM Dimensions and GBMI levels inside the business – yellow lower
triangle in Figure 14.9 – it is not possible to comment on green parameter
measurement inside the BM’s related to quadrant 1 in the relations axiom.
If 6G and more advanced technology had been embedded in the GBM, this
would have been possible.

We also found very few GBM in the GBM Design phase [12 incidences],
indicating that most GBMI is not focused on creating BM’s as GBM when
they are “born”. None of the GBMI projects and GBM could be related to
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business (inside out) to different BMES. As Swedspan uses more energy types 
(e.g. Electricity, Gas, Diesel), the energy input to the business is calculated in 
KWH and net ton, as seen in figure 14-9. Hereby we relate the Green parameters 
to the business model relation axiom quadrants 2 and 3 [11]. As Swedspan has no 
Green Parameter measurement e.g. LCA, device energy consumption, LCA on 
production and process technology and other GBM Dimensions and GBMI levels 
inside the business – yellow lower triangle in figure 14-9 – it is not possible to 
comment on green parameter measurement inside the BM´s related to quadrant 1 
in the relations axiom. If 6G and more advanced technology had been embedded 
in the GBM, this would have been possible.     
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Figure 14.9 Green parameters “outside-in” and “inside out” together with Swedspan’s total
turnover, cost and earning measured at the business level.
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radical or disruptive GBMI. We would expect that 6G and the introduction of
more advanced ICT technologies would push to more radical and disruptive
GBM and GBMI.

There is still not much validated research that documents the efficiency
of these GBMI projects and developments. However, some of the GBMI and
Development projects were carried out due to subsidies [35] and arguments of
energy cost savings, but indications show that material and resource savings
could give even higher cost savings and value adds to the businesses. In
this case, advanced Life Cycle analysis (LCA) [32, 33] supported with 6G
technologies of BM’s becomes essential and a new measurement area for
GBM’s. LCA studies of a BM is a “snapshot in time” measure of burdens.
The lower the burdens across the LCA of a BM or a network of BM’s, the
smaller the footprint – CO2 impact. An LCA measures burdens—what goes
in (how much energy and raw materials it takes to make a BM or a network
of BM) and what goes out (how much waste, water pollution, and emissions
to air) across the BM’s life cycle. 6G and related more advanced technologies
are expected to make this measurement more detailed, visual, and real-time.

14.5 Discussion

Green Strategic Business Model Innovation is a very new strategic BMI game
and tool that can potentially be used in many businesses globally. Our study
showed how SME businesses strategically handled single GBMI from early
2020 – to early 2021. The research showed clearly that GBMI by SMEs is
in the very beginning of “the roll-out phase” – an maybe in more cases not
even with a very strategic focus – but more as a necessity or tricked by a
“push” by society, politically [35, 36, 37, 38] and from different BMES’s
[39, 40, 41, 42]. The SME business focuses on competence BM dimension
innovation and value proposition dimension at a BM component level –
mostly changing product and production technology into greener technology.
We expect that this will expand into other BM dimensions and BMI levels
as soon as businesses can penetrate the potential of the BM competence
technology area via 6G technology. Then GBMI will move into more “soft”
and qualitative BMI areas and levels, e.g. Human Ressource, organisational
systems, culture and the business level. This will mean that businesses
will begin to “be green” – radical and disruptive green. This will mean
that companies will demand and be able to check related business models,
networks and even users and customers’ innovation and action on the green
agenda. We expect GBMI and GBMD to spread out to the entire business
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value network and BMES. We are still in the process of finding measurements
tools for other BM Dimension areas than the competence dimension, but 6G
technologies will enable us to move faster on this innovation and development
track. We expect measuring these upcoming areas will be more complex
and challenging and require other measurement competencies than purely
technical and quantitative engineering skills. 6G technologies will be able to
provide businesses with these today’s lacking facilities and services.

14.6 Conclusions

The chapter reports on an investigation of How 6G and related advanced
technologies can support measuring Green Business Models and Green Busi-
ness Model Innovation in the future. The research was carried out in 2
Green Business Model Innovation projects – The danish ECSMV project
– www.ecsmv.dk . and the Nordic EU Interreg Kask Greenbizz project –
www.Greenbizz.eu. These projects were used to find the needs and challenges
in green business model innovation to address where 6G and related advanced
technologies can contribute and make the greening of business models more
detailed, precise, visual, and real-time.

In the ECSMV Green Business Model (GBM) project, we investigated
106 SME businesses’ green business model innovation (GBMI) projects. The
purpose was to find out How green the businesses were and how to measure
GBM and GBMI. The investigation showed that most businesses’ strategic
approach to GBM is at a single GBMI approach and a very low, narrow and
bottom level of the GBMI potential. Most businesses investigated focused
on the BM competence dimension, especially green technology – product
technology and, to some extent, production technology related. Many other
Business Model dimensions and components were left behind, and Green
Business Model Innovation was not taking place at higher levels of Business
Model Innovation. Green Business Model Innovation in the SME businesses
was found mainly taking place at a very small and limited GBMI level.
Businesses seemed not yet to have adapted the GBM approach and GBMI
to the higher levels of their businesses. Very few businesses had spread out
their GBMI to their entire value network – maybe because technologies that
can support this demand are not available.

In the Greenbizz project, we were able to investigate and innovate deeper
into different GBM and GBMI challenges and measurement tools with the
aim shortly to get learning How to innovate a new range of GBM and a new
GBMI dashboard that can measure How Green a BM, Business and BMES
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really are – and in realtime and hopefully on all Green Business Parameters.
However, several challenges are present still, and there is some way to go. In
our investigation, we found some of the challenges to be dealt with.
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Enclosures

Enclosure: 1

Table 14.1 Green business model innovation related to green business model components
and dimensions in 106 SME businesses 2020/2021.

6G and Green Business Model Innovation 

Green Business Model Innovation related to Business Model Dimensions and 
components 

 Business Model Innovation  

 

Business 
Model 
Developmen
t 

 

Business Model 
Dimensions 

 

Business 
Model 
Design 

  

Business Model 
Reconfiguratio
n 

 

 

Value Proposition  
- Products 
- Services 
- Processes 

Green 
Value 
Proposition 
Innovation 

 

 

 

Green Value 
Proposition 
Reconfiguration 

 

19 

 

Green Value 
Proposition 
Development 

 

User and Customer 
- User 
- Customer  

 

Green User 
and 
Customer 
Innovation  

 

1 

 

Green User and 
Customer 
Reconfiguration 

 

31 

 

Green User 
and 
Customer 
Development 

 

Value Chain Function 
- Primary 
- Secondary 

 

Green 
Value 
Chain 
Function 
Innovation  

 

 

 

Green Value 
Chain Function 
Reconfiguration 

 

37 

 

Green Value 
Chain 
Function 
Development 

 

Competence 
- Technologies  
- HR 
- Organisational 

Systems 
- Culture 

 

Green 
Competenc
e 
Innovation  

 

1
1 

 

Green 
Competence 
Reconfiguration 

 

10
4 

 

Green 
Competence 
Development 
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(Continued)
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Table 14.1 Continued.
6G and Green Business Model Innovation 

 

Network 
- Physical 
- Digital 
- Virtual 

 

Green 
Network 
Innovation  

  

Green Network 
reconfiguration 

 

30 

 

Green 
Network 
Development 

 

Value Formula 
- Monetary 
- Other values 

 

Green 
Value 
Formula 
Innovation 

  

Green Value 
Formula 
Reconfiguration 

 

18 

 

Green 
Network 
Development 

 

Relations 
- Tangible 
- Intangible 

 

Green 
Relation 
Innovation 

  

Green Relation 
Reconfiguration 

 

1 

 

Green 
Relation 
Development 

Total incidents in 106 
businesses 

 12  240 8 

 
    = No GBMI activity and investment 
    = Some GBMI activity and investment  
 

Table 14-2Single Green Business Model Innovation related to Business Model 
Innovation Levels [29] 
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Table 14.2 Single green business model innovation related to business model innovation
levels [29].
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Table 14.2 Continued.

6G and Green Business Model Innovation 

 

Business 
Model 
Ecosystem 

 

Green 
Business 
Model 
Ecosystem 
Innovation 

 

1 

 

Green Business 
Model 
Ecosystem 
Reconfiguration 

 

42 

 

Green Business 
Model 
Ecosystem 
Development 

 

Business 
Model 
Innovation 
Process 

 

Green 
Business 
Model 
Process 
Innovation 

 

 

 

Green Business 
Model Process 
Reconfiguration 

 

2 

 

Green Business 
Model Process 
Development 

Total incidents 
in 106 
businesses 

 241  17 8 
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Quality real-world data is the foundation on which valuable information and
intelligent insights can be constructed. Therefore, the availability of real-
world data is imperative for developing solutions that rely on intelligent
insights based on historical or contemporary data. Individuals generate data
and always contain information that, which if misused, may cause harm to the
individual. A significant development in the current times is the development
of applications based on machine learning and artificial intelligence, which
need lots of data. Data is generated and stored in various forms by government
bodies, corporates and individuals. Data may contain either public or personal
information. With technology advancements like 6G, sharing information
between different parties becomes more accessible, real-time, and volumi-
nous. The challenge to preserve the individual’s privacy and retain the utility
of data becomes more prominent. It can help governments and organizations
better serve humankind by evolving new approaches and innovations. At the
same time, it would create new challenges for protecting the privacy of indi-
viduals. Privacy preservation of data can help the two ends meet by keeping
the utility of data while protecting the privacy of individual data subjects.

15.1 Introduction

Any data exchange or information processing must adhere to privacy
preservation regulations to respect the privacy of persons whose data is
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concerned. The data is usually stored with consent from the persons for
specified purposes only, primarily guided by terms of use in a contract. The
simplest way to preserve the privacy of individuals is to use anonymization,
but true anonymization depletes the information content of data and compro-
mises the utility of data. It’s a challenge to ensure that data-carrying personal
information is anonymized without losing its utility for a given purpose.
Organization managing the data has to ensure that any shared data is fully
anonymized but still has the utility for usages such as collaboration in clinical
trials, financial fraud detection and training of machine learning software for
different purposes.

This chapter presents the topic of privacy preservation with details on
the legal, technical and business aspects. Few privacy preservation methods
like Homomorphic Encryption and Differential privacy are briefly described
to explain the techniques with examples. The particular focus highlights the
importance of privacy in the emerging 6G world. Several techniques for data
anonymization and processes for privacy preservation are outlined through
the implementation of these techniques that are not covered in this chapter.

The chapter is divided into five parts, followed by a Summary at the end.
The first part is an introduction followed by a discussion of the global laws
and the rationale. This is followed by the section on significant techniques
for privacy preservation in use today with industry acceptance, highlighting
their shortcomings and advantages. Next section deals with the significant
challenges in this area. A brief view on Named Entity Recognition (NER)
is presented as to how it can help in the privacy preservation of data. The
following section relates the enhanced challenges and relevance of privacy
preservation topic with the rise of 6G technology-based applications and
highlights that privacy topic can be a “do or die” subject for achieving a higher
adoption among individuals and industry.

15.2 Privacy Laws and Global Awareness

Across the globe, there are different privacy laws. As of May 2021, there
are no global standards for privacy preservation. The background and culture
have importance in the rules formulated in a country for privacy preser-
vation. The Universal Declaration of Human Rights in the United Nations
was adopted in 1948, “No one shall be subjected to arbitrary interference
with his privacy, family, home or correspondence, nor attacks upon his
honour and reputation. Everyone has the right to protect the law against such
interference or attacks”. Countries with more freedom for individuals have
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more substantial protection than countries where the government has more
dominating influence over its citizens. There are several countries where there
are no laws on data privacy. However, most countries are gradually adopting
and enacting laws on data privacy preservation. In the last ten years, more
than 60 countries have enacted laws on data privacy protection [1]. The topic
is gaining importance with digitization touching every aspect of human life.
Information security is becoming more critical than ever. Many countries
have strict data retention laws, even if they do not have data privacy laws. Data
retention laws restrict the digital data from being carried out of the physical
geography of a country. Privacy preservation laws, wherever they exist, also
have provisions for dealing with data retention.

There are two primary principles in driving the legal structures across
the globe. One is to empower the individuals and leave the decision to the
individual for sharing their data with or without privacy preservation as the
individual seems fit. The second is to empower the system and governance
structure to protect the individual, considering they are vulnerable. The
authorities in America mainly seem to be relying on the first principle to
empower the individual with information and let them choose what to do with
their data. At the same time, authorities in Europe seem to be more protective
of laws like GDPR. GDPR has emerged as the most impactful of the privacy
laws globally, with the default design being to protect the most vulnerable
individual. Contrary to the two principles, there are some regimes like China,
where the government has much higher control over data and data security for
all the data subjects [2]. Cultural differences and regimes in a country affect
the individual country and impact the globe [3], with technology exports
seeding surveillance societies globally.

Figure 15.1 shows a few prevalent privacy laws on a political world map.
These are mainly GDPR – General Data Protection Law enacted in major
countries across the European Union; IPDP represents the Indian Personal
Data Protection Bill; CCPA – represents the California Consumer Privacy
Protection Act; HIPAA – represents the Health Insurance Portability and
Accountability Act; LGPD – represents the Brazilian General Data Protection
Law; CPB – represents the Chile Privacy Bill Initiative; NZPB – represents
the New Zealand Privacy Bill. These all are not enacted laws but a good
representation of the laws across different parts of the globe enacted or
planned to be enacted by 2021.

The privacy laws represented in Figure 15.1 also come with a financial
penalty to the defaulter, prescribed in the law with certain limits. In general,
even in the absence of any specific law on privacy preservation, a country’s
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Figure 15.1 Some of the privacy related laws across the globe.

constitution provides rights to its citizens to protect their privacy. However,
laws make it easy to enforce such rights of individuals rather than individuals
going to the Judiciary to claim their rights. Once a law is enacted like GDPR,
there are specific authorities and provisions set out, which must be adhered to
by anyone capturing personal information as a proactive step. Any company
doing business or activity in the areas governed by the law must report
mandatorily to the authorities. Most of these laws, like GDPR, mandate an
accountable role inside a company or any organization to ensure that the
company takes privacy protection-related measures.

Some of the aspects covered in the law are outlined below:

• Lawful grounds for data processing: The organization collecting data
must ensure that the data is being processed only for specific reasons as
permitted by the law.

• Consent for processing data: The company or the organization storing
and analyzing personal information must have valid consent from the
data subject whose data is being stored and processed.

• Data Subject Rights: The individual or the entity whose data is stored or
processed must have the required information and rights. For example,
to know the purposes for storing the data. In most laws, the data subject
must have the right to know what an organization stores data about the
individual. The data subject must be provided with the option to revoke
consent and must be provided with the knowledge on how to withdraw
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consent. Laws like GDPR give a timeline of one-month maximum for
the data subject rights to be fulfilled. Laws like LGPD keep this timeline
to 15 days.

• Data breach notification: The data subject must be notified if there is
any breach of data known to the party storing the data, and remediation
action must be taken.

• Data Security: Data stored must be secure and protected for access.
They are also protected against breaches and hacks by using appropriate
technology for encryption, pseudonymization, or anonymization.

• Accountability and governance of privacy protection processes: The
company or organization storing and processing personal data must
have a defined process and designated accountable people to govern the
process.

• Data Transfers restrictions: Data can be stored or processed only within
certain physical boundaries specified in the law. Also, companies or
organizations dealing with other companies as partners in processing
the data have to ensure that the data, if in any way leaves the specified
region, the personal data is adequately protected for access. Also, the
data subject’s rights can be successfully exercised across the data pro-
cessing process. In many cases, there are restrictions, and no data may
be exchanged outside of the defined boundaries by law.

• Automated decision making: Some laws restrict companies from using
automated decision-making based on the personal data of a data subject,
except if the subject has explicitly agreed to the same.

• Privacy by design and default: The organization storing and processing
personal information must design any step related to data processing
with full consideration of privacy. In addition, there must be default
options to provide the best privacy preservation, with data subjects
having the right to choose to allow further data processing.

15.3 Privacy Preservation Techniques: A Preview

In this section, different methods in use are outlined. These methods are
mainly used for privacy preservation. Several other techniques are used for
data security, which is not covered in this section. Also, this section does not
cover the privacy preservation topic and state of the art in privacy preser-
vation of Enterprise data [4]. A few popular methods used for data privacy
preservation are presented below.
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15.3.1 Anonymized Data Using Homomorphic Encryption

Encryption is a widely accepted method for data security and communication
between multiple parties and hybrid landscapes (cloud and non-cloud envi-
ronments). Encryption for data transmission keeps the data safe during transit
as the data cannot be decrypted (converted back to original data) without
the required key. Technically, it can be possible to decrypt an encrypted text
using sizeable computational power, though the intended recipient can easily
interpret the original data using the key.

The use of encryption with keys to scramble data for privacy is not
considered safe. The data subject can be identified back using keys available
or stolen. This makes key-based encryption only a data security method and
not an anonymization method.

Homomorphic encryption is needed to operate on encrypted data for
privacy preservation. Computations performed on anonymised data using
homomorphic encryption can result in the same result as computations on
original data. The computation mechanisms and the available technology to
deal with the same are expensive and beyond reach for dealing with enormous
data sets. One possible and simplistic definition of Homomorphic encryption
is below [5].

An encryption algorithm E is called homomorphic over an operation f on
two messages, m1 and m2 if it supports the following equation

f(E(m1), E(m2)) = E(f(m1,m2)), (15.1)

where m1, m2 are a subset of all the possible messages set M
An example in Figure 15.2 below explains the equation above with a sim-

ple demonstration. The two messages are numbers m1 being ten and m2 being
20. The encryption algorithm converts them to 100 and 200, respectively. The
results obtained from operating on 100 + 200 would be the same as after
encryption of the sum of m1 and m2. Meaning 30, encrypted using the same
algorithm E would become 300, the same as the sum of encrypted values 100
and 200. Such an arrangement makes operations on the data easy to move
outside of the organization holding individuals’ private data, preserving the
data subject’s privacy.

Figure 15.2 presents the example for numeric data, though homomorphic
encryption can also be done for alphanumeric data [6]. Homomorphic encryp-
tion gives an excellent use case for an organization to store and process data
anonymized using homomorphic encryption. No original data needs to be
stored. Operations on the encrypted data can be used to perform calculations,
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Figure 15.2 Demonstration of homomorphic encryption using a simple example.

and results can be provided for interpretation. In case of a breach of data
or any other accidents, which lead to exposure of the homomorphically
encrypted personal data, the data loss would not be significant and would
not lead back to the data subject. The example presented may reflect sim-
plicity. The computing power needed to achieve homomorphic encryption is
enormous and has kept this practice expensive enough to be commonplace in
mainstream applications. This method is used only for a few cases, where
very high compute power is available for performing encryption and for
processing significant functions on the encrypted data. There are several
public libraries for using the fully homomorphic encryption provided by
IBM and other leading software companies like Microsoft in the open-source
space.

15.3.2 Anonymization using Differential Privacy

Methods like differential privacy add noise to the dataset to make it anony-
mous [7]. It can be explained in simple terms with an example of smokers
in a group of people if there is a dataset with n data subjects, where the
information if they smoke or not is captured. The dataset is anonymized
using differential privacy. After the anonymization, the individuals would not
be identifiable, though the dataset would still represent the same statistical
distribution of smokers and non-smokers in the group. If one of the group
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members requests to remove their data from the anonymized dataset, the
overall distribution of the anonymized dataset would remain the same. There
would be no way to identify who is the member in the group whose data is
represented.

There is a balance between utility and anonymity which must be main-
tained using parameters epsilon and sensitivity in case of differential privacy.
Paper [8] presents the most advanced method, though it still has shortcomings
and issues where these methods may not have the data utility retained. One
of the definitions for differential privacy is given below [9].

Differential privacy is a mechanism M with parameters (ε, δ), where ε =
0 and δ = 0 if for all neighbouring databases D0 and D1, databases differing
in only one record, and for all sets S⊆ [M], where [M] is the range of M, the
following in-equation holds:

Pr[M(D0) ∈ S] = exp(ε) ∗ Pr[M(D1) ∈ S] + δ. (15.2)

If a mechanism satisfies pure differential privacy, it satisfies (ε,0) dif-
ferential privacy. And it satisfies approximate differential privacy (ADP) if
it satisfies (ε, δ) differential privacy for δ > 0. Differential privacy is quite
helpful for preserving privacy, remarkably since it is preserved under any
post-processing step. No matter which functions are applied to the output
of a differentially private mechanism, the results do not reduce the privacy
guarantee. In other representation, if M is (ε, δ) differentially private and
T is any randomized algorithm, then T (M), defined as T(M)(x) = T(M(x)),
is also (ε, δ) differentially private. ε – Epsilon relates to the probability of
an individual record contributing to the overall result though δ – sensitivity
steers the magnitude of the noise.

Differential privacy is the most widely accepted mechanism for privacy
preservation. However, the utility of data varies with different implemen-
tations. There has been widespread use of this mechanism in the data for
medical research, statistical calculations like smart meters and others. Google
claims to use differential privacy [10] for data stored for location from
Google Maps users. Apple claims to protect the privacy of its users by using
differential privacy in its devices while processing user inputs for spelling
suggestions in its product announcement since the launch of the iPhone 10.

15.3.3 Privacy Preservation Using Pseudonymization Methods

Pseudonymization is accepted as a valid method for privacy preservation in
different countries. With GDPR in Europe, there has been broad discussion



15.3 Privacy Preservation Techniques: A Preview 329

on this topic and guidelines published by various countries on which circum-
stances and how the method of pseudonymization can be considered a valid
form of anonymization [11].

Pseudonymization presents a unique method in practice since time is
unknown to replace an original value with another value in a dataset. The
replacements are made consistently in the dataset to have the possibility to
revert the original data if needed in some cases. The replaced values may
have meaning or may not have any purpose and only represent a tag, for
example. The practice of pseudonymization retains a dictionary or mapping
of the original value and the replaced value. This practice makes this method
a high-risk method. The pseudonymized data can be converted to the original
data [12].

Table 15.1 below demonstrates an example of the pseudonymized dataset.
The first record represents original data, and the next row represents
pseudonymized data. The pseudonymization has been shown with nonreal-
istic values. For example, the name John is replaced with J123. Though using
pseudonymization, it may be replaced with meaningful values like another
name Jill. Depending upon the usage of data post privacy preservation, the
dictionary or mapping between original and replaced values can be prepared.
Only Name, Employee ID and Designation have been pseudonymized in this
example table below.

Pseudonymization standalone is a weak method for privacy preservation
and not even an accepted method for anonymization. When combined with
other methods, it presents a promising approach for preserving privacy,
though it does not prove to be an anonymization method as the existence of a
dictionary always leaves the vulnerability for the original data. This method
enhances data security in an organization and permits several use cases by
granting access to such data to a broader audience. This method remains a
popular practise due to its simplicity and implementation.

Large data sets can be processed quickly with machine learning and mas-
sive computation power. Hence, methods like pseudonymization that retain

Table 15.1 Example of an original data and pseudonymized data.

Original/ Pseudo Name Employee ID Address Age Designation Salary

Original John E0001 Port St., NY 25 User 50000

Pseudo J123 PS01 Port St., NY 25 L1 50000

Original Jacob E0010 Dublin, IE 35 Lead 80000

Pseudo J125 PS02 Dublin, IE 35 L2 80000
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the original structure of data and a one-to-one mapping between original
and pseudonymized records prove pretty ineffective for complete privacy
preservation.

15.3.4 Combination of Multiple Methods of Anonymization

Increasingly accepted is the practice of a combination of more than one
anonymisation method to protect the private data of data subjects. This stream
of research focuses on innovations like federated learning, multi-party deep
learning [13] and others and combines methods like differential privacy with
homomorphic encryption to achieve privacy preservation. Considering the
increasing requirements of data and increasing use of technology to touch
different aspects of human life and Enterprise businesses, the practice of
combining methods for privacy preservation seems to be the only hope.

In addition to a combination of privacy preservation methods in the same
dataset, there are also practices evolving to apply different methods at differ-
ent storage locations of the data and consume the data. For example, evolving
practices with edge computing and massive computing power in edge devices
like mobile phones enable the use of federated learning and hence promote
anonymization of data in the source itself before using machine learning algo-
rithms. Also, extracting information from the data where it exists and deriving
intelligent insights help protect the individual’s privacy as the individual’s
data is not duplicated, eliminating the need for privacy preservation in many
cases.

Table 15.2 below presents the same table as in example 1, but with more
methods used on the same record. The dataset presented here is only for
simplicity and does not represent a real-world example as having such a
small dataset as the subject of privacy preservation is unseen. Large datasets
are the subject in general and present more complex challenges, as covered
in the later sections of this chapter. In Table 15.2, Address has also been
changed from the original. Age has been anonymized. The age, in this case,

Table 15.2 Example of an original data and anonymized data.

Original/
Anonymized

Name Employee ID Address Age Designation Salary

Original Johny E0001 Port St., NY 25 User 40000

Anon N123 PE01 Street A, PA 20 Employee 50000

Original Jill E0010 Dublin, IE 35 Lead 70000

Anon N125 PE02 Street Z, IE 30 Employee 60000
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can be anonymized using differential privacy principles. Salary can also be
anonymized with the addition of noise. The designation has been general-
ized in the below example, presenting another form of privacy preservation
method called K-anonymity, which is not covered in this chapter.

15.4 Challenges in Privacy Preservation

Privacy preservation topic is evolving rapidly, with new challenges surfacing
with new technology and new approaches to doing the same thing. Personally
Identifiable Information, generally called PII, is one of the main concepts
in privacy regulations. It defines privacy statutes and regulations [14]. Most
privacy regulations focus on collecting, using, and disclosing PII and leave
non-PII unregulated. One of the biggest challenges is in identifying the PII.
Personal data can be found in places where it may never be expected, for
example, comments on a delivery note of a postal package, which says Happy
Anniversary with the name of the couple, address, and date. This information
alone, which the sender of the postal packet very casually gives to ensure
delivery, passes several hands and several systems in digital format. The
message may be stored in free text. Free text in a digital notation can store any
information. Free text is not supposed or expected to have personal informa-
tion, different from a field, which is supposed to store personal information
like the name or address of a person. If the data is to be anonymized, the fields
like Name, and Address, are things that readily come to attention. In contrast,
something like free text does not come to notice unless the contents of free
text can be analyzed to find that it contains PII.

Named Entity Recognition (NER) is widely used in machine learning
practice to identify an entity type in a free text. Such NER performed for
free text intending to identify personal information serves as a vital input for
privacy preservation activity where free text is relevant. The field of machine
learning with Natural Language processing has made several advances in
identifying the PII as NER. Microsoft with an open-source project, Presidio,
Google with DLP and Spacey are some of the most advanced software
packages in NER. Though NER is designed not only for PII identification,
it serves a great purpose in finding PII.

Any information which can reveal a unique individual may be considered
a PII. Consider the statement, “the first man to step his foot on the moon
won a lottery for 1 Million Euros”. This statement does not sound to have
any personal information. Though the report in the statement very clearly
identifies a unique person. Neil Armstrong may or may not like to reveal the
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information that they have won a lottery, but the information presented in
the above statement would identify him. To retain the privacy of the lottery
winner, the statement may be written using other attributes of the person, “a
resident of Unites States of America won a lottery for 1 Million Euros”. Any
single or combination of PII attributes of a person may reveal the individual
uniquely. Some of the Personally Identifiable information attributes in the
GDPR, CCPA and other laws are outlined below. Though it may never be
exhaustive, such a list of attributes is for guidance.

• Name of person
• Home address
• Email address
• Telephone / mobile number
• Personal Identification numbers like Passport number, driving license

etc.
• Social Security Number or another identification number in different

countries
• Income of person
• Cultural profile of a person
• Data held by a doctor or hospital (which uniquely identifies a person for

health purposes)
• Internet protocol (IP) address
• Racial or ethnic origin
• Sexual orientation
• Political opinions
• Religious or philosophical beliefs
• Memberships of different bodies like trade unions etc.
• Personal data related to criminal convictions and offences
• Hometown / birthplace
• Relationship status
• Date of Birth
• Job details

15.5 Enhanced Challenges with 6G

New technologies bring new opportunities, a new way of doing things and
new challenges to solve. People would never have thought of talking far
distances until the telephone was invented. More an invention simplifies our
lives. More is the adoption of such an invention. What people can do using
6G would lead to an increase in the adoption of 6G. Emerging applications
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such as the Internet of Everything, Holographic Telepresence, collaborative
robots, and space and deep-sea tourism highlight the limitations of existing
fifth-generation (5G) mobile networks.

6G technologies make possible low latency applications like holographic
telepresence [15]. A person can be seen standing next to another using such
technology, while these two are physically standing miles apart. It would
need massive data sets to be captured using devices like cameras, stored
across the network, processed and may be retained in digital form for future
usage. Data is stored, which can be used to construct a complete person’s
identity using the face, eyeballs(retina), fingerprints, to name some of the
things that can uniquely identify a person. Such information can be highly
sensitive for the person as it can be used/misused if fallen into the wrong
hands to impersonate the individual. Many new attributes need to be added
to the list of PII, as discussed in the previous section of this chapter. These
PII would be particularly challenging and may need more protection than
anonymization to safeguard the data subject and pose a different challenge to
privacy preservation techniques.

The applications made possible by the advancements in communication
technology are numerous. For simplicity, we have outlined some of the
applications which became possibly and easily consumable with the different
generations of mobile communication technology in Table 15.3 below.

Shifting voice calls to VOIP using apps like WhatsApp transformed the
way the telecom industry worked for several decades, giving way to differ-
ent business models for telecommunication companies. Similarly, increasing
experiments to make driverless cars and driverless trucks present a different
economic model for societies. With technologies like Telepresence becoming
a reality, we will witness a sea change in how communications are perceived
in the age of 6G.

The topic can be explained in more detail if we look deeper into what
kind of PII and how much it is getting converted into the digital medium,

Table 15.3 Applications that became popular with technology adoption.

Usage/ area 3G 4G 5G 6G

Personal
Communication

Voice calls Video calls Holographic
Telepresence

IoT and device
communications

Location
parameters

Automated
driving

Driverless
cars

Automated
Vehicles

Human-Computer
Interfaces

Virtual
Reality

Augmented
motion

Human Brain and
computer interface
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15.6 Conclusions 

This chapter gives a brief view into the expanding topic of privacy preservation 

for data exchange. Enormous personal information needs security and new ways 

of storage, exchange, and utilisation to prevent any harm to the data subject. 

Several data sanitisation methods are in place to preserve data privacy and retain 

utility. However, these methods need adoption at different stages of data 

processing. Laws across the globe are pushing organizations to adopt measures to 

safeguard the privacy of data subjects. Cultural awareness and government 

structures across the globe push adoption of privacy preservation technologies. 

With advancements in technology and applications made possible by the attributes 

of 6G communication networks, privacy has become a more central topic. If not 

taken care of, advancements may lead to chaos with misuse of technology, making 

the data subjects vulnerable to manipulation by profit-making organizations. Such 

weakness in the development and adoption of privacy preservation technologies 

can also slow down the adoption of applications enabled by 6G, hence slowing 

down the adoption of 6G itself. If taken care of, privacy preservation can open up 

the possibility of many new applications, with the vast data processing capability 

and other innovations with 6G. 
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posing new demands for privacy preservation. Figure 15.3 outlines some PII
that need to be digitized and relevant for privacy preservation. Autonomous
vehicles [16] capture much information on the passengers. The cars also run
on voice commands and record voice commands, including driver preferences
on music, driving speed etc. Such vehicles are fitted with numerous IoT
sensors to measure passengers’ weight (estimating their age, need for the
car seat, etc.) and equipped with multiple cameras to record video footage,
including faces and several PIIs of passengers and passersby.

Another example is Holographic telepresence [17], where many more
PIIs like retina images, details of fingers, digital images of the face and other
biometric data may be easy to derive from the minute details captured in such
a session. It’s presented in Figure 15.4 below. Such a communication claims
to establish eye contact with the participants of a meeting, and hence the level
of details needed on a personal level would create a lot of PII data, which must
be protected, and privacy preserved if it is to be stored used further.

15.6 Conclusions

This chapter gives a brief view into the expanding topic of privacy preser-
vation for data exchange. Enormous personal information needs security and
new ways of storage, exchange, and utilisation to prevent any harm to the data
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subject. Several data sanitisation methods are in place to preserve data privacy
and retain utility. However, these methods need adoption at different stages
of data processing. Laws across the globe are pushing organizations to adopt
measures to safeguard the privacy of data subjects. Cultural awareness and
government structures across the globe push adoption of privacy preservation
technologies. With advancements in technology and applications made pos-
sible by the attributes of 6G communication networks, privacy has become a
more central topic. If not taken care of, advancements may lead to chaos with
misuse of technology, making the data subjects vulnerable to manipulation by
profit-making organizations. Such weakness in the development and adoption
of privacy preservation technologies can also slow down the adoption of
applications enabled by 6G, hence slowing down the adoption of 6G itself. If
taken care of, privacy preservation can open up the possibility of many new
applications, with the vast data processing capability and other innovations
with 6G.
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