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6G Wireless: The Communication Paradigm Beyond 2030 offers a thorough dis-
cussion of some key emerging technologies such as Intelligent Reflecting Surface 
(IRS), Unmanned Aerial Vehicles (UAV), Aerial Computing, Terahertz (THz) 
Communications, Non-Orthogonal Multiple Access (NOMA) and Rate Splitting 
Multiple Access (RSMA).

The book provides a comprehensive coverage of the vision, requirements, use 
cases, enabling technologies, and challenges for the future 6G wireless commu-
nication systems. This includes discussions on how 6G and future IoT systems 
will enable extremely low latency healthcare systems, smart industry, haptic com-
munications, programmable wireless environment (PWE), advanced VR/AR and 
holographic communications. IRS is expected to play a prominent role in 6G and 
the book thoroughly discusses the role of IRS in enabling physical layer security, 
UAV communications as well as D2D communications.  It also explains channel 
modeling for IRS enabled PWE.

Another key aspect of the book is that it provides a comprehensive discussion on 
security challenges of emerging 6G systems and their potential solutions. Apart 
from this, it also explains how blockchain techniques can be used for future IoT 
applications such as intelligent manufacturing and asset tracking.

Written in tutorial style, the book is primarily intended for postgraduate students 
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The development of all previous generations of mobile com-
munications has always been driven by some timely technologies,

together with new frequency bands that facilitated the technological
needs with changing demands (cf. Figure 1.1). The second-generation
(2G) mobile communication made a paradigm shift from analog in the
first generation (1G) to digital communications, while the third gen-
eration (3G) was built using spread-spectrum technologies, with mul-
timedia support for the first time. Then, the fourth-generation (4G)
systems became an all-IP packet-switched networks, with a host of ad-
vanced technologies such as multi-antenna and multiuser multiple-input
multiple-output (MIMO), adaptive modulation, femtocells, etc. Finally,
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Figure 1.1 The generations of wireless communication systems.

the recently evolved fifth-generation (5G) systems are based on a num-
ber of new technologies, including massive MIMO, edge computing,
software-defined networking, heterogeneous networks (HetNet), and mil-
limeter wave frequencies. Consequently, the sixth generation (6G) is no
exception that new technologies will be required to make another leap to
meet the ever-increasing mobile data demands and cater unimaginable
applications [7].

1.1 VISION FOR 6G COMMUNICATION

The aim of this chapter is to provide an expert view on the most trend-
ing research directions that will likely shape the technological changes
needed for the 6G mobile communication systems for the next decade.
Although the development of 6G is inevitably in an early stage and it
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Figure 1.2 Physical layer, connection layer, and service layer key tech-
nologies for 5G and 6G networks.

is expected that some ideas will only emerge in later years, this is the
perfect time to study what will be needed in 6G in terms of key perfor-
mance indicators (KPIs), and also to identify possible key technologies
that will provide the needed step change, if sufficient advances are made
in the next development cycle when the development of 5G has already
come to an end.

The visionary aspects of 6G discussed in this book provide a detailed
treatment of the features that they bring beyond the capabilities of 5G
(cf. Figure 1.2). They provide promising directions that can help guide
researchers around the world to align their research works to contribute
to the 6G development. Some of the ideas discussed in this chapter are
already making significant contribution in 6G research. However, there
are few ideas which are not studied well and are not getting adequate
attention. One major objective of this chapter is thus to provide unique
insights into the key areas and bottlenecks where major efforts should
be sought.

There is no doubt that artificial intelligence (AI) will play a domi-
nant role in 6G and its presence will be pervasive. While this is hardly
a surprise, particularly with partial implementation of AI in 5G, this
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chapter puts emphasis on where further advances are required in AI in
order to tackle specific problems in 6G wireless networks. Collective AI
(i.e., cooperative multi-agent learning) is a concept that is being studied
actively within the AI community, and it will contribute to the radio ac-
cess networks of 6G with edge caching where training can only take place
locally at the edges but also needs to have global intelligence to make lo-
cal caching decisions optimizing the overall network performance. Some
enabling technologies discussed in this chapter such as programmable
metasurfaces or (large and small) intelligent structures are gaining a lot
of attention in recent months, confirming the timeliness and relevance of
this chapter. The chapter also introduces radar-assisted mobile radios, a
less known technology, and predicts that they will make a great impact
on 6G as radars at mobiles can provide all sorts of environmental and
behavioral information for physical-layer security measures. Further, a
number of developing technologies that appeared in the 5G development
cycle or even before 5G will potentially be included in 6G.

The vision for 6G is spearheaded by a number of technologies that
push the capability far beyond what is expected for 5G. The advantages
of this 6G vision lie in the technological leaps that those enabling tech-
nologies mentioned in this chapter can offer beyond 5G. Here, we focus
on the dominant 6G technologies.

• First, pervasive and collective AI is one vision that will truly fa-
cilitate learning-based methods in improving the overall chain of
the telecom system. It is true that AI is already in 5G in many
aspects, e.g., by leveraging “big data” for self-organizing networks
(SONs), and enabling and managing network function virtualiza-
tion (NFV) and orchestration, etc. 5G is certainly revolutionary in
its own right, and the term “pervasive AI” is sometimes discussed
in the context of 5G. However, the introduction of AI in 5G is
more about reaping the benefits of well-known machine learning
techniques using data in mobile networks and becoming as perva-
sive as practically possible. Our 6G vision, in contrast, emphasizes
the development of new AI algorithms to address the unique chal-
lenges of radio access that the existing AI techniques are unable
to cope. The term “collective AI” highlighted in this chapter is
one such concept and a step-up from the current AI techniques
that will address the coexistence of multiple distributed learning
agents for individual as well as global benefits. It should be noted
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that the competitive nature of mobile radios (a.k.a. “Mitola ra-
dios”) suffers from poor learning efficiency and will make the ex-
isting reinforcement learning approaches perform very poorly. This
vision of collective AI is therefore novel and revolutionary.

• Our second vision is the use of intelligent structures such as pro-
grammable metasurfaces, metamaterial-based antennas, fluid an-
tennas, etc. This vision is not a part of 5G and seeks to engineer
the environment to provide better conditions for wireless commu-
nications. The application is multifaceted. They can be used to
improve the link quality of desired communications, block interfer-
ence, enhance privacy and security, avoid adversarial attacks, and
many more. Research in large intelligent surfaces (LISs), some-
times referred to as metasurfaces, has gained popularity recently.
They can serve to provide a signal boost like a conventional re-
lay or even alter the propagation environment to achieve so-called
‘smart radio environments’ to accommodate all sorts of propa-
gation scenarios that are not possible in 5G. Software-defined or
programmable metasurfaces can do more than adapting radio en-
vironments on a large scale. Within this vision, people further ad-
vocate that programmable metasurfaces can be used to integrate
between signal processing algorithms in information science and
hardware resources made of metamaterial unit cells, realizing fully
adaptive hardware use for wireless transmission. This is another
revolution in the proposed 6G vision. Our vision also includes the
use of intelligent structures on a small scale, say in mobile hand-
sets, where fluid-type antennas can be used to obtain diversity that
is not possible for MIMO antennas.

• The third vision proposes to utilize radar technologies in mobile
radios to enrich environmental awareness to the level that is not
possible in 5G. This will empower 6G mobile radios to identify
potential eavesdroppers or adversaries through observations from
radars, and use physical-layer security approaches to adapt and
protect their communications. This will also allow mobile radios to
gather behavioral data of the environment, which not only helps
the mobile radios themselves in many aspects but also informs
the network how to proactively utilize the resources in the most
efficient way. Contextual data acquired by radar technologies, com-
bined with AI, will be another revolutionary upgrade in 6G.
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• Our vision also includes more known developing technologies that
are not ready to appear or appear only in a very limited scope in
5G but could flourish in the 6G cycle. For example, Li-Fi, wire-
less power transfer, optical angular momentum (OAM), and quan-
tum communications are among those technologies that have been
studied in recent years and their technological breakthrough might
occur in 6G.

• Mitola radio, a term coined to represent the next generation of
cognitive radios, will play a central role in our proposed 6G vi-
sion. The reason is that Mitola’s cognitive radio idea back in 1999
emphasizes the intelligence for adaptive use of resources to meet
communication needs, which aligns very well with the 6G vision
empowered by AI. It is worth noting that the original ‘cognitive
radio’ concept by Mitola is much more than spectrum sharing, al-
though this has been the main focus in cognitive radio research
in the past 20 years. Our 6G vision aims to provide a genuine re-
alization of Mitola radio, which has exceptional awareness of the
environment (by radar technologies) to make decisions using super
intelligence (by collective AI), with a rich action space to adapt
itself in many forms (by intelligent structures, Li-Fi, etc.).

1.2 TECHNOLOGY ENABLERS FOR 6G ERA

Our approach is to focus on the speculative elements pertaining to 6G,
the revolutionary technologies, or the revolutionary aspects of the emerg-
ing technologies that may enable 6G but are less known in the research
community. Here, we provide a short list of the revolutionary technolo-
gies that are being discussed as strong candidate technologies.

The notion of collective AI, in contrast to the hype of using con-
ventional AI or machine learning methods in wireless systems, is a rev-
olutionary element in 6G. This goes far beyond using learning-based
methods exploiting big data in the mobile networks in 5G and empowers
individual mobile radios (a.k.a. Mitola radio) to act intelligently based
on the local data for optimizing their quality of experience (QoE) and
collectively enhancing the performance of the entire network over time.
To help appreciate the trends of development in this area toward 6G,
it is useful to first understand the limitations of current AI techniques.
The use of AI in 5G can be largely viewed as an exercise of reaping the
benefits of well-known machine learning techniques using data in mobile
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networks, including high-mobility scenarios such as vehicle to everything
(V2X) communications [2]. The fog networking architecture and its dis-
tributed nature make NFV a lot more challenging to do. A large amount
of mobile network data will be stored at the edges and in distributed
locations, which will handicap AI techniques such as supervised learning
to be fully functional. Federated learning is a method that attempts to
tackle this learning problem but more needs to be done to improve the
learning efficiency and prediction accuracy. One trend of development for
NFV in the 6G cycle is therefore to develop new AI algorithms that can
achieve efficient training with decentralized datasets, which is suitable
for the fog-RAN architecture.

Also, radar-assisted wireless communication is another revolutionary
addition to 6G as advocated in this chapter. This will give 6G mobile
radios the environmental awareness that has not been possible before,
not even in 5G, and such enriched awareness will truly empower AI and
other advanced techniques to perform at the device level. Physical-layer
security and authentication approaches will finally thrive as a result.

Programmable wireless environments enabled by metasurfaces and
intelligent structures are other revolutionary elements that will lit up
6G. While large intelligent surfaces (LISs) mounted outside buildings
or in indoor environments are predicted by some to make their mark
in 6G, this chapter further advocates that smaller metasurfaces may
replace conventional wireless transmitter design if sufficient advances
are made in the 6G cycle. In addition, intelligent structures such as fluid
antennas in the scale of a mobile handset will become a new way to
obtain extraordinary diversity and multiplexing gains.

Blockchain technology will likely play a major role in securing and
authenticating future communication systems, thanks to the inherent ad-
vantages of the distributed ledger technology. It offers a number of bene-
fits, including decentralization, transparency with adequate privacy, and
alteration-proof authentication. Both decentralization and transparency
ensure faster processing, which is crucial for 6G systems. As mentioned
before, network resources will be virtualized, and therefore, blockchain
will play a key role in simultaneous resource allocation and authentica-
tion. Also, in future, the security needs to be highly adaptive depend-
ing on the location, device capability, and application. Healthcare data,
for example, need to be extremely secure and private, while emergency
responses may require quick access to those data via 6G system; thus,
it needs to be ensured that the right person has the right level of access
to the data on the fly.
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6G Mitola radios will be more than spectrum sharing in the most
efficient way. They will be fully integrated with many functionalities
other than communications. For example, under fog-RAN, a mobile radio
can act as a local cache and an edge computing server, if this turns out
to be beneficial to itself and the network in the long run. Wireless power
transfer can also take place from one mobile radio to another for remote
charging. Another option is for a mobile radio to act as a jammer if
enhanced security is needed. All these functionalities will be part of
realization of 6G Mitola radios.

The above are the revolutionary aspects of 6G as emphasized in this
book. There is also glimpse of successes in other emerging areas, which
are not yet making much of an impact in 5G but could become reality in
6G. For example, cell-free networking (enabled by fog-RAN), VLC/Li-Fi,
wireless power transfer, energy harvesting, OAM, and quantum commu-
nications are among those technologies that have some limitations in
their usage till now but might become very useful in 6G.

The last decade has already seen numerous efforts spent on wire-
less power transfer and energy harvesting research works, and yet these
technologies do not seem to play a key role in 5G. In 6G, however,
these technologies will finally shine due to a number of reasons. One
of the reasons is communication distance will be much shorter, making
wireless power transfer meaningful because wireless networks continue
to be denser plus the use of UAVs as base stations further reduce the
distances. In addition, user equipments (UEs) or any Internet-of-Things
(IoT) devices in 6G will be more power hungry than ever because of
the huge computation demands for AI processing. On the other hand,
energy scavenging from ambient RF signals may even become a viable
power source for low-power applications, as energy harvesting technolo-
gies continue to advance.

1.3 CHALLENGES AND OPPORTUNITIES

While the technologies discussed above are expected to provide the tech-
nological leaps required for the speculative 6G vision, there are many
challenges researchers and engineers will need to address in order to
harvest full benefits of 6G. Here, we elaborate only a few of those.

Spectrum issues: Initial discussions indicate that frequencies in the
range of 1 terahertz (THz) and above will be considered for 6G,
as in those bands, there are plenty of free bands and are suitable



Introduction to 6G Wireless Communications � 9

to satisfy high bit rate requirements of 6G systems. In reality, it
may happen that much lower bands are considered too similar to
those considered in 5G, which initially anticipated up to 300 GHz
frequencies. A recent study indicates that it will not exceed 100
GHz in 5G due to a number of challenges, including lack of under-
standing of channel and propagation modeling, device inability to
operate at such high frequencies, etc. Recent announcement by the
Federal Communications Commission (FCC) reveals that the high-
est licensed spectrum for 5G in the US will be 48.2 GHz though the
unlicensed 5G band can go up to 71 GHz. A recent article, however,
surmises that 6G will consider spectrum beyond 140 GHz with par-
ticular application in very short-range communication or ‘whisper
radio’. However, the susceptibility of the THz band to blockage,
molecular absorption, sampling and circuits for A/D D/A conver-
sion, and communication range is among the major challenges that
researchers need to address over the coming years. Another issue is
with higher frequencies, the size of antenna and associated circuitry
becomes miniaturized, and hence, becomes very difficult to fabri-
cate on chip while ensuring noise and inter-component interfer-
ence minimization. Also, so far the actual propagation character-
istics are not really known due to the unavailability of appropriate
technologies. A number of recent attempts to address these bot-
tlenecks have reported encouraging results. A good example could
be the recent design of complementary metal-oxide-semiconductor
(CMOS)-based modulation circuit at 300 GHz, which demon-
strates significant performance improvement.

Device challenges: While every generation of mobile communications
has been defined by the UE capability, this will be more so in
6G due to the THz operating frequencies. Although some proof-
of-concepts have been demonstrated, THz technologies are still in
their infancy. Major challenges with THz source/detector, THz
modulator/demodulator as well as THz antennas are still unre-
solved. Graphene-based plasmonic nano-antenna arrays can ac-
commodate hundreds of antenna elements in a few millimeters
showing lights to make ultra-massive MIMO more practical.

Industry’s perspectives of 6G: Massive incorporation of robots into
automation and warehouse transportation will become key ele-
ments in major industries. The emerging concept of Industry X.0
aims to enhance the Industry 4.0 by exploiting social, mobile,



10 � 6G Wireless: The Communication Paradigm Beyond 2030

analytics, and cloud (SMAC). There will be a widespread pro-
liferation of AI-enabled automated manufacturing and automated
detection of faults in industrial production system [5]. The radio
environment with a very complex network comprising hundreds or
thousands of robots is a challenge. 6G will fully support the In-
dustry X.0 revolution by offering massive ultra-reliable low-latency
communication (URLLC) as well as massive IoT and embedded AI
capability.

Users’ perspectives of 6G: From users’ perspective, one of the most
exciting 6G technologies will be wireless virtual reality (VR), re-
placing wired VR. In order to deliver 360◦ wireless VR contents,
URLLC, as well as ultra-high data rate, will be indispensable. This
requirement for VR will be much more demanding than for the
classical 5G URLLC requirements. One approach to address this
challenge is to explore the terahertz frequency bands. However, the
susceptibility of the THz band to blockage, molecular absorption,
and communication range is a major challenge that researchers
need to address over the coming years. A number of recent at-
tempts to address this bottleneck have reported encouraging re-
sults [1]. Line rates of up to 10 Gbit/s on a single channel and up
to 30 Gbit/s on multiple channels over a distance of 58 m have
been demonstrated using THz transmission links that exploited
optoelectronic signal processing techniques both at the transmit-
ter and the receiver [3]. Ultra-massive MIMO technology is being
considered to solve the distance problem in the THz band [4].

1.4 ORGANIZATION OF THE BOOK

Based on our vision of 6G shared so far, broadly speaking, this book
is organized considering three major themes of excellence that we envi-
sion are the directions of relative evolution as we progress toward the
next generation of cellular networks. These are evolutions around relay-
ing technologies via utilizing reconfigurable intelligent surfaces (RIS) or
intelligent reflective surfaces (IRSs) [6], advances in spectrum efficiency
via utilizing the tera hertz (THz) band, and implementing security and
privacy most reliably. Specifically, each of these are addressed over a
sequential collection of chapters detailed as follows.

A comprehensive overview of IRS-empowered wireless communica-
tion systems will be provided in Chapters 2 and 3 beginning with their
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basic fundamentals, followed by understanding their possible integra-
tion into existing technologies via identifying respective challenges and
key techniques for resource allocation. To top these discussions, Chapter
2 will further highlight the effects of hardware impairments on IRS-
empowered wireless communication systems as well.

As we build our understanding on IRS emerging as a promising con-
tender within electromagnetic structural domain or physical (PHY) layer
aiming to enhance wireless propagation for optimum performance via
maximizing received signal-to-noise ratio (SNR), an approach and/or
model to physically characterize the variations in IRS-enabled commu-
nication channels will be developed in Chapter 4. Specifically, to design
optimal IRS topologies and transceiver systems to achieve desired per-
formance requirements while minimizing the complexity, such as wireless
propagation channel modeling, will surely be an integral need.

Having addressed PHY layer challenges based on channel modeling
in Chapter 4, it is worthy to introduce the RISs as an energy-efficient
solution in Chapter 5 to overcome heavily shadowed line-of-sight (LoS)
communications, especially under higher frequency bands. Hence, this
chapter addresses network layer issues by proposing RIS-empowered lo-
calization algorithms, thereby minimizing errors while being applicable
over various channel models. Moreover, the SNR is maximized at the
base station (BS) via a specific RIS phase design.

Shifting our gear vertically toward aerial networks, it is worth men-
tioning unmanned aerial vehicle (UAV) is a possible key technology that
will revolutionize the conventional networks. Moreover, its integration
with edge computing gives birth to aerial computing as a novel con-
cept. Hence, Chapter 6 will frame this concept within the infrastructure
of 6G systems. Subsequently, this chapter will also describe the role of
this concept in various vertical domains followed by its realization via
standardization efforts.

Being understandably aware, owing to their flexible 3D deployment
and their technological advancements with respect to cost, UAVs are
envisioned to play a leading role in various aspects. Interestingly, to
enhance spectral efficiency as we evolve toward 6G, THz surely stands
as a challenging contender to facilitate the same. Therefore, Chapter 7
will discuss THz-empowered UAVs.

Further benefiting from THz-enabled technologies, we can surely
tackle the challenge of accommodating trillions of devices within the
existing highly congested and limited sub-6GHz spectrum. Equally ben-
eficial are non-orthogonal multiple access (NOMA) schemes that can
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support multiple users within the same frequency and time resource
blocks while guaranteeing efficient self-interference cancellation (SIC)
mechanisms. To address this paradigm, Chapter 8 will provide a com-
prehensive analytical framework to analyze the performance of NOMA
and rate-splitting multiple access (RSMA) schemes applicable in 6 GHz
and THz networks.

By now, we surely realize that security is an undeniable aspect that
requires equal attention if not more, thereby motivating us to enhance
our efficiency in this direction. For this, Chapter 9 will clearly share this
need and understanding in detail. Within the domain of security, many a
time, beamforming is ought to be quite beneficial, which is also becoming
a promising solution to implement massive multiple-input and multiple-
output (m-MIMO). In light of this, Chapter 10 will comprehensively re-
view three varying hybrid m-MIMO transmitter variants describing their
structures, design algorithms, and implementations, thereby proposing a
practical dynamic subarray beamforming structure followed by demon-
strating their performance as well.

Finally, as we may relate to, wireless communication is expe-
riencing an unprecedented exponential increase in data traffic with
ever-increasing demand for secure and spectrally efficient exchange of
information, especially in the presence of smart devices. IoT-based 6G
systems are expected to transform usage habits and their respective ap-
plications. Initially, Chapter 11 will introduce and explain the applica-
bility of blockchain technology toward 6G-oriented IoT systems followed
by Chapter 12 that will provide a comprehensive study on the inception
and coexistence of 6G and IoT to justify their conjoined potential.
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Intelligent Reflecting Surface (IRS) is an emerging paradigm
for future 6G wireless communication system. An overview of IRS-

empowered wireless communication systems is presented in this chap-
ter. We first present the fundamentals of IRS-assisted wireless trans-
mission. On this basis, we explore the integration of IRS with various
advanced transmission technologies, such as millimeter wave/terahertz,
non-orthogonal multiple access, mobile edge computing, and physical
layer security. Following this, we discuss the effects of hardware im-
pairments and imperfect channel state information on the IRS system
performance. Finally, we highlight several open issues to be addressed.
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2.1 INTRODUCTION

Recently, intelligent reflecting surface (IRS) has drawn great attention as
a promising physical layer transmission technology for next-generation
communication systems [1–5]. An IRS is a planar surface equipped with
massive low-cost passive reflecting elements; each can induce a phase
and/or amplitude change to the impinging signals to achieve fine-grained
reflective beamforming. By judiciously deploying an IRS in the environ-
ment, an extra communication link that goes through the IRS can be
built between the transmitter (Tx) and receiver (Rx), and thus, better
support diverse user requirements, such as extended coverage, increased
data rate, minimized power consumption, and enhanced secure transmis-
sions [1–5]. Not only theoretically attractive, IRS also possesses various
advantages in terms of practical implementation. It is of low hardware
and energy cost and can be easily deployed on environment objects, e.g.,
the facades of buildings. Moreover, IRS can operate in a full-duplex mode
without self-interference and noise amplification.

To fully reap the benefits provided by IRS, it is necessary to in-
vestigate the integration of IRS with other transmission technologies for
next-generation communication systems, such as higher frequencies (mil-
limeter wave (mmWave) and Terahertz (THz)), non-orthogonal multiple
access (NOMA), mobile edge computing (MEC), and physical layer se-
curity (PLS). The integration of IRS into mmWave/THz is natural, since
IRS can establish additional line-of-sight (LoS) links to extend the cov-
erage of high frequency, which suffers from severe signal attenuation
and poor diffraction [6–8]. The application of IRS into NOMA is also
promising, as IRS can be utilized to introduce desirable channel gain dif-
ferences among users as well as to suppress inter-user interference; both
can lead to performance improvement of NOMA systems [9–11]. IRS
can also be exploited to mitigate propagation-induced impairments for
MEC systems such that the benefits of MEC can be maintained under
hostile communications link [12–20]. Lastly, IRS can be used to enhance
the signal strength at the legitimate users while nulling the signal re-
ception at the eavesdroppers, and thus, improve the PLS of wireless
systems [21–23].

The aim of this chapter is to provide a comprehensive survey on IRS-
assisted wireless transmission. We cover both conventional IRS-assisted
systems and more advanced ones where IRS is integrated with other
candidate technologies, such as mmWave/THz, NOMA, MEC, and PLS.
For all the considered scenarios, we not only present the state-of-the-art
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research progress but also identify the challenges and key techniques for
resource allocation. Motivated by the practical challenges of implement-
ing IRS, we further discuss the effects of hardware impairments (HWIs)
and imperfect channel state information (CSI) on the IRS system per-
formance. Finally, several open issues are highlighted.

2.2 IRS-ASSISTED WIRELESS TRANSMISSION

2.2.1 Motivation

Conventional network optimization in wireless communication systems
has been limited to transmission control at transceivers, with little at-
tention has been paid to the wireless propagation environment. Indeed,
the wireless propagation environment has long been perceived as an
uncontrollable and randomly behaving entity between the transceivers.
Aside from being uncontrollable, the environment usually has an adverse
impact on communication efficiency, owing to the signal attenuation,
fading, and interference introduced. As a result, the propagation envi-
ronment itself becomes a major limiting factor that hinders further per-
formance improvement of wireless networks. Recently, there has been an
increasing demand for novel communication paradigms that can smartly
tune the propagation environment either to increase the communication
efficiency or to simplify the transceiver architecture. In this regard, IRS
has received great attention owing to its ability to reconfigure the propa-
gation environment via software-controlled reflection [1–5]. As shown in
Figure 2.1, an IRS is a planar surface consisting of many low-cost passive
reflecting elements; each can induce a phase and/or amplitude change to
the incident signal to achieve fine-grained reflective beamforming. When
the direct link between the transceivers fails due to unfavorable channel
conditions, IRS can be deployed to build a cascaded link and resumes
the communication, as illustrated in Figure 2.1(a). Even when the direct
link exists, IRS can still be used to add an extra communication link be-
tween the transceivers to improve the system performance, as presented
in Figure 2.1(b).

2.2.2 State-of-the-Art and Key Techniques

The simplest IRS-assisted communication system consists of three nodes,
namely the Tx, Rx, and IRS, which is referred to as point-to-point
communication. Depending on how many antennas the transceivers
are equipped with, such a system can be further classified into three
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Figure 2.1 IRS-assisted wireless transmission: (a) without direct link;
(b) with direct link.

categories, i.e., single-input single-output (SISO), multiple-input single-
output (MISO), and multiple-input multiple-output (MIMO) systems.
Existing works on MISO systems have revealed that IRS can achieve
squared power gain under an asymptotically large number of reflecting
elements [1]. Such a gain shows the great potential of IRS and its su-
periority over conventional massive MIMO systems, where only a linear
gain is achieved [1]. It is further shown that by judiciously controlling
the IRS reflection coefficients, the IRS-assisted MIMO channel can be
substantially enhanced in terms of channel power, condition number, or
rank.

In addition to point-to-point communication, IRS-assisted multi-user
systems have also been studied [2, 3]. The performance analysis of multi-
user systems is undoubtedly much more challenging than that of a point-
to-point system, owing to the existence of inter-user interference. To
evaluate the fundamental capacity limits of IRS-assisted multi-user SISO
systems, [2] characterizes the capacity and rate regions subject to the
constraint on IRS reconfiguration times. Presented simulation results
show that the capacity and rate regions can be greatly improved using
IRS. The more general MISO scenario is studied in [3], and it is shown
that employing IRS can significantly improve the energy efficiency of
wireless networks.

The works mentioned above focus on single-cell systems. The use of
IRS in multi-cell systems is, however, investigated in [4, 5]. Compared
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with the single-cell counterpart, new issues emerge in multi-cell systems,
such as where to deploy the IRSs and how to coordinate available re-
sources among different base stations (BSs). The authors in [4] consider
a large-scale deployment of IRSs in wireless networks and characterize
the achievable spatial throughput averaged over both channel fading and
random locations of the deployed BSs/IRSs. It is unveiled that deploy-
ing distributed IRSs can greatly boost the received signal power but
only cause marginal extra interference in the network. Note that SISO
is assumed in [4]. The authors in [5] study the weighted sum rate maxi-
mization problem for a MIMO multi-cell system. Numerical results reveal
that employing IRSs can notably enhance the cell-edge performance.

In IRS-assisted systems, the IRS phase shifts need to be optimized
in addition to the conventional transceiver optimization. As the IRS-
assisted user channels are cascaded, variables to be optimized are often
coupled, and thus, resulting in non-trivial joint resource optimization.
Moreover, IRS optimization needs to satisfy the highly non-convex con-
stant modulus constraint, since the IRS can only reflect the incident
signal without amplifying it. Existing works often apply the block coordi-
nate descent (BCD) method (also referred to as alternating optimization
(AO) when there are only two types of variables) to resolve the coupling
among the optimization variables [1, 3, 5]. On this basis, existing ap-
proaches developed for systems without IRS can often be borrowed for
transceiver optimization. Meanwhile, the semidefinite relaxation (SDR)
technique is widely used for addressing the passive beamforming at the
IRS. The framework combining BCD/AO with SDR is shown to be ef-
fective in handling the joint resource allocation of various IRS-assisted
systems [1, 3]. Nonetheless, it still suffers from two drawbacks: (i) the ob-
tained solution can only be considered as a lower bound and (ii) the com-
plexity may be too high, since the high-complexity SDR operation needs
to be performed many times until convergence. To obtain a tight upper
bound, a potential solution is to apply the successive convex approxima-
tion (SCA) technique to construct a convex approximation for joint op-
timization. This however could be non-trivial due to the coupling among
the variables. Nevertheless, for certain cases, by exploiting closed-form
solutions existing for transceiver optimization under given IRS phase
shifts, the problem could be simplified, and it becomes relatively easy
to apply the SCA technique. Additionally, the following two approaches
could be adopted to replace SDR, and thus, lower the complexity: one
is SCA while the other is the complex circle manifold (CCM) method.
For SCA, the majorization-minimization (MM) algorithm appears to be
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quite promising, and the key then will be to find the appropriate surro-
gate function [5]. The usage of CCM, on the other hand, is motivated
by the complex forms of IRS phases, and the main challenge lies in how
to design a gradient descent algorithm based on the manifold space [5].

2.3 INTEGRATION OF IRS WITH ADVANCED TRANSMISSION
TECHNOLOGIES

To further exploit the potential of IRS, it is of interest to investigate
the integration of IRS with other advanced transmission technologies,
including mmWave/THz, NOMA, MEC, and PLS.

2.3.1 IRS-Assisted MmWave/THz Communication

2.3.1.1 Motivation

MmWave/THz communication has drawn considerable attention re-
cently owing to its ability to provide ultra-wide bandwidth [24–26].
Nonetheless, mmWave/THz communication suffers from severe signal
attenuation and poor diffraction, which significantly limits its applica-
tions in mobile cellular systems. MIMO represents an effective technol-
ogy to enhance the mmWave/THz signal strength owing to the high
beamforming gain. However, the property of poor diffraction still makes
mmWave/THz vulnerable to blocking by obstacles that break the LoS
links. To address this, IRS can be deployed to create additional LoS links,
and thus, extend the coverage of mmWave/THz systems [6–8, 25, 26].

2.3.1.2 State-of-the-Art and Key Techniques

Earlier works on IRS-assisted mmWave/THz MIMO focus on full digital
beamforming at the BS, and have shown that deploying IRS can allevi-
ate the blockage effect and enhance the performance of mmWave/THz
systems in coverage and throughput [6]. To lower the number of radio
frequency (RF) chains, one can either adopt the hybrid analog/digital
beamforming structure (shown in Figure 2.2 [7, 25]) or the lens an-
tenna array (illustrated in Figure 2.3 [8]). The former consists of two
parts, namely, the baseband digital beamforming under a limited num-
ber of RF chains and the RF band analog beamforming via a network of
phase shifters. Likewise, the latter also comprises two main components,
namely the electromagnetic (EM) lens and the matching antenna array
with elements located in the focal region of the lens. The EM lenses
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Figure 2.2 Structure of hybrid analog/digital beamforming.

provide controllable phase shifting to obtain angle-dependent energy-
focusing property. It is shown that using IRS can enhance the per-
formance for both hybrid beamforming and lens antenna array-based
mmWave/THz systems [7, 8].

The BCD framework for microwave can be applied to mmWave/THz
as well. However, the channel model should be updated using the ap-
propriate mmWave/THz channel models, e.g., the geometric channel
model [6, 7]. Considering the poor diffraction and penetration abili-
ties of mmWave/THz, direct links between the users and BS under
mmWave/THz are often assumed blocked [7, 8]. Furthermore, Tx-IRS
and IRS-Rx channels can be approximated as a rank-one matrix/vector,
as they are LoS dominated. This rank-one structure can be exploited for

Figure 2.3 Structure of lens antenna array.
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further simplifying the passive beamforming design at the IRS [6] and the
active beamforming at the BS [7]. Additionally, the analog beamform-
ing under hybrid beamforming in general can be handled using SDR
as the phase shift optimization at the IRS, since both are limited by
the same constant-modulus constraint. To lower the complexity, beam
search based on pre-defined codebooks can also be adopted. However,
note that the beam split may exist for conventional hybrid precoding
schemes, especially under ultra-wideband mmWave/THz systems [26].
In this case, beam directions at different subcarriers vary, which leads to
severe loss in beam gain, and thus, calls for novel hybrid beamforming
solutions. In terms of lens antenna array, the key lies in how to per-
form an appropriate antenna/beam selection to significantly lower the
RF chain cost, without sacrificing the system performance too much [8].
Interference-aware beam selection could be of interest.

2.3.2 IRS-Assisted NOMA Transmission

2.3.2.1 Motivation

NOMA is envisioned as a promising radio access technique for next-
generation communication systems [27, 28]. By enabling multiple users
to access the same time/frequency resources, NOMA can achieve higher
spectral efficiency and energy efficiency and better support massive con-
nectivity when compared to orthogonal multiple access (OMA) [29]. Nev-
ertheless, to obtain a decent performance gain of NOMA over OMA,
users are required to have a large channel gain disparity. Such a require-
ment may be violated in conventional NOMA systems, since user chan-
nels are determined by highly stochastic propagation environments. To
overcome this, IRS can be utilized to introduce desirable channel gain
differences among the users via constructively or destructively adding
user signals (shown in Figure 2.4). Meanwhile, IRS can also be used to
suppress the inter-user interference, and thus, lead to improved through-
put or fairness of NOMA systems.

2.3.2.2 State-of-the-Art and Key Techniques

A body of research works has emerged very recently which investigate
the design of IRS-assisted NOMA systems [9–11]. The authors in [9]
investigate the sum rate maximization for an IRS-assisted multi-user
SISO-NOMA system, requiring to jointly optimize the channel assign-
ment, decoding order of NOMA users, power allocation, and reflection
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Figure 2.4 Illustration of IRS-assisted NOMA transmission.

coefficients. A three-step resource allocation algorithm is proposed and
presented numerical results demonstrate the superiority of IRS-assisted
NOMA over conventional NOMA without IRS and IRS-assisted OMA
in terms of system throughput. To further enhance the system perfor-
mance, [10] aims to maximize the minimum rate of all users for an IRS-
assisted MIMO-NOMA system by jointly optimizing the transmit beam-
forming at the BS and phase shifts at the IRS. An efficient algorithm
based on the framework of BCD with SDR is proposed to address the for-
mulated non-convex problem. It is shown that the IRS-assisted MIMO-
NOMA system can greatly boost the rate performance when compared
with conventional NOMA without IRS and OMA with/without IRS.
Note that the above works focus on the downlink. Uplink NOMA how-
ever is investigated by [11].

In IRS-assisted NOMA systems, resource allocation becomes more
complicated due to the extra need for optimizing the decoding order [10].
Moreover, the optimization of the decoding order is coupled with that
of the IRS phase shifts, since the optimal decoding order cannot be de-
termined without knowing the IRS phase shifts while the IRS phase
shifts cannot be properly configured without fixing the decoding order.
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To decompose the coupling among them, a viable solution could be to
iteratively update the decoding order and IRS phase shifts, by fixing the
other. However, the complexity may become prohibited when the number
of iterations required for convergence is large. An alternative is to ex-
haustively search all decoding orders and, on this basis, optimize the IRS
phase shifts. Likewise, the resulting complexity of an exhaustive search
may be too high, especially when the number of users is large. To lower
the complexity, one can greedily set the decoding order by fixing the IRS
phase matrix to certain values, such as all zeros or ones. When the IRS
phase matrix is set to all zeros, it means only the direct link is consid-
ered. Clearly, this may be highly suboptimal due to the neglect of the
effect of the cascaded Tx-IRS-Rx link. In contrast, when the IRS phase
matrix is set to all ones, both the direct link and the cascaded Tx-IRS-
Rx link are considered. Nevertheless, the resulting decoding order may
still be quite different from the optimal one for the optimized IRS phase
matrix. To address this, the authors in [10] propose a combined-channel
strength-based user ordering scheme, where users are ordered based on
their maximally achievable combined channel strengths via optimizing
the IRS phase shifts. Numerical results show that the proposed user or-
dering scheme achieves near-optimal performance with much lower com-
plexity. Except for user ordering, extra constraints should be imposed
on users’ achievable rates in IRS-assisted NOMA systems, to ensure the
success of successive interference cancellation (SIC). That is, each user’s
achievable rate cannot exceed the minimum rates decodable at all users
that need to decode its signal. Such extra constraints may make it more
challenging to identify the initial feasible IRS phase shifts required for
the BCD-based optimization framework.

2.3.3 IRS-Assisted MEC Systems

2.3.3.1 Motivation

The advancement of the mobile information industry is accelerating the
emergence of various novel mobile applications, such as virtual reality,
autonomous driving, and health care [30–32]. Such emerging applications
usually have stringent computation and delay requirements that may ex-
ceed the processing capabilities of mobile devices. An effective way to
enable these applications on mobile devices is MEC, which supports mo-
bile users to offload their computation-intensive and delay-sensitive tasks
to edge servers in vicinity [33–35]. Nonetheless, the promised benefits of
MEC cannot be fully harvested, if the communication links utilized for
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Figure 2.5 Illustration of IRS-assisted MEC systems.

computation offloading are hostile. To address this, IRS can be deployed
to mitigate propagation-related impairments, and thus, facilitate offload-
ing (as shown in Figure 2.5).

2.3.3.2 State-of-the-Art and Key Techniques

A number of works have appeared recently, targeting various scenarios
of IRS-assisted MEC systems [12–20]. Based on the considered objec-
tive function, we could categorize them into four classes, namely latency
minimization [12, 13], sum computational rate maximization [14–16], en-
ergy consumption minimization [17–19], and energy efficiency maximiza-
tion [20]. The number of users in these existing works ranges from single
user [18], two users [13] to multiple users [14–17]. Under the two-/multi-
user scenarios, different multiple access schemes have been investigated
or compared, including OMA [12, 14, 16, 17], NOMA [15, 19, 20], and
hybrid of the two [13]. Considering the limited batteries for the users,
e.g., for internet-of-things devices, wireless power transfer has also been
added into IRS-assisted MEC systems to ensure that sufficient power is
available for offloading the data and/or local processing [16, 17].

In IRS-assisted MEC systems, often a joint allocation of the ra-
dio and computational resources is required, which makes the analysis
more complicated. To simplify the analysis, the BCD technique/AO has
been widely adopted as before [12, 14, 15, 17]. On this basis, various
techniques have been used to solve the corresponding subproblems, such
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as the Lagrange dual method [14], the penalty method [19], and the
SDR method [20]. To further simplify the system model, the so-called
sum computational rate maximization has been studied in [14–16], where
it is assumed that the edge server is so powerful that its computational
time is negligible. As a result, there is no need to determine how to ap-
propriately allocate computing resources among the offloading users at
the MEC server. Overall, these existing studies have shown that IRS-
assisted MEC systems can significantly outperform conventional ones
without IRS.

2.3.4 IRS-Assisted PLS Systems

2.3.4.1 Motivation

Owing to the broadcasting nature of wireless transmission media, wire-
less systems are vulnerable to impersonation attacks and eavesdrop-
ping [36–38]. Encryption techniques represent an effective way to en-
sure communication confidentiality; however, they may not be suitable
for some Internet-of-things applications that cannot afford their com-
plexity and/or have stringent delay requirements. By exploiting the ran-
domness nature of wireless propagation channels, PLS can help secure
wireless communication confidentiality without consuming much of the
resources. To ensure a non-negative secrecy rate, it is, however, often
required that the legitimate users experience better channel conditions
than the eavesdroppers. Clearly, such a requirement does not always
hold in conventional PLS systems. A simple workaround is to deploy
IRS in PLS systems to reconfigure the channels for the legitimate users
and eavesdroppers. In particular, IRS can be used to enhance the signal
strength at the legitimate users while nulling the signal reception at the
eavesdroppers, thereby enhancing secrecy transmission rates.

2.3.4.2 State-of-the-Art and Key Techniques

Research on IRS-assisted PLS systems has attracted great attention, and
existing works cover various scenarios, e.g., [21–23]. As shown in Fig-
ure 2.6, both [21] and [22] consider the case where the BS is equipped
with multiple antennas, while the legitimate user and eavesdropper
are with a single antenna. The authors [21] aim to maximize the se-
crecy transmission rate under the maximum transmit power constraint,
whereas [22] studies the transmit power minimization subject to secrecy
rate constraint at the legitimate user. Presented simulation results show
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Figure 2.6 Illustration of IRS-assisted PLS systems.

that the proposed schemes with IRS outperform their counterparts with-
out IRS in terms of secrecy rate and transmit power. In addition, the
authors in [23] analyze the secrecy outage probability of an IRS-assisted
PLS system, where all network nodes are equipped with a single an-
tenna. Numerical results illustrate that deploying the IRS can lower the
secrecy outage probability as well.

Introducing PLS into IRS-assisted systems often leads to the original
non-convex objective function being more complicated, and thus harder
to handle. As in conventional IRS systems, the BCD method can be used
to decompose the coupling among the optimization variables, thereby
making the problem more tractable. On this basis, there exist several
ways to optimize the transmit beamforming. First, a closed-form solu-
tion may be derived for the optimal transmit beamformer, e.g., [21, 22].
Second, the SCA technique, e.g., difference-of-convex (DC) program-
ming, could be used, considering the expression of the secrecy rate. Last,
fractional programming may also be employed, by removing the log(·)
operation in the objective function. For the IRS phase shift optimization,
semi-closed form solutions may exist in certain cases, e.g., [21]. Besides,
SDR has been widely used to obtain a high-quality solution, e.g. [22].
Last, the SCA technique, e.g., the MM algorithm can also be adopted.

A summary of resource allocation for conventional and advanced
IRS-assisted systems is given in Figure 2.7.
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Figure 2.7 Summary of research allocation for conventional and ad-
vanced IRS-assisted systems.

2.4 NON-IDEAL TRANSMISSION OF IRS-ASSISTED
COMMUNICATION SYSTEMS

IRS-assisted communication systems, like any other communication sys-
tems, suffer from non-ideal transmission conditions (mainly result from
HWIs and/or imperfect CSI) that can deteriorate their performance if
not properly taken into consideration. HWIs in IRS-assisted communi-
cations systems can result from the finite resolution of phase shifters at
the IRS reflecting elements and/or the RF front end mismatches at the
transceivers. In the rest of this section, we will discuss HWIs and imper-
fect CSI and their effect on the performance of IRS-assisted systems.
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2.4.1 Hardware Impairments

2.4.1.1 Finite-Resolution Phase Shifters

IRS reflecting elements need to adjust their phase shifts in real time to
compensate for the time-varying nature of the wireless channel. Such
phase shift adjustments of IRS reflecting elements can be achieved via
using positive intrinsic-negative (PIN) diodes, micro-electromechanical
system-based switches, or field-effect transistors. A large number of stud-
ies on IRS consider that the phase shifts of the IRS reflecting elements
can change continuously, which is hard to achieve in practice. For in-
stance, the phase shift levels of the PIN diode are typically adjusted to
two levels (0 and π radians) by changing the applied biasing voltage be-
tween two levels. To achieve M different phase-shift levels, log2 M PIN
diodes are required for each reflecting element. Alternatively, a single
varactor diode can be used to achieve more than two phase shifts; how-
ever, it requires a high number of biasing voltages which will increase
the complexity of the IRS controller. Manufacturing IRS reflecting ele-
ments to support a high number of phase shifts will increase its cost, and
hence, will not be a scalable solution given that IRS typically has a very
high number of reflecting elements. The effect of the finite-resolution
phase shifters of the IRS reflecting elements has been investigated in
a number of recent works. It is shown that for an asymptotically large
number of IRS reflecting elements, a 1-bit phase shifter approaches the
same squared power gain when compared to the ideal continuous phase
shifters. However, as the number of IRS reflecting elements decreases,
the power loss increases, and it depends on the number of the available
phase-shift levels.

2.4.1.2 RF Chain Impairments

RF front-end impairments in IRS-assisted communication systems in-
clude in-phase and quadrature imbalance (IQI) at the transceiver, phase
noise of IRS, and other transmission non-linearities. A general model to
capture such RF impairments in IRS-assisted communication systems is
the extended error vector magnitude (EEVM) proposed in [39]. In the
EEVM model, RF chain impairments are effectively modeled as multi-
plicative and additive random variables terms, with a certain mean and
variance. This model has been applied to both single- and multi-antenna
transmitters in IRS-assisted communication systems. It is shown that ag-
gregate RF front-end impairments at both Tx and Rx can be accurately
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modeled as a zero-mean complex Gaussian process with a variance that
depends on the transmit power, the effective channel gain of the Tx-IRS-
Rx, and the square of the error vector magnitude at both the Tx and Rx.
Analysis of IRS-assisted communication systems employing the EEVM
model shows that at a high signal-to-noise ratio, the performance (in
terms of spectral efficiency or outage probability) is independent of the
number of IRS reflecting elements, and is mainly constrained by the level
of RF chain impairments at the Tx when compared to the phase distor-
tion at IRS elements. Such analysis reveals that modest IRS elements
with low-resolution phase shifters can be used as affordable deployment
solutions for IRS without significantly degrading the performance.

2.4.2 Imperfect CSI

Estimating the indirect channel (between the Tx and IRS) and the re-
flection channel (between the IRS and Rx) is challenging, given the fact
that the IRS consists of passive reflecting elements with limited signal
processing capabilities. The indirect channel estimation problem can be
partially solved with the knowledge of the angle of arrival given that
the IRS elements are mounted on buildings, and hence, considered of
fixed location. The reflection channel estimation is challenging, given
the expected end users’ mobility, and errors in the estimation of the
reflection channel can significantly deteriorate the performance of IRS-
assisted communication systems if their effect is not properly considered
in the IRS system design [25]. In general, imperfect CSI estimation can be
addressed through a worst-case/robust design, considering knowledge of
the channel statistics rather than the instantaneous channel coefficients
or allowing a controlled outage in the IRS system performance [25]. In
a robust design, the transmit power will be typically increased, when
compared to its counterpart assuming perfect CSI, to compensate for
estimation inaccuracy. If the statistics of the CSI are known, it is pos-
sible to improve the performance of IRS systems (e.g., achievable rate)
on average rather than instantaneously. However, recent studies in the
literature reported that the performance of IRS systems under statistical
CSI knowledge deteriorates with increasing the number of IRS elements
serving a particular end user [40].

2.5 OPEN ISSUES

In this section, we highlight several open issues that are worthy of in-
vestigation.
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2.5.1 Unmanned Aerial Vehicles-Integrated IRS Systems

Unmanned aerial vehicles (UAVs) have shown several benefits, as relays
or flying BSs, to improve the performance of communication systems,
and hence, they are currently being considered as a key enabler of next-
generation wireless systems [41]. UAVs typically have a strong LoS and
favorable propagation conditions to terrestrial BSs, which could lead ra-
dio waves from terrestrial BSs to interfere with UAVs in adjacent cells.
IRS represents a promising candidate solution to mitigate the inter-cell
interference problem of future UAV networks, owing to its ability to ef-
ficiently control the travel direction of radio waves, through joint beam-
forming with terrestrial BSs. A few recent works have exploited IRS
to improve the performance of UAV systems, but they are limited to
single-cell. More investigations into this field are required, especially for
IRS-assisted multi-cell UAV systems.

2.5.2 Machine Learning-Empowered IRS Systems

Due to the coupling of optimization variables and the non-convex nature
of the underlying problems, joint resource allocation in IRS systems is
challenging to solve, and often sophisticated solutions with high com-
plexity are required to obtain near-optimal performance. However, the
time-varying and highly dynamic nature of wireless networks requires
the proposed solutions to be of low complexity and execute easily. Such
a dilemma is non-trivial to overcome using conventional optimization-
based methods. A promising way to tackle this is to employ machine
learning techniques [42], which have been shown as an effective tool to
obtain near-optimal solutions for non-convex and sophisticated optimiza-
tion problems under highly dynamic wireless environments. Machine
learning also holds the potential to learn the channel indirectly from
the data during training, without the need for explicit CSI. Accordingly,
machine learning-empowered IRS systems are of practical interest.

2.5.3 Sensing and Localization

Next-generation wireless communication systems will operate at higher
frequencies (mmWave or THz band) to support applications that require
sensing of the surrounding environment and accurate localization. Such
high frequencies have a limited number of propagation paths (mainly due
to large penetration losses, high values of path loss, and low scattering),
which may reduce the accuracy of sensing and localization. Hence, IRS
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as a controlled and dynamic scattering is considered a promising solution
to the sensing and localization problem for next-generation wireless com-
munication systems. One of the main research challenges is that for such
high frequencies and large-size IRS, users are no longer in the far-field
and conventional sensing and localization models are no longer valid.
That said, sensing and localization models in the near-field that exploit
the information in the wavefront curvature needs to be developed.

2.6 CONCLUSION

In this chapter, we surveyed IRS-empowered wireless networks. We first
showed that judiciously deploying IRS can substantially improve the
spectral efficiency, energy efficiency, and coverage of wireless networks.
On this basis, we validated that IRS can be further used to enhance
the performance of mmWave/THz, NOMA, MEC, and PLS systems.
However, the promised gains of IRS are often obtained under ideal as-
sumptions on channel estimation and hardware configuration. Motivated
by this, we further discussed the effects of HWIs and imperfect CSI on
the performance of IRS. Lastly, we identified three open issues for future
research.
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Incessant research is carried out to improve the performance of
communication systems for the 6G era. The users require higher con-

nectivity, lower latency, and improved quality of service (QoS). In this
regard, intelligent reflecting surfaces are integrated with the existing
communication technologies. Such an interplay is envisioned to improve
the overall system performance.

3.1 INTRODUCTION

The introduction of intelligent reflecting surfaces (IRS) in communica-
tion systems has revolutionized the users’ performance. These intelligent
surfaces smartly reconfigure the wireless channel leading to smart radio
environments. Such initiative helps in enhancing the signal quality and
coverage [1]. The intelligent surfaces consist of metasurfaces which are
controlled by electronic circuits [2]. Each scattering element of the meta-
surface adjusts the amplitude and phase shift of the incident signals for
better signal reception and coverage [3]. In this way, IRS extends the
degree of freedom that can be used to fulfill different networking objec-
tives. Moreover, these low-cost passive elements of IRS do not demand
any dedicated energy supply, revealing their energy-efficient nature [4].
In order to implement IRS in 6G communication systems, the research
world is analyzing most of its performance aspects. In [5], experimental
proof of the potential benefits of an IRS-aided communication system
is provided. The authors in [6] have presented a comprehensive descrip-
tion of the IRS system in terms of involved signal processing operations.
In [7] and [8], two different approaches are used to provide bit error
rate (BER) expression of the IRS system over diverse propagation mod-
els. In [9], the authors have presented coverage analysis by deriving the
maximum coverage range of the IRS system for given network param-
eters. In [10], outage probability (OP) and ergodic capacity of single-
and multiple-element IRS systems are derived over Fox’s H fading chan-
nel along with their asymptotic analysis. The energy efficiency of IRS
is studied in [11], wherein the proposed utilization of IRS for downlink
multi-user communication provides higher energy efficiency. In [12], the
authors have studied simultaneous transmit diversity and passive beam-
forming in IRS systems. All this research motivates to incorporate IRS
in the emerging 6G technologies. The interplay of IRS with different
communication systems is discussed in the following section.
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3.2 INTERPLAY OF IRS WITH DIFFERENT TECHNOLOGIES

Owing to the spectral and energy efficiency of IRS, these intelligent sur-
faces have been incorporated into different communication systems as
complementary devices. Such hybrid approach helps in providing better
6G services to the users. For vehicular communications, intelligent sur-
faces ensure low lower power consumption over full-duplex and full-band
signal transmission [13]. The emerging technology of unmanned aerial ve-
hicles (UAV) also encourages the incorporation of IRS to provide energy-
efficient transmission in the internet-of-things (IoT) network. The IRS
module is mounted on a UAV leading to coverage extension for far-off
users [14]. With the intention of exploring millimeter wave (mmWave)
and Terahertz (THz) bands, IRS plays a prominent role in mmWave
and terahertz systems. The deployed IRS helps in overcoming block-
age, along with securing the high-frequency signal transmission of the
users [15]. IRS also shows a prominent role in simultaneous wireless infor-
mation and power transfer (SWIPT) aided systems. These metasurfaces
increase the energy harvesting of the energy receivers and boost the sig-
nal strength of information receivers [16]. Moreover, IRS provides the
necessary advantage to optimize energy efficiency in backscatter com-
munication. This hybrid approach opens the road to self-sustainable IoT
for 6G [17]. Further, high accuracy in sensing and localization is one of
the prime requirements for the implementation of 6G communication
technologies. In this regard, IRS helps in controlling the scattering envi-
ronment leading to better sensing and localization [18]. Such examples
of the interplay of IRS with different communication technologies reveal
that IRS plays a vital role in improving system performance. Despite
its superiority, the passive beamforming design, channel estimation, and
position of its deployment are some of the challenges which require a
radical approach [19].

3.3 IRS-ASSISTED MULTI-INPUT MULTI-OUTPUT
(MIMO)-NON-ORTHOGONAL MULTIPLE ACCESS (NOMA)

The NOMA is a promising technique to serve the diverse demands of
the 6G era. This technique provides better spectral efficiency, link den-
sity, and user fairness. Such favorable features of NOMA have carved
out its existence as a significant member of the next-generation multi-
ple access (NGMA) family [20]. The basic notion of downlink NOMA is
the transmission of the superposed signal using the same resource block
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from the base station to multiple NOMA users. The power domain is the
add-on dimension that is explored in power NOMA, leading to higher
power allocation to far users than near users. For decoding, successive
interference cancellation (SIC) is carried out at the receiver side [21].
Analytically, NOMA has shown better OP and ergodic capacity than
the OMA system [22]. The performances of NOMA users have also been
studied over diverse environments in terms of BER, ergodic capacity,
and OP [23]. Despite the encouraging utility of NOMA, there are var-
ious challenges in its implementation for 6G [24]. The prime issues are
transmission distortions and interference mitigation, which need to be
addressed radically. In this regard, the IRS provides a helping hand to
NOMA users to boost signal reception and mitigate unwanted inter-
ference. IRS ensures improvement in spectral and energy efficiency in
NOMA systems. Moreover, the performance of the NOMA system is
based on the power allocation and channel strength differences of the
users. In this aspect, IRS helps in providing artificial higher channel dif-
ferences leading to improved rates of transmission [25]. This leads to the
realization of intelligent NOMA. In [26], IRS-assisted NOMA is intro-
duced to serve more users than spatial division multiple access (SDMA).
In [27], the authors have discussed both downlink and uplink IRS-aided
NOMA and OMA networks, wherein the incorporation of IRS has en-
hanced the performance of the cell-edge user. The IRS-assisted downlink
NOMA model is discussed in [28], wherein the error performance of the
NOMA users is analyzed. In terms of energy harvesting, the authors
in [29] have discussed the uplink and downlink IRS-NOMA systems.
In [30], the maximization of the system throughput in the IRS-NOMA
network has been discussed. For multi-antenna IRS-assisted NOMA sys-
tems, an energy-efficient model for IRS-NOMA is proposed in [31] to
develop a tradeoff between the sum-rate maximization and total power
consumption minimization. The authors in [32] have considered a down-
link IRS-assisted MISO-NOMA network to minimize power consump-
tion. In [33], the authors have investigated the sum-rate maximization
problem in IRS-NOMA systems. The effect of continuous and discrete
phase shifting on the performance analysis of blocked NOMA users has
been studied in [34].

The commendable feature of IRS is to manipulate channel gains,
which helps in achieving better SIC-based detection at the users in
NOMA transmission. So, the incorporation of the IRS has a potential
effect on channel statistics. In the IRS-assisted SISO-NOMA system, the
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Figure 3.1 IRS-assisted MIMO-NOMA system.

change in channel gains is reflected as under

hi = gHi Θfi, (3.1)

where hi represents channel gain of the ith user in the IRS-assisted
NOMA system. The terms f and gi denote channel vectors from base
station to IRS and IRS to the ith NOMA user, respectively. The notation
Θ is the phase shift matrix which is tuned to have higher differences
in channel gains. This also helps in customizing channel gains as per
users’ requirements. Such control of channel gains is also explored in
IRS-assisted MIMO-NOMA systems, as discussed below.

The basic model of an IRS-assisted MIMO-NOMA system is given in
Figure 3.1. The base station is equipped with N transmit antennas com-
municating with K NOMA users. Each user is equipped with R receive
antennas. There are M intelligent surfaces deployed such that line-of-
sight signal transmissions exist in both BS-IRS and IRS-user links. The
users are in a dead zone with respect to transmission from the base sta-
tion. In such a scenario, IRS helps in ensuring improved signal reception
at the NOMA users [35]. The received signal by the lth user is given by

Yl = (GlΘF) x + W, (3.2)
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where F is the M × N channel matrix from BS to reflecting elements.
Gl denotes the M ×R channel matrix from reflecting elements to multi-
antenna NOMA users. The notation Θ is the diagonal phase shift matrix
with Θ = diag{ejθ1 ....ejθm} with θm ∈ [0, 2π) representing phase shifts
of the reflecting elements. IRS plays a prominent role in overcoming
the dead zone condition by steering the signals from the BS to the users
efficiently. AllK−1 users perform SIC to retrieve their respective original
signals. In the presence of IRS, NOMA users provide improved rates of
transmission [36].

3.4 IRS-ASSISTED DEVICE-TO-DEVICE (D2D)
COMMUNICATION

D2D communication is an additional technology for cellular networks to
ensure ultra-low latency for the users. It allows users to have proximity
for communicating with each other directly without the intervention of
the base station. This leads to higher information transfer among the
devices by efficiently using the licensed and unlicensed spectrum bands.
D2D communication is also envisioned to ensure better communication
in disaster-hit areas by acting as a relay to the poor signal user [37]. It
promises low latency and real-time experience for machine-to-machine
(M2M) communication in IoT networks [38]. Regarding its utility in
the 6G era, the D2D scheme, along with artificial intelligence, can po-
tentially improve the overall real-time experience of the users [39]. For
the practical implementation of the D2D communications system, there
are some challenges of synchronization, security, resource, and interfer-
ence management [40]. In this regard, the IRS can be incorporated into
D2D communication to overcome interference and ensure energy-efficient
transmission among the users. Due to IRS’s compact size, these surfaces
can be attached to buildings, walls, or interior ceilings, leading to their
easy deployment in D2D communication systems. The leading utility of
IRS in these systems is to steer the desired signal to the specific user
equipment along with mitigating interference from the other users. Such
advantages of IRS are possible only because of the beamforming and
phase shifts offered by the intelligent surfaces [41]. The research related
to IRS-D2D communication systems is available in the literature, but it
is still in its budding stage. In [42], the authors have studied the IRS-
assisted uplink communication network scenario involving multiple D2D
links and uplink cellular links. It has been shown that IRS helps in op-
timizing phase shifts leading to significant mitigation in D2D network
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Figure 3.2 IRS-assisted D2D system.

interference. The authors in [43] have adopted a block coordinate descent
algorithm and semidefinite relaxation technique to optimize the beam-
forming vector, power allocation, and phase shift matrix in IRS-assisted
D2D communication networks. In [44], closed-form expressions for the
power allocation and receive beamforming are derived in IRS-assisted
D2D underlaid cellular systems. In [45], the sum rate of D2D users and
cellular users is maximized by joint optimization of transmit power and
passive beamforming.

The basic system model of an IRS-assisted D2D communication sys-
tem is given in Figure 3.2. It consists of one BS having N transmit
antennas. There is one cellular user and one D2D pair of transmitting
user DT and receiving user DR. Each user is equipped with only one
antenna. The system has one IRS having M passive elements. The sig-
nals received by the cellular user and receiving user of the D2D pair are
given by [46]

yu =
(
huH + hruHΘF

)
su +

(
gdu + hruHΘgdt

)
sd + n, (3.3)

ydr =
(
gd + gdrHΘgdt

)
sd +

(
hruH + gdrHΘF

)
su + n, (3.4)

where hu, hbr, and F represent channel gains between the base station
and cellular user, DR and IRS, respectively. Also, hru and gdr denote
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channel gains from IRS to the cellular user and DR, respectively. Further,
gdu and gdt present channel gains from DT to the cellular user and IRS,
respectively. The term gd shows the channel gain between DT and DR
of the D2D pair. The notation Θ denotes the phase shift matrix which
is tuned by IRS to have required channel manipulation. In this way, IRS
helps in boosting signal reception for both the cellular user and D2D
pair.

For better performance of IRS-assisted D2D communication systems,
interference and resource management are the main challenges because
of the presence of both cellular and D2D links. In addition to these, the
other challenges are optimal designing of the phase matrix along with
efficient device discovery. Also, proper mode selection and power control
can enhance the performance of the D2D system.

3.5 IRS-ASSISTED COGNITIVE RADIO SYSTEMS

Efficient utilization of radio spectrum capacity is a provision which helps
in achieving higher throughput with low latency. The cognitive radio
system is a paradigm which improves the method of spectrum sharing
among users. In this system, the allotted spectrum of primary users
(PUs) is shared with the secondary users (SUs), leading to an increase
in spectral efficiency [47]. These cognitive radio networks are required for
delivering 6G services [48]. There are various challenges in cognitive radio
systems for efficient primary and SU signal transmissions. In this respect,
IRS are deployed in cognitive radio systems for ensuring secure and
efficient signal transmission of a SU. The signals from the base station
are received by the IRS and are reflected intelligently to the SU. On
the contrary, the signals of a PU are destructively superimposed on the
SU leading to lesser interference [49]. For spectrum sensing, IRS aids in
boosting the PU’s signal at SU, which facilitates signal detection [50]. In
the MIMO cognitive system, IRS also helps in the signal transmission of
SU by maximizing the achievable weighted sum rate (WSR) of SUs [51].
In terms of energy efficiency and spectral efficiency, IRS enhances the
performance of the users in cognitive radio systems [52]. The authors
in [53] have addressed the transmission rate of SU in the presence of
strong interference from the PU by jointly optimizing the SU transmit
power and IRS reflect beamforming.

The basic system model of the IRS-assisted cognitive radio system
is given in Figure 3.3. It consists of the both primary and secondary
networks. The primary network includes one primary base station and
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Figure 3.3 IRS-assisted cognitive radio system.

I primary receivers. The secondary network consists of one secondary
base station and K SUs. The base stations are equipped with multiple
antennas, while the users are single-antenna devices. The IRS is made up
of M reflecting elements, which are programmable by an IRS controller.
The received signals at PU i and SU k are given by [54]

yi
P = si

P +
∑
k∈K

ID,iHwkdk +
∑
k∈K

IR,iHΘFwkdk + ni
P , (3.5)

yk
S = gD,kHwkdk + gR,kHwkdk +

∑
r∈K

gD,kHwrdr +
∑
r∈K

gR,kHwrdr +nk,

(3.6)
where siP denotes the received signal from the primary transmitter. The
notation dk is the information signal for k SU with wk as its correspond-
ing beamformer. ID,i represents the channel vector between i PU and
the secondary BS. IR,i denotes the channel vector between i PU and the
IRS. Θ represents the phase shift matrix of the IRS with F denotes the
channel between the secondary BS and the IRS. gD,k and gR,k denote
the channel vector between k SU and the secondary BS and the chan-
nel vector between k SU and the IRS, respectively. In (3.5), the second
and third terms designate interference leakage from the secondary net-
work. On the contrary, in (3.6), the first and second terms represent a
desired signal of a SU with third and fourth terms denoting multi-user
interference [54].
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The incorporation of IRS in cognitive radio systems ensures improve-
ment in system performance. The improvement in spectrum sensing is
possible when interference from PUs are kept under control. Moreover,
security has to be maintained in such multi-user environment where ef-
ficient resource sharing is the prime goal.

3.6 IRS-ASSISTED OPTICAL COMMUNICATION SYSTEMS

Free-space optical (FSO) communication is a potential candidate for 6G
communications systems. It involves line-of-sight communication and op-
erates over a license-free band with higher bandwidth and security than
traditional radio frequency (RF) communication systems. However, the
FSO channel is adversely affected by the channel impairments like at-
mospheric turbulence and pointing errors [55], [56]. Therefore, to lever-
age the advantages of RF and FSO, a cooperative communication setup
known as a mixed RF-FSO system is proposed in the literature [57].
Further, with the aid of the IRS, the performance of such a setup can be
enhanced by incorporating IRS on RF links. In [58], the performance of a
mixed dual-hop IRS-assisted FSO-RF communication setup with hybrid
automatic repeat request [H-ARQ] protocols on both FSO and RF links
is studied. The effect of the number of reflecting elements, atmospheric
turbulence, and H-ARQ rounds on the OP and packet error rate (PER)
are presented. However, this work achieved a spectral efficiency of 1/2
symbols per channel use. To improve the spectral efficiency, signal space
diversity (SSD) based distributed IRS-assisted RF-FSO communication
setup is proposed in [59]. The distributed IRS in the RF channel can be
utilized in two configurations: exhaustive RIS-aided (ERA) scheme and
opportunistic RIS-aided (ORA) scheme. In the case of the ERA scheme,
all the IRS participate in the transmission, whereas in the ORA scheme,
only the scheduled IRS participates in signal transmission. Further, it is
shown that the diversity order of the SSD-based system is twice the tra-
ditional mixed RF-FSO systems. In [60], it is shown that the presence of
the IRS-aided jammer severely degrades the performance of distributed
IRS-based dual-hop mixed FSO RF systems. In [61], IRS is employed
to study the secrecy performance of a mixed RF and underwater optical
wireless communication (UOWC) link. The effect of fading parameters,
number of reflecting elements, air bubbles levels, temperature gradients,
and water salinity on the average secrecy capacity (ASC) and secrecy
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outage probability (SOP) is studied. Moreover, incorporating IRS in
high-speed trains (HST) can reduce the number of free-space optical
communication base station (FSO-BS) [62].

3.7 CHALLENGES AND FUTURE DIRECTIONS

IRS has opened the vision of exploiting metal surfaces for better commu-
nication. But the realization of IRS for 6G is still in its early stage. Var-
ious companies are in the race to develop IRS communication systems.
The first industrial progress was made by NTT DOCOMO, which de-
veloped a 28 GHz 5G mobile communication system using meta-surface
reflectarray in 2018 [63]. Another company, namely GreenerWare de-
veloped the physics-related algorithms of meta-surfaces. Regarding the
university-related initiatives for IRS, various prototypes have been de-
veloped. In [64], the authors have developed the IRS-based prototype for
MIMO transmission. In [65], a prototype of IRS comprising 256 two-bit
elements has been developed. In addition to this, various internationally
funded projects are enlisted in Table 3.1. Further, for the standardiza-
tion of IRS, international collaborations are carried out by special inter-
est groups (SIG) and emerging technology initiatives (ETI) [66]. Also,
the FuTURE forum has been established to study the integration of IRS
into next-generation wireless networks.

TABLE 3.1 IRS-Assisted Projects

Project Objective
VisorSurf Hardware setup for software-driven metasurface,

2017
ARIANDE Artificial intelligence integrated meta-surface,

2019
META WIRELESS Properties of meta-materials, 2020.
PathFinder IRS-enabled wireless 2.0 wireless networks, 2021
RISE-6G Standardization of IRS for industrial exploitation,

2021
Surfer Surface wave-based indoor communications, 2022
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4.1 INTRODUCTION

In 6G wireless networks [1], the requirements for high data rates and
low power consumption can be met by addressing the impact of wireless
propagation. This can be achieved through diversity combining and mul-
tiple input multiple output (MIMO) techniques, and their performance
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is strongly related to the propagation channel characteristics [2, 3]. The
physical propagation mechanisms in wireless communication channels
result in received signal variations [2 (Ch. 4), 3 (Ch. 4)]. Intelligent
reflective surfaces (IRSs) have emerged as promising electromagnetic
structures aiming to control wireless propagation in order to provide
optimum performance such as maximum received signal-to-noise ratio
(SNR) [4–6].

Channel modeling is a prerequisite to design wireless systems and
components for IRS-assisted communications [6]. In [7], a wideband non-
stationary channel model was proposed for IRS-assisted MIMO systems
and analyzed in terms of temporal, spatial, and frequency correlation
functions. A channel model was proposed in [8] for IRS-assisted un-
manned aerial vehicles (UAV) communications and was analyzed using
spatial correlation function. A channel model was derived in [9] for IRS-
aided THz MIMO systems assuming spherical wave propagation to ac-
count for near-field communication scenarios. For one-dimensional IRS
deployed in a two-dimensional space, two path loss models were derived
in [10] using vector generalization of the Green’s theorem [11]. Both
path loss models are applicable for near-field and far-field transmissions.
In [12], free-space path loss models were derived incorporating four char-
acteristics of the transmission systems, namely distance between the
IRS and transmitter/receiver, size of the IRS elements, radiation pat-
terns of IRS elements and antennas, and near-field/far-field effects. The
developed model was validated with experimental data. Isotropic radi-
ation patterns of antennas and IRS units were assumed in [12]. The
path loss models proposed in [12] were modified in [13], incorporating
the directivity of transmitting antenna, receiving antenna, and IRS ele-
ments accounting for millimeter wave communications. In this chapter,
a stochastic modeling approach characterizing variations in IRS-assisted
communication channels is presented. Particularly, in such channels,
wireless propagation channel modeling is essential to design optimum
IRS topologies and transceiver systems to meet performance require-
ments and maintain complexity to an acceptable level [6, 14, 15].

Section 4.2 presents a reference model adaptable to IRS-assisted wire-
less communication channels. In Section 4.3, small-scale variations are
characterized from that reference model. Distance-dependent path loss is
characterized in Section 4.4. Finally, Section 4.5 summarizes the chapter.



Channel Modeling for 6G Programmable Wireless Environment � 61

4.2 REFERENCE CHANNEL MODEL

We consider IRS-assisted wireless communications as shown in Fig. 4.1.
In such channels, wireless transmission takes place from the transmitter
(Tx) to the receiver (Rx) via an IRS, i.e., from the Tx to IRS (Tx-IRS)
and from the IRS to Rx (IRS-Rx) in a cascaded manner [4, 6]. Modeling
can also incorporate a direct Tx-Rx channel if the link between the Tx
and the Rx is unobstructed. We will start with a parameterized reference
model for the Tx-IRS channel, which can be readily adapted to the IRS-
Rx channel and to IRS-IRS channels in case of multi-hop transmissions
via multiple IRSs [6, 16]. We will consider narrowband channel modeling
as IRS-assisted wireless communications are predominantly orthogonal
frequency division multiplexing (OFDM) based, leveraging the spatial
characteristics of the wireless environment to create favorable propaga-
tion conditions [6, 14, 15]. Such modeling will be applicable for each
OFDM subcarrier.

A number L of multipath components departs from the transmit-
ting antenna and arrives at the nth reflecting element of the IRS via
the physical mechanisms of wireless propagation channel, e.g., reflection,
scattering, diffraction, etc. [2 (Ch. 4), 3 (Ch. 4)]. The IRS comprises N
reflecting elements in total, i.e., n ∈ {1, 2, ..., N}. If x(t) is the complex

Figure 4.1 Illustration of IRS-assisted wireless communications.
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baseband form of the transmitted signal, the complex baseband form of
the received signal at the nth reflecting element of the IRS will be [17]

yn(t) =
L∑
l=1

ale
j2πvltx(t− τl) (4.1)

where t is the time. The parameters for the lth multipath component are
the following: αl is the complex amplitude, τl is the time delay, and vl
is the Doppler frequency. In narrowband modeling, the delayed replicas
of the transmitted signal are independent of their time delay τl, i.e.,
x(t− τl) ≈ x(t) [18 (Ch. 6)]. Thus Eq. 4.1 becomes

yn(t) = x(t).
L∑
l=1

ale
j2πvlt (4.2)

The Doppler frequency vl results from the potential interaction of
the lth multipath component with the existing mobile objects in wire-
less environment such as vehicular traffic, wind-blown trees/vegetation,
and pedestrians [19]. If the lth multipath component interacts with a
single mobile object, vl will be derived by adding two Doppler frequency
contributions, i.e., one contributed by the arrival to the mobile object
(i.e., (ul/λo) cosa1,l) and another contributed by the departure from the
mobile object (i.e., (ul/λo) cosa2,l ). Thus [17],

vl = vmob,l = (ul/λo) (cosa1,l + cosa2,l) (4.3)

with λo being the carrier wavelength, ul the velocity of the mobile object,
a1,l the angle of arrival (AOA), and a2,l the angle of departure (AOD)
with respect to the mobile object’s direction of motion. We can simi-
larly add Doppler contributions as in Eq. 4.3 when the same multipath
component interacts with more than one mobile object. The notation
vmob,l indicates Doppler frequencies induced by mobile objects such as
vehicular traffic, wind-blown trees/vegetation, and pedestrians.

If the Tx and/or IRS are in motion, additional Doppler frequency
contributions will be added as in a mobile-to-mobile wireless channel
scenario. Thus [20],

vl = vTx,l + vmob,l + vIRS,l (4.4)

where vTx,l and vIRS,l are the contributions due to Tx and IRS mobility,
respectively. The situation of having an IRS in motion can arise when,
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Figure 4.2 Illustration of mobile Tx and mobile IRS.

for example, the IRS is mounted on a UAV to provide over-the-air cov-
erage [6, 9]. The Doppler frequency vTx(IRS),l results from the departure
(arrival) of the lth multipath component from the mobile Tx (to the
mobile IRS), as illustrated in Fig. 4.2. It is defined as [18 (Ch. 1)]

vTx(IRS),l =
(
uTx(IRS)/λo

)
cosαTx(IRS),l (4.5)

where uTx(IRS) is the Tx(IRS) velocity and αTx(IRS),l is the AOD (AOA)
with respect to the Tx(IRS) direction of motion.

We see from Eq. 4.2 that in narrowband modeling, the received signal
is a weighted version of the transmitted signal. The complex amplitude
al accounts for the electromagnetic field (plane wave) properties of the
lth multipath component. The term ej2πvlt characterizes phase varia-
tions due to temporal variations induced by the Tx and/or IRS mobility
and/or mobility in the wireless propagation environment, i.e., vehicular
traffic, wind-blown trees/vegetation, and pedestrians.

The input-output relation in Eq. 4.2 can be written in an equivalent
integral form as follows [17]:1

yn(t) = x(t)
∫
ej2πvtH(v)dv (4.6)
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where H(v) is the Doppler variant channel response defined as

H(v) =
L∑
l=1

alδ(v − vl) (4.7)

with δ(.) being the Dirac delta function. Equation 4.6 can be written in
a more compact form as follows:

yn(t) = x(t)h(t) (4.8)

where h(t) is the time variant channel response obtained by the inverse
Fourier transform of H(v) as

h(t) =
∫
H(v)ej2πvtdv (4.9)

By substituting Eq. 4.7 in Eq. 4.9, we obtain the equivalent form for
Eq. 4.9 based on a summation

h(t) =
L∑
l=1

ale
j2πvlt (4.10)

The wireless channel responses in Eqs. 4.7 and 4.10, H(v) and h(t),
respectively, associate time and Doppler dependencies being Fourier
transform pairs according to Eq. 4.9, i.e., h(t) F←→ H(t). Following ex-
actly the same rationale, we can derive similar formulas for the responses
of IRS-Rx and direct Tx-Rx channels. The received signal variations rep-
resented by Eq. 4.6 or Eq. 4.8 occur within a local area, i.e., variations in
spaces with sizes of few carrier wavelengths. Those variations are char-
acterized as small-scale variations or small-scale fading [3 (Ch. 4)]. This
practically means that an IRS will comprise many adjacent local areas
according to its size and carrier wavelength, where each local area will
be subject to its own small-scale fading characteristics. If the transmit-
ted signal is a single sinusoidal function as per the standard assump-
tion in narrowband channel modeling, the complex baseband form of
the received signal will be proportional to the channel response h(t), as
demonstrated in Eq. 4.8. Hence, in narrowband channel modeling, focus
is given on modeling and characterizing h(t).

4.3 SMALL-SCALE VARIATIONS

The channel response represented in Eq. 4.10 is a random time-varying
complex process, i.e., a complex stochastic process due to the underlying
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phase variations within a local area [3 (Ch. 4)]. Thus, statistical tools
should be employed to characterize the random nature of h(t). The two
universally accepted types of characterization are the first-order and the
second-order statistical characterization. The first-order characterization
arises when only one sample in Eq. 4.10 with respect to time is used to
characterize channel behavior. The second-order characterization uses
two samples in Eq. 4.10 with respect to time.

4.3.1 First-Order Statistical Characterization

Using Eq. 4.10, we can write the Tx-nth reflecting element of the IRS
channel response as a complex random variable of the form

hTx−IRS,n =
L∑
l=1
|al|ejφn = Ane

jφn (4.11)

where |al| is the amplitude of al and φl sums all the phase terms in
Eq. 4.10, including that of al. Following exactly the same steps for de-
riving Eq. 4.11, we can similarly write the nth reflecting element of the
IRS-Rx and direct Tx-Rx channel responses as

hIRS−Rx,n = Bne
jθn (4.12)

hTx−Rx = Cde
jψd (4.13)

The role of the IRS is to induce phase shifts in order; the received
signal components are to be added coherently at the Rx, i.e., to be
aligned in phase [4, 6]. Under the existence of a direct Tx-Rx channel,
the IRS will align in phase the compound Tx-IRS-Rx and the direct Tx-
Rx channels [6]. Such operation maximizes the received SNR and the
total channel response will be [6]:

htotal = Cde
jψd +

N∑
i=1

Ane
jφnBne

jθnCne
jψn (4.14)

where Cn ∈ [0, 1] and ψn ∈ [0, 2π] are the amplitude attenuation and
the adjustable phase induced by the nth reflecting element of the IRS,
respectively.

In the case of single-antenna Tx and Rx, we have Cn = 1 and ψn =
mod [ψd − (φn + θn) , 2π] for optimum performance, i.e., for maximum
received SNR [6]. If there is no direct Tx-Rx channel, e.g., if it is severely
obstructed, and communication takes place only through the IRS, the
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solution ψn will simply be ψn = mod [− (φn + θn) , 2π] [4, 6]. With the
above definitions for Cn and ψn, the maximized SNR can be formulated
as [4, 6]

γ =
[
Cd +

N∑
l=1

AnBn

]2
Es
No

(4.15)

where Es and No are the average transmitted energy per symbol and
noise power density, respectively. Considering a sufficiently large number
of IRS elements, i.e., N >> 1, the quantity

[
Cd +

∑N
i=1 AnBn

]
will con-

verge to a Gaussian-distributed random variable according to the central
limit theorem (CLT) of Lyapunov [18 (Ch. 2)], i.e.,

[
Cd +

∑N
i=1 AnBn

]
'

N (µ, σ). Thus, the received signal strength and eventually the total
channel response amplitude will be a Gaussian distributed random vari-
able, whereas the received SNR and eventually the received signal power
will be a non-central chi-square random variable (see also [4]). In multi-
antenna Tx and/or Rx scenarios, finding Cn and ψn for optimum perfor-
mance, i.e., for maximum channel capacity is not so straightforward as
in single-antenna settings. Various state-of-the-art methodologies were
comprehensively discussed in [6].

4.3.2 Second-Order Statistical Characterization

The second-order characterization considers two samples of the chan-
nel response with respect to time. As mentioned previously, [8] and [11]
can represent any of the Tx-IRS, IRS-Rx, and direct Tx-Rx channels by
adjusting its parameters accordingly. Thus, the second-order character-
ization presented here will be valid for each such channel. Of particular
importance is the temporal correlation function defined by taking the
following expectation of the channel response in Eq. 4.10

R(t1; t2) = E [h∗ (t1)h (t2)] (4.16)

A common assumption is to consider the channel response as wide
sense stationary (WSS) with respect to time. That assumption makes
the ACF in Eq. 4.16 depend exclusively on the difference among the
samples, i.e., R(t1; t2) = R(∆t), where ∆t = t2 − t1. Using Eq. 4.10 in
Eq.4.16, we have [3 (Ch. 4), 17]

R(∆t) =
L∑
l=1
|al|2ej2πvl∆t (4.17)

The ACF in Eq. 4.17 characterizes channel’s temporal selectivity.
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WSS further implies the following expectation formula when consid-
ering two samples of the channel response in Eq. 4.7, i.e., [3 (Ch. 3),
17]

E [H∗ (v1)H (v2)] = P (v2)δ(v2 − v1) (4.18)
where the function P (v) is the power spectral density (PSD) or Doppler
spectrum describing how the power is distributed in the Doppler domain.
The formal definition of the PSD is [3 (Ch. 4), 17]

P (v) =
L∑
l=1
|al|2δ(v − vl) (4.19)

The PSD in Eq. 4.19 characterizes channel’s Doppler dispersion.
The formula in Eq. 4.18 simply states that the spectral components

of responses H(v2) and H(v1) are uncorrelated; thus, the terminology of
uncorrelated scattering (US) emerges and accordingly, the well-known
terminology of WSSUS arises. This can be traced back in the classical
paper of Bello where WSS channel models with respect to frequency
and time were analyzed [21]. Here, we just focus on time variability
as we have adopted narrowband IRS-assisted communication channel
modeling. A last important property arises by a simple inspection of
Eqs. 4.17 and 4.19, from which we can see that the ACF and PSD are
Fourier transform pairs, i.e., R (∆t) F←→ P (v). This property is widely
known in the literature as the Wiener–Khintchine theorem [3 (Ch. 3),
18 (Ch. 2)]. Thus, we get

P (v) =
∫
R(∆t)e−j2πv∆td∆t (4.20)

Equations 4.17, 4.19, and 4.20 offer a complete second-order statis-
tical characterization for Tx-IRS, IRS-Rx, and Tx-Rx channels. The im-
portance of modeling and compensating the detrimental effect of Doppler
dispersion has recently started attracting the interest of the research
community [22]. Existing techniques for PSD and Doppler dispersion
modeling can be adapted from the published literature, e.g., see [19]
when Doppler dispersion is only due to mobile objects in the wireless
environment, and see [20] for Doppler dispersion in mobile-to-mobile
scenarios.

4.4 PATH LOSS AND LARGE-SCALE VARIATIONS

Wireless communication channels exhibit deterministic variations in the
received power due to the distance separating the Tx and Rx. The
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underlying effect is called path loss, and it results in a monotonic de-
crease in received power with respect to distance. In the case of wireless
communications via an IRS, i.e., in Tx-IRS-Rx scenarios, the transmitted
and received power, PTx and PRx , respectively, are related as [5, 12, 23].

PRx ∝
PTx

(dTx−IRSdIRS−Rx)2 (4.21)

where dTx−IRS and dIRS−Rx are the distances from the Tx to the center
of the IRS, and from the center of the IRS to the Rx, respectively. The
path loss is derived from Eq. 4.21 as

PL ∝ (dTx−IRSdIRS−Rx)2 (4.22)

Figure 4.3 shows the received power variation for communications via
a single IRS (Eq. 4.21). The parameters given in Table 4.1 are extracted
from [12] for X-band horn antennas at Tx and Rx. It is evident that
the farther to the Tx (or Rx) the IRS is, the lower is the impact of the
distance to the received power.

Figure 4.3 Received power variation for wireless communications via a
single IRS.
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TABLE 4.1 Parameters Setting

Parameters Numerical Value
Tx and Rx antenna diameter 0.188 m
Tx and Rx antenna gain 14.5 dB
Frequency of operation 4.25 GHz
Transmitted power 0 dBm
Dimensions of IRS elements 0.012× 0.012 m2

4.5 SUMMARY

A reference narrowband stochastic model considering temporal small-
scale variations was deployed for characterizing IRS-assisted wireless
propagation channels. The reference model was processed to account
for first- and second-order statistical characterization. Finally, path loss
was modeled as a deterministic variation that IRS-assisted wireless prop-
agation channels exhibit.
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NOTE

1It is implied that the integral limits, when not given, cover the entire range
of integration of the integrated variables.



C H A P T E R 5

Wireless Localization
with Reconfigurable
Intelligent Surfaces
Omar Rinchi
Missouri University of Science and Technology Rolla, MO, USA

Ahmed Elzanaty
University of Surrey, Guildford, United Kingdom

Ahmad Alsharoa
Missouri University of Science and Technology Rolla, MO, USA

CONTENTS

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
5.1.1 Wireless Localization Techniques . . . . . . . . . . . . . . . . . . . 75
5.1.2 Challenges in Wireless Localization . . . . . . . . . . . . . . . . . 76
5.1.3 Reconfigurable Intelligent Surface . . . . . . . . . . . . . . . . . . 78

5.1.3.1 RIS Prototyping Overview . . . . . . . . . . . . . . . 80
5.1.3.2 RIS-Aided Localization Error Bounds . . . . 81
5.1.3.3 RIS-Aided Localization Algorithms . . . . . . 85

5.1.4 Notation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87
5.2 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

5.2.1 Channel Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87
5.2.2 Steering Response for Far-Field and Near-Field . . . . 89

5.3 Problem Formulation and Solution . . . . . . . . . . . . . . . . . . . . . . . . . 91
5.3.1 RIS-Aided Localization Using Compressed Sensing

(CS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
5.3.1.1 Far-Field Localization Using Compressed

Sensing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92
5.3.1.2 Near-Field Localization Using

Compressed Sensing . . . . . . . . . . . . . . . . . . . . . . 93

DOI: 10.1201/9781003282211-5 73

https://doi.org/10.1201/9781003282211-5


74 � 6G Wireless: The Communication Paradigm Beyond 2030

5.3.2 RIS-Aided Localization Using Atomic Norm
Minimization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

5.3.3 RIS Phase Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101
5.4 Simulation Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104
5.5 Conclusion and Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110
Bibliography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111
Notes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

In this chapter, we consider the design of localization algorithms for
reconfigurable intelligent surface (RIS)-aided models under different

practical channel model settings. More specifically, we utilize the com-
pressed sensing (CS) to localize a user equipment (UE) direction and
position in both far-field and near-field multipath environment, respec-
tively; we extend our work by performing a super resolution localization
using the atomic norm minimization for a user located in a single and
path near-field channel. On the other hand, we propose RIS phase design
that aims to minimize the localization error by maximizing the signal-
to-noise ratio (SNR).

5.1 INTRODUCTION

Localization is one crucial challenge that has faced humankind for cen-
turies. Nevertheless, localization has seen massive development in the
last two decades. Different localization technologies can be used depend-
ing on the problem and the situation. For instance, the global navigation
satellite system (GNSS) is the traditional current localization technology.
However, GNSS suffers from some drawbacks such as line-of-sight (LOS)
losses, multipath fading, and synchronization between the transmitter
(Tx) and the receiver (Rx). In addition to that, GNSS signals can also
be jammed, spoofed, and can’t be used indoors. On the other hand, the
dead reckoning (DR) localization techniques such as the inertial naviga-
tion system (INS) [1] consist of totally internal sensor-based tools that
are independent of the outside wireless satellite signals, which solve the
typical GNSS blockage and fading problems. However, the INS and other
DR localization techniques accumulate the error with time, resulting in
huge localization errors that limit their usage.

Localization using wireless systems is attracting booming interest in
the last couple of years due to the recent developments in the capabilities
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TABLE 5.1 Localization Techniques Comparison

Accuracy Robustness Applications

GNSS

Standard GNSS
can achieve

sub-meter level
of localization

accuracy

Can’t be used
indoors, can be

jammed, spoofed,
and blocked

For typical
navigation
purposes

DR

Error accumulate
with time

resulting very
high localization

error

Very robust
and totally

independent of
the outside

wireless signals

For typical
navigation
purposes

Wireless
Localization

Future wireless
systems can

achieve sub-cm
level of accuracy

Can be used
indoors, but can

be jammed, spoofed,
blocked and can
be affected by

multipath
propagation
and weather
conditions

For typical
navigation

purposes, to
enhance wireless

navigation,
extended

reality, industrial
internet of

things (IoT),
for more
refer to

reference [2]

of wireless networks. For instance, the next 5G+ and 6G networks aim to
consider high-frequency bands (i.e., millimeter-wave (mm-wave)), wider
bandwidths, multiple antennas (i.e., massive multiple-input multiple-
output (MIMO)), low latency, and flexible architecture. In Table 5.1, we
compare the typical localization techniques.

5.1.1 Wireless Localization Techniques

Different types of measurements can be considered for wireless lo-
calization, e.g., time-of-arrival (ToA) of the radio signal, uplink time
difference-of-arrival (UTDoA), time difference-of-arrival (TDoA), phase
difference-of-arrival (PDoA), angle of arrival (AoA), angle of depar-
ture (AoD), and received signal strength (RSS). Another localization
method is proximity, where a rough location of the user equipment (UE)
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is determined by the location of some reference entities (e.g., base sta-
tions (BSs) and anchors) in the proximity of the users. For instance,
cellular ID (CID) and enhanced-CID (E-CID) techniques fall within this
category.

The RSS algorithm is based on estimating the received signal power
and computing the distance as a function of the signal power. Taking
the distances from multiple anchors can be used to develop a geometric-
based solution that is based on the intersection of multiple spheres, each
with a known radius and center. The RSS can also be used in fingerprint
localization that requires preoffline measurements and a static system
environment. On the other hand, AoA-based localization is a common
approach for localization due to its high accuracy and reliability. The
MUltiple SIgnal Classification (MUSIC) algorithm is a common choice
to estimate the AoA. The algorithm is based on estimating the cor-
relation matrix to estimate the ToA given that the angles are known.
Although MUSIC is known as a high-accuracy algorithm, it requires mul-
tiple snapshots of the received signal to localize the user which makes
it not suitable for a dynamic environment. The estimation of signal pa-
rameters by rotational invariance techniques (ESPRIT) is a similar al-
gorithm to the MUSIC. ESPRIT requires multiple snapshots of the re-
ceived signal, but the difference from that it has lower complexity with
lower accuracy. Finding the sparse solution associated with localization
parameters can be done using the compressed sensing (CS) algorithm.
However, this algorithm suffers from quantization errors that limit its
accuracy. A comparison between the commonly used AoA techniques is
shown in Table 5.2.

5.1.2 Challenges in Wireless Localization

Motivated by high-accuracy localization specifications as stated by the
3rd generation partnership project (3GPP) technical reports [3], and also
the future 5G+ communication services such as ultra-reliable low-latency
communications (URLLC), enhanced mobile broadband (eMBB), and
the massive machine type communications (mMTC), it is critical now
to develop super-resolution localization algorithms that will enhance
the future integrated sensing, localization, and communication (ISLAC)
systems [4]. However, with high frequencies, new challenges arise such
as high propagation loss, sensitivity to blockage of LOS, atmospheric
attenuation, and diffraction loss [5], see Figure 5.1. Wireless localiza-
tion and communication under high frequencies can lead to a high free
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TABLE 5.2 Summary of Well-Known Angle of Arrival (AoA)
Estimation-Based Localization Algorithms

Advantages Disadvantages

MUSIC High-accuracy
estimation

Requires multiple
snapshots

ESPIR High-accuracy
estimation

Requires multiple
snapshots

CS

Can exploit
the sparsity
of the signal.

Single Snapshot
Solution

Quantization error

Atomic Norm
Minimization

High-accuracy
estimation

Higher computational
complexity

space attenuation, and the problem can be signified under the non-line
of Sight (NLOS) paths. The current existing solutions to this problem
such as beam-forming, multiple access points or repeaters, high trans-
mitting power, or high-sensitivity receivers are all subjected to regula-
tions, and economical and available equipment constraints make these
solutions unreliable for future ISLAC systems. As a solution to these
challenges, reconfigurable intelligent surfaces (RISs) have been intro-
duced as a promising energy-efficient solution to solve high-shadowed
LOS communications under high-frequency bands.

Figure 5.1 Typical challenges in wireless communications: (a) blockage
of LOS; (b) multipath fading.
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Figure 5.2 Wireless localization using reconfigurable intelligent surface.

5.1.3 Reconfigurable Intelligent Surface

The RIS is a low-cost and low-power meta-material surface that can steer
the received signal toward a target direction [6], see Figure 5.2. With
careful RIS optimization, the high-shadowed LOS links can be enhanced
by creating strong non-direct LOS links between the transmitters and
receivers through the RIS. Using RIS can enhance the achievable data
rate and latency [7]. Knowing the location of the receiver is a key factor
in RIS-aided networks, where the RIS can reflect the transmitted signal
toward the specified receiver. Therefore, efficient localization algorithms
can enhance the overall network performance.

Although most of the works introduce the new generations of wire-
less networks specifically the 5th-generation cellular network (5G) and
beyond as enabling technologies for localization, the opposite can also
be true. In other words, localization can enhance the next generation
of wireless networks. This dual relationship can meet together by utiliz-
ing RIS-based communication and localization. Figure 5.3 plots the data

Figure 5.3 The effect of the estimation error of the localization on the
channel capacity.
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Figure 5.4 Throughput for different LOS shadowing and reflected RIS
path cases.

rate throughput as a function of localization error operated at 28 GHz.
The “upper bound” represents the data rate capacity using RIS with
perfect localization knowledge, while the “RIS-free bound” represents
the LOS link without RIS. It shows that the data capacity is a function
of the localization error. For example, with a 10% localization error, the
data rate can be reduced by around 50%. Therefore, localization is not
only needed for navigation purposes but also will play a significant factor
in communications and especially for high-frequency bands.

Figure 5.4 investigates the impact of the localization on wireless com-
munications operated at high-frequency (mm-wave, a comparison of the
achievable throughput for the case of a LOS that is blocked by obstacles
without the existence of the RIS (RIS-free model) with the achievable
throughput with the existence of the RIS case (RIS-aided model). The
RIS-free path has been modeled as a shadowing fading channel with a
log-normal random variable that describes the shadowing effect and a
path loss exponent. Further, an analysis of the effect of different shadow-
ing severity parameters on the capacity is also shown in Figure 5.4. The
curves at the bottom of Figure 5.4 represent the capacity as a function
of the distance for different shadowing severity cases. The curves on the
top of the figure represent the capacity as a function of the distance for
different numbers of RIS elements. It can be seen that the blocked paths
have significantly lower performance compared to RIS-aided models.

In Figure 5.5, a comparison of the total power consumption for both
RIS-free and RIS-aided models is plotted as a function of the transmit
power. For the RIS-aided model, we assume that the transmitter con-
sumes 10 W and the RIS consumes 1 W (a total of 11 W), and the
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Figure 5.5 Power comparison between the RIS-model and free-RIS
model for d = 20 m.

distance between the transmitter and receiver is equal to 20 m. The hor-
izontal lines are the capacities for the RIS-aided model for various RIS
elements, all with the same total power consumption of 11 W. While
for the RIS-free, the transmit power has been varied to see when this
model can achieve similar performance to the RIS-aided model. This re-
sult shows the superiority of the optimized RIS model over the RIS-free
model. For example, the RIS-free model needs to use a total power of
60 W to achieve the same performance as the RIS-aided model achieved
using only 11 W with 75 elements. In [6], it has been shown that with
careful optimization, RIS can be self-powered or partially self-powered
by integrating the RISs with renewable energy harvesting circuits.

5.1.3.1 RIS Prototyping Overview

To demonstrate the capability of localization algorithms to improve high-
frequency communication, reflecting surfaces need to operate at the cor-
responding high frequency. In [8], the authors explain how patch array
antenna can be used as reflectors. The concept of a cavity resonator is
used to explain the oscillation of the incident waves. The oscillation oc-
curs when the incident wave that has a frequency equal to the resonant
frequency of the cavity resonator gets coupled into the cavity. The angle
of reflection and incidence remain the same if all the properties of the
elements are the same. For a different angle of reflection, the phase re-
sponses of the individual elements should change. To change the phase
response of the element, the resonant frequency needs to be changed.
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This could be done in many different ways. The simplest way is to change
the reflection coefficient, where the PIN diode can be used as a switch
to control the load impedance by adjusting the effective capacitance.

The authors in [9] propose an analytical model of transmission line
circuit to represent and study RIS. In this work, the combination of a
varactor’s internal circuit is used to represent the circuit model of RIS.
The floquet mode analysis of the unit cell is done to obtain the reflection
phase for varying capacitance. In [10], the RIS design in the frequency
range of 12 GHz to 18 GHz was proposed. The unit cell achieved a
dynamic range of 3000, and a 600 beam steering range was achieved
by the unit cell. A tunable reflecting surface operating at 5.8 GHz was
designed, and the bias voltage required for the varactor was controlled
using a field programmable gate array (FPGA) [11]. The experimental
results showed a power consumption of 1 W for the RIS. A metasurface
in a frequency band from 12 to 18 GHz in the far-field was proposed via
simulations only in [12]. The varactor diode is placed at the backside of
the reflector to eliminate the absorption and scattering loss in the unit
cell. The operating frequency of the reflective surfaces in all the works
mentioned above is below 20 GHz. The challenge in using the resonating
unit cell to design the RIS above 20 GHz comes from the difficulty in
reducing the internal capacitance and inductance offered by each unit
cell.

However, using proper structuring of the unit cells along with pas-
sive tunable elements, the reflectarray can be made to resonate in higher
frequencies. The operating frequency of 5G is divided into two subfre-
quencies: frequency range 1 (FR1), which is less than 6 GHz, and fre-
quency range (FR2) which has an operating range between 24 GHz and
47 GHz. Ka-band, ranging from 26.5 GHz to 40 GHz, has received the
most attention for high-frequency bands for 5G. Since the Ka-band cov-
ers promising frequencies operable in the 5G network, the RIS must also
be designed and operated in that frequency range.

5.1.3.2 RIS-Aided Localization Error Bounds

One of the key challenges for RIS-aided localization is to study the ul-
timate performance that any localization algorithm can reach in the
presence of the RIS. The motivations that drive the authors to derive
these errors are (i) to provide a benchmark to compare the accuracy of
their proposed localization algorithms with the ultimate bounds; (ii) to
support the current literature with the error bounds that anyone can use
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to judge the efficiency of his work with the RIS; and (iii) to support their
theory with practical insights about the optimal or most suitable prob-
lem geometry configurations and phase design control that can be used
to achieve accurate localization. Typically, these performance limits are
expressed using the error bounds that can be derived using Cramér-Rao
lower bound (CRLB). The CRLB can be computed by taking the inverse
of the Fisher information matrix (FIM) as

Λ(pU) ,
[

I∑
i=1

Ii(pU)
]−1

, (5.1)

where Ii(pU) is the FIM with the ith subcarrier for the user located at
pU. As a result, the position error bound of the user’s location can be
given as

PEB =
√

tr (Λ(pU)). (5.2)

The FIM Ii(pU) can be obtained using the chain rule as

Ii(pU) =
(
5pUΓ

)
Ii (Γ)

(
5pUΓ

)T
, (5.3)

where In (Γ) is the FIM of Γ that can be computed using the log-
likelihood function of the received signal log p (Y; Γ). In that regard,
different authors in the literature have derived the CRLB for different
localization scenarios and channel models. In the following sections, we
provide an investigation into the existing works.

Far-Field Models: Most of the existing works consider the far-field
scenario where the received signal takes a planer wavefront shape. In [13],
the authors derive the error bounds of both estimating the location and
the orientation for MIMO systems assuming far-field approximation and
single-path model. This work suggests to use the following RIS control
design:

ωi = 2π(i− 1)d
λ

[sin(θL,M)− sin(φB,L)] , (5.4)

where ωi is the ith element of the RIS, d is the distance between each
adjacent elements in the uniform linear array (ULA), λ is the wave-
length, θL,M is AoD, and φB,L is AoA. The authors of this work test their
proposed phase design by comparing the CRLB of the proposed phase
design with the random phase design, and the results show a superior
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performance of the proposed phase design. Finally, the authors test the
effect of increasing the number of RIS elements, and they show that
the error bound can be decreased by increasing the number of elements.
The work in [14] considers deriving the CRLB for a far-field, single-path,
positioning of a single-input single-output (SISO) system that has a se-
ries R RISs hanged on a wall. The authors use the formulated CRLB to
propose using

ωr,i = −πr [sin(θr)− sin(φr)] , (5.5)

where r is the RIS index, θr is the AoD, and φr is the AoA.
This work has been extended to consider multipath channels in

[15, 16]. In [15], the authors derive the CRLB for far-field, multipath,
and uplink single-input multiple-output (SIMO) positioning. This chap-
ter compares the effect of removing the LOS between the transmitter
and the receiver on the error bounds with the case of the existing LOS.
The results show that localization through both the RIS and the LOS
path can significantly reduce the errors. On the other hand, the results
show that increasing the number of paths can slightly reduce the errors.
The work in [16] derives the CRLB for far-field, multipath, positioning
of a MIMO system. The proposed solution of this chapter suggests that
increasing the number of the received snapshots will decrease the bounds
of the error. However, although their model is valid for the multipath
case, it is worth mentioning that the authors have conducted their sim-
ulation using only a single RIS path.

Near-Field Models: Localization and communication under short
distances where the wavefront of the received signal has a considerable
curvature violate the planner wavefront assumption that is used in the
far-field. Such a spherical wavefront can promote the channel model to
a more complicated format known as the near-field model. Large ar-
rays and surfaces with a large number of antenna elements such as the
RIS have the advantage of enhancing both localization and communi-
cations. However, surfaces with large apertures push the users into the
near-field model. In addition, high frequencies that have shorter wave-
lengths will shorten the communication coverage to short distances only.
Therefore, the near-field channel model needs to be adopted for high-
frequency bands. The near-field can be defined using the Fraunhofer
distance (R = 2D2/λ), where R is the threshold in meters that depends
on the wavelength, such that any distance below this threshold is con-
sidered as a near-field, D is the antenna array length in meters, and λ is
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the wavelength. The wavefront in the near-field takes a spherical shape,
while the far-field can be approximated in the shape of a planner wave-
front. Although the near-field model is more complicated compared to
the far-field model, large array surfaces such as the RIS operated in high-
frequency bands consider the near-field channel model as a reasonable
and practical assumption.

Several works have considered deriving the error bounds for the near-
field models, for instance, in [17], the authors consider deriving the error
bounds for a near-field, single path, positioning of a MIMO system. The
authors also consider a 3D model and derive a closed-form solution for
the RIS phase design that can work in the near-field. The results of this
work suggest that the error bound can be decreased when the receiver is
located near the RIS or the transmitter. The authors also compare the
error bounds for different phase design methodologies and that is using
the RIS as a mirror (AoD=AoA), random phase design, the proposed
phase design, and the optimized phase design using maximum-likelihood.
In [18], the authors derive the error bounds for a near-field, single path,
positioning of a multiple-input single-output (MISO) system. This work
considers utilizing the time of flight (ToF) and focuses on the synchro-
nization problem between the transmitter and the receiver.

The work in [19] derives the error bounds for the 3D channel model.
However, it is not clear what are the exact channel settings that have
been used in this work. This chapter focuses on deriving the error bounds
for different cases: (i) the case when the receiver is located on the per-
pendicular line to the surface of the RIS, (ii) the case when the receiver is
not located on the perpendicular line to the surface of the RIS, and (iii)
the actual hardware of the RIS produce a distortion phase. The authors
successfully derive the CRLB in a closed-form solution for the first case,
while an approximation is proposed for the second case. In [4], the au-
thors derive the localization error bounds for the near-field SISO phase-
dependent amplitude RIS-aided model. More specifically, the authors
derive the misspecified Cramer-Rao bound (MCRB) that represents the
best localization accuracy that can be achieved when using a unity am-
plitude RIS (ideal RIS instead of the actual phase-dependent model as
derived in the author’s work). The numerical results show that a severe
localization performance can achieved when using the unity amplitude
model rather than the actual proposed phase-dependent model. The re-
sults show that the problem can even be magnified at high signal-to-noise
ratios (SNRs). Similar to [4], the work in [20] utilizes the MCRB to de-
rive the error bounds that can be achieved for utilizing MIMO RIS-aided
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localization under ignored spatial non-stationarity (SNS), and spherical
wave model (SWM) effects. Numerical results show that the SNS has a
dominant effect in the far-field, while the SWM effect dominates under
the near-field.

5.1.3.3 RIS-Aided Localization Algorithms

Designing localization algorithms for RIS-aided models is one of the
challenging tasks. This is because the channel model is divided into two
parts: (i) the channel between the transmitter and the RIS and (ii) the
channel between the RIS and the receiver. This will lead to a complicated
model that contains many variables to estimate/optimize. The problem
can be further complicated, and more variables will be added when near-
field and multipath models are adopted.

Far-Field Localization: User localization has been performed using
dual RISs in [21], the authors consider the far-field SIMO system with
a single path for every RIS. The algorithm is based on estimating the
correlation matrix based on multiple snapshots of the received signal.
The correlation matrix is used to estimate the ToA, and the authors
assume the knowledge about the angles. The numerical results of this
work show that the error can reach 3 m in the case of utilizing a single
RIS while a maximum error of 0.3 m can be obtained when utilizing
a dual RIS. On the other hand, the authors present a heat map that
illustrates the error against the different locations of the receiver. A
surprising result that can be obtained from this map is that when we
place the received near the transmitter a higher error will result. This
contradicts the error bounds suggested in [17] that show that placing
the receiver near the transmitter will decrease the error of localization.
The authors in [22] propose a SISO 3D localization for a receiver that
is located in the far-field using a single path. The proposed solution is
a low-complexity solution that is based on estimating the ToF. In [23],
the authors propose far-field multipath localization in a MIMO system
with the aid of the RIS. In the proposed model, the signal is transmitted
directly from a transmitter toward the RIS which will reflect the signal
toward all the users in the surrounding area which will in return reflect
the signal to the receiver. In other words, the targets work as scatters
between the RIS and the UE. The algorithm is based on applying a
hierarchical codebook that narrows the beams of the reflected signals
toward the direction of the users. It should be notated the algorithm
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estimates only the angles but not the distances. The estimation of the
MIMO far-field, multipath environment is proposed in [24]. In this work,
the authors account for a geometrical channel model that is a function of
the angles in the system. The authors propose super-resolution atomic
norm minimization to estimate the channel model parameters that in-
clude the angles. In [15], the authors propose a channel estimation for
a far-field, multipath environment. In this work, the authors utilize the
ultrawide band (UWB) communications to estimate the ToF, and AoA,
and hence the user location.

Near-Field Localization: The authors in [25] propose a multiuser
localization in indoor environments that is based on the RSS. In the
proposed scheme, the user has a communication protocol with the RIS
such that a coarse localization or a fine localization can be performed.
In all the cases, the objective function is to minimize the localization
loss given the RSS values and the phase shift of the RIS elements. The
authors state the objective function and propose an algorithm to solve
it. The authors propose a RIS phase design that is based on minimiz-
ing the localization loss that is used for estimating the user location.
However, simulation parameters that have been used to generate the re-
sults imply a small localization environment with a workspace volume
of 1 m3.

Utilizing RIS as a lens has been investigated in [26]. In this config-
uration, the system consists of a transmitter, a single antenna receiver,
and a RIS that is placed near the receiver. In such a configuration, the
RIS is used as a lens rather than a reflector in such a way that it can
provide a good trade-off between signal processing complexity and the
utilized hardware. The authors assume a 3D model and they propose
a maximum likelihood estimator to estimate the user location. The au-
thors in [27] proposed a near-field localization for RIS-aided models. The
localization algorithm is based on a two-step approach in which the ToA
is first estimated and then followed by the UE localization. Additionally,
in [28] the authors considered a compressed sensing (CS)-based local-
ization for a near-field and multipath model; however, the adopted CS
algorithm suffers from high-localization errors due to the quantization
errors. Both [27] and [28] considered their localization algorithms for a
multiple-snapshot solution only which can be impractical, especially for
dynamically movable systems and low-coherence time channels.
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5.1.4 Notation

We represent all the matrices by capital and bold letters X; vectors are
represented as bold and lowercase letter x; scalars are represented as
non-bold letters x or X; the transpose, conjugate, pseudo-inverse, and
Hermitian transpose operators, respectively, are (.)T , (.)∗, (.)†, and (.)H ;
(.)†, diag(.) converts a vector into a diagonal matrix, tr(.) computes the
trace of a matrix; rank(.) computes the matrix rank; INU represents an
identity matrix of size NU; E{.} is the expected value operator; ||.||` is an
operator that computes the `th norm; ||.||F is an operator that computes
the Frobenius norm; xl is the lth column of X; xb∗ is the bth row of X;
xb,l is the bth element of xl; Re(.) computes the real value of a complex
number; � is the matrix semidefinite operator; d.e is the ceiling function;
and finally, U , {−U,−U + 1, · · · , U} and B , {−B,−B + 1, · · · , B}.

5.2 SYSTEM MODEL

This section illustrates the localization scenario and demonstrates both
the channel model and the received signal model. Further derivation of
the steering response for both the far-filed and near-filed will be pre-
sented in this section.

5.2.1 Channel Model

We consider a localization system that consists of a UE, BS, and RIS
which are located at pU = [xU, yU]T , pB = [xB, yB]T , and pR =
[xR, yR]T , respectively. We consider the MIMO system where the num-
ber of antennas in the UE, BS, and the RIS are NU, NB, and NR, re-
spectively, where all the stations are equipped with ULAs. We consider
uplink localization, where the BS retrieves the location of the UE from
its uplink signal that arrived through the RIS. We consider a multipath
model with LUR and LBR paths between the (UE and RIS) and (RIS and
BS), respectively. We further assume that the LOS between the BS and
the UE is blocked, and the system configuration is shown in Figure 5.6.
The received signal model at the BS is expressed as

Y = H X + Z, (5.6)

where Y is the received signal, X ∈ CNU×Mo represents the positioning
reference signal (PRS) with Mo column pilots that are orthogonal having
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Figure 5.6 The proposed system scenario and architecture.

power P , i.e., XXH = P
NU INU , and Z ∈ CNB×Mo represents the additive

white Gaussian noise (AWGN), where zi,j ∼ CN (0, σ2
z). The overall

channel matrix between the UE and the BS H, can be modeled as [24]

H = HBRdiag(Θ)HUR, (5.7)

where diag(Θ) ∈ CNR×NR is a matrix that represents the phase control of
the RIS, where Θ ,

[
ζ1e

jθ1 , ζ2e
jθ2 , · · · , ζNRejθNR

]T , where ζr = 1 as we
consider ideal RIS, and HBR ∈ CNB×NR represents the channel between
the RIS and the BS, while HRU ∈ CNR×NU is the channel between the
UE and the RIS. More specifically,

HBR = ABR ρBR
(
BBR

)H
, (5.8)

where ABR ∈ CNB×LBR and BBR ∈ CNR×LBR represents = the steer-
ing matrices at the BS and the RIS, respectively; a detailed discussion
about modeling these matrices will be presented in the next sections.
ρRB ∈ CLBR×LBR represents the propagation gain between the RIS and
BS, which can be expressed as

ρBR
l =

(
c

4π(rBR
l + dBR

l )fc

)µ
2

F , (5.9)
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Figure 5.7 Near-field scenario.

where F is a random variable representing the fading and modeled as a
standard complex Gaussian, µ is the path loss exponent, c is the speed
of light, and rBR

l and dBR
l represent the distances between the (RIS and

scatterers) and (scatterers and BS), respectively. The channel model
between the UE and the RIS HUR is modeled in a similar way.

5.2.2 Steering Response for Far-Field and Near-Field

Consider the near-field signal impinging on the ULA in Figure 5.7. In
this case, the received signal on the uth element in the array yu is

yu(t) =
LUR∑
l=1

sl(t) exp
(
j

2π
λ

(
rUR
l,u − rUR

l

))
+ zl(t), (5.10)

where yu is the received signal on the uth element, sl(t) is the complex
gain of the l th source, rUR

l,u is the distance between the uth antenna
element and the l th source, and rUR

l is the distance between the reference
antenna element (i.e., u = 0) and the l th source. Here, we can further
express rUR

l,u as

rUR
l,u =

√
rUR
l + u2δ2 − 2uλrUR

l sin
(
φUR
l

)
. (5.11)

Due to the non-linearity of (5.11), we use second-order Taylor series ap-
proximation to achieve the Fresnel approximation [29] which will reduce
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the model in (5.11) to

rUR
l,u ≈ rUR

l − uδ sin (φl) + u2δ2 cos
(
φUR
l

)
2rUR
l

, (5.12)

where δ is the distance of adjacent elements in the ULA. Based on the
model in (5.12), we can rewrite the received signal model in (5.10) as

yu(t) ≈
LUR∑
l=1

sl(t)e(uα
UR
l +u2βUR

u ) + zl, (5.13)

where

αUR
l = −2πδ

λ
sin
(
φUR
u

)
, βUR

u = πδ2

λrUR
l

cos2
(
φUR
l

)
.

We can further express (5.13) in the matrix format as

y = BUR
(
αUR,βUR

)
s + z, (5.14)

where

αUR = −2πδ
λ

sin
(
φUR

)
, βUR = πδ2

λrUR cos2
(
φUR

)
.

Applying the same definitions we derived in Section 5.2, both
A(θBR, dBR) ∈ CNB×LBR and B(φBR, rBR) ∈ CNR×LBR represent the
steering matrices with AoAs, θBR, and AoDs, φBR. The elements of each
steering matrix in (5.8) can be approximated using the Fresnel approx-
imation of the spherical wavefront model [29] by its angle and distance
as

ab,l(θBR
l , dBR

l ) = exp
(
j [b ωBR

l + b2 γBR
l ]

)
, (5.15)

where ωBR
l , f(θBR

l ) and γBR
l , g(θBR

l , rBR
l ) with

f(θ) = −2πδ
λ

sin (θ), g(θ, d) = πδ2

λ d
cos2 (θ), (5.16)

where λ is the wavelength. We take the element at the center as a refer-
ence such that the distance from the center to the element of index b is
δ b, where b ∈ B and B , d(NB − 1)/2e.

It can be noticed that the far-field is a special case of near-filed where
the spherical wavefront turns into a planer shape. The far-field model
can be obtained when we assume the distance d in (5.16) to be greater
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than the Fraunhofer distance. We can express this mathematically by
assuming d to big enough (i.e., d→∞). By doing so, γBR in (5.16) will
be turned to a negligible small number. The remaining part of (5.16)
is ωBR, which will be a function of the angle only. As a result, both
A(θBR, dBR) ∈ CNB×LBR and B(φBR, rBR) ∈ CNR×LBR in (5.8) can be
modeled in far-field as

ABR(θBR) =
[
ejbω

BR
1 , ejbω

BR
2 , . . . , ejbω

BR
LBR
]
, (5.17)

where ωBR
1 = f

(
θBR
l

)
is similar to the definition in (5.16) in the near-

field.
We can conclude from both (5.15) and (5.17) that the received signal

in the near-field will depend on two variables: (i) ωBR
l that is function

of the angles θl only and (ii) γBR
l that is a function of the angles θBR

l

and the distances dBR
l . On contradict, if dBR

l → ∞ (i.e., the far-field),
then γBR

l in (5.15) will approach to zero, and as a result, the steering
matrix will depend on ωBR

l only, which is a function of one variable only
and that is the angle θBR

l .

5.3 PROBLEM FORMULATION AND SOLUTION

In this section, we aim to estimate the user location using the channel
model settings that have been described in the previous section for both
the far-field and the near field. The localization problem is to be solved
using two different approaches, the CS and the atomic norm minimiza-
tion. Each of these two approaches will have its advantages over the
other, and a discussion about the motivation behind each approach will
be included in this section.

5.3.1 RIS-Aided Localization Using Compressed Sensing (CS)

A typical number of paths for high-frequency bands can be in the order
of 3 to 8 [30]. In general, practical environments such as urban and in-
door environments exhibit multipath propagation instead of single-path.
Such multipath environments can be formulated mathematically using
sparse representation where a large number of possible paths, each is
characterized by its localization parameters, are possible, but only few
of these paths are actually utilized in the channel model. Motivated by
these facts, the CS can be utilized as a sparse recovery technique where
the CS aims to recover the sparsest solution that contains the actu-
ally utilized paths in the system from a set of large number of possible
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multipath. By doing so, the user location can be estimated from the
recovered sparse signal characterized by its AoA and the distance from
the other channel elements. The CS has also the advantage of estimat-
ing the user location parameters using a low-complexity single snapshot
of the received signal.

5.3.1.1 Far-Field Localization Using Compressed Sensing

Problem Formulation: In this section, we aim to localize the direc-
tion of arrival (DoA) of the UE by utilizing the CS methodology. The
full positioning of the UE location will be further discussed in Section
5.1.3.2. We aim to exploit the sparsity at every path to come up with a
CS solution. We construct a grid measurement matrix A

(
θBR) ∈ CNB×N

as

ABR(θBR) =
[
ejbω

BR
1 , ejbω

BR
2 , . . . , ejbω

BR
N

]
, (5.18)

where N represents the number of all the possible angles in that grid.
By doing so, we can now rewrite (5.6) as

Y = ABR(θBR)C1 + Z. (5.19)

Now in (5.19) above, we define the received signal Y as a sum of N atoms
where each atom is associated with a specified angle θBR

n in the grid. By
estimating the sparse support matrix C1, we can recover θ̂BR by locating
the indices of the non-zero rows in the sparse support matrix C1, where
each row in C1 is associated with a certain angle θBR

n as constructed in
(5.19). Similarly, if we computed the conjugate of (5.6), we get

YH = BUR(φUR)C2 + Z. (5.20)

Similar to the above discussion, we define the received signal YH using
the grid measurement matrix B

(
φUR) ∈ CNU×N as as a sum of N atoms

where each atom is associated with a specified angle φUR
n . By recovering

the sparse support matrix C2, we can estimate φ̂UR by locating the rows
of non-zero elements in C2.

Sparse Recovery via Compressed Sensing: The CS is a sig-
nal processing technique that aims to recover a sparse version of
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underdetermined linear systems. Both (5.19) and (5.20) are linear sys-
tems with eitherNB orNU equations andN unknowns, whereNB << N
and NU << N . Such configuration can lead to an infinite number of so-
lutions. In CS, we aim to formulate the problem in such configuration as
in both (5.19) and (5.20), where we exploit the sparsity in the model (in
our case, the sparsity in the possible directions) to construct a dictionary
matrix that has all the possible solutions. We solve this system by re-
covering the sparsest solution among all the solutions, which represents
the actual configuring of the model. In the case of single measurement
vector (SMV), the sparsest solution can be obtained by minimizing the
l0 norm of the received signal as a function of the support matrix. How-
ever, such a problem is non-convex and hard to solve, and as a result,
we relax the problem into minimizing the l1 norm using the same for-
mulation. For multiple measurement vectors (MMV), similar approaches
can be done. In our case, we use the temporal multiple sparse Bayesian
learning (T-MSBL) algorithm [31] to solve all the CS problems.

5.3.1.2 Near-Field Localization Using Compressed Sensing

In the previous section, we demonstrated AoA estimation using CS under
the far-field RIS-aided model. In this section, we extend the previous
work in two aspects: (i) we solve a full localization problem rather than
AoA estimation; (ii) we consider a near-field model rather than the far-
field due to its potential in future wireless systems.

Estimation of the Localization Parameters In the near-field, due
to the spherical wavefront, CS cannot be directly applied to the received
signal Y. More precisely, the sparsifying basis, which is adopted to rep-
resent the sparse signal, requires gridding over both the angle and dis-
tance vectors, leading to higher computational complexity compared to
the far-field case that requires gridding over only the angles. We propose
to exploit the spatial correlation in the channel matrix H. This allows
us to decompose the two-dimensional CS problem into smaller simpli-
fied one-dimensional models, relaxing the coupling between the steering
angle and distance vectors. In particular, we propose to estimate the
channel and its empirical covariance matrix. Then, the measured signal
in the CS model is considered as the empirically estimated covariance
matrix rather than the directly received signal Y.
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More precisely, let us define V as the matrix containing some prop-
erly selected elements from the covariance matrix of the actual channel
as2

vb,u,E
{
hb,uhp,n

∗}=
LBR∑
i=1

LUR∑
k=1

NR∑
r=1

NR∑
z=1

σBR
i σUR

k e2jbωBR
i

e−j[rα
BR
i +r2βBR

i ]ej[zα
BR
i +z2βBR

i ]ej[rω
UR
k +r2γUR

k ]e−j[zω
UR
k +z2γUR

k ]

e−2juαUR
k ejθre−jθz , ∀u ∈ U , b ∈ B, p = −b, n = −u, (5.21)

where σBR and σUR contain the variance of each path, U , d(NU −
1)/2e, and αUR

k , f(θUR
k ), and βUR

k , g(θUR
k , dUR

k ). The selected ele-
ments in the covariance matrix (with p = −b and n = −u) are chosen
such that the parts with γBR

l , which depends on the angles and distances,
cancel out. This permits decoupling the angles and distances, as the re-
maining ωBR

l depends only on the angle. We estimate the left-hand side
of (5.21) as the following:

V = V̂− Γ, (5.22)

where V̂ is the covariance matrix of the estimated channel and Γ is
the covariance of the error in the channel estimation, such that Γb,u =
E{zb∗xHu∗(z−b∗xH−u∗)H} = 0. The matrix V̂ can be ideally estimated using
v̂b,u = E

{
ĥb,u(ĥ−b,−u)∗

}
, but for a limited number of snapshots T , we

have

ṽb,u = T−1
T∑
t=1

ĥtb,u(ĥt−b,−u)∗,∀u ∈ U , b ∈ B, (5.23)

with V̂ = Ṽ + Λ where Λ is the error due to the limited number of
snapshots and Ĥ = YX† is the least square (LS) estimate of the channel.
The matrix Ṽ ∈ CB×U is written as

Ṽ = S1(θBR)C3 + Γ−Λ, (5.24)

where each vector s1
l (θBR) in S1(θBR) ∈ CB×LBR is expressed as

S1(θBR)=
[
e2jbωBR

1 , e2jbωBR
2 , . . . , e2jbωBR

LBR
]
. (5.25)

In (5.25), we defined S1(θBR) to be a combination of LBR atoms, each
with a specific angle θBR

l . In order to estimate the angle θ̂BR
l using CS,
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we define the grid measurement matrix S1 ∈ CB×N to be a combination
of N atoms such that every single atom s1

n(θBR) is associated with the
angle 2πn−π(N+1)

N−1 , where n is the grid counter and N is the grid size.
The support matrix C3 ∈ CN×U is LBR-sparse, which means that it is a
matrix with N rows, but only LBR of them have non-zero elements, and
by finding the indices of non-zero rows, one can recover the corresponding
angles θ̂BR up to some quantization error.

Several sparse recovery algorithms can be used to estimate angles
from the MMV Ṽ. For instance, angles can be recovered by minimizing
the `0 quasi-norm of C3 when B ≥ 2LBR + 1 − rank(C3) [32]. How-
ever, this problem is NP-hard. Alternatively, angles can be recovered
using a less computationally complex optimization, i.e., `1 minimiza-
tion, albeit with a higher number of measurements, e.g., B > cLBR,
where c > 1 is an overmeasuring factor. Several algorithms have been
proposed to solve the MMV problem, e.g., multiple orthogonal matching
pursuit (M-OMP), joint `2,0 approximation (JLZA) and T-MSBL, under
some conditions on the restricted isometry constant of the measurement
matrix S1 [31]. The other angle θ̂UR can be estimated by taking the
Hermitian transpose of (5.24), and that is

ṼH = S2(φUR)C4 + ΓH −ΛH . (5.26)

By constructing the grid measurement matrix S2 similar to S1, we solve
for the LUR sparse support matrix C4 ∈ CN×B using CS. To estimate
the distances d̂

BR that correspond to the angle θ̂BR, first, we rewrite
(5.6) as

Y = A(θBR,dBR)C5 + Z. (5.27)
Then, we apply CS on the gridded model, where the grid measurement
matrix is S3 = A(θ̂BR,dBR), where A(θ̂BR,dBR) is the steering matrix
that is defined in (5.15), θ̂BR is the previously estimated angle and dBR

is the gridded distance vector with Fraunhofer distance being its known
upper bound. Now d̂

BR can be estimated using CS. The distance r̂UR

can be estimated similar to d̂
BR by taking the Hermitian transpose of

(5.27) and that is

YH = XHA(φUR, rUR)C6 + ZH . (5.28)

We define the grid measurement matrix as S4 = XHA(φ̂UR, rUR) and
r̂UR can be estimated similarly to all the previous parameters using CS.
Similarly, the other localization parameters can be recovered.
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Algorithm 1 RIS-aided near-field localization via the CS
Input: Y

1: Initialize: Θ← random phase design.
2: for i = 1 to I do
3: Estimate Ṽ using (5.23).
4: Construct the measurement matrix S1 as in (5.25) with the re-

quired resolution.
5: Estimate the Ĉ3 using the sparse recovery algorithm and recover
θ̂BR from it.

6: Compute the Hermitian transpose of Ṽ and repeat steps 4 and
5 to estimate φ̂UR.

7: Construct the measurement matrix as in (5.27) using the required
resolution..

8: Estimate Ĉ
5

using the sparse recovery algorithm and recover r̂BR

from it.
9: Compute the Hermitian transpose of Y and repeat steps 7 and

8 to estimate d̂
UR.

10: Compute the mismatch using (5.30) for all the parameters.
11: Use the estimated parameters to design the RIS according to

(5.59).
12: end for
13: Compute the UE location p̂U using the estimated parameters.

Output p̂U

Off-grid estimation: CS considers that the angles can take only spe-
cific values on a grid with a certain resolution, leading to a model mis-
match problem. Solving this problem requires an off-grid estimation,
typically with high computational complexity [33]. The off-grid CS algo-
rithms can provide higher estimation accuracy at the expense of higher
computational complexity. Alternatively, we first consider on-grid CS,
and then we represent the actual measurement matrix S as a sum of
two parts: (i) the on-grid variable S; (ii) the bias mismatch error E.
For instance, to compensate for the model mismatch in (5.24), we can
represent S1(θBR) as: S1(θ̂BR,θ) ≈ S1(θ̂BR) +S1

θBR(θ̂BR)diag(θ− θ̂BR),
where S1

θBR(θ̂BR) is the first order derivative of S1 around θ̂BR, i.e.,

S1
θBR

(
θ̂BR

)
=
[
∂s1(θBR)
∂θBR |θBR=θ̂BR

1
,. . .,

∂s1(θBR)
∂θBR |θBR=θ̂BR

LBR

]
. (5.29)



Wireless Localization with Reconfigurable Intelligent Surfaces � 97

diag
(
θ− θ̂BR

)
is a diagonal matrix containing the angles that minimize

the mismatch error. In order to estimate θBR, we start by solving the
following optimization problem:

θ?=arg min.
θ

||S1(θ̂BR)Ĉ3+S1
θBR(θ̂BR)diag(θ − θ̂BR)Ĉ3−Ṽ||2F

s.t. − 0.5∆ ≤ θl − θ̂BR
l ≤ 0.5∆,∀l∈

{
1, 2, . . . , LBR

}
, (5.30)

where ∆ is the grid resolution. Now θBR ≈ θ̃BR = θ̂BR + (θ? − θ̂BR).
Similarly, the off-grid errors in φUR, dBR, and rUR can be estimated.
The demonstrated localization scheme is illustrated in Algorithm 1.

5.3.2 RIS-Aided Localization Using Atomic Norm Minimization

In the previous section, we solved the localization problem using CS.
However, the previous methodology has two drawbacks: (i) the utilized
CS methodology suffers from quantization errors as it depends on the
resolution of the constructed measurement matrices; (ii) on the other
hand, the adopted solution requires multiple snapshots of the received
signal which can be unpractical especially in dynamic environments with
short channel coherence time. In this section, we aim to solve these lim-
itations by adopting a single-snapshot super-resolution solution that is
based on atomic norm minimization. We consider a single path localiza-
tion for this section, where LBR = LUR = 1; the updated single-path
localization scenario is shown in Figure 5.8.

Problem Formulation: Let us define the atomic set in HUR as
A , {aUR

(
φUR, rUR

)
|φBR ∈ [−π2 ,

π

2 ), rUR ∈ [0, R)}. (5.31)

The set A in (5.31) is called the atomic set as it is a set on the continuous
domain that has all the possible atoms. Knowing the exact atoms leads
to knowing the angles that this atom is made of and, hence, estimating
the location. Now, define ||ĥ||A,0 to be the atomic l0 norm such that

||ĥ||A,0 ,inf
L

{
L : ĥ =

L∑
l=1

aUR
(
φUR
l , rUR

l

)
αl, aUR

(
φUR
l , rUR

l

)
∈ A

}
,

(5.32)

where ĥ = vec
(
Ĥ
)

= vec
(
YX†

)
is a vectorized version of the LS esti-

mate of the channel [34] and αl is the complex amplitude. The infimum
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Figure 5.8 The proposed system scenario for atomic norm minimiza-
tion.

function implements minimizing the number of angles L such that we
get the sparsest solution. The sparsest solution is the solution that con-
tains only the exact angle φUR and distance rUR. This problem can be
thought of as if we constructed a dictionary matrix that contains all pos-
sible combinations of φUR and rUR. Note that only the sparsest solution
is valid and all the other solutions are redundant. However, this is an
NP-hard problem that cannot be solved. Instead, the following convex
relaxation can be used [33]:

||ĥ||A , inf
α

{
Ltot∑
l=1
|αl| : ĥ =

Ltot∑
l=1

aUR
(
φUR
l , rUR

l

)
αl, aUR

(
φUR
l , rUR

l

)
∈ A

}
.

(5.33)

The new ||ĥ||A in (5.33) is called the atomic norm. The atomic norm
can be used to solve the localization problem with the following objective
function:

minimize
α,z

||ĥ||A

subject to ĥ = Υα+ z, and ||z||2 ≤ ε, (5.34)

where Υ is a matrix that contains all the possible combinations of φUR

and rUR, which yield a semi-infinite programming problem, and ε is
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the noise threshold. Solving the problem in (5.34) will result in a high-
resolution estimation of the location.

The Dual Problem: Minimizing the primal problem in (5.34) is
equivalent to maximizing the dual problem as strong duality hold. The
first step to formulate the dual problem is to set up the Lagrangian as
a weighted sum of the constraints with the objective function as

L(α, z,β,γ) =||ĥ||A + Re
[
βH

(
ĥ−Υα− z

)]
+ γ

(
zHz− ε2

)
,

(5.35)

where β and γ are Lagrange multipliers. The dual function d(β,γ) is
the infimum of the Lagrangian, and that is

d(β,γ) = inf
α,z

L(ĥ,β,γ) = inf
α,z
{Re

[
βH ĥ− βHz

]
+γ

(
zHz− ε2

)
+ ||y||A − Re

[
βHΥα

]
}. (5.36)

To solve (5.36), we first minimize over z as
∂d(β,γ)

∂z
= −β + 2γz = 0, (5.37)

which yields z? = β
2γ . Similarly, the dual function is maximized over the

dual variable γ as where we get

∂d(β,γ)
∂γ

= ||β
H ||22

4γ2 − ε2 = 0, (5.38)

which yields γ? = ||βH ||2
2ε . Now the dual function reduces to

d(β)=Re
[
βH ĥ

]
−ε||β||2+inf

α

(
||ĥ||A−Re

[
βHΥα

])
. (5.39)

In order to solve for the infimum in (5.39), consider that for every element
αi, we have Re

[
(βHΥ)iαi

]
= Re

[
(ΥHβ)Hi αi

]
= |(ΥHβ)i||αi| cos(ψ).

Using the definition of the atomic norm in (5.33), we can get

|αi| − Re
[
(ΥHβ)Hi αi

]
= |αi|

[
1− |(ΥHβ)i| cos(ψ)

]
≥ |αi|

[
1− |(ΥHβ)i|

]
.

(5.40)

For |(ΥHβ)i| ≤ 1, the lower bound is non-negative and the infimum is
zero; otherwise, the infimum is −∞. As a result, we can express (5.39)
as

d(β) = Re
[
βH ĥ

]
− ε||β||2, s.t. ||ΥHβ)||∞ ≤ 1. (5.41)
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The dual problem in (5.34) can be reformulated as

maximize
β

Re
[
βH ĥ

]
− ε||β||2

subject to ||ΥHβ)||∞ ≤ 1. (5.42)

The constraints in (5.42) are again semi-infinite programming. Referring
to [35], we define a trigonometric polynomial as

F(τ ) =
L−1∑
l=0

βle
−jτl = a(τ )Hβ. (5.43)

According to Theorem 4.26 in [35], if the following inequality:

|F(τ )| < |R(τ )| (5.44)

is satisfied, then the following inequality is also true:[
Q β
βT 1

]
� 0, (5.45)

where Q = ββH . This can be proved using Schur’s complement. Ac-
cording to Corollary 4.27 in [35], if a special case of |R(τ )| = k, then
the following approximation is true:[

Qk β
βT 1

]
� 0, (5.46)

where Qk is a diagonal matrix of all the diagonal elements equal to k2.
Now we can relax the constraints in (5.42) as

||ΥHβ)||∞ = minimize
k

k s.t.|ΥHβ| ≤ k. (5.47)

In our case, k = 1. Therefore, (5.42) can be rewritten as a semidefinite
programming (SDP)

maximize
β,Qk

Re
[
βH ĥ

]
− ε||β||2

subject to
[
Qk β
βH 1

]
� 0. (5.48)

Similar to (5.46), Qk is a diagonal matrix such that tr(Qk) = 1.
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User Localization: After solving the dual problem in (5.48), local-
ization parameters will be estimated. We can use the following null spec-
trum to search for φUR and rUR as

P (φUR, rUR) = 1
|a(φUR ⊗ rUR)ββHa(φUR ⊗ rUR)H | . (5.49)

To estimate φUR and rUR, the objective function in (5.49) requires
2D grid search. To reduce the computational complexity, we propose
utilizing an iterative solution in which we relax (5.49) into a 1D grid
search for φUR

1 given a random rUR
0 followed by another 1D grid search

for the rUR
1 given φUR

1 . We repeat the same process for k of iterations
to search for the optimal φ̂UR = φUR

k given rUR
k−1 followed by a search

for the optimal r̂UR = rUR
k given φUR

k . Otherwise, (5.49) can be solved
using the particle swarm optimization (PSO). For the PSO, we create a
set of particles such that every particle represents a certain angle and
distance, and we evaluate (5.49) at every particle location. We update
the location of every individual particle based on its own location, its
own optimal evaluation of (5.49), and the global optimal of (5.49) among
all the particles. More specifically, let $i represents the current location
of a certain particle i, let κi represents the best location of that certain
particle i, and let g represents the best location among all the particles.
Now we can update the particle i location using

$i(t+ 1) = $i(t) + %i(t+ 1), (5.50)

where %i(t + 1) is the updated velocity vector of particle i that can be
described using

%i(t+ 1) =w%i(t) + r1c1 (κi(t)−$i(t)) + r2c2 (g(t)−$i(t)) , (5.51)

where c1 and c2 are acceleration coefficients, r1 and r2 are random num-
bers distributed uniformly between 0 and 1, and w is the inertia coeffi-
cient.

The other channel variables θBR and dBR can be similarly estimated
by taking the Hermitian transpose of (5.6) and performing the same
methodology again. Algorithm 1 summarizes the PSO algorithm, while
Algorithm 3 summarizes the atomic norm approach.

5.3.3 RIS Phase Design

We will utilize an iterative phase design in which we first estimate the
localization parameters as described in the previous sections using a
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Algorithm 2 Particle swarm optimization (PSO) algorithm
Input: The Lagrangian multiplier β.

1: Initialize: All particles positions $i(0), all particles velocities %i(0),
acceleration coefficients c1 and c2, the random numbers r1 and r2.

2: for t = 1 : maximum generation do
3: for i = 1 : population size do
4: if P ($i) < P (κi) then $i(t) = $i(t) end
5: Update the velocity vectors using (5.51)
6: Update the position vectors using (5.50)
7: end for
8: end for

Output P ?(θBR, dBR) = P (κi)

Algorithm 3 RIS-aided near-field localization via the atomic norm min-
imization

Input: The received signal Y, the PRS X, the RIS location pR.
1: Initialize: Θ← random phase design.
2: for j = 1 to J do
3: Estimate ĥ using ĥ = vec

(
YX†

)
.

4: Estimate β using (5.48).
5: Estimate φUR and rUR using (5.49).
6: Use the estimated parameters to design the RIS according to

(5.59).
7: end for
8: Compute the UE location using the estimated parameters.

Output p̂U

random phase design, then we use the estimated parameters to control
the RIS phase matrix.

The goal is to minimize the localization error by optimizing RIS
phases. Nevertheless, it is challenging to derive an analytical expression
for the error. Alternatively, one can minimize the CRLB; however, the
derivation of the CRLB in near-field considering reflective RIS channel
with multiple scatterers is still an open problem. Therefore, we propose
to maximize the SNR, as the error typically depends on it. For the
SNR, it can be maximized by aiming to align the phases at the BS
by minimizing the sum of the square distance of the phases from their
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related centroid ε̄(θ), i.e.,3

θ? = arg min.
θ∈[0,2π]NR

∑
b,u,i,k,r

[
(bω̂BR

i + b2γ̂BR
i )+ (rα̂BR

i + r2β̂BR
i )

+(rω̂UR
k +r2γ̂UR

k )+ (u α̂UR
k +u2β̂UR

k )+θr−ε̄(θ)
]2
, (5.52)

where
∑
b,u,i,k,r ,

∑B
b=−B

∑U
u=−M

∑LBR

i=1
∑LUR

k=1
∑NR

r=1, ε̄(θ) is defined sim-
ilar to [17]. Using similar techniques to [17], after some manipulations,
the proposed RIS phases can be written as

θ? = arg min.
θ∈[0,2π]NR

∑
b,u,i,k,r

[θr + Cbuikr − φ(θ)]2, (5.53)

where

Cbuikr ,j(b ωBR
i + b2γBR

i ) + j(rαBR
i + r2βBR

i )+
j(rωUR

k + r2γUR
k ) + j(u αUR

k + u2βUR
k ), (5.54)

and

φ(θ) = 1
NBNUNRLURLBR

∑
b,u,i,k,r

j(b ωBR
i + b2γBR

i )+

j(rαBR
i +r2βBR

i )+j(rωUR
k + r2γUR

k ) + j(u αUR
k + u2βUR

k ).

= 1
NR θz+

1
NR

NR∑
r=1,r 6=z

θr+
1

NBNUNRLURLBR

∑
b,u,i,k,r

Cbuikr. (5.55)

Now the objective function can be expressed as

P (Θ)=
∑
b,u,i,k

[θz+Cbuikz−φ(θ)]2+
∑

b,u,i,k,r 6=z
[θr+Cbuikr−φ(θ)]2. (5.56)

To solve this objective function, we start differentiating it with respect
to θz

∂P (Θ)
∂θz

=
∑
b,u,i,k

(1− 1
NR )[θz + Cbuikz − φ(θ)]+

∑
b,u,i,k,r 6=z

[θr + Cbuikr − φ(θ)] = 0. (5.57)
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After some manipulation(
1− 1

NR

)
θz −

1
NR

NR∑
r=1,r 6=z

θr + 1
NBNUNRLURLBR×( ∑

b,u,i,k

Cbuikz −
1
NR

∑
b,u,i,k,r 6=z

Cbuikr

)
= 0. (5.58)

Now, for each value of z ∈ {1, 2, . . . , NR}, we get a linear equation with
NR unknowns. Solving the system of equations simultaneously results
in

θ?r =
(

(2U + 1)(2B + 1)LBRLUR
)−1 ∑

b,u,i,k

[
b ω̂BR

i

+b2γ̂BR
i + r α̂BR

i + r2β̂BR
i + r ω̂UR

k + r2γ̂UR
k

+u α̂UR
k + u2β̂UR

k

]
, ∀r ∈

{
1, 2, . . . , NR

}
. (5.59)

5.4 SIMULATION RESULTS

In this section, we present selected numerical results for the proposed
schemes. We assume the URal noise such that σ2

n = Bt Tk K, where Bt
is the bandwidth, Tk = 290 is the temperature in Kelvin, and K is the
Boltzmann constant. We consider the T-MSBL algorithm to solve the
CS problems, which [31] we use [36] to solve for (5.48) and (5.30) and
we use MATLAB to implement the PSO. The simulation parameters are
presented in Table 5.3. We set the simulation parameters as presented
in Table 5.3, unless stated otherwise.

The convergence of the proposed RIS phase design for the near-field
CS algorithm is shown in Figure 5.9, where the localization error vs.
the number of iterations for various phase design approaches is to be
compared. We compare the (i) proposed; (ii) the Eigen-beamforming
(EBF) [37]; (iii) random; (iv) mirror (zero phases); (v) 5-level quantized
phases; (vi) optimized with the interior point method (IPM). When com-
paring non-optimized phases (i.e., Mirror and Random), the suggested
technique with varied optimized phases can result in an improvement of
one-order-of-magnitude reduction in the positioning error. Furthermore,
the suggested closed-form phase design, which does not need channel
state information (CSI) knowledge, performs similarly to high computa-
tionally demanding phase design approaches, such as EBF and IPM.
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TABLE 5.3 The Simulation Parameters

Description Parameter Value
frequency fc 28 GHz
Number of UE antennas NU 21
Number of BS antennas NB 51
Number of RIS elements NR 100
path loss exponent µ 3
Number of PRS streams Mo 60
BS location pB [0 0]
RIS location pR [5 5]
UE location pU [10 0]
Bandwidth B 10 MHz
Power P 1 Watt
Noise threshold ε 0.001
Number of paths between the BS and the RIS LBR 2
Number of paths between the RIS and the UE LUR 2

Figure 5.9 Localization error for different phase design schemes.
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Figure 5.10 SNR vs. number of iterations.

As described in the RIS phase design subsection, the estimated user
location will be used to improve the RIS phase design, while the new
properly optimized RIS can lead to a better estimation of the UE lo-
cation; this loop continues until convergence. In order to support the
convergence claims of this approach, Figure 5.10 represents the SNR
as a function of each phase design iteration. This figure supports the
convergence argument as it shows an increase in the SNR with every
phase design iteration. This result matches the expected theory of CS,
where [38] has shown that the error E in the CS recovery has the fol-
lowing upper bound:

E{||E||2F} ≤

1− B

N
+

0.25
(√

B
N + 1

)2

SNR

 ||Ĉ1||2F , (5.60)

where C is the support matrix. The above formula shows that increasing
the SNR will decrease the error upper bound of the estimated support
and hence will decrease the localization error.

The localization error for the near-field CS system vs. the number of
RIS elements for varied numbers of BS antennas is shown in Figure 5.11.
It can be shown that a larger number of elements results in improved
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Figure 5.11 Localization error vs. numbers of RIS elements.

performance, allowing the RIS to concentrate more power on the BS. In
addition, a bigger number of BS antennas means more CS measurements
and better performance.

In Figure 5.12, we compute the localization error for the near-field
atomic norm minimization system for different SNRs at the BS. We use
NU = 10, µ = 2, Mo = 20, Bt = 5 MHz, and P = 0.5 Watt. The RIS

Figure 5.12 Localization error for different numbers of BS antennas.
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Figure 5.13 Extracting the location parameters using different ap-
proaches.

is located at pR = [2.5, 2.5], the UE is located at pU = [5, 5], and we
set the number of paths to one (i.e., LBR = LUR = 1). We change the
SNR value by changing σ2

z . It can be seen from the figure that a lower
localization error could be achieved by increasing both the SNR and the
number of BS antennas. The results showed that the sub-cm level of
localization error can be achieved using higher values of SNR and NB.

In Figure 5.13, we compare the localization error for different opti-
mization algorithms for solving (5.49), and we compare the exhaustive
search (ES), PSO, and the iterative solution described in Section 5.3.2.
The figure shows a similar performance between the ES and the PSO,
while a slightly higher error for the iterative solution.

To judge the performance of the three optimization algorithms, we
compute the computational efforts for the three cases. Table 5.4 shows
hardware specifications for the workstation that is used for simulation,

TABLE 5.4 Workstation Specifications

Aspect Specification
CPU Intel(R) Core(TM) i5-10500 CPU @ 3.10GHz 3.10 GHz
GPU Intel(R) UHD Graphics 360
Memory 16.0 GB DDR4-SDRAM
OS Windows 10 Education 64-bi
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TABLE 5.5 Computational Efforts

Number of RIS Number of BS Algorithm ES
elements NR antennas NB PSO Time in [s] Iterative

15 3.3115 3.9251 2.541464 35 19.4865 26.4548 9.47864
15 4.4866 4.4698 3.4564128 35 21.4869 27.4856 10.4564

while Table 5.5 represents the required time to solve for the UE location.
The table shows that the iterative solution can significantly reduce the
required simulation time, while it can produce a similar slightly larger
localization error. On the other hand, the PSO can produce the same
localization accuracy as the ES but with lower computational effort.

In Figure 5.14, we compare the localization performance of the pro-
posed atomic norm minimization and CS. We fix NB = 35, and we
change the number of RIS elements NR and the number of the PRS
streams Mo. The results show the superior performance of the proposed
atomic norm minimization in comparison to the CS. This can be justi-
fied as the CS utilizes a finite number of atoms on a discrete grid leading
to a quantization error, while the proposed atomic norm uses a contin-
uous set of atoms rather than a discrete one. The figure also shows that

Figure 5.14 Localization error comparison between the CS and the pro-
posed scheme.
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we can achieve better performance using a RIS with a large number of
elements, as with a larger NR the RIS can make a narrow beam toward
the UE location.

5.5 CONCLUSION AND FUTURE WORK

In this chapter, the uplink localization in RIS-aided models has been
investigated. We considered different channel settings either in far-field,
near-field, multipath, and single path. We solved the problem via sparse
recovery techniques, more specifically the CS and atomic norm mini-
mization. For the near-field model, we exploited the spatial correlation
in the channel model to convert the CS problem from the complex 2D
case to two easy-to-solve 1D problems. We further solved the high lo-
calization errors in near-filed by considering a super-resolution solution
that is based on atomic norm minimization. In addition to that, we pro-
posed an RIS phase design such that we maximize the SNR at the BS
to minimize the localization errors. The numerical results show the val-
idation of the proposed phase design, where we compared the proposed
methodology with different phase design techniques. We also compare
the localization performance of both the CS against the atomic norm
minimization, and the results show that a sub-cm level of localization
accuracy can be achieved using the atomic norm minimization. Up to
this end, the proposed super-resolution scheme has shown great potential
in terms of its performance.

RIS-aided localization is still at an early development stage, and a
huge research effort is required to enable real-time reliable and accu-
rate RIS-based localization operation. Possible research directions for
RIS-aided localization might include (i) real-time reliable RIS-aided lo-
calization for practical environments, this work focused on wireless local-
ization in far-field, near-field, single path, and multipath; however, the
doors are still open for more complicated scenarios such as multi-user
localization, real-time localization and dynamic channel localization. (ii)
Active RISs, this work has focused on utilizing passive RIS for user lo-
calization, active RIS as an alternative does not only reflect the wireless
signals toward the desired location but can also amplify the received
signal to encounter the propagation losses. Utilizing the capabilities of
active RIS can significantly improve the localization performance and
more active RIS localization is still lacking in the literature. (iii) Er-
ror bound derivation for RIS-aided localization, this work has included
some insights regarding the work that has been done in terms of deriving
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the error bounds. Similar to localization under complex settings, each
complex scenario requires error derivations. Additionally, the model mis-
match errors, which can be developed as a result of utilizing localization
algorithms that solve channel models that are different than the actual
model, is an interesting problem for research. Recently, literature has
exhibited trendy actions to tackle this problem where special interest is
developing with time.
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[23] Emrah Čǐsija, Aya Mostafa Ahmed, Aydin Sezgin, and Henk
Wymeersch. Ris-aided mmWave MIMO radar system for adaptive



114 � 6G Wireless: The Communication Paradigm Beyond 2030

multi-target localization. In Proc. of the 21-th IEEE Statistical Sig-
nal Processing Workshop (SSP’21), pages 196–200, Rio de Janeiro,
Brazil, Aug. 2021.

[24] Jiguang He, Henk Wymeersch, and Markku Juntti. Channel es-
timation for RIS-aided mmWave MIMO systems via atomic norm
minimization. IEEE Transactions on Wireless Communications,
20(9):5786–5797, Apr. 2021.

[25] Haobo Zhang, Hongliang Zhang, Boya Di, Kaigui Bian, Zhu Han,
and Lingyang Song. Metalocalization: Reconfigurable intelligent
surface aided multi-user wireless indoor localization. IEEE Trans-
actions on Wireless Communications, 20(12):7743–7757, Dec. 2021.

[26] Zohair Abu-Shaban, Kamran Keykhosravi, Musa Furkan Keskin,
George C. Alexandropoulos, Gonzalo Seco-Granados, and Henk
Wymeersch. Near-field localization with a reconfigurable intelligent
surface acting as lens. In Proc. of the 31-st International Conference
on Communications (ICC’21), pages 1–6, Montreal, QC, Canada,
Aug. 2021.
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Edge computing and aerial access networks are two key tech-
nologies to revolutionize the conventional network and computing

paradigms. Their amalgamation introduces a novel computing concept,
namely aerial computing, which can provide more advanced computing
services at a global scale. This chapter first frames the concept of aerial
computing and presents it in a comprehensive computing infrastructure
in sixth-generation (6G) systems. Then, we analyze that aerial comput-
ing has distinctive features for providing advanced services, including
mobility, availability, scalability, flexibility, and simultaneity. After that,
we depict the role of aerial computing in important vertical domains,
including smart vehicles, smart cities, manufacturing, and smart grids.
We also summarize leading research and standardization efforts toward
the realization of aerial computing. Finally, we argue critical challenges
related to energy efficiency resource management, network scalability,
large-scale optimization, and privacy and security for the realization of
aerial computing in 6G systems.

6.1 INTRODUCTION

Many new applications and services will emerge in future sixth-
generation (6G) wireless systems. Some examples are fully autonomous
vehicles, metaverse, connected intelligence, Industry 5.0, which usually
require powerful computing capabilities to satisfy new challenging key
performance indicators (KPI) in 6G systems [1, 2]. Moreover, the avail-
ability of computing resources with favorable communication conditions
is a prerequisite for a large-scale deployment of new applications and
services at a global scale. In this context, edge computing and aerial ac-
cess networks are two promising technologies, and the interplay between
these two technologies will enable many new applications, services, and
use cases in 6G wireless systems.

Edge computing, such as fog computing and multi-access edge com-
puting (MEC), moves computing and caching resources from the central
cloud to the network edge in close proximity to end users (e.g., vehi-
cles, sensors, Internet-of-Things (IoT) devices, and wearables). Thus,
edge computing is a key enabler of new compute-intensive applications,
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such as X-reality and fully autonomous driving [3]. An easy way is to
deploy MEC nodes at fixed locations (e.g., radio towers and gateways
in mobile networks); however, it raises the issues of providing comput-
ing services and wireless access to unconnected areas (e.g., rural areas
and mountains). On the other hand, aerial access networks can offer dis-
tinct features over conventional networks, such as line-of-sight propaga-
tion, favorable channel conditions, global coverage. In general, an aerial
access network (AAN) is constituted of low-altitude platforms (LAPs,
e.g., unmanned aerial vehicle [UAV]), high-altitude platforms (HAPs,
e.g., airships and balloons), and Low Earth orbit (LEO) satellites [4].
Based on the significant features of edge computing and aerial access
networks, we introduce the concept of aerial computing in this chapter.
It is expected that aerial computing inherits amalgamated features from
edge computing and aerial access networks. Thus, aerial computing can
support more advanced vertical applications in 6G wireless systems and
overcome the digital divide issue in a fully digital world.

6.1.1 Main Contributions

The roles of edge computing and aerial access networks for emerging
applications and future networks have been provided in many studies;
however, a concise discussion on aerial computing is still missing. To
fill this gap, we introduce a novel computing concept and analyze its
important applications and critical challenges for future research. In a
nutshell, the main contributions offered by this chapter can be summa-
rized as follows.

• New Concept of Aerial Computing: We introduce the con-
cept of aerial computing, which is expected to inherit significant
features from conventional edge computing paradigms and aerial
access networks. In this regard, we propose a novel architecture of
aerial computing toward a comprehensive computing architecture
in 6G systems. Further, we analyze that aerial computing has im-
portant features for the provision of advanced wireless and comput-
ing services in the future, including ubiquity, mobility, availability,
simultaneity, and scalability.

• The Role of Aerial Computing for Vertical Domains:
After introducing the concept, we depict the role of aerial com-
puting for vertical domain applications, such as smart cities,
smart vehicles, smart factories, and smart grids. In particular, we
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discuss how vertical domain applications are supported by aerial
computing.

• Projects and Standardization: To understand current research
activities, we focus on reviewing leading projects and standardiza-
tion efforts related to aerial computing. We review leading projects
on aerial computing and 6G wireless networks, such as the 6G Flag-
ship, Europe 6G Program, and national projects, as well as several
industrial 6G programs. Standardization plays an important role
in defining the technological requirements and expected timeline
of development, trials, and launch of aerial computing. Therefore,
we also summarize the standardization efforts and status of the
standards developing organizations (SDOs).

• Research Challenges and Directions: We reveal that aerial
computing fully complements terrestrial computing paradigms,
thus enabling the provision of computing services and wireless ac-
cess at a global scale. However, for the realization of aerial comput-
ing in 6G, several challenges related to energy efficiency, resource
management, network stability, large-scale optimization, and secu-
rity and privacy should be further investigated. These challenges
are discussed in detail in this chapter.

6.1.2 Chapter Organization

The organization of this chapter is as follows. This chapter first intro-
duces the architecture of aerial computing in a comprehensive 6G com-
puting infrastructure and analyzes the distinct features of aerial comput-
ing. Next, the role of aerial computing for vertical domain applications,
including smart cities, smart vehicles, smart factories, and smart grids,
is depicted. Then, we summarize major projects and standardization
efforts toward aerial computing. After that, critical challenges and po-
tential solutions for the realization of aerial computing in 6G network
systems are discussed. Finally, the conclusion is drawn.

6.2 AERIAL COMPUTING: FUNDAMENTALS AND DESIGN

In this section, we first present the system architecture of aerial com-
puting and then analyze the fundamental features of aerial computing.
Accordingly, aerial computing will be an indispensable part of 6G wire-
less systems and beyond.
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6.2.1 System Architecture

Toward a comprehensive computing infrastructure, we present a novel
computing architecture in this section. This architecture is constituted
by one layer of computing and IoT devices and four computing lay-
ers: conventional terrestrial computing, low-altitude computing (LAC),
high-altitude computing (HAC), and satellite computing (SC). These
five layers are positioned in a hierarchical manner. On the top, vertical
domain applications can be supported by aerial computing.

6.2.1.1 IoT and Computing Devices

The first layer refers to the IoT and computing devices (e.g., sensors,
wearables, smartphones, and autonomous vehicles) that can generate
data, perform local data processing and learning, and have compute-
intensive tasks [5]. These data and tasks can be either processed locally
or computed at remote computing nodes via computation offloading. For
example, mobile security is critical today due to the emergence of mobile
services (e.g., mobile commerce, mobile health, and mobile blockchain)
[6]. For example, the work in [7] proposed that a set of IoT devices
train their federated learning models locally and then share the model
updates with the edge server collocated at one UAV in the air. IoT
devices may not have enough on-device computing capabilities to run
compute-intensive tasks. They need to offload these tasks to a target
edge server, such as an MEC server located at a macro base station and
a HAP/LAP platform equipped with computing capabilities. It is worth
noting that IoT devices can position on the ground or the air in the case
of aerial components, such as UAVs, drones, and balloons. With aerial
computing, aerial devices with computing tasks have more possibilities
to select the target edge server, e.g., a MEC server on the ground and a
more powerful LAC/HAC server.

6.2.1.2 Terrestrial Computing

This layer refers to the deployment of conventional computing
paradigms. According to [8], a terrestrial computing node can be de-
ployed at various sites and network nodes. For example, MEC servers
can be located at a network node (e.g., radio towers and optical network
units) within the radio access network and in close proximity of end de-
vices, and fog nodes can be deployed at distributed locations (e.g., IoT
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Figure 6.1 Aerial computing in a comprehensive 6G computing infras-
tructure.

gateways and routers). Terrestrial computing, such as fog computing
and MEC, is characterized by several features, including on-premise,
proximity, low latency, location awareness, and contextual information.
However, the performance of terrestrial computing is limited by the im-
mobile deployment and low coverage of edge nodes. The limitations of
terrestrial computing can be overcome via a full complement to aerial
computing and cloud computing, as illustrated in Figure 6.1.
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6.2.1.3 Low-Altitude Computing

From Figure 6.2, as positioned at the closest tier to IoT devices with an
altitude of 0–10 km, the LAC platform has clear advantages in terms
of cost-effectiveness, fast deployment, and favorable network conditions
over the conventional terrestrial computing platform. As a result, LAC
nodes can be deployed to serve critical applications and provide tem-
porary services to IoT and computing devices on the ground, especially
when the terrestrial computing platform is not available or dysfunc-
tional [9]. For example, the work in [10] considered that MEC-UAV has
the potential for reconnaissance. In particular, the UAV, as an LAP
server, can process the raw reconnaissance data (e.g., videos, images,

Figure 6.2 A multi-tier aerial computing network, where computation
tasks can be executed by IoT/mobile devices, UAVs, satellites, and con-
ventional centralized clouds.
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and tracked locations), thus reducing the processing latency and increas-
ing the network utility when compared with the conventional terrestrial
computing deployment. Meanwhile, the platform is constrained by the
limited energy capacities and low computing capabilities of LAC nodes.
Recently, the work in [11] proposed to deploy an LAC server as the learn-
ing server, which helps to aggregate local model updates from wireless
devices on the ground. This work also developed a deep reinforcement
learning approach to maximize a long-term objective function by op-
timizing the LAC server placement and resource allocation, which are
subject to several constraints on harvested energy of federated learning
(FL) users, limited bandwidth capacity, and energy budget of the LAC
server.

6.2.1.4 High-Altitude Computing

Unlike the LAC platform, which usually comprises unmanned LAC
nodes, the HAC platform is constituted by both manned and unmanned
components, such as airplanes and airships. Since the HAC platform op-
erates at an altitude of 17–50 km, the coverage area becomes more signif-
icant than the LAC platform and can be 10 km. Furthermore, since HAC
nodes can accommodate large solar panels, HAC nodes can be effectively
powered by solar power sources and thus have a higher endurance time
than that of LAC nodes [12]. As a result, the HAC platform has a higher
endurance time than the LAC platform while having faster deployment
and adaptability to the computing demands than the terrestrial comput-
ing platform. In addition, the HAC platform can provide wireless and
computing services to end users directly instead of connecting to the SC
platform via ground stations. Due to the massive investment and com-
mercial projects of big techs, such as Google Skybender and ApusDuo,
it is expected that the HAC platform will play a vital role in providing
computing services in 6G systems.

6.2.1.5 Satellite Computing

Positioned at the highest computing tier, the SC platform comprises
LEO satellites with computing capabilities. Typically, LEO satellites
have a circular orbit at an altitude of above 80 km and less than
2000 km [13]. For example, SpaceX’s LEO satellites delivered by Star-
link operate at an altitude of approximately 550 km and provide wireless
services with an end-to-end (E2E) latency of 20–40 ms and an expected
speed of 50–150 Mbps (https://www.starlink.com/). As noted above,

https://www.starlink.com
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the SC platform does not typically provide computing services to end
users directly due to the cost of embedded hardware in the satellites
and the small size of IoT devices. Instead, ground stations help LEO
satellites relay computing tasks between end users and computing nodes
(e.g., centralized clouds) via fronthaul and backhaul links [13], as shown
in Figure 6.2. However, empowering the satellites with MEC capabilities
helps provide computing services globally and makes the SC platform
suit large-scale applications in scenarios in which the users are located
sparsely over different areas. As an example, the work in [14] studied
a promising HAC-SC scenario, where computation tasks offloaded from
IoT devices can be executed by both the HAC server and the SC server.

6.2.1.6 Vertical Domain Applications

With new features and advantages, aerial computing can support vari-
ous vertical domain applications, including smart cities, smart vehicles,
smart factories, and smart grids. For example, the Internet of Vehicles
(IoV) can significantly improve the driving safety and enhance the qual-
ity of infotainment services to in-vehicle users. Typically, IoV applica-
tions are supported by the terrestrial computing platform with fixed
deployment for maximum benefits of IoV service providers. In this con-
text, vehicles can offload compute-intensive tasks to aerial computing
nodes (e.g., LAC, HAC, and SC) for service continuity, and in-vehicle
users can fetch cached contents from the air for enhanced infotainment
services. We will articulate the role of aerial computing in four vertical
domain applications. Moreover, aerial computing can support various
distributed learning scenarios (i.e., federated learning) [15], where aerial
components can be deployed as learning servers in the air, aerial users,
aerial relays, and swarms. Therefore, aerial computing has the potential
to enhance the data privacy of end users in vertical applications when
the learning server does not need to collect and store the user data in a
central manner.

6.2.2 Desirable Features and Role of Aerial Computing in 6G

In addition to features inherited from conventional edge computing
paradigms (e.g., fog and MEC), aerial computing has several new fea-
tures, as discussed below.

• Mobility: While terrestrial computing requires much time for plan-
ning procedures and civil works, it is quick to deploy an aerial
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computing node owing to the high mobility of aerial platforms,
such as UAVs at the LAC platform and airships at the HAC
platform.

• Availability: As different computing platforms are positioned hier-
archically, aerial computing can offer always-available computing
resources to end users in areas beyond the provision coverage of
terrestrial computing, such as disaster and rural areas.

• Scalability: Massive IoT devices can be served thanks to the hier-
archical and quick deployment of aerial platforms and the global
coverage of SC. Moreover, collaborative computation among com-
puting platforms can help execute computation tasks with a large-
sized and heavy workload.

• Flexibility: Unlike fixed deployment in terrestrial computing, com-
puting platforms (e.g., LAC, HAC, and SC) in aerial computing
can be flexibly controlled to suit different computation tasks and
network situations.

• Simultaneity: Computing services can be provided by multiple
platforms in aerial computing, e.g., IoT devices offload compu-
tation tasks to terrestrial MEC and LAC servers simultaneously.
Simultaneity is also represented by the simultaneous provision of
computing services for geographical users.

The above features make aerial computing a promising concept for the
design of a comprehensive computing infrastructure in 6G systems and
the implementation of vertical domain applications, which are discussed
in Section 6.3. It is worth emphasizing that aerial computing aims to
make computing capabilities available at all times and everywhere glob-
ally, while the other computing paradigms, such as cloudlet, fog comput-
ing, and MEC [8], are to move computing resources to the network edge
of certain areas and strategic locations. Therefore, aerial computing is a
promising concept toward a comprehensive computing infrastructure in
6G wireless systems.

6.3 AERIAL COMPUTING: VERTICAL DOMAIN APPLICATIONS

Benefiting from distinct features, aerial computing can support and open
new opportunities for many vertical domain applications. In this section,
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we will discuss the role of aerial computing in four domains, including
smart cities, smart vehicles, smart factories, and smart grids.

6.3.1 Smart Cities

The popularity of the IoT helps cities become smarter, and the concept
of smart cities is gaining a strong attraction from communities [6]. Data
collected by the massive number of IoT and sensory devices can be used
for various purposes, such as air quality measurement, crowd manage-
ment, emotion and facial recognition, physical distancing (also known as
social distancing for COVID-19 controlling), and urban planning. As a
full complement to the conventional terrestrial system, the use of aerial
computing platforms for data and computation processing in smart cities
is a good choice. In this context, aerial computing is anticipated to sup-
port potential use cases in smart cities, as discussed below.

A potential use case of aerial computing in smart cities is illustrated
in Figure 6.3, where an LAC server is dispatched to open areas for mon-
itoring the physical distance rules and crowd management during the

Figure 6.3 An example scenario for smart cities, where the LAC server
deploys a deep learning model to process surveillance images for social
distancing purposes.
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COVID-19 pandemic. It has been shown that social distancing is an ef-
ficient non-pharmaceutical solution to combat the pandemic. The LAC
server with onboard cameras can capture surveillance images that are
then fed to a deep model to detect the existence of pedestrians in a
certain area and check whether or not the physical distance is kept less
than 2 m. An example of this use case is investigated in [16], where a
lightweight deep model is designed to learn multi-scale representations
and spatial attention maps. The designed network can proficiently cap-
ture the features of human heads and achieve a high detection accuracy.
In particular, the accuracy of around 90% and the detection speed of
around 75 frames per second show that the deep model in [16] is feasible
for real-time social distancing detection.

6.3.2 Smart Vehicles

Many intelligent transportation systems have been investigated over the
last decades to improve transportation efficiency, driving safety, real-
time traffic prediction, and in-vehicle infotainment, as illustrated in
Figure 6.4. With computing resources and quick deployment capabilities,

Figure 6.4 An example scenario of intelligent transportation systems
supported by different computing platforms in aerial computing.
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aerial components can act as computing servers in the air and provide
computing services in response to the fast-growing demands of intelligent
transportation applications. Moreover, in intelligent transportation sys-
tems, intelligent vehicles are typically equipped with cameras and sensors
as well as localization and computing resources. Thus, intelligent vehicles
generate a mass of data every day from a plethora of applications, which
motivates the need for efficient aerial computing at the network edge,
especially in remote and hard-to-reach areas where terrestrial computing
is not available.

To illustrate the role of aerial computing in smart vehicles, we present
a promising scenario considered in a recent work [17]. This work consid-
ers cooperation between an LAC server in the air and platoon vehicles on
the ground. In particular, the LAC server is deployed to provide comput-
ing resources to platoon vehicles, equipped with a radio frequency (RF)
transmitter to power the LAC server wirelessly and support its service
duration. In such a scenario, the system optimization is constrained by
network dynamics and factors, such as LAC’s limited computing re-
sources and battery capacities, complex communication channels, and
time allocation. Simulation results show that the proposed iterative al-
gorithm in [17] can achieve higher computation bits than several bench-
mark schemes that ignore the optimization of some design variables (e.g.,
time, computing resources, and power control).

6.3.3 Smart Factories

Many emerging technologies, such as artificial intelligence (AI), big data
analytics, IoT, and cloud computing, have been investigated in Industry
4.0 to improve the process automation and manufacturing efficiency.
Meanwhile, many have started to conceptualize Industry 5.0 and develop
potential applications and use cases. Technically, the key advantage of
aerial computing is the provision of available computing resources on a
global scale. Moreover, the operation of smart factories hinges on efficient
data processing at the network edge with critical requirements (e.g., low
latency and high reliability). Thus, aerial computing can offer significant
value to numerous use cases and applications in smart factories, such as
supply management, manufacturing monitoring, robotic control, sensory
analysis, and massive industrial IoT access.

Similar to the hierarchical architecture of aerial computing, the archi-
tecture designed for smart factories may have different layers, including
the industrial IoT tier (e.g., machines, sensors, and robots), the edge
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Figure 6.5 Illustration of applications of aerial computing for smart
factories, where data from IoT and industrial devices are collected and
processed by aerial components, such as LAC and SC platforms.

layer (e.g., LAC/HAC/SC servers and terrestrial MEC), and the cloud
layer (e.g., centralized clouds). As shown in Figure 6.5, a large amount
of data collected from industrial IoT devices can be processed at the
LAC server via the learning ability of AI and deep learning techniques.
The learning result is helpful for the factory to gain a clear perception
and semantic interoperability of manufacturing operations and collected
data. Moreover, a manufacturer can use enormous resources available at
the other manufacturers, thus addressing limited resources and gaining
added value. The aerial computing paradigm can achieve it because of
a large-scale collaboration between different computing platforms.

6.3.4 Smart Grids

Smart grids have been investigated to resolve issues related to the oper-
ation and problems of traditional electrical systems. With the prolifera-
tion of massive connected and IoT devices and the popularity of emerging
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Figure 6.6 Applications of aerial computing for different scenarios in
smart grids, including video surveillance and data analytics, transmis-
sion and distribution monitoring, defect detection and energy theft, and
autonomous vehicles.

technologies and applications, it is expected that the use of unusual en-
ergy sources, such as fuel cells, solar cells, winds, photovoltaic, and me-
chanical energy, will play a more significant role in the coming years.
Further, connected and autonomous vehicle is a technological evolution
that may affect the electrical grid and demand powerful computing re-
sources. Indeed, there are challenges in smart grids, such as security and
privacy, data management, and monitoring and inspection. As a novel
concept, aerial computing plays a vital role in providing computing re-
sources to smart grid applications, as shown in Figure 6.6.

In aerial computing, SC servers can be utilized for video surveillance
tasks of remote utilities. In addition, LAC and HAC platforms can be de-
ployed for real-time monitoring and data preprocessing to avoid the issue
of continuous data transmission to the SC servers. Aerial computing also
has the potential for the implementation of compute-intensive tasks (e.g.,
blockchain-enabled secure energy trading) in connected and autonomous
vehicle networks [6]. Moreover, since insulator defects are a serious haz-
ard to power systems, grid operators should respond immediately to
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the problems, even in very hard-to-reach areas. Considering difficulties
in the conventional human monitoring methods, aerial platforms (e.g.,
LAC and HAC) for continuous monitoring of insulator defects is a good
solution. The work in [18] shows insulator defects can be efficiently de-
tected via a two-step method. An LAC node is first dispatched to capture
images of insulator strings and estimate their possible direction. The sec-
ond step leverages the images and results offloaded from the LAC node
to detect the insulator string and defect at the central cloud to relieve the
computation burden and extend the endurance time of the LAC node.

6.4 AERIAL COMPUTING: PROJECTS AND
STANDARDIZATION

Several international projects and SDOs are working on a global level. In
this section, we summarize a few research projects and standardization
efforts toward a comprehensive 6G computing infrastructure.

6.4.1 Projects

This part provides an overview of the international projects by major
6G groups.

6.4.1.1 6G Flagship

The 6G Flagship project focuses on the development of wireless commu-
nication techniques, implementation of fifth-generation (5G), and for-
mulation of 6G standards. Flagship conducts large-scale pilot projects
through the test network to support the industry in impelling the 5G
standard to the commercialization stage [19]. In addition, it develops
basic technical components required for 6G systems, including wireless
access and collaborative intelligent computing, as well as new applica-
tions in these areas. Instead of communicating with people, 6G Flagship
discusses the communication between objectives and devices, including
LAC, HAC, and SC platforms, from the perspective of intelligence and
aerial computing.

6.4.1.2 South Korea MSIT 6G Research Program

The Korea Master of Science in Information Technology (MSIT) assumes
that 6G technology will realize preemptive development. The data trans-
mission speed based on low-orbit satellites exceeds 10 km, resulting in
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technological evolution beyond 5G, such as remote surgery, fully auto-
mated driving, and flying cars, and reducing the delay time to one-tenth
of that of 5G services. The goal is to design core technology for the
first commercialization of 6G services in the world and thus prepare
for a leading role in the 6G global market. MSIT predicts that the ini-
tial 6G network will be deployed in 2028, and the commercialization of
this technology will be realized tentatively in 2030. According to the
South Korea MSIT 6G research program, the architectural requirements
of future wireless networks include the limited computation capability
of mobile devices, and ML starts from the initial phase of technology
development [20]. This reiterates the potential of aerial computing in
solving the limited computation capacity of wireless networks and the
importance of integrating ML and aerial computing.

6.4.1.3 Japan 6G/B5G Promotion Strategy

The National Institute of Information and Communication Technology
(NICT) released the “Beyond 5G/6G” and “Quantum Network” white
papers to accelerate R&D cooperation with other research institutions
[21]. The white paper summarizes social visions and use cases that are
expected to be realized through the advancement of Beyond 5G/6G and
quantum network technology, as well as the key technologies and R&D
roadmaps needed to realize them. Moreover, in the white paper, edge
computing is listed as an important application for implementing 6G,
and an omid-cloud gateway is proposed, which can provide computing,
communication, and power resources. A drone that stays close to the
served user can be used as a gateway to provide an aerial computing
service.

6.4.1.4 Industrial 6G Programs

The leading telecommunication industry has launched a number of over-
the-air computing and industrial IoT projects [22]. Several industrial IoT
standards have been proposed, which are still evolving. One important
industrial IoT scenario is the machine-to-machine (M2M) network, which
provides a service layer that can be embedded in hardware and software
to connect devices. Contiki, a lightweight Unix-like operating system
(OS) aimed at wireless sensor networks (WSNs), is an open-source OS
for low-cost, low-power IoT devices. Owing to the low energy budget
and the multitude of devices, the combination of aerial computing and
over-the-air transmission is a promising solution.
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6.4.1.5 China 6G White Paper

An industry organization supported by the Chinese government has re-
leased a 6G technology white paper [23], focusing on the application
of next-generation wireless technology and potential key technologies,
which may be ten times faster than the maximum rate of 5G wire-
less networks. Analysts have stated that the paper will provide clear
guidance for industry participants and provide a good start for the
6G R&D (R&D) plan, which is expected to be implemented in com-
mercial use in approximately 2030 as the competition between China
and the United States is intensifying. The China 6G white paper pro-
vides the overall vision while expounding eight business application use
cases, ten emerging key technologies, and views on the development of
the industry. The China Academy of Information and Communications
Technology (CAICT) IMT-2030 6G Promotion Group released a white
paper, which pointed out that 6G applications will present three po-
tential development directions (immersion, intelligence, and generaliza-
tion), as well as eight business applications, including holographic com-
munication, immersive extended reality (XR), digital twins, intelligent
interactive communication, perception interconnection, and global in-
terconnection. Further, in this white paper, computing resources include
cloud computing (the same as aerial computing), fog computing, and
edge computing, which are crucial for intelligent deployment. In addi-
tion, for aerial computing, both distributed and centralized deployments
have been involved. Moreover, the trend is to implement a multi-tier
aerial computing network, including LAC, HAC, and SC platforms.

6.4.1.6 Europe 6G Program

In Europe, the first batch of 6G projects worth 60 million euros was
launched under the 5G-PPP [24]. Among them, the Hexa-X flagship
developed the first 6G system concept, supplemented by eight research
projects on 6G-specific technologies. These technologies will form the
foundation of the people-centered Next Generation Internet (NGI) and
achieve the Sustainable Development Goals (SDGs). The committee has
passed a legislative proposal for the upcoming European Smart Networks
and Services (SNS) partnership for 6G. According to Europe’s vision for
the 6G ecosystem, 6G will usher in a new era wherein billions of devices,
people, UAVs, vehicles, and robots will produce a massive amount of dig-
ital information. In addition, 6G will manage more challenging use cases,
such as holographic telepresence and immersive stringent communication
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requirements. The 2030s are expected to be the beginning of the era of
the widespread use of personal mobile robots.

Therefore, 6G is envisioned as one of the foundations of human soci-
ety. To achieve the sustainable progress of society and satisfy the require-
ments of the United Nations sustainable development, 6G must provide
new functions while effectively addressing urgent social needs. This evo-
lution must adhere to the main social values of Europe, such as inclusive-
ness, transparency, security, and privacy. Further, digital technology is
also becoming an indispensable and important means of protecting na-
tional sovereignty. Thus, to meet this goal, the Europe 6G program has
introduced plans for implementing UAVs and satellites to assist 6G com-
munications, including UAV and satellite-assisted MEC, that is, aerial
computing.

6.4.1.7 USA 6G Program

The National Science Foundation (NSF) has targeted 6G and launched
its largest single public–private partnership, recruiting nine cloud, tech-
nology, and telecommunications giants to help academia develop tech-
nologies that will define the next generation of networks. Newly launched
Resilient and Intelligent Next Generation Systems (RINGS) program
partners include Apple, Ericsson, Google, IBM, Intel, Microsoft, Nokia,
Qualcomm, and VMware. The US Department of Defense and the Na-
tional Institute of Standards and Technology are also involved in this
program. Through this plan, the NSF will allocate funding of approxi-
mately 40 million USD to promote academic research projects focused on
next-generation connectivity. Moreover, participants in selected projects
of the program can collaborate with the aforementioned industry and
government partners as well as use the NSF’s four wireless test platform
facilities to test their ideas. In efforts to build a network beyond 5G, the
Cloud Enhanced Open Software Defined Mobile Wireless Testbed for
City-Scale Deployment (COSMOS) platform was deployed. The COS-
MOS platform architecture focuses on the close integration of ultra-high
bandwidth, low-latency wireless communication, and edge aerial com-
puting.

6.4.2 Standardization

Several SDOs are working or planning to work on standardization activ-
ities related to aerial computing, as summarized in Figure 6.7.
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Figure 6.7 A summary of major projects and SDOs about aerial com-
puting.

6.4.2.1 ETSI

European Telecommunications Standards Institute (ETSI) has released
a white paper on MEC security [25] by several authors who participated
in MEC and other related ETSI organizations. This white paper is the
first initiative in this field to identify the security aspects, as edge com-
puting renders typical industry cloud security methods inadequate for
this purpose. The essential feature of the edge computing environment is
a complex multi-vendor, multi-stakeholder ecosystem of hardware and
software equipment. Thus, in view of the overall level of system het-
erogeneity, security, trust, and privacy are the key themes of the edge
environment. The emergence of the edge cloud alliance and the emer-
gence of (far) edge devices, such as in the IoT environment, solves the
MEC security problem by employing an E2E approach using existing
standards related to this field. However, aerial computing also faces se-
curity, trust, and privacy issues.
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6.4.2.2 IETF

The Internet Engineering Task Force (IETF) is the main Internet stan-
dards organization that develops open standards through open processes.
The Network Computing Research Group (COIN) of the IETF proposed
research group (COINRG) will explore existing research and promote in-
vestigations into network computing and its impact on the data plane.
The goal is to study the manner through which this emerging Internet
architecture disruption can be exploited to improve network and applica-
tion performance and user experience. The latest document [26] in COIN
discusses collaborative edge cloud models and applications for XR net-
work slicing, including AR and VR, specifically in terms of architectural
framework and quality-of-service (QoS) based optimal delay-tolerant re-
source allocation. The collaborative edge cloud framework in COIN can
be applied to a centralized aerial computing framework, which can sup-
port emerging technologies.

6.4.2.3 NGMN Alliance

The Next Generation Mobile Networks (NGMN) Alliance Committee
launched a new key activity to support the adoption of cloud-native
infrastructure by telecom service providers, which will solve the chal-
lenges of hybrid cloud architecture (such as edge computing and multi-
tier aerial computing) and will lead to a paradigm change in the network
vision of the industry. The project has been highlighted as a key devel-
opment area for further optimizing and guiding the telecom industry
to successfully deploy 5G after 2020. The NGMN white paper explains
how 5G is expected to increasingly support new business models and
many new use cases, and it provides suggestions on the manner through
which all the advantages of virtualization, cloud computing, and edge
computing can be utilized.

6.4.2.4 Next G Alliance

G Alliance is a bold new initiative aimed at increasing the leading po-
sition of North American mobile technology in the next ten years. Em-
phasis has been placed on the commercialization of technology, and the
work will cover the entire life cycle of R&D, manufacturing, standard-
ization, and market preparation. To date, Next G Alliance has united
45 leading ICT companies to jointly promote the evolution of 5G, plan
for the future of 6G technology, and put North America at the forefront
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of wireless technology leadership in the upcoming decades. Members in-
clude infrastructure developers, semiconductor and equipment suppliers,
operators, hyperscalers, and other organizations, including organizations
engaged in the field of research. In the context of aerial computing, two
studies on radio access network (RAN) based MEC [27], which support
the integration of communication and computing technologies, have been
reported.

6.4.2.5 3GPP

The 3rd Generation Partnership Project (3GPP) Releases 15 and 17
provide native support for edge computing in 3GPP networks, cover-
ing application layer architecture, core network enhancement, security,
media processing, and management. The application architecture that
supports edge applications has been designed based on the following
architectural principles: application client portability, edge application
server portability, service differentiation, and flexible deployment. The
features of aerial computing (e.g., mobility, availability, scalability, flex-
ibility, and simultaneity) should be considered in future 3GPP Releases
to realize a comprehensive computing infrastructure in 6G networks.

6.4.2.6 IEEE

The Institute of Electrical and Electronics Engineers (IEEE) P1920.1
standard enhances the situational awareness of aircrafts for commu-
nication in self-organizing air networks and aerial computing systems.
This standard defines the air-to-air communication of self-organizing air
networks. Further, communication and network standards are indepen-
dent of network type (wireless, cellular, or other) and can be used for
manned and unmanned, small and large, civil, and industrial aircraft
designs. The IEEE Standards Association (IEEE-SA) provides an inter-
national, open, and cooperative platform for the wireless community to
participate in and support relevant, innovative, and new use cases and
standards, thereby accelerating time-to-market consensus technologies,
including mobile edge, fog computing, and virtualization.

6.4.2.7 ATIS

The Alliance for Telecommunications Industry Solutions (ATIS) is
a cloud computing standard. As cloud computing becomes increas-
ingly profitable, telecommunications providers are investing considerable
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resources to advance cloud computing solutions, which can be applied to
aerial computing platforms. ATIS established a cloud service forum to
focus on the rapid development of global market-driven standards in the
ICT industry. In addition, ATIS provides a cloud framework including
aerial computing for telepresence services.

6.4.2.8 ITU-T Standardization Sector

International Telecommunication Union-Telecommunication (ITU-T)
Standardization Department S-17 provides a roadmap that is expected
to expand with the work of other SDOs. Currently, ATIS, ETSI, IEEE,
IETF, ISO (International Organization for Standardization)/IEC (Inter-
national Electrotechnical Commission), ITU, OASIS (Organization for
the Advancement of Structured Information Standards), 3GPP, 3GPP2,
and other security standards are included in this roadmap. As data be-
come available, it is expected to expand further to other organizations.
In Y.3173, as the network evolves to IMT-2020, KPIs, such as transmis-
sion delay, transmission rate, and connection scale, are also crucial for
aerial computing systems. Further, application scenarios are becoming
more abundant, and network performance and flexibility are constantly
being improved. In addition, an increasing number of network functions
have been deployed on aerial computing platforms.

6.4.3 Summary and Discussion

The aforementioned projects provide a vision for implementing aerial
computing, including the LAC, HAC, and SC platforms, as shown in
Table 6.1. Many efforts have been made to integrate wireless communi-
cation and computing resources from both the land and sky. This trend
can be explained by the following three reasons. First, with the devel-
opment of LAP, HAPs, and satellites, many computing resources in the
sky can be used to assist compute-intensive applications and services.
Second, the air-to-ground link is dominated by LoS, which can provide
high-quality communication for users. Third, the coverage rate can be
greatly improved owing to the high mobility of aerial components (e.g.,
LAC and HAC servers in aerial computing). Thus, standardization is
accordingly settled to provide a collaboration platform among different
countries with issues related to security and green communication. It
has been observed that the various SDOs share common knowledge to



The Emergence of Aerial Computing � 141

TABLE 6.1 Contribution of Ongoing Projects and SDOs on Aerial Com-
puting
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build a comprehensive computing network, which can combine comput-
ing resources from the ground, air, and sea.

6.5 AERIAL COMPUTING: CHALLENGES AND FUTURE
DIRECTIONS

We argue that there are critical challenges to be considered in future
research, which will be discussed in this section.

6.5.1 Energy Efficiency

Energy efficiency is a critical issue for supporting green mobile net-
works and computing applications. In contrast to edge nodes in the
conventional edge computing paradigms (e.g., fog computing and MEC),
which are typically connected with stable power sources, aerial com-
puting nodes are powered by renewable energy sources and onboard
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batteries. Besides energy consumed for computation and communica-
tion, additional energy needs to be consumed for landing, hovering, and
moving. As a result, designing energy-efficient solutions is a prerequisite
for the realization of aerial computing in the future. In addition, energy
refilling techniques, such as energy harvesting and wireless power trans-
fer, can be adopted so that aerial nodes at the LAC and HAC tiers can
harness external energy for efficient computing operations.

6.5.2 Resource Management

Aerial computing accommodates task offloading and execution from mas-
sive IoT devices via different computing platforms (e.g., terrestrial com-
puting and LAC/HAC/SC servers). However, aerial nodes usually have
low storage and battery capacities, limited computing capabilities, and
complicated communication models. Thus, efficient resource manage-
ment is required for aerial computing systems. One can foresee that the
resource management problem in aerial is further exacerbated by addi-
tional optimization aspects and design constraints, such as joint compu-
tation and wireless resources, satellite constellation, LAC trajectory, and
IoT device scheduling. The use of AI techniques (e.g., machine learn-
ing and deep learning) to optimize resource management is promising
in heterogeneous and time-varying aerial computing systems. Moreover,
optimizing on-device learning models needs to be considered in future
studies to ease the computation burden of aerial computing nodes.

6.5.3 Network Stability

Mobility is a new feature of aerial computing, which makes it different
from the conventional computing paradigms. However, it also introduces
a critical issue in terms of stability to aerial computing systems. Actually,
the network stability and topology stability of aerial computing are af-
fected by various factors, such as the number of deployed aerial nodes and
flying devices, energy harvesting capabilities, and aerial channel models.
Moreover, the operational complexity and node unpredictability can ren-
der aerial computer systems more unstable than terrestrial computing.
The reason for this is that since an LAC platform can be deployed for
computing services at temporary events, SC nodes of different comput-
ing service providers may have different constellation designs [13]. As a
result, it is necessary to achieve network stability of aerial computing



The Emergence of Aerial Computing � 143

systems. As a robust solution, AI techniques are helpful to learn from
historical data and adapt to possible changes in the network.

6.5.4 Large-Scale Network Optimization

As a full complement to terrestrial computing, aerial computing can pro-
vide computing and wireless services to massive devices on a global scale.
It is enabled by the hierarchical deployment of different computing plat-
forms, from fog and MEC on the ground to LAC/HAC computing in the
air and SC in space. Further, many emerging applications require the in-
volvement of geographical users due to the deployment of many satellites
and the global availability of computing resources. Thus, distributed and
large-scale optimization techniques are urgently needed to allow scalable
aerial computing systems and intelligent computing applications. In this
regard, distributed optimization approaches are promising since they can
work well when the number of involved devices increases and reduces the
dependence on a central entity for the implementation of centralized al-
gorithms. Moreover, distributed AI techniques, such as federated learn-
ing and multi-agent deep reinforcement learning, are research trends in
aerial computing as they allow IoT devices with different characteristics
to learn a collaborative model.

6.5.5 Security and Privacy

For the realization of aerial computing in 6G, how to solve privacy and
security issues is crucial. There are various security attacks in aerial com-
puting systems, ranging from physical layer security to node intrusion
and data security at the computing server. For example, adversaries may
attack transmission channels between aerial components and between
end users and computing servers due to the broadcast nature of wireless
channels [28]. Further, adversaries can deploy data breach techniques to
access sensitive information computation tasks of end users. In terms of
data privacy, the issue may be caused by the data collection and stor-
age at a central node in aerial computing systems. It is also the case
of central learning when end users should share computation tasks and
raw data with the learning server. In this context, the use of perturba-
tion methods (e.g., differential privacy) and emerging technologies (e.g.,
blockchain and federated learning) is particularly helpful to protect data
privacy in aerial computing. For example, blockchain is used to record
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trading information (e.g., resource price and resource allocation) in a
UAV-aided MEC system to improve network security [29].

6.6 CONCLUSION

In this chapter, we have first introduced the concept of aerial computing
and presented a novel comprehensive computing architecture in 6G sys-
tems. Then, we have illustrated the manner in which aerial computing
can support vertical domain applications. Finally, we have concluded the
chapter by discussing critical challenges for the realization of aerial com-
puting. We hope this chapter will gain more attention from the commu-
nication and computing communities and drive more research in aerial
computing.
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Unmanned Aerial Vehicles (UAVs) are going to play leading
roles in various aspects like autonomy and network intelligence,

owing to their flexible 3D deployment and their technological advance-
ments in terms of cost. Further, for satisfying the increasing demands
in 6G, Terahertz (THz) band stands among the best facilitators. In this
chapter, we will briefly discuss THz wireless communication in associa-
tion with UAVs.

7.1 TERAHERTZ COMMUNICATION

In order to fulfill bandwidth demands, carrier frequencies for wireless
communications have been growing in recent years. Wide radio bands,
such as millimeter-wave (mmWave) frequencies, have been created, ac-
cording to the technical community, to support the growing demand for
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mobile data and pave the way for 5G networks. Other researchers are in-
terested in optical wireless communication, which allows for faster data
transmission, improved physical security, and the avoidance of electro-
magnetic interference. Regardless, the utilization of the Terahertz (THz)
frequency range (0.1–10 THz) has signaled the beginning of a new era
in electromagnetic wireless technology. The next generation of wireless
networks should be able to realize their full potential thanks to THz
technology, which bridges the gap between radio and optical frequency
ranges.

7.1.1 Need for THz Communication

Wireless data traffic has increased at an unprecedented rate during the
last several years. Between 2016 and 2021, mobile data traffic is an-
ticipated to rise sevenfold, while video traffic will triple. Researchers
are looking at optimal radio frequency (RF) zones to meet consumers’
growing expectations due to the rapid expansion of wireless traffic. As a
result, the THz frequency band (0.1–10 THz) began to attract a lot of
study interest. Big data wireless cloud, ultra-fast wireless download, and
seamless data transmission are all improvements that will transform the
telecommunication environment and reshape how people connect and
access information. The THz frequency spectrum has a wide bandwidth
that might theoretically reach multiple THz, resulting in a potential
capacity of Terabits per second. As a result, the bandwidth provided
is one order of magnitude more than that of mmWave systems. When
compared to millimeter transmissions, THz signals provide for greater
connection, directionality, and fewer eavesdropping risks [1]. THz band
analysis reveals that, in comparison to optical frequencies, these fre-
quencies provide a number of advantages. THz waves are being studied
as uplink communication possibilities. They allow for non-line-of-sight
(NLoS) propagation [2] and serve as good stand-ins for difficult weather
conditions like as fog, dust, and turbulence [3].

Furthermore, ambient noise from optical sources has no effect on the
THz frequency spectrum, and it is not related to any health restrictions
or safety constraints. Table 7.1 compares the THz frequency band to
various existing technologies in order to demonstrate the band’s ultimate
promise for the next generation of wireless networks. [4].
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TABLE 7.1 Comparison between Wireless Communication
Technologies

Technology mmWave THz Band Infrared
Frequency range 30 GHz–300

GHz
100 GHz–10
THz

10 THz–430
THz

Range Short range Short/medium
range

Short/Long
range

Power
consumption

Medium Medium Relatively low

Network
topology

Point to
multi-point

Point to
multi-point

Point to point

Noise source Thermal noise Thermal noise Sun/ambient
light

Weather
conditions

Robust Robust Sensitive

Security Medium High High

7.1.2 Terahertz Communication Architectural Scenario

Advancements in both the devices and channel modeling are necessary
to establish a functional THz communication system. This will lead to
remarkable success in the THz wireless field and a significant increase in
THz applications.

7.1.2.1 Terahertz Wireless Transceivers

THz waves are a portion of the electromagnetic spectrum that has been
understudied and underappreciated. These waves can be produced using
both electronics and photonics since they fall between the mmWave and
optical frequency regions. Recent advances in nano-fabrication technol-
ogy have facilitated the creation of THz-frequency semiconductor devices
in the realm of electronic devices. Electronics made of gallium arsenide
(GaAs) and indium phosphide (InP), as well as numerous silicon-based
technologies, are examples. A new silicon architecture that enables scal-
ability and signal synthesis as well as THz wave shaping on a single mi-
crochip was recently suggested [5]. Such contributions are critical since
a large part of the issue in THz creation, particularly in microchips, is
providing a wide range of wavelengths within the THz band. The feed-
ing method of optical fibers to THz emission circuits is a critical aspect
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in achieving higher data rates in photonics devices. Photonics-based ap-
proaches, in particular, offer a one-of-a-kind opportunity to attract early
adopters or consumers by demonstrating the technology utilizing eas-
ily accessible lasers, modulators, and photodiodes. These devices can
also deal with multi-carrier THz channels thanks to their carrier switch-
ing capabilities, which help with the radio/optical interface in hybrid
networks. Aside from that, the antenna requires extra care. Because
THz frequencies allow for modest antenna diameters, terminal devices
may accommodate a wide variety of antenna components. As a result,
multiple-input-multiple-output (MIMO) techniques accomplish diversity
gain as well as antenna directivity gain. In fact, the notion of 1024 ×
1024 ultra-massive MIMO was proposed as a way to extend commu-
nication distance in THz systems. Furthermore, most typical materials
used at lower frequencies, such as microwave and mmWave, are unable
to respond well to higher frequencies and frequently display significant
losses at THz. As a result, graphene is being employed as a THz band
tiny transceiver replacement [6]. For practical applications, electromag-
netically reconfigurable materials, which are the foundation of all active
THz components, are also required. Because of its atomic thickness,
tunability, and high kinetic inductance, graphene has earned scientific
attention in this context, allowing for the reformation of THz electro-
magnetic waves using thin graphene layers. As a result, graphene-based
THz components have demonstrated excellent performance in terms of
producing, modifying, and sensing THz waves [7]. Graphene plasmon-
ics, in particular, open the way for optoelectronic applications in the
THz frequency range. Subwavelength guiding structures, nano anten-
nas, super lenses, hyper lenses, and light concentrators are examples of
innovative technologies with unrivalled functional capabilities.

7.1.2.2 Terahertz Channel Model

It is vital to develop a special model that completely explains the be-
havior of any wireless channel before deployment in order to be capable
of recognizing its idiosyncrasies. The channel suffers from strong atmo-
spheric absorption at the THz frequency region, which is caused by water
vapor molecules. Free-space route loss, in addition to air attenuation, is
considered physically inescapable. As a result, the THz band channel is
thought to be very frequency selective. As a result, attenuation limits the
transmission distance, and the optimal carrier frequency is established
based on the application. The current research on channel modeling in
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the THz range is restricted and constrained to indoor conditions since
we still lack models that mimic outdoor situations. The bulk of models
in the literature falls into one of two categories: path loss or ray tracing.
The first statistical model for THz channels, covering the frequency range
of 275–325 GHz, was given in [8]. The given model uses extensive ray-
tracing simulations to estimate the channel statistical parameters. The
downside of this paradigm is that it is difficult to comprehend informa-
tion regarding channel characteristics such as the correlation function
and power-delay profile. To address these issues, the authors [9], [10] de-
veloped a geometrical statistical model for device-to-device (D2D) scat-
ter channels in the sub-THz range. In a sub-THz D2D environment,
these models replicate scattering and reflection patterns. Furthermore,
unlike typical channel measurements, scenario-specific metrics are doc-
umented. In [11], the authors presented a stochastic model for kiosk
applications in the THz band (between 220 and 340 GHz). The channel
characteristics of three separate kiosk application scenarios were deter-
mined using a 3D ray-tracing simulator. The suggested channel model
will allow THz-based close-proximity communication systems to be de-
veloped. The authors [12] present another recent work on the statistical
channel characterization of a THz scenario. Despite the fact that the
study covers a frequency range of 240–300 GHz, it is one of the first to
produce single-sweep THz measurement results. The measured data en-
ables for the extraction of finer temporal information, which aids in the
design of reliable transceiver systems that address antenna misalignment
issues.

7.1.3 Opportunities of THz Wireless Communications

In this section, we’ll look at a few potential prospects that show the
future of THz wireless and the push to utilize a spectral band that was
originally described as a “gap”.

7.1.3.1 Terahertz-Optical Wireless Communication Links

Recently, a hybrid RF/free space optical (FSO) technology has attracted
people’s curiosity. In this situation, a THz/optical connection is pre-
dicted to be a potential option for future wireless communication. Par-
allel and serial are two hybrid ways for such a configuration. Two com-
munication links are provided in the parallel hybrid scenario and can be
employed in either a one-way or two-way mode. The backhaul link is an
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example of a one-way hybrid scenario where the weather dictates whether
FSO or THz technology is employed. The FSO technology is utilized to
provide reliable beam tracking when the weather is clear, and there is lit-
tle wind. THz, on the other hand, arrives in foggy and/or windy weather
conditions, allowing a steady connection to be formed. THz can provide
trustworthy performance in the uplink of visible light communication
(VLC) cells without the necessity for position, acquisition, and tracking
(PAT) protocols associated with infrared uplink service use in terms of
two-way communication. Multi-hop communication links are employed
in the serial communication scenario, with each link tailored to function
using the technology that maximizes system performance.

7.1.3.2 Terahertz-Free Space Applications

Unmanned autonomous vehicles have grown more widely available in
recent years, resulting in a wide range of civilian and business appli-
cations. Examples include weather management, forest fire detection,
traffic detection, freight transportation, emergency search and rescue,
and communication broadcasting. UAVs must have a stable communi-
cation link available at all times in order to perform such applications.
Moisture has no effect at heights above 16 km; hence, THz attenuation
is negligible. As a result, THz may be a viable option for establishing se-
cure communications in a range of UAV applications. The THz frequency
band is a superior option for mitigating the high-mobility environment
of UAVs than the FSO frequency band because it not only provides high-
capacity UAV-UAV wireless backhaul but also provides a better alterna-
tive in mitigating the high-mobility environment. In fact, as the carrier
frequency increases, communication lines that suffer from the Doppler
effect are diminished as a result of mobility. As a result, high-speed com-
munication lines between two dynamic sites can be established using the
THz frequency spectrum. Furthermore, UAVs require short-distance se-
cure communications to acquire orders or deliver data before dispersing
to pursue either their remote-controlled or self-governing missions. As
a result, THz communications are recognized as a trustworthy channel
for transferring safety-critical data between UAVs and between the UAV
and ground control stations (GCSs). In fact, THz systems’ huge band-
width allows for a variety of defense mechanisms against standoff attacks
such as jamming, as well as the capacity to entirely conceal information
flow. In addition, THz connectivity could be used between UAVs and
planes to offer internet for flights rather than relying on satellite service.
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In this sense, the UAV will function as a sky-based switchboard, acting
as a conduit between the ground station and the aeroplane.

7.1.3.3 Terahertz for Enhanced Data Centers Performance

Consumer demand for cloud apps has sparked competition among data
centers in order to provide consumers with better performance. This is
accomplished by hosting a large number of servers and providing ade-
quate bandwidth for a diverse set of applications. However, relying en-
tirely on fixed wired networks to handle traffic surges caused by static
links and finite network interfaces is particularly difficult. Wireless net-
working, which is a complement to Ethernet, does, however, provide the
adaptability and efficiency required to contribute to feasible solutions to
the problem. Wireless communications, on the other hand, may suffer
from restricted lengths and intolerance to blockage if all wires are re-
placed, resulting in data center capacity being depleted. THz lines are
also suggested as a backup option in data centers. Performance increases
in data centers can be achieved as a result of this deployment, as can
huge savings in cable prices without sacrificing throughput [13]. The THz
channel has been modeled using atmospheric data, with the authors rec-
ommending a bandwidth of 120 GHz for data center applications. In
this application, THz networks outperform both mmWave and infrared
technologies since the former has restricted bandwidth and the latter
suffers from huge complexity in coherent detection as well as square law
detector limitations.

7.1.3.4 Terahertz 3D Hybrid Beamforming Technology

THz wire-free appears to have a bright future with 3D MIMO technol-
ogy. The real-world channel does, in fact, have 3D properties, making 2D
MIMO approaches suboptimal. To combat the THz channel’s inevitabil-
ity of route loss, 3D beamforming appears to be a viable option for
constructing directing beams, extending communication range, and re-
ducing interference. As a consequence, each resource and user equipment
have an active interaction with the vertical beam pattern. By allowing
the vertical main lobe to be precisely set at any point at the receiver, 3D
beamforming can boost signal strength. The change in vertical dimen-
sion has the ability to leverage increased diversity or spatial separation
by using beam coordination or MIMO techniques. This will eventually
result in either improved signal quality or an increase in the number of
concurrent users supported.
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7.1.4 Challenges and Open Research Issues

Because 6G is a new frontier in wireless communications, several obsta-
cles are expected and must be overcome. One of the primary challenges
is the effect of air and water absorption on signal transmission. Until
these issues are resolved, the objective of realizing cost-effective, effi-
cient, and pragmatic THz band communication for 6G communication
systems will remain a mirage. These issues demand both specific policy
changes and the advancement of existing solutions throughout numerous
communication layers, from the physical layer to protocol stacks, apps,
and eventually the user interface. It is important to note that fulfilling
all qualities is not achievable; rather, trade-offs between these factors
should be made in order to elevate all features in a balanced manner.
This section focuses on a number of critical issues in THz band commu-
nication.

7.1.4.1 Transceiver Design and THz Signal Generators

One of the most critical topics with using the THz spectrum is figur-
ing out how to make a new transceiver module that can operate at
THz band frequencies. More attempts to fix this issue are planned in
this regard. For example, the DARPA T-MUSIC programe is working
on SiGe HBT (heterojunction bipolar transistors), CMOS (complemen-
tary metal–oxide–semiconductor)/SOI (silicon on insulator), and BiC-
MOS (Bipolar CMOS) circuit integration in order to attain power am-
plifier threshold frequencies of 500–750 GHz. To overcome the relative
minute wavelengths and physical size of RF transistors matching to el-
ement spacing in THz arrays, the semiconductor industry will need to
develop unique designs for incredibly dense antenna arrays. Further-
more, to overcome the substantial propagation attenuation that is usual
at THz band frequencies, a great degree of ingenuity is necessary. Other
factors to consider during the manufacture of THz-enabled transceivers
include high-power, high-sensitivity, and low-noise figure. Furthermore,
from the standpoint of transmission power, THz transceivers are perfor-
mance constrained (and distance). THz signal generators and detectors
are commonly made of silicon germanium (SiGe), gallium nitride (GaN),
GaAs, and InP. Similarly, GaN, GaAs, and InP-based transceivers have a
limited transmission distance. It has become necessary to develop a new
THz band transceiver architecture. Imperfect hardware features, such as
nonlinear amplifiers, phase noise, and limited modulation index, can de-
grade the quality of transmitted signals significantly. It’s also probable
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that challenges with antenna design and waveforms, as well as energy-
efficient signal processing, will occur. As a result, novel transceiver tech-
nologies have become critical in the construction of cutting-edge THz
sources (hardware), particularly in the medium- to high-end of the THz
bands (300 GHz). For innovative transceiver designs for THz-enabled de-
vices, both traditional CMOS technology and recently discovered nano-
materials, such as graphene, can be employed [14]. Analytical testing, on
the other hand, should be accompanied by real-world experimentation
in order to re-evaluate the performance of any proposed design.

7.1.4.2 Propagation Modeling and Path Losses

Another method for aiding researchers in their exploration of the THz
spectrum is to categorize THz sub-domains based on their absorption
and reflection coefficients. This technique explicitly serves as a guide for
deciding whether or not any of the THz spectrum is acceptable for com-
munications and other purposes. Another issue that needs to be looked
into is how to deal with circumstances that support several applications.
The resulting harmonic overlaps can be minimized in this scenario by
proper frequency planning. Furthermore, the sensitivity of weak signals
degrades with time, making detection one of the key limits limiting this
band’s flexibility. The THz electromagnetic spectrum can be divided into
two categories: atmospheric below 500 GHz and atmospheric above 500
GHz. As we get into the THz range, there is a large increase in free space
path loss, molecule air absorption, and total signal loss. The high antenna
available in this position can compensate for the high free space route
loss due to the high-signal directivity components. Aside from the neg-
ative impact of free space loss, higher frequency transmission increases
sophistication and parallelism in RF hardware, as well as a reduction in
beam width, which causes signal collecting and beam tracking issues in
mobile applications [15]. Other elements to consider when categorizing
the radio spectrum include penetration through various materials and
reflections from surfaces, in addition to technological restrictions.

7.2 FUNDAMENTALS OF UAV COMMUNICATION

The next-generation wireless network leading to 6G is likely to provide
intelligent, secure, and reliable connectivity. From autonomous automo-
biles to UAVs, 6G is expected to deliver a full-fledged framework for
connected things and automation systems with severe and diverse needs
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in terms of reliability, energy efficiency, latency, and data throughput.
Drones, or UAVs, play a crucial part in a variety of use cases and situ-
ations that extend beyond 5G and 6G. Package delivery, media produc-
tion, real-time surveillance, and remote constructions are all examples
of UAV applications. UAVs, in particular, can provide reliable and eco-
nomical wireless communication solutions for a wide range of real-world
applications if correctly deployed and operated. By mounting communi-
cation transceivers on UAVs, they can be used as aerial communication
platforms (e.g., flying base stations (BSs) or mobile relays) to impart
communication services to ground targets in high traffic demand and
overloaded situations, a practice known as UAV-assisted communica-
tions. These aerial (BSs) can provide secure, economical, and on-demand
wireless connectivity to specific locations. UAVs can also be utilized as
aerial nodes for varied applications, which range from surveillance to
freight delivery, popularly called cellular-connected UAVs. UAVs can also
be utilized as wireless relays to improve ground wireless device connec-
tivity and coverage, as well as in surveillance scenarios.

7.2.1 Classification of UAVs

Depending on the application and aim, a suitable UAV must be used that
can meet a variety of demands imposed by the desired quality-of-service
(QoS), the environment, and federal directives. Accordingly, drones are
classified as follows [16]:

• Based on flying mechanism:

1. Multi-rotor drones (well-known as rotary-wing drones): They
can take off and land vertically, and they can hover over a
set spot to provide continuous cellular coverage in specific
locations. Because of their great maneuverability, they are
well suited to support cellular communications, since they
can precisely distribute BSs at the necessary places or fly in
a predetermined trajectory while carrying BSs. Multi-rotor
drones have limited mobility and consume a lot of power since
they have to constantly combat gravity.

2. Fixed-wing drones: They can glide through the air, making
them far more energy efficient and capable of carrying large
payloads. Fixed-wing drones can also benefit from gliding to
go faster. Fixed-wing drones have the disadvantages of (i) re-
quiring a runway to take off and land because vertical take-off
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and landing are not possible and (ii) being unable to hover
over a fixed spot. Drones with fixed wings are likewise more
expensive than multi-rotor drones.

3. Hybrid fixed/rotary wing drones: These drones can provide a
middle ground between fixed and rotary drones listed above.
For example, Parrot Swing is a type of drone which is able to
take off in a vertical direction, glide across the air, and shift
to hovering with the help of four rotors.

• Based on drone altitude
The maximum height a drone can achieve, regardless of country-
specified limitations, is referred to as altitude. Since UAV flying
BS has to adjust the height to fulfill varied QoS requirements, the
maximum flying altitude of a specific drone becomes an important
metric for UAV-aided cellular communications. Flying platforms
can be divided into the following categories based on the altitude:

1. Low-altitude platforms (LAPs): LAPs can fly at heights rang-
ing from few meters to several kilometers. They can move
quickly, are adaptable to the environment, cost-effective, and
are commonly used to serve cellular communications. Fur-
thermore, LAPs typically impart short-range line-of-sight
(LOS) connectivity, which can improve communication per-
formance dramatically. Data from ground sensors can be col-
lected using LAPs. LAPs may also be easily recharged or
replaced if necessary.

2. High-altitude platforms (HAPs): HAPs are normally quasi-
stationary and have altitudes above 17 km. HAPs have a
larger coverage area than LAPs and can stay in the air for
much longer. They have a higher endurance and are suited
for operations that last a long time (e.g., a few months). In
addition, HAP systems are commonly used to provide large-
area wireless coverage for huge geographic regions. They tend
to be more expensive than LAPs with a much longer time for
deployment.

• Based on size
Table 7.2 demonstrates how drones are classified based on their
size.



THz-Empowered UAV Communications � 161

TABLE 7.2 Classification of UAVs Based on Size

Type of Drones Weight
Micro drones 6 100 g
Very small drones 100 g to 2 kg
Small drones 2 kg to 25 kg
Medium drones 25 kg to 150 kg
Large drones > 150 kg

7.2.2 Use Cases-Wireless Communication with UAVs

In order to get clarity on the employment of UAVs as flying BSs, we re-
view a variety of potential applications for various wireless-centric UAV
deployments. The applications are inspired by diverse situations, includ-
ing upcoming use cases like public safety scenarios or hotspot coverage,
also the revolutionary ones like the usage of drones as caching devices or
enablers of IoT. Moreover, the UAV-based wireless communication also
includes cellular-connected UAVs, which will be discussed later.

7.2.2.1 UAVs as Flying Base Stations in 5G and 6G

In this section, we will discuss some vital use cases of UAV-assisted aerial
BSs in future-generation wireless networks which are as follows:

1. UAVs for Capacity and Coverage Enhancement of Fu-
ture Wireless Communication Networks: The increasing de-
mand for high-speed wireless communication has led to the rapid
growth of powerful mobile equipments that include smartphones,
tablets, and lately, drone-UEs and Internet-of-Things-style devices.
As a result, existing wireless cellular networks’ capacity and cov-
erage have been severely drained, prompting the development of
new wireless technologies to address the problem. Millimeter wave
(mmWave) communications, ultra-dense small cell networks and
D2D communications are among the technologies that make up
the core of future-generation cellular systems. In spite of numer-
ous advantages, these technologies have drawbacks of their own.
D2D communication, for example, will likely necessitate better re-
source allocation and frequency planning in cellular networks. At
the same time, in terms of interference, backhaul and altogether
network modeling, ultra-dense small cell communication networks
meet numerous challenges.
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We see UAV-borne aerial BSs as a natural complement to this
heterogeneous 5G scenario, allowing us to overcome some of the
existing technologies’ limitations. The deployment of LAP drones
can prove to be an economical solution for imparting connectiv-
ity to regions having insufficient cellular network infrastructure.
They can satisfy the high-speed and low-latency communication
requirements. Aerial BSs can furnish on-demand wireless connec-
tivity, high data rates, and traffic offloading in hotspot area as
well as during short-term events like football games or presidential
inaugurations. Verizon and AT&T have already set forth various
ideas for using UAVs in providing temporary internet coverage in
college football national championship and Super Bowl [17].

2. UAVs as Aerial Base Stations for Public Safety Situations:
Natural disasters like hurricanes, floods, snow storms, tornados,
etc., sometimes lead to disastrous consequences, which can dam-
age the communication network. More specifically, the cellular BSs
and terrestrial communication infrastructure can get compromised
leading to malfunctioned BS or overloaded BS. In such cases, com-
munications among the rescue team and victims become critical.
In order to provide successful communications during public safety
operations, a robust, rapid, and suitable emergency communica-
tion system is required which will not only improve connectivity
but will also save lives. Satellite communication, 4G LTE, WiFi,
and dedicated public safety systems such as TETRA and APCO25
are some wireless technologies that can be used in such scenar-
ios [18]. But such technologies cannot deliver low-latency, flexible,
on-demand, and swift adjustment to the surrounding environment
in emergency situations. In this context, utilization of UAV-based
flying networks, as depicted in Figure 7.1, seems to be a promising
approach to allow quick, adaptable, and reliable communications
in public safety scenarios. Owing to the novel qualities of UAVs
such as mobility and adaptable deployment, they can efficiently
set up on-demand public safety communication networks. For ex-
ample, drones can be used as flying BSs for providing broadband
wireless connectivity to the regions with compromised terrestrial
cellular infrastructure. Thus, the usage of UAV-mounted BSs can
be a viable approach for delivering quick and ubiquitous connec-
tion in public safety situations.
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Figure 7.1 UAVs in public safety scenarios.

3. UAV-Assisted Ground Networks for Information Dissem-
ination: Owing to their mobility and LoS connectivity, drones can
assist ground networks in the distribution of information. For ex-
ample, drones employed as flying BSs can help a D2D network or
a mobile ad-hoc network disseminate information among ground
devices, as shown in Figure 7.2. D2D networks can help offload cel-
lular data traffic while also expanding the capacity and coverage of
a network, but their efficiency is restricted by the low communica-
tion range of devices and the possibility for increased interference.
Flying UAVs can help with speedy information distribution in this
situation by intelligently broadcasting shared files between ground
systems.
Drones can also play an important part in vehicular communi-
cation networks, i.e., vehicle-to-vehicle communications (V2V) by
disseminating safety critical information. UAVs reduce interference
by lowering the number of transmission lines required between
ground devices. Mobile UAVs can help in establishing transmit
diversity for increased reliability in D2D and V2V networks.

4. Millimeter Wave and 3D MIMO Communications: UAVs
can be used for 3D MIMO and mmWave communications because
of their aerial positions and ability to deploy on demand at any
required location. Lately, there has been a lot of interest in us-
ing UAVs for 3D MIMO, well known as full-dimension MIMO,
which exploits both the horizontal and vertical dimensions. As
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Figure 7.2 UAVs for information dissemination.

demonstrated in Figure 7.3. 3D beamforming allows for the si-
multaneous generation of many beams in three-dimensional space,
thereby decreasing intercell interference. In general, 3D MIMO is
better for circumstances when there are a lot of users and they
are at varied elevation angles from the serving BS. Thus, the high

Figure 7.3 3D beamforming on drones.
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altitude of these aerial BSs makes it possible to distinguish be-
tween users at different elevation angles with respect to the UAV.
Moreover, in UAV-to-ground communications, the LoS channel
conditions allow for productive beamforming in both the elevation
and azimuth domains. As a result, drone-BSs are preferred candi-
dates for using 3D MIMO. UAVs can potentially play an impor-
tant role in mmWave communications also. UAVs with millimeter
wave capability can set up LoS links with ground terminals, min-
imizing propagation loss and allowing them to operate at higher
frequencies.

5. UAVs for IoT Communications: Drones can be used as aerial
BSs in IoT networks to deliver dependable and energy-saving up-
link IoT connectivity. In reality, because of their airborne na-
ture and high altitude, UAVs may be used to effectively eliminate
shadowing and blocking effects, which are the leading causes of
signal attenuation in wireless networks. UAVs may be deployed
depending on the position of IoT devices, allowing only those de-
vices to connect to the network while consuming the least amount
of transmit power possible. Furthermore, UAVs can assist large IoT
systems by dynamically updating their positions based on IoT de-
vice activation patterns. This is in contrast to the use of ground
small cell BSs, which may need to be significantly extended to ac-
commodate the expected number of IoT devices. As a result, by
utilizing the unique qualities of UAVs, IoT network connection and
energy efficiency can be considerably increased.

6. Cache-Enabled UAV: Using cache-enabled UAVs in wireless
networks is a potential strategy for traffic unloading. Cache-
enabled drones can be optimally relocated and deployed in order
to deliver required services to users by making use of user-centric
information such as mobility patterns and content request distri-
bution. Another benefit of using cache-enabled drones is that the
caching complexity is minimized when compared to using static
small BSs. For example, when a mobile user goes to a new cell, the
required content must be saved at the new BS. For this purpose,
cache-enabled drones can track users’ movements and as a result,
the content saved on the drones will no longer require additional
caching at small BSs. In reality, in a cache-enabled drone system,
a central cloud processor controls the UAV deployment by utiliz-
ing varied user-centric data such as users’ mobility patterns and
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content request distribution. A cloud center can learn such user-
centric information from any previously available users’ data. The
cloud center may then calculate the mobility paths and locations
of cache-enabled drones in order to aid ground users effectively. As
a result, the overall overhead of refreshing the cache material can
be reduced.

7.2.2.2 Cellular-Connected Drones as Aerial User Equipments

Apart from UAV as flying BSs, UAV can function as the users of the
wireless cellular network, commonly known as aerial user equipments
(AUEs). These AUEs can be operated for item delivery, remote sensing
and surveillance, and virtual reality operations. Undoubtedly, cellular-
connected drones will be the principal supporter of Internet-of-Things.
The salient advantage of AUEs is that they can move swiftly and op-
timize their flight path to achieve their objectives quickly. However, for
supporting a large-scale deployment of such aerial users, a dependable
and low-latency connectivity among drones and ground BSs is necessary.
In practice, a suitable wireless communication infrastructure is required
to efficiently govern the drones’ activities while supporting the traffic
generated by their application services. Also, drone user equipments will
need high-speed uplink connectivity from the ground network and from
other drone-BSs when utilized for surveillance purposes. However, the
current cellular network which is specifically outlined for ground-UE
may not be fully ready to carry drone-UE operations, whose require-
ments are quite different from those of ground-UEs. In this regard, one
of the main challenges is aerial ground interference due to LoS channels
with non-serving BSs.

7.2.2.3 Flying Ad-Hoc Networks with UAVs

Flying ad-hoc networks (FANETs) is another important use case where
in many UAVs interact in an ad-hoc fashion. FANETs can increase con-
nectivity and communication range in places with inadequate cellular
infrastructure because of their self-organizing nature, mobility, and lack
of central control. They are used in a variety of applications, includ-
ing disaster management, traffic monitoring, border surveillance, remote
sensing, agricultural management, relay networks, and wildfire control.
A relaying network of UAVs, in particular, helps in maintaining reliable
communication channels between senders and receivers which are unable
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to interact directly due to barriers or a large separation distance. The
previously mentioned applications are just a small example of the many
possible applications of drones as aerial wireless platforms. Such appli-
cations, if achieved, will have profound technological as well as societal
implications.

7.2.3 Network Architecture for UAVs

The general architecture of wireless communication with UAVs comprises
two types of communication links: the data link and Control and Non-
Payload Communication link (CNPC) [19] as shown in Figure 7.4.

1. Control and Non-Payload Communication Link: The CNPC links
are necessary to enable the safe operation of UAVs. In order to
exchange the safety-critical data among the UAVs or between the
UAV and GCS, a reliable, secure, and low-latency communication
is required. CNPC usually requires low-data rates. The CNPC in-
formation flow can be grouped into three types as follows:

• Command and control from GCS to UAVs
• Aircraft status report from UAVs to ground
• Sense-and-avoid information among UAVs

Figure 7.4 Network Architecture.
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2. Data Link: Depending on the application scenario, data links are
intended to provide mission-related data for ground terminals com-
prising terrestrial BSs, gateway nodes, mobile terminals, wireless
sensors, etc. For example, the data links can be used to support
direct mobile-to-UAV communication in case of BS offloading or
during a BS malfunction. Also, data links maintained by the UAV
can support the UAV-BS and UAV-gateway wireless backhaul. The
data link capacity requirements depend on the application and may
vary from several kilobits per second in UAV sensor links to dozens
of gigabits per second in UAV-gateway wireless backhaul.

Compared to CNPC links, UAV data links have higher tolerance in
terms of security and latency requirements.

7.3 THZ-EMPOWERED UAV COMMUNICATION

Owing to the 3D positional versatility of the UAVs, they will play a
major role in various aspects of upcoming 6G wireless networks. The
THz frequency, on the other hand, is one of the prospective enablers for
meeting the growing demands of 6G, thus providing higher throughput,
accurate localization, lower latency, and precise sensing. Recent break-
throughs in the semiconductor industry have made it possible to design
more firm THz devices, which have been the key impediments to THz
implementation in the past. As a result, in the envisioned 6G networks,
THz-enabled UAVs may present a number of opportunities, leading the
door to new applications and services. In order to take complete advan-
tage of these opportunities, UAVs must have a steadfast communication
link. Since moisture has no effect at the altitude above 16 km, THz
attenuation is negligible. As a result, THz could be a good contender
for establishing reliable communications in a variety of UAV application
scenarios.
Moreover, to attain their self-governing or remote-controlled missions,
UAVs depend on short-distance reliable links for obtaining commands
or transmitting data. THz links are best considered for interchanging
safety-critical data between UAV and GCS as well as among the UAVs.
Furthermore, THz communication links can also be used between air-
planes and UAVs to support internet in flights rather than relying com-
pletely on satellite services [4].
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7.3.1 Applications of THZ-Empowered UAVs Use Cases

Here, we will discuss various applications of THZ-empowered UAVs [20]:

7.3.1.1 Interactive Aerial Telepresence

UAVs can be deployed and controlled remotely to accomplish dangerous,
expensive, or time-sensitive activities for humans. Aerial telepresence is
the term for this, and it gets more effective when augmented reality (AR)
is employed, as it may provide 3D views and real-time tele-interaction
with the surroundings. Indeed, tactile guiding improves UAV perfor-
mance and most importantly allows access to experts anytime from any-
where. THz deployment is critical for such applications, especially for
real-time association where it’s not possible to compress AR data and
high data rates are sought. UAVs equipped with THz sensors can pro-
vide accurate and instant environmental knowledge, for highly precise
interactive tasks.

7.3.1.2 Reliable and Secure Functioning of UAVs

Large antenna arrays in small sizes at THz can enable cm-level localiza-
tion accuracy and sensing solutions with finer range Doppler and angular
resolutions [21]. Therefore, THz-enabled UAVs have accurate localization
and sensor capabilities, allowing for the instantaneous perception of the
environment. Such features enable THz-powered UAVs to navigate in
a secure and reliable manner. It’s worth noting that the safe operation
of drones is critical both for compliance with airspace restrictions and
for their practical implementation. Drones with THz capabilities can
facilitate this goal. THz with UAVs, for example, may easily position
themselves with the intended transmitters and/or receivers to increase
reliability and security by utilizing accurate sensing and localization.
Furthermore, they may navigate safely and avoid any obstacle by sens-
ing the surrounding environment.

7.3.1.3 Pollution Monitoring and Tracking

Frequency scanning spectroscopy at the THz band allows air quality
monitoring and detection of some chemicals since various materials at
certain frequencies have vibrational absorption. The specific absorption
characteristics of different gaseous mediums significantly boost THz’s
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Figure 7.5 Pollution monitoring and tracking.

sensing capability [20]. THz spectroscopy, combined with the flexibility
of UAVs, can provide effective pollution monitoring and tracking options.
For example, drones enabled with THz spectrometers can fly near pol-
lution sources (such as industrial chimneys) so as to detect pollutant
concentrations, refer Figure 7.5. UAVs equipped with THz can also fly
over the mountain top to monitor the concentration of water vapors.
THz-empowered UAVs with such capabilities can aid in the fight against
air pollution and the monitoring of climate change.

7.3.1.4 Time-Critical MEC-Enabled Operation

Owing to the limited amount of on-board computation capacity, drones
may depend on computing (MEC) servers. These servers introduce a
delay in attaining required data. Furnishing high-speed communication
links enhances the time-critical remote computation capability. As shown
in Figure 7.6, implementing MEC-enabled operations through THz links
can reduce the payload for UAVs, thereby lowering the propulsion energy
consumption and extending the operational time.



THz-Empowered UAV Communications � 171

Figure 7.6 Time-critical MEC-enabled operation.

7.3.1.5 Advanced Swarm of UAVs

In UAV swarm networks, UAVs exchange a huge amount of data partic-
ularly in applications like sensing, localization, and mapping. As a re-
sult, UAVs need to enhance up the interconnection rate capacity beyond
the current technology, compatible with future generations [20]. For this
purpose, ultra-high-throughput UAV-2-UAV communication links can
be provided with THz band in LoS propagation as shown in Figure 7.7.

Figure 7.7 UAV swarm network.
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7.3.2 Design Challenges

In the following, we present some challenges faced in the successful de-
ployment of THz-empowered UAV communication [20]:

7.3.2.1 Wobbling of UAVs

Efficacious use of THz frequencies needs highly directional antennas on
the transmitter and receiver sides for compensating the propagation
losses. But UAVs wobbling because of the wind can cause misalignment
of beam, thereby deteriorating the standard of communication. Further-
more, frequent rotations and tilts resulting from UAV motion make it
difficult to maintain an absolute beam alignment, thereby causing han-
dover and beam hopping issues. The frequent handovers cause delays and
decrease link reliability. Intelligent reflective surface (IRS)-assisted THz
communication can help in enhanced localization and sensing, thereby
aiding effective beam alignment [22].

7.3.2.2 Limited Design Space

Transitions from NLoS to LOS for much favorable communication envi-
ronment, which compensate for the negative effect of longer link lengths,
are the primary means of achieving optimal height for UAVs in low fre-
quencies. However, for THz, the communication quality drops substan-
tially with the length of the link. The THz band, for instance, can provide
high-speed (tbps) communication links for maintaining integrated access
and backhaul for a drone-BS, but the advantages are only achievable in a
narrow range of communication, limiting the space available for efficient
and ideal UAV placement. Therefore, an adaptable and tactical planning
for the 3D placement of UAVs is required.

7.3.2.3 Dense Deployment of UAVs

In THz, UAVs must be close to receivers/transmitters, which means a
high density of drones may be required for specialized tasks like sensing
or monitoring. However, because each UAV may offload/display bigger
data, high throughput can be attained if each drone has a higher sum-
rate capacity. Furthermore, while molecular absorption and high path
loss require dense UAV deployment, it may result in significant LoS
interference (which gets poor with frequent beam misalignment) and
handovers.
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7.3.2.4 Multi-Functionality Design

The integration of multiple features such as communication, sensing,
localization, and computation benefits THz-enabled UAVs greatly. Co-
designing a multi-function system is, however, a difficult task. Other
than the general issues like waveform design for integrated sensing and
communication, developing novel models and powerful less-complex al-
gorithms that can be implemented on drones having limited power and
processing capabilities is a big difficulty. In addition, the algorithms
should account for the sensitivities of numerous UAV applications to
the delay produced by the integrated design.

7.3.2.5 Uncertain Medium Condition

The THz channel is highly uncertain and unreliable due to air composi-
tion and its reliance on weather conditions, especially in an uncontrolled
outdoor scenario. The proportion of water vapor in the air as well as the
humidity level has a big impact on molecular absorption. As a result,
offline optimal network deployment and design characteristics may only
be applicable in particular situations, reducing the benefits. To some
extent, online real-time communication and sensing can help solve this
problem.

7.3.3 Trade-Offs

THz transmitters use massive antenna arrays with pencil-sized beams,
for they require highly directional transmission. Because of the UAV’s
speed and wobbling, beam misalignment is common, necessitating fre-
quent handovers. Frequent handovers can generate delays, which can
negatively impact latency and reliability performance.

Large antenna gain leads to higher data rates, but it might have a
negative impact on reliability and latency.

Longer flights are also desirable in THz-powered UAVs for mean-
ingful data transfer at the expense of greater energy consumption. In
order to compensate for the short-communication range, drones can be
densely deployed, but this may result in significant interference, lowering
reliability.

As a result, it is possible to determine the underlying trade-offs be-
tween data rate, latency, reliability, and energy consumption. Moreover,
by having a good awareness of the surroundings and beam tracking,
the integration of multiple features such as communication, localization,
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and sensing may increase the data rate and reliability. However, such
multifunctionality can result in higher payload energy consumption and
processing delays.

As a result, there is a trade-off between energy use and reliability.
Furthermore, because multiple activities are involved, this integrated
architecture may lead to some latency. As a result, higher reliability can
be achieved at the expense of increased latency, leading to trade-off.
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Fueled by the emergence of machine-type communications in var-
ious wireless applications, the provisioning of massive connectivity

becomes instrumental. On the other hand, accommodating trillions of
devices within the highly congested and limited sub-6 GHz spectrum
is becoming challenging. In this context, shifting to higher frequency
Terahertz (THz) communication is under consideration to obtain the
data rates in the order of hundreds of gigabits per second (Gbps). Also,
non-orthogonal multiple access (NOMA) schemes are becoming popu-
lar to support multiple users in the same frequency and time resource
blocks while leveraging efficient interference cancellation mechanisms.
This chapter will provide a comprehensive analytic framework to analyze
the performance of emerging non-orthogonal channel access schemes,
such as non-orthogonal multiple access (NOMA) and rate-splitting mul-
tiple access (RSMA), in sub-6 GHz and THz networks. Numerical results
demonstrate a comparison between the efficiency of RSMA, orthogonal
multiple access (OMA), and NOMA. The result shows that the nearest-
farthest scheme performs better than the random scheme for the near
user (U1), while it is the opposite for the far user (U2). Moreover, the
outage increases with the increase in the cell radius for both users in
both schemes. The increase in portion transmits power allocated for U1
(i.e., p1 for RSMA, a1 for NOMA); the outage increases for RSMA and
NOMA due to the increased interference from U1 created at U1. The
gain of RSMA over NOMA and OMA improves more for low values of
p1 (a1) for both users.

8.1 INTRODUCTION

This section explains the evolution of various frequency bands (such
as sub-6 GHz, mm-wave, THz) of wireless networks and illustrates the
evolution of multiple access schemes with the generations of wireless
networks.

8.1.1 Evolution of Transmission Spectrum

While sub-6 GHz and mm-wave bands have already been implemented in
fourth-generation (4G) and fifth-generation (5G) networks, respectively,
the THz and optical frequency bands are the potential candidates for
sixth-generation (6G) wireless networks [1].
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In what follows, we provide a brief overview of the electromagnetic
spectrum and various frequency bands (such as sub-6 GHz, mm-wave,
THz):
• Sub-6 GHz Spectrum: Sub-6 GHz spectrum is the most com-

monly used spectrum for cellular communications. Lower fre-
quency transmissions, such as sub-6 GHz transmissions, can propa-
gate further and penetrate through buildings more effectively than
higher frequency spectrum, such as mm-wave. However, the sub-6
GHz spectrum is running out of bandwidth to accommodate wire-
less users. Since the sub-6 GHz spectrum is extremely limited and
congested, the achievable data rates can be much lower than those
available in the higher spectrum. Two primary factors affect the
signal, i.e., large-scale fading created by path loss and shadowing
and small-scale fading caused by multi-path propagation. As a re-
sult, 5G networks rely on the mm-wave spectrum to achieve higher
bandwidth and massive connectivity [2].

• Mm-wave Spectrum: Mm-wave transmissions (30–100 GHz) are
identified as a promising technology for future-generation networks
to meet the data rate requirements in the order of 10 Gbps. The
key benefit of the mm-wave spectrum is its broad bandwidth and
smaller form-factor which enables the deployment of massive an-
tennas within a small area, allowing high antenna gain and beam-
forming to be achieved even in handsets. Unfortunately, since mm-
waves experience a higher path loss than lower frequencies, their
range is constrained. Also, since the wavelength is less than a cen-
timeter, mm-wave signals are more vulnerable to environmental
attenuation and absorption than sub-6 GHz signals. When mm-
wave signals get into contact with large structures, they experience
higher diffused scattering than sub-6 GHz signals.

• THz Spectrum: Following the efficient introduction of mm-waves
in 5G networks, the research on THz communications is now gain-
ing popularity. THz-band promotes ultra-reliable and low-latency
applications for multiple indoor scenarios thanks to its broader
bandwidth. Also, passive cyber-attacks, such as man-in-the-middle
attacks, would be extremely difficult in the THz band because of
incredibly short wavelengths and high-gain ultra-massive antennas
producing extremely focused beams [3]. However, THz transmis-
sion generates very high propagation losses.
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8.1.2 Evolution of Multiple Access Techniques

Multiple access, a critical part of wireless networks, has a significant
effect on bandwidth usage, system throughput, and latency. Multiple
access in cellular radio refers to a technique in which multiple users
share a transmission medium to communicate with the wireless access
point. Figure 8.1 shows a categorization of multiple access techniques.
Multiple access schemes are instrumental to the performance of wireless
networks as they describe how resources (e.g., frequency, time, antennas,
power, codes, etc.) should be allocated to users [4]. For example, since
bandwidth is typically limited and/or very costly, the efficient alloca-
tion between users is critical in both uplink and downlink communica-
tions. Typically, when multiple users can access wireless services through
their respective dedicated resources, this is referred to as multiple access.
Figure 8.1 illustrates the evolution of multiple access schemes with the
generations of wireless networks. The multiple access schemes can be
classified into two groups, i.e., OMA and NOMA schemes, which are
detailed in the subsequent sections.

Figure 8.1 Evolution of multiple access schemes over the past decades.
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8.1.2.1 Orthogonal Multiple Access (OMA)

The users’ channel access in OMA is exclusive, i.e., users do not in-
terfere with one another when sharing a networking channel. Due to
the orthogonal channel access, there is no inter-user interference. Thus,
low-complexity receivers can be used to identify the signal of the in-
tended user. Nevertheless, since the amount of orthogonal resources is
restricted, OMA systems cannot support massive connectivity in 5G and
6G networks. The most common OMA techniques implemented to date
in wireless networks are classified as follows:

• Frequency-Division Multiple Access (FDMA): In FDMA,
which has been used in the first generation (1G) of cellular net-
works, the usable spectrum is divided into non-overlapping fre-
quency sub-bands, each providing one digital data stream.

• Time-Division Multiple Access (TDMA): In TDMA, the
time resource is split into several time slots, each of which is as-
signed to users typically in a round-robin manner. TDMA has
been utilized in the second generation (2G) of cellular networks.
In TDMA, the network dimensions are split into non-overlapping
time slots, and each user is allocated a separate time slot. Since
each user in TDMA is assigned a new cyclically repeated time
slot, the limitation of TDMA is that the channel features can vary
drastically in different slots. As a result, receiver functions that
rely on channel estimates, such as equalization, must re-estimate
the channel for every period.

• Code-Division Multiple Access (CDMA): CDMA uses or-
thogonal pseudo random spreading codes to modulate the input
signals of various users. The transmitted signals from different
users use the same time and bandwidth. In CDMA, user-specific
codes scatter the modulated symbol by the processing gain [5] such
that the code signatures can be orthogonal to one another. Sub-
sequently, the number of concurrent users that can be assisted is
less than or equal to the number of orthogonal codes. The spread-
ing code structure is used by the receiver to distinguish between
various users. Third generation (3G) networks were based on wide-
band CDMA [6].
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• Orthogonal Frequency-Division Multiple Access
(OFDMA): OFDMA is based on the orthogonal frequency-
division multiplexing (OFDM) waveform, allowing subcarriers to
be packed tightly and orthogonally in the frequency domain
with a subcarrier spacing inverse to the symbol length. Fur-
thermore, OFDMA divides the time and frequency plane into
two-dimensional resource blocks, each of which can be allocated
to a user who transmits a modulated symbol. OMA based on
OFDMA or single-carrier frequency-division multiplexing access
(SC-FDMA) is used in 4G of cellular networks such as long-term
evolution (LTE) and LTE-Advanced, standardized by the third
Generation Partnership Project (3GPP).

In general, OMA schemes make it easier to build a transceiver and re-
duce co-channel interference. In these schemes, however, the number of
users who may be serviced at the same time is limited. Furthermore,
user scheduling and reliable feedback channels are necessary to ensure
orthogonality.

8.1.2.2 Non-orthogonal Multiple Access Schemes

NOMA schemes are the ones where users can access a shared
time/frequency/power resource block of the network. Some of the pop-
ular non-orthogonal schemes are classified as follows:

• Power-Domain Non-orthogonal Multiple Access (PD-
NOMA): PD-NOMA is a crucial enabling technology for next-
generation wireless networks to attain massive connectivity, higher
throughput, and enhanced fairness. PD-NOMA superposes users’
message signals in the power domain using linearly precoded su-
perposition coding and leverage on successive interference cancel-
lation (SIC) at the receivers. In particular, PD-NOMA enables
the superposition of various users’ message signals on a specific
time-frequency resource block [7]. Then, by using SIC, the desired
message signal is identified and decoded at the receiver.

• Code-Domain Non-orthogonal Multiple Access (CD-
NOMA): CD-NOMA was inspired by CDMA, in which multi-
ple users are served using the same time/frequency resources and
distinguished by dedicated user-specific spreading sequences [8].
CD-NOMA serves multiple users by employing sparse, low-density,
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and low-cross-correlation sequences for each user. Multi-user detec-
tion is often performed iteratively at the receiver utilizing message
passing-based techniques.

• Space-Division Multiple Access (SDMA): multiple input
multiple output (MIMO) communication is becoming increasingly
crucial in the current 5G standard and future wireless networks,
thanks to the rapid development of multi-antenna technology.
Compared to single-antenna communication systems, multiple an-
tennas at transmitters and/or receivers can utilize additional spa-
tial degrees of freedom (DoFs). As a result, numerous users/devices
can be supplied in the same time/frequency/code domain while
still being distinguished in the spatial domain in SDMA. Because
of its simplicity, linear precoding (LP) is the most often used ap-
proach for SDMA. Inter-user interference, in particular, can be ef-
ficiently minimized by using spatial DoF to construct appropriate
transmit and/or receive beamformers. SDMA, on the other hand,
is only useful in underloaded and critically loaded conditions since
the available spatial DoFs are used to mitigate inter-user interfer-
ence.

• Rate-Splitting Multiple Access (RSMA): In RSMA schemes,
users’ messages are splitted into common and private parts, where
the common parts will be encoded within one or more common
streams while the private parts will be encoded into different
streams. Users’ messages are separated into common and private
messages at the transmitter. The common messages are merged
and encoded to common streams to be decoded by different users.
In contrast, private messages are encoded separately into private
streams to be decoded by the relevant users only [9]. At the trans-
mitter, all streams are combined and transmitted to the users.
Following that, each receiver decodes the common stream(s), con-
ducts SIC, and then decodes its private stream. Thus, each receiver
will restore its original message after combining its common and
private messages. RSMA can partially decode interference using
SIC and partially handle interference as noise, thus allowing for
rate and quality of service (QoS) improvements [8]. This potential
of RSMA to partially mitigate interference and partially address
interference as noise enables rate enhancement and SIC complexity
reduction [10], [8].
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• Partial-NOMA: Users share only a portion of the resource block
in partial-NOMA, thus reducing interference while allowing some
spectrum reuse. Partial-NOMA bridges the gap between classic
OMA and nonorthogonal multiple access (NOMA). Note that
the signals of users are completely overlapped in traditional PD-
NOMA, which enhances spectrum reuse while increasing the in-
terference. On the contrary, partial-NOMA regulates the spectrum
overlap ratio.

• Delta-OMA: D-OMA has recently been examined as a possible
method for improving spectral efficiency in 6G networks. At the
expense of increased interference, D-OMA allows partial overlap-
ping of adjacent sub-channels that are assigned to two different
clusters of users served by NOMA.

8.2 BACKGROUND WORKS–RSMA

This section presents the recent research on analyzing the performance of
RSMA based on either optimization algorithms or analytic frameworks.

Recently, several existing studies, such as in [11–13], investigated the
performance of RSMA considering a single-input-single-output (SISO)
system. In [11], the authors introduced a one-dimensional search algo-
rithm for sum-rate maximization considering a SIC constraint to opti-
mize rate allocation and power control in a downlink SISO system with
RSMA. Another study in [12] investigated the decoding order and power
allocation optimization in an uplink RSMA system. Recently, a research
work investigated optimizing the RSMA transmission scheme for a down-
link cloud radio access network (C-RAN) in the SISO system [13]. The
authors presented an efficient RSMA scheme with a hierarchical cluster-
ing mechanism to select users who decode common signals.

Several existing works such as [14–18] have recently studied RSMA
considering a multiple input single output (MISO) system. In the ex-
tended version [14] of [11], the authors proposed a successive convex
approximation (SCA)-based algorithm to obtain a locally optimal solu-
tion that maximizes the network sum-rate in MISO-RSMA considering
the rate and SIC constraints. In [15], the authors suggested a power allo-
cation scheme for multi-user multi-carrier MISO networks to maximize
the sum-rate of users, considering random beamforming and zero-forcing
beamforming for common and private messages. The energy efficiency
(EE) maximization problem of RSMA in the MISO broadcast channel
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has been studied in [16]. The authors obtained optimal EE beamform-
ing using an SCA-based approach considering the downlink MISO sys-
tem and showed that RSMA is more energy-efficient than SDMA and
NOMA. In [17], the authors presented an energy-efficient resource al-
location scheme for downlink a reconfigurable intelligent surface (RIS)-
assisted MISO system that optimizes the phase shifts of all RISs to
maximize the system EE. In [18], the authors used a modified weighted
minimum mean square error (WMMSE) approach jointly with an alter-
nating optimization algorithm to achieve max-min fairness (MMF) in
multi-beam satellite communications.

An interesting research work in [8] demonstrated that RSMA is a
more generic, reliable, and efficient scheme than SDMA, OMA, and
NOMA. In contrast to SDMA, which depends on totally treating any
residual interference as noise, and NOMA, which depends on fully decod-
ing interference, RSMA has the capacity to partially decode the interfer-
ence and partially treating the interference as noise. In [19], the authors
investigated the performance of RSMA in a unmanned aeriel vehicle
(UAV) assisted multiuser downlink communication system, in which the
UAV serviced many users simultaneously through RSMA. They derived
closed-form outage expressions and achievable throughput at each user
while considering independent and non-identical Nakagami-m small-
scale fading, then used Monte-Carlo simulations to validate the accuracy
of the derived analytical expressions. The outage performance of semi-
grant-free (SGF) transmissions was demonstrated in [20] by deriving an
accurate formula for outage probability (OP) and a high SNR approxi-
mation. They have shown that the RSMA-SGF scheme is more robust
than NOMA-SGF schemes. In [21], the authors proposed two different
cooperative-NOMA (C-NOMA) and cooperative-RSMA (C-RSMA) up-
link user collaboration techniques. They calculated the asymptotic OP of
the proposed C-NOMA and C-RSMA cooperative schemes and demon-
strated that they reach a diversity order of two. Their simulation results
also show that C-RSMA outperforms C-NOMA and C-OMA.

8.3 CONTRIBUTION OF THE CHAPTER

This chapter provides a comprehensive framework to analyze the outage
performance of RSMA in the downlink THz network. In particular, we
characterize outage expressions in the presence of various user pairing
schemes, Nakagami-m channel fading, and molecular absorption noise.
Numerical results validate the accuracy of the derived expressions. To
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the best of our knowledge, there is no research work that provides a com-
prehensive framework for the outage analysis of users in a THz-RSMA
network. The numerical results validate the accuracy of the derived ex-
pressions.

8.4 SYSTEM MODEL

Consider an RSMA-based downlink transmission from an AP to two
users, as shown in Figure 8.2. The AP is equipped with a single antenna
while serving two users with a single antenna for each, U1 and U2. The
message of user u, ∀u ∈ {1, 2}, denoted by Wu, is divided into common
parts Wu,c and a private message Wu,p. The common parts are combined
and encoded together to form one common stream, denoted by sc. And,
su is the private stream of the encoded private messageWu,p, ∀u ∈ {1, 2}.
Figure 8.3 shows the RSMA transmission model. The resulting streams
are then assigned precoding weights and superposed for transmission,
assuming that the AP has perfect channel knowledge. Hence, the received
signal at user u can be expressed by

yu = hux+ nu, ∀u ∈ {1, 2}, (8.1)

where nu is the aggregate complex additive white Gaussian noise
(AWGN) with zero-mean and variance σ2 and molecular noise signal,

Figure 8.2 Downlink RSMA in a single cell with one access point (AP)
and two users.
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Figure 8.3 Downlink RSMA transmission model.

and x is the transmit signal which can be expressed as

x = ps,

where s = [sc, s1, s2]T is the transmitted signal vector, p = [pc, p1, p2] is
the precoding vector or power vector, and hu is the channel gain from the
AP to user u, which assumed to be perfectly known at the transmitter.

8.4.1 Channel Model

The line-of-sight (LoS) channel power between the AP and user u in
THz networks is formulated as follows:

hTHz
u =

(
c

4πfdu

)2
e−ka(f)du = ζd−2

u e−ka(f)du , ∀u ∈ {1, 2}, (8.2)

where du represents the transmission distance from AP to user u, f is
the transmitting carrier frequency, ζ represents the transfer function of
the channel spreading loss and defined as ζ =

(
c

4πf

)2
, and ka(f) is the

molecular absorption coefficient defined in [22].
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At user u, the signal sc is decoded first, while the rest of the sig-
nals are considered to be noise. Then, the common message signal is
subtracted from the original signal using SIC. Finally, su is decoded,
∀u ∈ {1, 2}.

8.4.2 SINR Model

The signal to interference and noise ratio (SINR) for the common mes-
sages of U1 and U2 with perfect SIC is modeled as follows:

γcu = GtGrpchuχu
GtGrp1huχu +GtGrp2huχu +N com

u

, ∀u ∈ {1, 2}, (8.3)

where χ is the Nakagami-m fading channel and Gt and Gr are the di-
rectional antenna gains of the AP and users, respectively. p1, p2, and
pc depict the AP transmit power allocated for U1 and U2, respectively,
such that p1 + p2 + pc = p, where p denotes the total transmit power
budget of the AP. Beam alignment strategies are assumed that align the
main lobes of the users and the THz AP. The noise at the receivers of
U1 and U2 comprises thermal noise N0 and molecular absorption noise
as defined below:

N com
u = kbT +GtGr(p1 + p2 + pc)ζd−2

u (1− e−k(f)du)χu, ∀u ∈ {1, 2},
= kbT + ζd−2

2 (1− e−k(f)du)χu, ∀u ∈ {1, 2}, (8.4)

where T is the temperature of the channel and kb is the Boltzmann
constant.

The SINRs for the private messages of U1 and U2 with perfect can-
cellation of the common messages are modeled as follows:

γpr
1 = GtGrp1h1χ1

GtGrp2h1χ1 +Npr
1
, (8.5)

and
γpr

2 = GtGrp2h2χ2

GtGrp1h2χ2 +Npr
2
, (8.6)

where

Npr
u = kbT +GtGr(p1 + p2)ζd−2

u (1− e−k(f)du)χu, ∀u ∈ {1, 2}. (8.7)
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8.4.3 Data Rate Computation

The corresponding data rates of U1 and U2 (in bps) for common and
private messages are given, respectively, as follows:

Rcu = B log2(1 + γcu), ∀u ∈ {1, 2}, (8.8)

and
Rpr
u = B log2(1 + γpr

u ), ∀u ∈ {1, 2} (8.9)

where B is the channel bandwidth. To decode the common stream sc at
both users, the common rate shall not exceed the minimum of common
decoded signals, i.e.,

Rcom = min{Rc1, Rc2}.

This common data rate Rcom is then shared between users, where Ccom
u

is user u’s portion of the common rate with

Rcom = Ccom
1 + Ccom

2 . (8.10)

Consequently, the data rate of user u, denoted by Rtotu , can be expressed
as

Rtot
u = Ccom

u +Rpr
u , ∀u ∈ {1, 2}. (8.11)

8.4.4 User Pairing Schemes

We consider random and nearest-farthest user pairing schemes. In the
random pairing scheme, we pick only two users randomly with inde-
pendent and identically distributed distances r1 and r2 from AP. The
near and far user’s distance can thus be defined as d1 = min(r1, r2) and
d2 = max(r1, r2), respectively. Therefore, the probability density func-
tion (PDF) cumulative distribution function (CDF) of the distances of
U1 and U2 are given, respectively, as follows:

fd1(d1) = 2fr (d1) (1− Fr (d1)), Fd1(d1) = 1− [1− Fr (d1)]2, (8.12)

fd2(d2) = 2fr (d2)Fr (d2) , Fd2 (d2) = [Fr (d2)]2. (8.13)

On the other hand, in the nearest-farthest scheme, we select two users out
ofN users with minimum and maximum distances from the AP. The near
and far user’s distance can thus be defined as d1 = min(r1, r2, . . . , rN )
and d2 = max(r1, r2, . . . , rN ), respectively. The PDF and CDF of d1 and
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d2 can thus be given, respectively, as follows:

fd1(d1) = N [1− Fr (d1)]N−1 fr (d1) , Fd1(d1) = 1− [1− Fr (d1)]N
(8.14)

fd2 (d2) = N [Fr (d2)]N−1 fr (d2) , Fd2 (d2) = [Fr (d2)]N , (8.15)

where the PDF and CDF of r are given, respectively, as fr (r) =
2r
R2 , Fr (r) = r2

R2 , since all users are uniformly distributed in a circular
region of radius R.

8.5 THZ-RSMA: OUTAGE ANALYSIS

Considering Cth,u is the desired data rate threshold for the common
message and Rth,u is the desired data rate of the private message for
user u, we define the outage probability for user u as follows:

Orsma
u = Pr(Ccom

u ≤ Cth)Pr(Rpr
u ≤ Rth), ∀u = {1, 2}. (8.16)

Using (8.9), we can rewrite the private message of (8.16) as follows:

Pr(Rpr
u ≤ Rth) = Pr(γpr

u ≤ γpr
th), ∀u = {1, 2}, (8.17)

where γpr
th = 2

Rth
B − 1. Now substituting (8.5) in (8.17) or (8.6) in (8.17)

gives us the outage expression of the private messages of U1 and U2,
respectively, as

Pr (γpr
1 ≤ γpr

th) = Pr
(
h1 ≤

γpr
thκ

p1 − γpr
thp2

)
(8.18)

and
Pr (γpr

2 ≤ γpr
th) = Pr

(
h2 ≤

γpr
thκ

p2 − γpr
thp1

)
(8.19)

where κ = 1
GtGrζ

. Note that the data rate of the common message de-
pends on the minimum of common decoded signals. Using (8.10), we can
rewrite the common message of (8.16) as follows:

Pr(Ccom
u ≤ Cth) = Pr(Rcom ≤ Cth + Ccom

u′ ), ∀u = {1, 2},∀u′ = {2, 1}.
(8.20)

Without loss of generality, we consider the common rate is equal for both
users (i.e., Ccom

1 = Ccom
2 ), and the channel gains are sorted in ascending
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order, i.e., h1 ≥ h2. To ensure that all both users can successfully decode
the common stream, the rate of common stream should be as

min{Rc1, Rc2} = Rc2 = B log2(1 + γc2), (8.21)

then outage probability for common message at U1 and U2 can be writ-
ten as

Pr(Ccom
u ≤ Cth) = Pr

(
Rcom

2 ≤ Cth

)
, ∀u = {1, 2}

= Pr(min{Rc1, Rc2} ≤ 2Cth)
= Pr(Rc

2 ≤ 2Cth). (8.22)

In the following, Pr(Rc
2 ≤ 2Cth) using (8.8) can be given as follows:

Pr(Rc
2 ≤ 2Cth) = Pr (γc2 ≤ γcom

th ) , (8.23)

where γcom
th = 2

2Cth
B − 1. Now substituting (8.3) in (8.23), we get:

Pr(γc2 ≤ γcomth ) = Pr
(
h2 ≤

γcom
th κ

pc − γcom
th (p1 + p2)

)
. (8.24)

8.5.1 Outage – Near User

Based on (8.5), Pr(γpr
1 ≤ γpr

th) can be equivalently rewritten as

Pr (γpr
1 ≤ γpr

th) = Pr
(
h1 ≤

γpr
thN

pr
1

χ1(p1 − γpr
thp2)

)
. (8.25)

Substituting (8.2) and (8.7) in (8.25), we have the following:

Pr (γpr
1 ≤ γ

pr
th) = Pr

(
χ1 ≤

γpr
thkbTd

2
1

ζe−ka(f)d1 (1 + p1 − γpr
thp2)− 1)

)

=
∫ R

0

γ

[
m, 1

Θ
γpr

thkbTd
2
1

ζe−ka(f)d1(1+p1−γpr
thp2)−1)

]
Γ(m) fd1(d1) dd1, (8.26)

where γ(·) is the lower incomplete Gamma function, Γ(·) is the complete
Gamma function, m is the fading severity parameter, and Θ is the fading
power. Since kbT is negligible compared to molecular noise, the outage
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probability for the private message is written as

Pr (γpr
1 ≤ γpr

th) = Pr
(

e−k(f)d1

p2
p1

+ 1− e−k(f)d1
≤ γpr

th

)

= Pr
(
d1 ≥

1
k(f) ln

(
1 + γpr

th
(p2
p1

+ 1)γpr
th

))

= 1− Fd1

(
1

k(f) ln
[

1 + γpr
th

(p2
p1

+ 1)γpr
th

])
. (8.27)

Now substituting (8.12) in (8.27) for the random scheme, and (8.14) in
(8.27) for the nearest-farthest scheme, gives the outage probability of
the private message of U1 as shown below:

Random : Pr (γpr
1 ≤ γpr

th) =

1−
(

1
Rk(f) ln

[
1 + γpr

th
(p2
p1

+ 1)γpr
th

])2
2

(8.28)

Nearest-Farthest : Pr (γpr
1 ≤ γpr

th) =

1−
(

1
Rk(f) ln

[
1 + γpr

th
(p2
p1

+ 1)γpr
th

])2
N .

(8.29)

By calling (8.22) and given that Pr(Rc
u ≤ 2Cth) = Pr (γcu ≤ γcom

th ) , ∀u =
{1, 2}, where γcom

th = 2
2Cth
B − 1, we can calculate the outage probability

of common message in RSMA-THz as

Pr(Ccom
u ≤ Cth) = 1− Pr (γc2 ≥ γcom

th )

= 1− Pr
(
h1 ≥

γcom
th κ

pc − γcom
th (p1 + p2)

)

= 1− Pr
(
d2 ≤

(
1

k(f) ln
(
pc + γcom

th pc
γcom

th

)))

= 1− Fd2

[
1

k(f) ln
(
pc + γcom

th pc
γcom

th

)]
. (8.30)

By substituting (8.12) in (8.30) for the random scheme, and (8.14) in
(8.30) for the nearest-farthest scheme, gives us, i.e.,

Random : Pr(Ccom
u ≤ Cth) = (1− v2) (8.31)

Nearest-Farthest : Pr(Ccom
u ≤ Cth) = (1− vN ) (8.32)
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where v =
[

1
Rk(f) ln

(
pc+γcom

th pc
γcom

th

)]2
. Now substituting (8.28) and (8.31) in

(8.16) for the random scheme, and (8.29) and (8.32) in (8.16) for the
nearest-farthest scheme, the outage probability for the near user can be
given as follows: The outage of U1 is given as

Random : OTHz
1 = (1− w)2(1− v2) (8.33)

Nearest-Farthest : OTHz
1 = (1− w)N (1− vN ) (8.34)

where w =
[

1
Rk(f) ln

(
1+γpr

th
( p2
p1

+1)γpr
th

)]2
.

8.5.2 Outage – Far User

Based on (8.6), P(γpr
2 ≤ γpr

th) can be formulated as follows:

Pr (γpr
2 ≤ γpr

th) = Pr
(
h2 ≤

γpr
thN

pr
2

χ2(p2 − γpr
thp1)

)
. (8.35)

Substituting (8.2) and (8.4) in (8.35), we get:

Pr (γpr
2 ≤ γpr

th)

= Pr

ζd−2
2 e−k(f)d2 ≤

γpr
th

(
kbT + (p1 + p2)ζd−2

2 (1− e−ka(f)d2)χ2
)

χ2(p2 − γpr
thp1)


= Pr

(
χ2 ≤

γpr
thkbTd

2
2

ζe−ka(f)d2 (1 + p2 − γpr
thp1)− 1)

)

=
∫ R

0

γ

[
m, 1

Θ
γpr

thkbTd
2
2

ζe−ka(f)d2(1+p2−γpr
thp1)−1)

]
Γ(m) fd2(d2) dd2. (8.36)

Since kbT is negligible compared to molecular absorption noise, then the
outage probability of the private message of U2 can be given as

Pr (γpr
2 ≤ γpr

th) = Pr
(

e−k(f)d2

p1
p2

+ 1− e−k(f)d2
≤ γpr

th

)

= Pr
(
d2 ≥

1
k(f) ln

[
1 + γpr

th
(p1
p2

+ 1)γpr
th

])

= 1− Fd2

(
1

k(f) ln
[

1 + γpr
th

(p1
p2

+ 1)γpr
th

])
. (8.37)
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Now substituting (8.13) in (8.37) for the random scheme, and (8.15)
in (8.37) for the nearest-farthest scheme, gives the outage probability
expressions for the private message as

Random : Pr (γpr
2 ≤ γpr

th) = 1−
[

1
Rk(f) ln

(
1 + γpr

th
(p1
p2

+ 1)γpr
th

)]4

(8.38)

Nearest-Farthest : Pr (γpr
2 ≤ γpr

th) = 1−
[

1
Rk(f) ln

(
1 + γpr

th
(p1
p2

+ 1)γpr
th

)]2N

.

(8.39)
The outage probability for the common message for U2 is given in (8.31)
and (8.32) for random and nearest-farthest schemes, respectively. Thus,
the outage probability for U2 can then be calculated as

Random : OTHz
2 = (1− w′)2(1− v2) (8.40)

Nearest-Farthest : OTHz
2 = (1− w′)N (1− vN ) (8.41)

where w′ =
(

1
k(f) ln

[
1+γpr

th
( p1
p2

+1)γpr
th

])2
.

8.6 NUMERICAL SIMULATIONS

In this section, we compare the performance of U1 and U2 in THz-RSMA
networks. Unless stated otherwise, the parameters are listed herein. We
consider 100 users to be uniformly distributed in a circular disc. Note
that our results are general for any arbitrary value of radius in the range
of 25–50 m for THz-RSMA networks. The transmission bandwidths for
THz-RSMA are 0.5 MHz and 0.5 GHz, respectively. The antenna gains
Gt and Gr are set as 20 dB for THz AP. The AP transmit power is 1W,
The power allocation coefficients are set as p1 = 0.2 , p2 = 0.25 and
pc = 1− (p1 + p2). Nakagami-m fading parameter is set as 2 and Ω = 1
with frequency 1 THz and k(f) = 0.1 m−1 considering water vapour
molecules for THz-RSMA.

Figure 8.4 demonstrates the outage of U1 and U2 as a function of
the cell radius in THz-RSMA and validates (8.28), (8.38), (8.31), (8.33),
and (8.40) for random scheme (8.29), (8.39), (8.32), (8.34), and (8.41)
for the nearest-farthest scheme through Monte-Carlo simulations.

It is shown that the values obtained through derived expressions
(shown in circles) exactly match those obtained through simulations
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Figure 8.4 Outage probability of near and far users as a function of the
cell-radius in THz spectrum, where the power factors are p1 = 0.15, p2 =
0.30, and pc = 0.55.

(shown by lines). It can be seen that the outage increases with the in-
crease in the radius for both users. As expected, for near and far users
with the increase in cell-radius, the outage increases.

Figure 8.5 demonstrates the outage of U1 and U2 as a function of
the power allocation coefficient a1 for NOMA and p1 for RSMA and
highlights the difference gain of RSMA, NOMA, and OMA. Note that
to do that comparison, p2 is considered to have a fix value (p2 = 0.25),
and the portion of transmit power is allocated for U1 in NOMA a1 = p1.
Observe that with the increase in a1 and p1, the outage increases for
RSMA and NOMA due to the increased interference from U1 observed
at U2. The gain of RSMA over NOMA and OMA improves more for low
values of a1 (p1) for both near and far users than for high values of a1
(p1) for both near and far users. Figure 8.6 demonstrates the outage of
U1 and U2 as a function of the cell-radius and highlights the difference
gain of RSMA, NOMA, and OMA. Note that to do that comparison,
we considered that the portion of transmit power allocated for U1 in
NOMA a1 has the same fixed value as p1 for RSMA (a1 = p1 = 0.1),
and p2 is considered to have a fix value (p2 = 0.25). Observe that with
the increase in R, the outage increases for RSMA, NOMA, and OMA
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Figure 8.5 Outage probability of near and far users as a function of
power allocation spectrum in the THz spectrum, for all multiple access
schemes (OMA, NOMA, and RSMA), where radius R = 60, p2 = 0.25,
and ka = 0.03m−1 (ft = 0.8 THz).

Figure 8.6 Outage probability of near and far users as a function of
the radius in the THz spectrum, for all multiple access schemes (OMA,
NOMA, and RSMA), where radius a1 = p1 = 0.1, p2 = 0.25, and ka =
0.03m−1 (ft = 0.8 THz).
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due to the increased interference from U1 observed at U2. The gain of
RSMA over NOMA and OMA improves more for low values of R for
near user, while the gain of RSMA over NOMA and OMA has almost
the same at all values of R for far users.

8.7 SUMMARY AND OPEN ISSUES

This chapter provided an overview of the evolution of wireless network
frequency bands (such as sub-6 GHz, mm-wave, THz) and multiple ac-
cess techniques. The benefits and drawbacks of various OMA techniques
(FDMA, TDMA, CDMA, and OFDMA) and NOMA (PD-NOMA, CD-
NOMA, SDMA, Partial NOMA) were highlighted. Moreover, we present
a comprehensive framework for evaluating the performance of RSMA in
the downlink transmission of a single carrier in THz networks. Numerical
results validate the accuracy of the derived expressions. From computing
the OP, we were able to construct simplified expressions. Furthermore,
these expressions can be modified to accommodate a variety of user-
pairing methods. The numerical results also show that RSMA outper-
forms NOMA and OMA in almost all cases. The use of RSMA-THz in
a next-generation (6G) environment is still in its early stages. To realize
its impact on end users, a number of open issues and research problems
must be solved. Some of the directions are listed in the following:

• Multi-Carrier RSMA-THz Network Performance: The
channel statistics for each sub-channel in the THz spectrum suffers
from distinct molecular absorption, as represented by the molecu-
lar absorption coefficient. As a result, the mathematical complex-
ity of the Beer’s-Lambert law-based channel propagation model
on each sub-channel adds to the difficulty of outage analysis in a
multi-carrier THz-RSMA network.

• Novel User Pairing for THz-RSMA Network: It is also worth
noting that assessing the performance of multi-carrier NOMA in
radio frequency (RF) networks is simple because all sub-channels
have the same channel data. There is still no research that produces
a low-complexity user pairing approach for the THz-RSMA net-
work with a guaranteed gain over other multiple access techniques
for each individual user and/or provides a complete framework for
the outage analysis of users in a multi-carrier THz-RSMA network.
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• RSMA-THz Performance for Uplink Transmissions: An-
other open research topic is analyzing the performance of RSMA
in single-carrier and multi-carrier uplink transmissions in THz net-
works.

• Non-line-of-sight (NLOS) propagation for THz networks:
LOS communications may not always be possible due to the exis-
tence of obstacles. Representing the coefficients for EM wave re-
flection, scattering, and diffraction at THz frequencies is crucial to
account for NLOS propagation. These coefficients are affected by
the surface’s material, shape, incident electromagnetic (EM) wave
frequency, and angle. If LOS is not attainable, especially indoors,
NLOS propagation serves as a backup. NLOS propagation can be
created by carefully positioning installed dielectric mirrors to re-
flect the beam to the receiver. Due to the minimal reflection loss
on dielectric mirrors, the resulting path loss is tolerable. For the
THz spectrum, experimental measurements are required to ver-
ify the reflection, scattering, and diffraction coefficients for typical
materials used for indoor and outdoor communications.

• Multi-bands for 6G networks: The THz spectrum will comple-
ment mm-wave and RF frequencies in 6G to transmit/receive data.
Thanks to the variety of the spectrum which will cause a traded-off
in terms of coverage area, capacity, user mobility, and latency. The
main challenge will be in optimizing the deployment of APs, traf-
fic load-aware network activation methods, opportunistic spectrum
selection at the users’ end, and multi-connectivity solutions.
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9.1 INTRODUCTION

Wireless communications have always been prone to higher security risk
compared to it wired counterpart due to its inherent broadcast nature.
Early generations of wireless or mobile communication systems suffered
from several security and privacy issues such as cloning attack, eaves-
dropping, authentication, spoofing, and so on. With the emergence of
advanced and powerful computing devices along with ever-increasing
network integration, security and privacy challenges also evolved toward
more sophisticated attacks which are difficult to mitigate. The recent
5th-generation (5G) systems were characterized by the widespread pro-
liferation of Internet of Things (IoT) in all aspects of human life. The
key services and technologies include vehicle to everything (V2X) com-
munications [30], network function virtualization (NFV), cloud radio
access networks. Though 5G has some weaknesses, it has been improved
significantly to satisfy service-oriented architectures and fix enormous
vulnerabilities for the previous version of cellular networks. However,
the concept of 6G mobile communication is already envisioned with
a novel research direction that includes heterogeneous physical devices
and intelligent network protocols such as blockchain, visible light com-
munications (VLC), intelligent reflecting surface (IRS) [96], Terahertz
spectrum, orbital angular momentum (OAM), cell-free communications,
quantum computing, etc. [102]. Therefore, cognitive security and privacy
management are required to address the vulnerabilities of 6G networks.
Figure 9.1 demonstrates the advancement of various security protocols
from 5G to 6G network.

9.2 POTENTIAL ATTACKS/THREATS IN 6G NETWORKS

The wide adoption of diverse communication standards and technologies
of 6G welcomes a plethora of conventional and cognitive threats/attacks
to make a system vulnerable. This work represents three layers model to
understand the operations of a network that includes physical layer, con-
nection/network layer, and processing/service layer. However, there are
different potential attacks to compromise the physical layer, connection
layer, and processing layer operations of a network including access con-
trol attack, eavesdropping, jamming, data modification, attack on IoT
devices, malicious code injection, location tracking, distributed denial
of service (DoS/DDoS), man-in-the-middle (MITM) attack, poisoning,
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Figure 9.1 Existing 5G security vs 6G security vision.

evasion, Sybil attack, etc. This section demonstrates a brief discussion
of various potential attacks/threats in 6G networks. Figure 9.2 shows
some frequent attacks on 6G network.

9.2.1 Access Control Attack

Adversaries may introduce access control attacks to steal data or collect
authorized users’ credentials to access unauthorized resources. The mul-
tisensory users are able to communicate through different technologies
(Terahertz (THz), AI, VLC, molecular, Quantum, etc.), which may se-
riously cause access control attacks to the smart 6G network. Existing
access control methods are not adequate to mitigate the vulnerabilities of
future-generation networks. For instance, conventional dual network ac-
cess verification and identity management are becoming outdated meth-
ods to deal with the cognitive 6G protocols.
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Figure 9.2 Potential frequent attacks on 6G networks.

9.2.2 Eavesdropping

Eavesdropping takes place when a malicious node tries to overhear a
private communication among authorized nodes, which is continuously
being considered a significant security concern from 1G to 5G beyond
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networks [50]. In the concept of Physical Layer Security (PLS), there
are three types of eavesdropping [49], [6]. A passive eavesdropping –
without taking any action an intruder only overhears the messages. An
active eavesdropping – includes various malfunctions (e.g. add noise,
introduce jamming, or provide fake information). The third one is po-
tential eavesdropping – operates as an authorized user in some instances.
However, new technologies are also prone to compromise eavesdropping
in 6G networks like multiuser Multiple Input Multiple Output (MIMO)
are considered to hide active and passive eavesdropping.

9.2.3 Jamming

Jamming still remains in IoT-based smart networks, which occurs when
an attacker intentionally jams an authorized communication to make it
unavailable for other connected users [108]. In 6G networks, like various
methods, VLC or hybrid visible light communication-radio frequency
(VLC-RF) systems can arise a successful jamming attack possibility,
as the highly directed transmitter uses optical beamforming techniques
which may pass the malicious activity undetected [77].

9.2.4 Data Leakage

The physical layer deals with a large degree of sensitive information
which perceive and collect to transmit to the upper layer. The data leak-
age attack permits a network to expose sensitive information like user
states, personal information, technical details, or network environment.
Lack of clarity on how heterogeneous 6G technologies are governed, se-
curity risks like information leakage are becoming the main concern of
various applications like biometric authentication, smart healthcare. For
example, data explosion in smart healthcare will be a nightmare in case
of highly sensitive information (patients records, therapy details, user-
specific metadata, etc.) preservation [28].

9.2.5 Sybil Attack

During the Sybil attack, a fake node named Sybil nodes transmits a high-
energy deceiving signal in the communication phase among transceivers
to claim as an original one [121]. In 6G networks, most of the emerg-
ing technologies considered multipath communication systems, which
make a system vulnerable in case of Sybil attacks. Though conventional
cryptographic systems are used to secure routing packets against nodes’
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misbehavior, the methods themselves can affect energy consumption in
various applications like unmanned aerial vehicle (UAV) networks using
fake insider nodes [63].

9.2.6 Malicious Code Injection

Malicious code injection occurs when an intruder embeds unwanted con-
tents or codes into an application to access remotely for possibly mak-
ing a system compromised. The rapid acceptance of high resource tech-
nologies into an extensive range of applications causes targeted remote
access by intruders. For example, extended reality (ER) is used in var-
ious human-computer interaction (HCI) applications including games,
healthcare, and social interactions, which is also vulnerable to mali-
cious code injection [1]. An intruder may embed malicious content into
eXtended Reality (XR) systems to introduce passive attacks or expose
sensitive information.

9.2.7 Position Tracking Attack

Due to the advanced wireless technology of ad hoc networks, node posi-
tion can be available to third parties, which possibly introduces position
tracking threats. During this attack, adversaries collect information re-
garding node position or mobility patterns. The key security concern
of a cell-free massive MIMO in 6G technology is the exposed position
of radio stripes [128]. For example, an attacker can track the location of
a base station (BS) and implement malicious injection to lead various
passive attacks like eavesdropping on significant keys (e.g. user-specific
keys, short-term session keys, etc.) for authentication methods.

9.2.8 Attacks on IoT Nodes

Due to the resource-constrained nature of IoT devices, complex crypto-
graphic schemes are not possible to implement, which creates immense
concerns about vulnerable communication. The high-complex heteroge-
neous IoT networks are sometimes exposed to various attacks including
DoS, eavesdropping, fake node attack, and spoofing [130]. On the other
hand, 6G IoT networks incorporate new protocols like brain-computing
and molecular communications that require explicit security require-
ments such as real-time response or trustworthy communication.



210 � 6G Wireless: The Communication Paradigm Beyond 2030

9.2.9 Attacks on Molecules

Molecular communication is an emerging technique in 5G beyond cellu-
lar networks, which practices chemical molecules or signals to commu-
nicate among nanodevices in case of extremely low-power communica-
tions (ELCP). A smart healthcare system uses nanodevices into human
bodies to supply drugs or monitor patients’ status continuously. These
biodevices can compromise the molecular systems through unauthorized
remote access to kill the molecules or take control of the system for in-
terrupting medical information to harm or kill the host which is still a
critical issue to be concerned [64].

9.2.10 DoS/DDoS

DoS and DDoS are very frequent attacks and still exist in 5G beyond
networks. The attacker targets a host node and transfers overwhelming
packets/messages to make it unavailable to authorized users or even
can shut down the entire system. DoS/DDoS is frequently employed
in almost every technology of a network. Networks such as 6G-enabled
SDN-WAN are highly prone to DoS/DDoS attacks for the unique nature
of SDN controller operations or flow table functionalities [92].

9.2.11 Pilot Spoofing Attacks

Pilot spoofing attacks initiate during the training phase when a spoofer
broadcasts the synchronized and pilot signal as an authorized user. The
original network is unable to identify the unauthorized user and provide
access to the network. Therefore, spoofer can contaminate channel sta-
tus, modify the authenticate beamforming design, and introduce eaves-
dropping. Spoofing may deploy in the 6G network through IRS, where
the different uplink and downlink phases of a corresponding transmitted
signal from IRS are used to incline toward the eavesdropper [126].

9.2.12 Data Security Attack

The rudimentary target of data security attacks is to destroy the data
integrity or availability to produce abnormal outputs or undermine the
training session of the model [124]. For example, in an IoT-based smart
autopilot system, adversaries can manipulate the sensing information,
which may lead to passenger death. Poisoning and evasion are two pop-
ular data security attacks on deep learning algorithms.
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9.2.13 Poisoning Attack

Poisoning attacks introduce during the training phase when an intruder
may inject fake data/model/algorithm to create availability issues of the
outcome, which leads misprediction of the resources or misclassifying the
services [120].

9.2.14 Evasion Attack

Mostly, an evasion attack takes place during the prediction stage of
a learning algorithm, which creates incorrect labelling by intentionally
adding noises to the original data samples. For example, an evasion at-
tack is introduced during the prediction process in a selective audio
generation system to hamper the operations of the speech recognition
function [53].

9.2.15 Oracle Attacks

Oracle attacks occur when an attacker has been given the access of an
Application Interface Model for creating a substitute or duplicate of the
original ML model by stealing a copy. These attacks are very common in
cloud-based ML services like Google, Amazon, and BigML, which offer
easy-to-use API for users.

9.2.16 Model Inversion Attack

The model inversion attack takes place during training or inference time
to recreate data fed through a target prediction model. In 6G networks,
most of the applications utilize the advantages of shallow or deep learning
algorithms for various services, which are also prone to model inversion
attacks. For example, a model inversion attack model is introduced in
hidden layers of a deep neural network to recreate similar inputs or stolen
data during training [106]. Moreover, API-based attacks can also predict
the information regarding sample features, which may introduce model
inversion attacks.

9.2.17 Man-in-the-Middle Attack

MITM attack is a kind of eavesdropping attack which takes place when
an attacker secretly interrupts an existing network or communication
between two users. For instance, in 6G, SDN-WAN is frequently com-
promised by MITM attacks where an attack can take place between the
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SDN controller and end user to take control over the data or network
itself [92].

9.2.18 Privilege Escalation Attacks (PEA)

The fundamental vulnerability of the container-based VM is sharing ker-
nel. The PEA may take place because of the lack of focus on permission
on computing systems which increases unauthorized access. A successful
PEA is launched inside the Linux container mechanism, which is able to
disable the protection methods of the system [60]. Table 9.1 represents
the impact of the above attacks and corresponding layers.

Three layers such as physical layer, connection/network layer, and
processing or service layer on 6G security issues are considered to demon-
strate the involved technologies along with the vulnerabilities and coun-
termeasures. Figure 9.3 represents layer-based fundamental technologies
of 6G networks.

9.3 PHYSICAL LAYER SECURITY ISSUES

The 6G of wireless cellular networks are designed to integrate hetero-
geneous devices and protocols in the physical layer. The rudimentary
functionalities of this layers include intelligent modulation techniques,
manage enormous nodes (macrodevices to nanodevices), design the ca-
pacity of communication links, implement appropriate topologies, and
deal with immense sensitive information. In 6G networks, the physi-
cal layer will have introduced various advanced technologies like ultra-
massive MIMO, non-orthogonal multiple access (NOMA), millimeter-
wave (mmWave)/molecular/Terahertz Communications, and multiuser
LDPC (low-density parity-check code) to provide a robust fast network
than ever before. Therefore, with the rapid growth of intelligent and
autonomous technologies in the physical layer, ensuring secure commu-
nication becomes paramount against various conventional and novel cog-
nitive threats/attacks.

9.3.1 Security of Key Physical Layer Technologies

The existing 5G and beyond networks bring challenges of having high
energy efficiency, full spectral productivity, low-latency, trustworthy
communication experience through the emerging concept of Internet
of Intelligence with connected things and people. There are immense
technological breakthroughs in the physical layer to deal with the
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TABLE 9.1 Potential Attacks with Their Impact on 6G Networks

Attacks Description/Impact
Compromised
Layer Reference

Access control Gain access to unauthorized
resources

Physical layer,
connection layer,
service layer

[65]

Eavesdropping Overhear the messages and
networks

Physical layer,
connection layer,
service layer

[6]

Jamming Make authorized user
unavailable to others

Physical layer,
service layer

[77]

Data leakage Explore sensitive data
intentionally

Physical layer,
service layer

[28]

Sybil attack Fake user take control the
network decisively

Physical layer,
connection layer

[63]

Malicious code
injection

Injects malicious code to
access networks/devices
remotely

Physical layer,
service layer

[1]

Position tracking Collects node position or
mobility patterns to harm the
network

Physical layer,
service layer

[128]

Attacks on IoT
nodes

Compromised physically or
virtually through various
attacks

Physical layer [130]

Attacks on
molecules

Use chemical molecules or
signals to initiate attacks on
nanodevices

Physical layer [64]

DoS/DDoS Make authorized user
unavailable to others

Physical layer,
connection layer,
service layer

[92]

Pilot spoofing Broadcast fake pilot signal Physical layer [126]
Data security Reduce the data integrity and

availability to produce
abnormal outputs

Physical layer,
service layer

[124]

Poisoning Inject fake models to modify
the training result

Connection layer,
service layer

[120]

Evasion Add noise to incorrect labeling
amid prediction stage

Connection layer,
service layer

[53]

Oracle Create duplicate Machine
Learning (ML) model by
accessing the Application
Programming Interface (API)

Connection layer,
service layer

[139]

Model inversion Duplicate data sample of a
target production model

Connection layer,
service layer

[120]

Man-in-the-
middle

intercept communications
between two users to take the
role of a proxy

Physical layer,
connection layer,
service layer

[120]

PEA Take unauthorized access on
Virtual Machine (VM)

Service layer [60]
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Figure 9.3 Layer-based fundamental technologies of 6G networks.

unprecedented requirements to boost network performances in various
perspectives. However, these fast-ever 6G networks are also vulnerable
toward various attacks/threats, which demands adoptable countermea-
sure to have the better throughput of a network. Table 9.2 lists the
frequent attacks and the countermeasures on physical layer technologies.
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TABLE 9.2 Frequent Attacks and Countermeasures on Physical Layer
Key Technologies

Technology Attacks/Threats Countermeasure Reference
Channel estimation [81]
GRFIM and AQNM [135]

Pilot spoofing Power allocation [39]
CFM-MIMO MMSE [105]

AOA and DFT [81]
Eavesdropping MMSE [105]

Fingerprints [39]
and K-means
Cooperative [35]
communication
Beamforming [35]
Channel-based PA [35]

Multidisciplinary SIC [90]
attacks on
physical layer
security (MA-PLS)

NOMA Beamforming and PA [136]
OSRS, TSRS, ODRS [136]
IRS/VLC/THz-based [75]
NOMA

Eavesdropping IRS [101]
Multi-dimensional [29]
directional modulation
method (MDDMM),
channel dependent
interleaving (CDI),
cyclic feature
suppression-based
schemes (CFSS)

MA-PLS Optimized [118]
transmitted power
Phase shifting [118]

RIS Fisher-Snedecor [67]
framework

Eavesdropping Noise beamforming [137]
Power allocation [137]

(continued )
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TABLE 9.2 Frequent Attacks and Countermeasures on Physical Layer
Key Technologies (Continued )

Technology Attacks/Threats Countermeasure Reference
Jamming Enhanced signal strength [112]

Randomness of
modulations

[112]

Eavesdropping Artificial noise [40]
Friendly jamming [40]
AI/ML-based learning [9, 47]

Pilot spoofing Enhanced signal
strength

[112]

mmWave Phase shifting [118]
Beamforming [118]
PA and beamforming [69]

MA-PLS Exchanging physical
keys

[100]

Directional modulation [109]
Hybrid beamforming [55]
Frequency hopping [93]
Lightweight encryption [76], [65]

MA-PLS Signal power variation [93]
THz
Communication

Fingerprint-based
authentication

[82]

ES-based authentication [82]
Eavesdropping Creating multiple paths [93]
Data leakage RIS-based multiple

paths
[93]

Holographic
radio

Eavesdropping Directional beamforming [138]

MIMO-based
holographic radio

[93]

MA-PLS CIPC [24]
Location-based
beamforming

[125]

URLLC Eavesdropping friendly jamming [56]
Malicious attack NFV/Blockchain-based

SA
[138]
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9.3.1.1 Security of Cell-Free Massive MIMO

Cell-free massive MIMO is a kind of network technology where a large
degree of distributed low-cost, low-energy access points (APs) antennas
are traditionally used to form a heavy and expensive massive MIMO BS
to accelerate the magnitude of cell radius where APs are responsible for
ensuring services to the users in the same time-frequency resource [71].
The great advantage of having a distributed framework is releasing the
pressure of a central CPU processing through APs. On the other hand,
cell-free massive MIMO utilizes the low path loss and high diversity gain
to boost the quality of services (QoS) of cell edge users.

However, due to the distributed antenna structure and having mul-
tiple APs, cell-free massive MIMO is more complex in terms of signal
processing and being compromised by malicious eavesdroppers. More-
over, a single BS of this technology consisting of a small number of
antennas causes poor directionality of beamforming leads to eavesdrop-
ping and interference. Therefore, providing security on cell-free massive
MIMO through PLS is crucial.

In cell-free Massive MIMO networks, pilot spoofing attacks are the
most frequent attacks. To harm the estimation of authorized user chan-
nels, active eavesdroppers forward the uplink pilot sequence to create
interference with the pilot training phase to affect the downlink trans-
mission for stealing the authorized information [81].

Various strategies have been introduced to deal with this kind of
PLS on cell-free massive MIMO networks. To measure the level of pilot
contamination, the Gaussian RF impairment model (GRFIM) and addi-
tive quantization noise model (AQNM) are considered where the linear
minimum mean square error (MMSE) is used to find the irregularity
of the affected channel [135]. To reduce the impact of pilot spoofing
attacks, enormous power allocation schemes are used to maximize the
achievable data rate or secrecy rate of the targeted users and minimize
energy consumption as long as security requirements are ensured [39].
Another way of dealing with the attacks is to downlink pilot optimiza-
tion through derivative closed-form expression of secrecy rate and var-
ious channel estimation parameters [134]. In addition, using MMSE to
limit the active pilot contamination is another popular way by which
download link precoders are constructed to examine the impact of un-
planned beamforming of hidden signals toward the active eavesdropper
through the distributed APs [105]. However, the key disadvantage of us-
ing the above-mentioned approaches is high complexity. Therefore, the
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combination of a channel estimation method with user location mea-
surement through fingerprint positioning is used to mitigate the effect
of the active pilot attack [81]. In this technique, fingerprint positioning
and K-means clustering are considered to collect the position status of
users and eavesdroppers. Moreover, the non-overlapping angle of arrival
(AOA) method and Discrete Fourier transform (DFT) are utilized to
separate the uplink channels of legitimate users from eavesdroppers and
eliminate the pilot contamination.

9.3.1.2 Security of Non-orthogonal Multiple Access

NOMA is a potential physical layer technology that allocates resources
nonorthogonally to support multicast/unicast transmission for 6G mas-
sive networks. The NOMA distributes channel resources to the receiver
in a fair manner where more energy is allocated for the users who have
weak signals compared to strong signal users to enhance the number of
simultaneously served users [46]. The key advantages of using NOMA
over orthogonal multiple access (OMA) are low-signal processing cost,
less latency, high-quality channel feedback, and accelerated throughput.

However, in spite of having various benefits, NOMA still faces mul-
tiple attacks through both active (internal) with known channel state
information (CSI) and passive (external) with unknown CSI eavesdrop-
pers due to its exclusive structure. For instance, an internal eavesdropper
can introduce jamming attacks not only on the beam scope of NOMA
clusters but also reflected beams from IRS-based NOMA networks [72].

There are various conventional techniques that are popular to secure
communication from active eavesdroppers including cooperative com-
munication, beamforming, and channel-based power allocation. For ex-
ample, cooperative communication security scheme is used in a large-
scale downlink system of full-duplex NOMA users with the presence
of jammers and artificial noise to enhance the output of PLS [35]. Im-
plementation of a jammer in cooperative NOMA is a popular method
of improving the secrecy performance of a network [129]. The NOMA
uses successive interference cancellation (SIC) processes to measure the
channel health status of authorized users, which can be beneficial for
CSI knowledge-based security protocols [90]. Moreover, a combination
of beamforming and power allocation technique is also considered to en-
hance the performance of the PLS system in case of known/unknown
CSI of eavesdroppers [136]. Various relay selection methods like optimal
single relay selection (OSRS), two-step single relay selection (TSRS), and
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optimal dual selection (ODRS) are used to decode authorized messages
to forward to NOMA users [54].

Nevertheless, some eavesdroppers may harm the general functions of
NOMA. For example, eavesdroppers can interface the transmitter signal
by sending a large degree of identical pilot signals to consume the trans-
mitter power for allocating to legitimate users. The amalgamation of
NOMA and IRS/VLC/THz techniques are becoming emerging solutions
for the above-mentioned scenario [75]. During communication between
cell-edge users and BS, IRS can be implemented to improve the quality
of the downlink in terms of various fadings like Nakagami-m [101].

However, most of the above uses technologies require the CSI of the
eavesdropper, which is not possible for cognitive networks. Therefore,
multidimensional directional modulation method, channel-dependent in-
terleaving, or cyclic feature suppression-based schemes can be the po-
tential solution for real-time NOMA [29].

9.3.1.3 Security of Reconfigurable Intelligent Surface

Reconfigurable intelligent surface (RIS) is a revolutionary 6G physical
layer technology that is capable of controlling the challenges of the cog-
nitive environment through software-based solutions. To accelerate the
propagation performance of a channel, RIS uses a large degree of low-cost
reflecting components in a planar array which can control the reflected
signals’ amplitude/phase shift by adjusting the reflective coefficient.

In contrast to traditional communication technology, RIS can have a
unique feature of controlling the propagation environment that ensures
secure transmission. However, in an adverse propagation situation, an
eavesdropper may reduce secrecy performance even with the presence
of artificial intelligence (AI). RIS technology uses the rudimentary con-
cept of multipath propagation. Therefore, position exposure attack is
introduced in RIS communication [25].

Ensuring PLS on a RIS-assisted framework is significant as this tech-
nology has become a predominant choice for the 6G network to en-
hance data rate and efficiency. Generally, optimizing transmitted power
and controlling phase shift can enhance the security and the QoS of
the perceived signal [118]. In a RIS-assisted network, a Fisher-Snedecor
framework is employed to investigate composite fading and shadow-
ing channels in the presence of eavesdroppers [67]. The average se-
crecy performance showed that deploying the RIS-based access point
for the above-mentioned scenario has a beneficial impact on the impact
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of eavesdropping. However, the RIS technique is also united with other
6G physical layer technologies including NOMA. RIS-assisted NOMA
networks are commonly prone to both external and internal eavesdrop-
ping. Noise beamforming is utilized to resist external eavesdropping
with/without the presence of CSI of the attacker. Moreover, a power
allocation sub-optimal system is employed for limiting the attacks in
case of known CSI [137].

9.3.2 Security of mmWave

The mmWave technology refers to a communication system where users
can transmit the messages through a 30–300 GHz frequency band with
the wavelength ranging from 1 to 10 mm. Enhanced security, less inter-
ference, small components sizes, and huge bandwidth are key advantages
of using mmWave, which are enabled to outweigh the disadvantages like
blockage losses or higher penetration. With the explosive development
of diverse high-end applications like UAV, IoT, virtual reality (VR),
satellite communication, object imaging/detection with mmWave is in-
tended to use mmWave to meet the demand of fulfilling a large degree
of low-latency and high-speed connected devices in 6G networks [18].

The physical layer mmWave technology is mostly affected by three
common adversarial behaviors such as jamming, eavesdropping, and pi-
lot spoofing attack. In mmWave communication, eavesdropping can be
introduced by interfering and wiretapping in unsecured wireless com-
munication. Eavesdropper utilizes the internal domain of beam scope
or a reflector to monitor the channel. According to the transmitted sig-
nal information, the eavesdropper sometimes generates jamming or pi-
lot spoofing attacks on the network to harm the legitimate user [72].
In extreme cases, a jammer can form DoS attack by sending the same
frequency radio signal to occupy the shared resources of the network.
To generate pilot spoofing in mmWave, the intruder deliberately sends
identical pilot signals to equivocate regarding authorized user detection
and channel assessment phase of the transmitter.

The key technology of PLS is to analyze and maximize the per-
formance of the security measurements such as outage probability and
secrecy rate to enlarge the signal strength for mitigating jamming and
pilot spoofing attack. On the other hand, most signal strength-based
approaches require CSI, which informs regarding the status of the com-
munication channel by a transmitter. Therefore, the fundamental idea
of PLS technology is to use randomness in the modulation techniques
to create random wireless channels to avoid being predicted by the
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eavesdropper [112]. Many researchers have focused on beamforming de-
sign for PLS. During the design stage, artificial noise or friendly jamming
is added to the free space of authorized users to confuse the intruder on
the original transmission channel [40]. For instance, the artificial noise-
based optimal beamforming framework can be utilized for reducing the
transmit energy of a BS while satisfying the adequate requirements of se-
crecy rate for all secret messages [132]. Moreover, a unique beamforming
technique is implemented for escalating the secrecy rate of a user to im-
prove the PLS in a dual-polarized mmWave system [95]. The integration
of optimal power allocation algorithms and zero-forcing beamforming
technique at the transmitter is another way to enhance the PLS for the
NOMA-based MIMO system [69]. Another emerging concept of ensuring
security on mmWave communication is to use a pair of physical keys,
which needs to be exchanged among authorized users and transmitter
to verify the legitimate transmission [100].

On the other hand, conventional encryption and decryption algo-
rithms in the precoding can experience a bad impact on a network where
eavesdropper is one of the authorized users. In such cases, knowing the
CSI status of every user is crucial. Therefore, AI/ML-based learning
methods are employed to improve the CSL knowledge for applying the
appropriate resistance strategies like channel hopping. Due to the re-
peated changes of transmission frequency using the emerging concept of
frequency hopping, legitimate users will be less prone to attackers [47].
Though AI/ML-based learning methods are significant to have a better
impact on security, the learning algorithms themselves are vulnerable to
various attacks and produce faulty output by manipulating the learning
schemes. Therefore, adversarial training-based learning techniques are
utilized to mitigate the attack on training algorithms [26].

However, the directional modulation technique is another security so-
lution where a definite constellation diagram is transmitted toward the
targeted user, while a noise pattern is transmitted in another direction.
For example, a simple directional modulation scheme is used to modu-
late the radiation pattern through a randomly selected antenna subset
for each symbol [109]. To formulate a more artificial noise, a new pro-
grammable weight phased array-enabled optimized weight antenna sub-
set method is considered to secure mmWave wireless communication [41].
Moreover, to enhance the security in the multiuser PLS modulation tech-
nique, hybrid beamforming is also introduced where the cross-entropy
iteration method is used to select the optimal antenna combination that
reduces the eavesdroppers’ signal power to improve the security perfor-
mance [55].
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9.3.3 Security of Terahertz Communication

THz communication collectively works on optical waves and microwaves
in the ranges between 0.1 and 10 THz to ensure high-speed commu-
nication with less interference and less-complex combination methods
of sensing and transmission. THz communication technology supports
enormous applications like VR gaming, ultra-HD video conferencing,
nano-technology-based communications (e.g. The Internet of nano thing
(IoNT) or bio-nano-technology), and molecular communication that re-
quire high bandwidth and low latency [88]. Higher data rate (100 Gbps
or higher), narrow beam structure, and low attenuations are rudimen-
tary benefits of THz technology. However, despite of having immense ad-
vantages, there are various drawbacks of THz communications. THz has
low penetration capability regarding particular obstacles like thick walls.
Therefore, the network coverage domain is comparatively small. More-
over, high absorption resonance by the surrounding environment, highly
directional signals, and energy consumption are other disadvantages [12].

Though the characteristics of being highly directional and low com-
munication coverage ensure more security in an indoor/outdoor applica-
tion against common attacks like eavesdropping and jamming [113], THz
still is not entirely protected by various attacks in special conditions like
line-of-sight (LOS) transmission [78]. THz transmissions are compro-
mised to access control attacks, eavesdropping, and data transmission
exposure. For example, an unauthorized user may deploy a reflector in
the LOS transmission path to scatter the radiation from the legitimate
receiver to eavesdropper antennas to leakage or collect specific informa-
tion [65].

There are various conventional ways to enhance the THz communi-
cation security including signal power variation, frequency hopping, the
strategic position of access points, lightweight cryptography, and beam
encryption and create a network more robust for the attackers [93]. The
concept of transmitting messages through multiple paths is a popular
way to accelerate security against eavesdropping not only saves sensitive
information but also secures key exchange in THz communication [76].
Moreover, to combat the problem of eavesdropping, an artificial noise-
aided self-interface cancellation free receiver is also proposed where an
efficient DNN algorithm is used to achieve a high secrecy rate with low
hardware complexity [31]. On the other hand, IRS technology can also
assist the multipath nature of the network to boost the signal energy
and resist information leakage [80].
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Enormous authentication schemes are considered to ensure the PLS.
A distance-dependent-path loss-based authentication method is used for
a THz technology-enabled vivo nanonetwork [82]. Moreover, this au-
thentication method applied path loss as a device fingerprint with a
THz time-domain spectroscopic structure. In THz communication, the
electromagnetic signature of the frequencies is also formed to provide
authentication at the physical layer [111].

9.3.4 Security of Holographic Radio

Holographic signal/radio/beamforming is an innovative step for 6G com-
munications where software/phonetically defined antenna arrays are
used instead of traditional-phased array or MIMO technology [42]. The
key advantages of holographic signals are enhanced spectrum efficiency,
escalated network capacity, and smoothly integrated of imaging with
wireless transmission [87]. Holographic communication requires large
bandwidth, which also rises equitably with the increasing number of
users. Therefore, ensuring security with less complex and lightweight
techniques is desired [78].

Eavesdropping is the major concern of holographic communication.
In wireless communication, highly directional beamforming is a good
idea to deal with eavesdropping. Holographic communication is inte-
grated with large intelligent surface (LIS) technology to create perfect
directional beamforming through recording and rebuilding [138]. On the
other hand, MIMO-assisted holographic communication can also ensure
PLS security against eavesdropping by canceling out the reflection of
the BS to the attacker [42]. However, uncontrollably scattered electro-
magnetic waves cause the issues of being interference to take the soft-
ware control over the electromagnetic behavior of a wireless environ-
ment. Therefore, the software-based solution is used to take control of
the scattered behavior of the waves of wireless communication [59].

9.3.5 Security of Ultra-Reliable and Low-Latency Communications
(URLLC)

URLLC is envisioned to start real-time cooperative transmission by ex-
changing the packets with less error probability and ultra-low latency.
The unique features of extreme reliability and ultra-low latency encour-
age to design of time-sensitive and life-threatening applications including
autonomous vehicular networks, remote surgery, augmented/virtual re-
ality, and tactile internet [15]. Due to the leakage of confidential and
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significant information, ensuring security in URLLC has got paramount
attention. For instance, an eavesdropper can place between two autho-
rized vehicles in a vehicular internet of things (VIoT) network and ex-
tract transmitted messages through a random sequence and replace them
by misleading information which may cause a serious accident.

There are enormous conventional security solutions exist that re-
quire CSI information to ensure security for wireless communication.
However, due to the short blocklength nature, adequate CSI status esti-
mation is not available in URLLC [27]. Channel inversion power control
(CIPC) based on channel reciprocity is considered to enhance security
instead of CSI for various applications which use URLLC for down-
link and uplink [24]. On the other hand, location-based beamforming
is also provided PLS in LOS-based transmission on URLLC environ-
ments [125]. Though this technology cannot ensure intense security like
CSI-enabled beamforming, it can achieve the significant feature of be-
ing an ultra-low-latency communication tool. By contrast to traditional
cryptographic methods, distributed networks apply friendly jamming
methods for URLLC to accelerate the performances of the PLS [56].
Deploying jamming signals is a considerable technique that mitigates
the decoding capability of an eavesdropper. To deal with the developing
security challenges in URLLC, NFV and blockchain based integrated
method is proposed where considered network devices have to sign the
contract before spectrum sharing [43]. This feature of the method ensures
authorized access to the network which is able to fight against malicious
attacks. The framework also used the parallelized NVF concept, which
helps to execute firewall and intrusion detection methods simultaneously
for improving security with the low-latency output.

9.4 CONNECTION/NETWORK LAYER SECURITY ISSUES

The connection layer is an amalgamation of network and transport lay-
ers, which is responsible for perceiving/sensing information from the
physical layer entities for being processed and transmit it to the end
user through the appropriate route. In 6G networks, this layer consists of
enormous advanced technologies including SDN-WAN, deep slicing, net-
work function virtualisation (NFV), distributed ledger technology (e.g.
blockchain, holochain), advanced AI, deterministic networking, space-
air ground-sea integrated network, and quantum communication. Table
9.3 shows significant attacks on the Connection/Network layer, and the
countermeasures.
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TABLE 9.3 Frequent Attacks and Countermeasures on
Connection/Network Layer Key Technologies

Technology Attacks/Threats Countermeasure Reference
MITM Open flow protocols [19]

IDS [19]
SDN-WAN DDoS/DoS Flood tracker [20]

ReCON-based MTD [34]
ARP flooding suppression algorithm [22]

SASE framework [117]
DoS/DDoS Back-propagation NN [86]

NFV Shuffling-based
algorithm

[61]

Side channel
attack

External noise [35]

Jamming ML algorithms [91]
key-based
authentication

[73]

Deep slicing DoS/DDoS Boolean logic [83]
Deep learning [104]

Spoofing Deep learning [104]
DDoS Nash learning-based

gaming
[119]

Secure smartcontract [7]
Coin-based protocol [4]

Routing attacks Bitcoin relay network [8]
Eclipse attacks Add more buckets [38]

DLT Add outgoing links [38]
Directional channel [38]

Sybil attacks Trustchain and CTI [55]
Coin-based protocol [4]

51% attack ML and gaming [21]
Proof of work
(PoW)-based
consensus

[127]

(continued )
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TABLE 9.3 Frequent Attacks and Countermeasures on
Connection/Network Layer Key Technologies (Continued )

Technology Attacks/Threats Countermeasure Reference
Detection methods [52]

Poisoning
attacks

Sphere and slab defense [97]

Shared key-based protocol [123]
TFP system [3]
Safetynet [33]

Evasion attack Fingerprint [37]
AI ML algorithms [51], [74]

SecDefender [14]
API-based
attack

Recurrent Neural Network
(RNN) Algorithm

[140]

CBA framework [84]
Additive noise [106]

Inversion
attacks

additive Laplacian noise [106]

Hash method [79]
MITM Redundant path [68]

Deep
Network
(DN)

DDoS Redundant path [68]

Hash-based authentication [68]
Spoofing Redundant path [68]
DoS ML classifier [11]

Half-duplex-based PT [44]
Eavesdropping Cooperative beamforming [23]

Artificial noise [23]
SAGSIN Multipoint transmission [110]

Particle Filter (PF)-based
GPS

[57]

Spoofing Two-stage validation [66]
Deep learning [107]

Jamming Game theory [122]
NN–Neural Network, TFP–Tamper-free provenance, CBA–Characteristic-based
Automated framework,DN–Deterministic Networking, PT–Packet Transmission.
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9.4.1 Security of Connection/Network Layer Technologies

Due to the broad range of technology, network layers have been subject
to various treats/attacks. For instance, a spoofing attack may introduce
for the lack of integrity protection of transmitted signal traffic. DoS is
introduced by injecting millions of mobile UEs to overload the authen-
tication servers to make them unavailable to the authorized user [45].
Therefore, ensuring security on this layer becomes crucial, specially for
the network access points like signal units, gNodeB (gNB), and ground
station or for the core networks such as endpoint gateways, validation
server, and edge/fog servers.

9.4.1.1 Security on SDN-WAN

SDN-WAN is a new paradigm of research in 6G network, which offers
automated or programmed networking architecture through WAN con-
nection. The emerging SDN-WAN is not only a recognized cognitive
technology in 6G but also expends the scope of new vulnerabilities.
Therefore, to implement this technology in a framework, it needs to
ensure that all the connected resources and information preserve the
security requirements including availability, integrity and privacy.

There are various threats/attacks landscape in SDN-WAN architec-
ture. For instance, MITM attacks may introduce by inserting an inter-
cepting node between the SDN switch and the controller to tamper with
the communication without being detected. On the other hand, flow
table or flow buffer, or controller can be compromised by DoS/DDoS
attacks [92]. For example, in the case of an updated rule insertion to the
switch, an attacker creates a large degree of packets to transmit to the
unknown host within a short period of time, which causes an overflow
of flow table storage capacity.

To protect SDN/SD-WAN, various detection and mitigation tech-
niques for MITM and eavesdropping have been developed. Most of the
traditional ways of dealing the security in SDN-WAN is changing the
rules of open flow protocol including FlowVisor, FlowChecker, and Flow-
Guard and implementing an Intrusion Detection System (IDS) on the
network [19]. A novel lightweight SDN-WAN flood tracker is suggested
to trace the attack flows and remove them without having an impact
on legitimate traffic of the network [20]. This scheme is applicable to
detect attacks in both internal and external sources of a controller. Due
to the distinctive nature of in-band control and centralized control ar-
chitecture of SDN-WAN, an attacker may launch DDoS on the SDN
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controller through the open flow agents or by sharing a link. A REsi-
lent COntrol Network Architecture (ReCON) is proposed as a Moving
Target Defense (MTD) method to minimize the DDoS attack impact by
reducing transmission of the critical resources between data and control
traffic and increasing the control agent’s capacity [34]. In a multicon-
troller SDN network, a two-stage “storing-blocking” suppression algo-
rithm is used against address resolution protocol (ARP) flooding [22].
The result shows that this algorithm can mitigate the impact of ARP
flooding in terms of attack time, scope, and controller overhead in the
multicontroller SDN network. However, to ensure security for a collection
of cloud-native integrated services, a secure access service-edge (SASE)
framework is introduced in SDN-WAN mobile networks to reduce the
impact of the above-mentioned attacks [117].

9.4.1.2 Security on NFV

The 6G networks are intended to include NFV for limiting the resource
cost, improving functional efficiency, and shorter lifespan to market. In
spite of having immense benefits of using NFV in a network, vulnerable
landscapes remain to be a significant concern. For instance, the function-
ality of the virtual layer of NFV may be undermined by the presence
of attackers [85]. Moreover, the communication among NFV systems,
Orchestra frameworks, and NFV managers is also vulnerable in terms of
eavesdropping, flooding, side channel attacks, and DDoS attacks.

The conventional AI is a common method of protecting NFV net-
works. For instance, the back-propagation neural network training mod-
ule is used to design a novel architecture named Cloud Trace Back to
identify the attack traffic for reducing DDoS on the NFV network [86].
A cost-effective shuffling-based algorithm is proposed in SDN/NFV net-
works to solve DDOS attacks, where an HTTP request is sent to create
flooding and slow the network performance [61]. However, adding exter-
nal noise to the signal or mitigating information from being exposed from
the channel can be a significant idea for handling side-channel attacks
in NFV networks [5].

9.4.1.3 Security on Deep Slicing

In 5G network, slicing has become an interesting technique for getting
the reliable resource allocation with a high data rate, which is intended
to implement through the deep learning mechanism that refers as deep
slicing in 6G architecture. Therefore, enormous learning methods are
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considered as a decision-making tool for slicing the network to enhance
the network performance, which is also prone to attacks. For instance,
the reinforcement learning algorithm is deployed in a radio network for
slicing the network load balancing where a novel over-the-air attack and
jamming attacks are employed through adversarial ML to manipulate
the decision matrix of the learning algorithm [91].

There are three defense mechanisms against jamming attacks on RL-
based network slicing [91]. Firstly, an update of the RL algorithm needs
to be avoided whenever an attack is detected. Secondly, ensure the ran-
domness of the learning algorithms’ decisions. Finally, manipulate the
feedback (NACK) method to protect reliable information from being
hacked. On the other hand, an efficient session key-based authentication
architecture is proposed for securing network slicing in IoT networks
where Fog systems and IoT servers are used to ensure the secure authen-
tication for the data of fog cache and remote servers without considerable
delay [73]. During the implementation of deep learning on network slicing
and resource allocation, DDoS is a frequent attack which may also intro-
duce in SDN/NFV-based frameworks like advanced mobile broadband,
URLLC, and massive machine-type communication [83]. To secure the
SDN/NFV network, Boolean logic is integrated with a password-enabled
key generation function to produce traffic-aware scheduling for protect-
ing the network against DDoS attacks. However, a deep learning-based
mechanism is proposed to preserve the network slicing process against
various attacks including DDoS [104]. The degree of flooding and spoof-
ing attacks was considered to reflect the performance of the proposed
learning algorithm and got nearly 98% accuracy in terms of DDoS de-
tection.

9.4.1.4 Security on DLT

Key features of the 6G network include trustworthy information shar-
ing by mitigating source’s misbehavior/fakeness and single-point failure,
which is a challenge to achieve. Therefore, various emerging distributed
technologies (DLT) like blockchain [103] and Holochain [131] are being
used in time-sensitive/trust-significant transactions such as cryptocur-
rency or finance for real-time applications including 6G-enabled smart
healthcare, UAV, and autonomous driving. Furthermore, DLT is capa-
ble of ensuring secure networks by introducing data integrity, distributed
security, transparency, immutability, traceability, and availability.
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Since the implementation of blockchain is in the early stage, there
are potential threat/attack landscapes that need to work on to provide
secure communication. For instance, the transactions, chain of blocks,
and smart contracts left vulnerabilities that cause various attacks in-
cluding 51%/majority attacks, double spending attacks, Sybil attacks,
DDoS, routing attacks, and eclipse attacks in the network layer.

The deployment of numerous security mechanisms can mitigate the
attack possibilities on blockchain networks. Therefore, ensuring security
on the smart contract is inevitable. Performing intensive formal verifi-
cation [99], employing security check tools [48], and detecting seman-
tic flows [116] are popular mechanisms to protect the smart contracts
of a blockchain network. The Nash learning-based gaming approach is
utilized to solve the DDoS attacks which are introduced through the
dynamic mining pool [119], while penalty-based and age-based mecha-
nisms are considered to limit the flooding of the transactions by filtering
spam ones [114]. However, a smart contract-based collaboration method
is proposed in SDN networks to enhance the detection rate of DDoS
by monitoring the attack information among autonomous systems [7].
A software-hardware integrated bitcoin relay network is suggested to
protect routing against attacks in SDN networks where the relay nodes
are responsible for inter-domain routing protocols, ensuring security on
the attack positions and selecting secure paths for the users [8]. There
are various countermeasures suggested for resolving the eclipse attacks
on blockchain by setting up more buckets, adding additional outgoing
links, diversifying incoming channels, and detecting abnormal behav-
ior [38]. However, blockchain-enabled trustchain and cyber threat intel-
ligent (CTI) architecture are proposed to defend against Sybil attacks.
Furthermore, coin/currency-based multiparty hybrid protocols are de-
signed to address Sybil attacks and DoS [4]. Machine learning and gam-
ing methods are recommended to mitigate the 51% attack, which is also
known as a double-spending attack [21]. By contrast, a hybrid approach
with PoW consensus is utilized to collect minor’s past information and
ensure 51% attack-free networks [127].

9.4.1.5 Security on AI

Due to the vast implementation scopes, AI/ML has become a sig-
nificant technology in the 6G network. Designing cognitive physical
layer, dynamic resource allocation, optimization, providing security on
networks/users, resource management, and processing information are
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the popular using areas of AI/ML. Undoubtedly, this technology has
attracted huge attention and is also used to detect or defense from
dynamic/real-time threats/attacks. However, AI/ML itself can be com-
promised by internal and external intruders during the training or testing
phase. AI/ML technologies are prone to various attacks including poi-
soning attacks, evasion attacks, API-based attacks/Oracle attacks, and
model inversion attacks.

The frequent countermeasure against poisoning attacks is to build ef-
ficient detection methods amid the training session. One of the detection
mechanisms employed influence functions to map the correlation among
prediction and training sample sets, and the result shows that it is capa-
ble of detecting malicious data detection against poisoning attacks [52].
On the other hand, two workable defense strategies like sphere defense
and slab defense are utilized to eliminate the injected malicious data
sample on a DNN model [97]. To resolve the integrity problem of the
calculated outcomes, a shared key-based protocol is designed to protect
the training data against poisoning attacks [123]. In addition, emerg-
ing tamper-free provenance systems are utilized which use contextual
information regarding the real and transformation of the data during
training to detect poisoning attacks [3]. This work considered both un-
trusted and partially trusted data sets and showed that machine learning
models can be protected from the adversarial environment in terms of
reliable provenance data sets.

A safety-net is proposed as a verification framework to preserve the
data integrity of a cloud server against evasion attacks [33]. The work
used an interactive proof protocol to achieve end-to-end verifiability.
Moreover, fingerprint technology is utilized as sensitive samples for DNN
models to verify the return results from a server [37]. In contrast, the
advantages of various ML techniques are also employed to protect the
system from adversarial activities. For instance, an support vector ma-
chine (SVM) classifier based on a secure and robust learning model is
proposed to enhance the malware detection performance against evasion
attacks [51]. The feature of neuron activation is used during test time
in a 3-layer ANN-based IDS architecture, where various ML classifiers
like Random forest, Nearest Neighbor classifier, and SVM are selected
to train and test to detect the evasion attacks [74]. A robust learn-
ing paradigm named SecDefender is proposed for malware detection,
which considered both classifier retraining technique and evasion cost
for feature influence by adversarial attacks as security regularization to
accelerate the system security [14].
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An RNN-based algorithm is proposed to detect API-based malicious
activities, where generative RNN is used to produce irrelevant or mali-
cious API requests and add them to the original sequence of API. On the
other hand, a modified RNN is deployed to train the API request dataset
for detecting adversarial activities [141]. However, a novel characteristic-
based automated framework is utilized to identify new attacks on cloud
servers or applications [84]. The fundamental advantage of using this
framework is to identify the application traffic pattern along with vari-
ous attacks with a minimal computational load.

A straight and less complex additive noise method is imposed into
an intermediate tensor on one-dimensional ECG data to ensure security
against model inversion attacks [106]. However, additive noise technology
generates a negative impact on the accuracy of performance. Therefore,
additive Laplacian noise is employed in intermediate data to make it
harder on the sender side before transformation to deal with model in-
version attacks by maintaining a good level of accuracy. However, to
ensure the security against model inversion attacks in a face recognition
system, the concept of hash is implemented perceptually to the part of
the selected training images, which provide a countermeasure of prevent-
ing original image recreation with high classification accuracy [79].

9.4.1.6 Security on Deterministic Networking

In 5G and 5G beyond technology, instead of having conventional net-
working services, there are multiple industries that require deterministic
network services with extremely low-latency and ultra-low packet loss
within a specified user domain.

Since for faster communication, packet delay is as sensitive and signif-
icant as the packet itself, providing security on deterministic networking
architecture has added a new dimension. The time protocol can be at-
tacked by enormous internal or external attackers and causes significant
negative consequences. For instance, a MITM attack may adjust addi-
tional latency into a link which may harm a real-time application without
even cracking any encryption model. Moreover, DoS attacks may be in-
troduced by IP/ARP/Medium Access Control (MAC) spoofing, which
affects time protocol along with others. Deterministic networking is com-
promised by various types of attacks such as MITM attacks, spoofing,
DoS, replay attack, and packet manipulation [68].

Though countermeasures against enormous attacks vary with the
nature of the specified deterministic networking environment, there are
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some traditional ways to mitigate the attacks. For instance, path re-
dundancy methodology is considered to mitigate various deterministic
networking attacks including DoS, MITM attacks, and spoofing. The
concept of path replication or redundancy enhances the strength against
failures and attacks. Hash-based Message Authentication Code is used
to reduce data modification attacks and spoofing on deterministic net-
working [68]. On the other hand, the idea of source authentication may
improve the detection performance of malicious activities like spoofing
and data modification. Moreover, while integrity protection helps to se-
cure intermediary nodes, authentication verifies the source information.

9.4.1.7 Security on Space-Air Ground-Sea Integrated Network

In 6G networks, Space-air-ground-sea integrated network (SAGSIN) is
an emerging technology that integrates heterogeneous communications
like satellite networks, aerial networks, terrestrial networks, and marine
networks to offer universal internet services. Various 6G communication
technologies are used to communicate in SAGSIN including Mm-wave
communication, Terahertz Communication, VLC, and optical fiber com-
munication. Due to the network’s unique characteristics both the nodes
and the network itself can be exposed by active or passive attacks that
introduce DoS, spoofing, eavesdropping, and jamming attacks [36].

However, a jammer harms communication links or signals or nodes
in the physical layer, injecting false messages or taking routing con-
trol packets to reduce throughput and increase satellite services in the
network/connection layer. To identify the vulnerable nodes against jam-
ming, a novel packet classifier is adopted in an encrypted wireless ad hoc
network [11]. A half-duplex-based packet transmission method and long
propagation delay are used by the receiver to produce interference with
the eavesdropper. The receiver sends jamming packets to the adversar-
ial nodes to keep busy with receiving, which prevents malicious signal
transmission [44]. However, the concept of game theory is also considered
in underwater sensor networks to mitigate jamming attacks by selecting
the transmitted energy in the presence of an interfering signal [122].

Cooperative beamforming technology and artificial noise are de-
signed to secure satellite communication against eavesdropping [23]. An-
other countermeasure of eavesdropping in SAGSIN is proposed where co-
ordinated multipoint transmission and signal alignment are used by ap-
plying the nature of water velocity and antenna’s spatial diversity [110].
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Nowadays, the Monte Carlo simulation-based enhanced particle filter
has become a popular solution against spoofing in SAGSIN. For instance,
to detect spoofing attack, a maximum particle weight monitoring method
is employed where the position of the receiver of a global navigation
satellite system. This advanced PF-based GPS anti-spoofing handles the
attacks through both spoofing detection and spoofing suppression steps
[57].

To prevent DoS attacks, a two-step efficient validation system is pro-
posed where the system uses a nonce value that needs to be equal to
the packet sequence number, and the private key is also compared with
the measured MAC address value. However, not having protection for the
sequence number may help to compromise DoS attacks too. Therefore, a
one-way Rabin function is employed to encrypt the sequence number to
intensify the level of security against DoS attacks [66]. Moreover, a deep
reinforcement learning-based attack mitigation strategy is imposed to
reduce the abnormal traffic of SDSN generated by DDOS attacks [107].

9.5 THE PROCESSING/SERVICE LAYER

The processing layer closely works with the business or application
layer that consists of edge/fog/cloud technologies and processes the big
data regarding specified application requirements. Currently, the pro-
cessing layer has become an independent research domain to trans-
form the network from 5G to 6G through the utilization of emerging
AI and intelligent cloud-based technologies. Therefore, protecting the
layer from adversarial activities demand various security aspects includ-
ing authentication, transformation of encrypted data, access control,
hardware/software security, and operation/kernel system reinforcement.
While in 5G, the service layer ensures the performance of the network
using cloud computing, edge computing, or massive IoT services, 6G
networks introduce container-based virtualization, zero-touch service or-
chestration, distributed/autonomous computing, Quantum computing
for getting faster and safer communication. However, the layer is also
prone to various conventional and cognitive attacks/threats due to the
nature of automation networks in 6G communication. Therefore, secu-
rity needs to be ensured from the host, operating systems, applications,
virtual machine, and containers to API. Table 9.4 lists the common at-
tacks and countermeasures of the processing layer.
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TABLE 9.4 Frequent Attacks and Countermeasures on
Processing/Service Layer Key Technologies

Technology Attacks/Threats Countermeasure Reference

Unauthorized
access

Setting privilege functions [98]

Data tampering Scrambling [98]
Data leakage Two-stage defense [32]

CBV Permission setup [58]
DoS Scanning malicious events [98]

Hybrid method [58]
Deception
attacks

Limit VM resources [10]

DLT [89]
DoS AI-based learning [10]

ZTSO MITM Data encryption and VPN [10].
Data leakage Implementation of IBN [115]

Fuzzy-based AC [78]
Malicious attack Implementation of IBN [115]

AI-based prediction [78]
Quantum
cloning

Post-quantum
cryptography

[62]

Quantum
computing

Lattice-based encryption [70]

Quantum
collision

QkD-enabled fiber links [83]

Post-quantum
cryptography

[62]

Data tampering Softwarization [72]
Secure Smartcontract [7]

DC Coin-based protocol [4]
DoS Probabilistic mechanism [94]
Malicious
attacks

Softwarization [72]

Probabilistic mechanism [94]
CBV – container-based virtualization, ZTSO – zero-touch service orchestration,
AC – access control, DC – distributed computing.
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9.5.1 Processing/Service Layer Security

There are various attacks that take place on the processing/service layer
technologies to degrade the performance of the network. Some frequent
and popular attacks, along with their countermeasures, are discussed
here.

9.5.1.1 Security on Container-Based Virtualization

In 5G beyond networks, container-based VM introduces a lightweight
alternative of VM where containers share the same kernel to limit the
time and resources for microservice applications. There are various con-
tainers such as Docker, Linux-Vserver, OpenVZ, and LXC that are being
used in heterogeneous 6G applications like IoT, smart cars/healthcare,
fog/cloud computing, and so on. The characteristics of considering lim-
ited resources of a container, hosts are vulnerable to enormous adver-
sarial activities such as unauthorized access, data tempering, DoS, ARP
spoofing, MITM, and PEA [98]. In container-based VM applications, the
container itself or inter-containers or the communication between host
and container may attack by malicious events and can be able to access
confidential data, modify data, gain resource usage patterns, and breach
the integrity of the information.

There are various attacks employed on a container through mali-
cious applications within the container. Executing an application in a
container that provides unnecessary root privilege causes unauthorized
users to take control of the container. Therefore, providing root privi-
lege to the least privilege-specific functionalities can limit unauthorized
access [98]. Containers store clear test which can be compromised by the
attacker to disclose the information or data tampering. The mitigation
technique for this type of tampering is to store secrets outside the image
or data [98]. Moreover, a two-stage defense mechanism is proposed to
protect the containers from information leakage. The first approach is
masking the channel and accelerating the container resource isolation
method [32]. On the other hand, a vulnerable application within a con-
tainer may introduce a DoS attack to create the unavailability of the
container. Creating root file system read-only and scanning applications
within an interval can reduce the impact of DoS attacks. However, a dy-
namic DDoS alleviation method is used where the number of instances
of a container and the coordination of resource allocation are checked
regularly for different users [58].
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Attackers can also generate syn flooding and internet control message
protocol (ICMP) flooding to introduce DoS on neighboring containers
that create a negative impact on container operation. Therefore, scan-
ning malicious activities on images or applications periodically can be
a countermeasure against DoS attacks [98]. On the other hand, MITM
attack is placed in poorly separated containers that introduce potential
ARP spoofing, DoS, MITM, and MAC flooding. Limiting the container
resources and configuring the network as the least-necessary privilege is
used to provide security [13]. However, instead of having various popu-
lar container-based protection mechanisms, kernel security mechanisms
such as Capability, Seccomp, and MAC are considered for preventing
PEA [60].

9.5.1.2 Security on Zero-Touch Service Orchestration

The rudimentary advantages of 6G networks such as extremely low la-
tency, very high reliability, high degree of machine-to-machine commu-
nication, and the adaptability to the required demands for high capac-
ity are looking for major changes in network services and management
including automation in orchestration. Due to the advanced emerging
technologies in 6G frameworks, end-to-end automation has been intro-
duced to ensure an intelligent networking system. For instance, network
slicing is a significant issue in 6G architecture which can be automated
by featuring an AI-driven automated orchestration framework [17]. How-
ever, intelligence and zero-touch orchestration also deploy various secu-
rity challenges including threats and attacks such as deception attacks,
DoS, MITM, information leakage, and malicious activity.

The closed-loop network automation system for the 6G architecture
allows a zero-touch management system for monitoring the error and
congestion identification that may create a feedback loop of communi-
cation among various steps of the given task such as detecting, observ-
ing, modifying, and optimizing the output to ensure self-optimization.
Therefore, the closed-loop automation system is compromised by various
threats. DoS attacks may introduce by employing fake loads on VNF-
enable networks to escalate the capacity of virtual machines. One of the
countermeasures of these attacks is to limit the resources for virtual ma-
chines. In addition, how many resources are required for a network can
be predicted by AI-based learning algorithms to resist DoS attacks [10].
MITM attacks are hosted in the closed-loop network by triggering fault
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events and rerouting the message in the incorrect path through a mali-
cious switch. Scramble the information using various encryption meth-
ods and using VPNs such as internet protocol security (IPSec), secure
sockets layer (SSL), transport layer security (TLS), and host identity
protocol (HIP) is considered to limit the impact of the MITM attacks.
Moreover, communication may prone to deception attacks to tamper the
transmitted data [89]. Various DLTs like blockchain and holochain are
used to ensure the integrity validation of a transaction.

Another concept of automation in network orchestration is intent-
based networking (IBN) which includes AI technologies in 6G mobile net-
works that are capable of monitoring, configuring, and operating through
AI methods. The fundamental security concerns of implementing IBN in-
clude information leakage and malicious activity [115]. An attacker may
intercept authorized users/information to compromise the security aims
and publish the authorized data to the public. Authentication mech-
anisms (OpenID connect, Signed JWD tokens) between attacker and
consumer, authorized access control (fuzzy-based access control, OAuth
2.0), and secure transport layer protocols like TLS are used to limit the
information leakage/exposure security vulnerabilities [78]. Moreover, a
malicious user causes a network outage by changing the behavior of the
transmission. AI-based prediction models can be used to detect malicious
activities.

9.5.2 Security on Quantum Computing

Quantum computing-based communication is an emerging technology
that is expected to be commercially available for enormous 6G-enabled
applications including sea communication, terrestrial network, and satel-
lite/TeraHertz communication. To achieve high reliability, quantum
communication proposes quantum channels instead of using noiseless
classical channels. In terms of security, 6G networks use quantum com-
puting to identify, mitigate, and prevent security vulnerabilities. For
instance, quantum key distribution (QKD) is employed in various ap-
plications to create a secret key pair for authorized users. However,
adversaries are also capable of utilizing quantum power to generate
threats/attacks on IoT devices or networks.

Quantum cloning attack is a common attack in quantum communi-
cations where an intruder selects random quantum information status to
copy without any modification of the original information [2]. Quantum
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collision is another possible attack that may introduce in a quantum
setting where two different hash function produces the identical result.

Though considerable advancement in security protocols has been
achieved, quantum communication is still struggling to provide intense
security. Various post-quantum cryptographic solutions (code-based,
lattice-based, hash-based, and multivariate-based) are provided to en-
sure secure communication [62]. Since IoT devices require lightweight se-
curity solutions, lattice-based encryption is appropriate for small-length
keys. The QKD is employed in extremely sensitive applications as a
quantum-safe cryptographic mechanism [70]. By contrast, without gen-
erating secret keys, transmitting an encrypted message through a direct
channel is another method for securing quantum communication [133].
Moreover, with a large degree of distributed long-distance users, tradi-
tional QKD is sometimes not adequate. Therefore, an integrated space-
to-ground quant communication network is combined with huge QkD-
enabled fiber links to provide a stable and secure connection for more
than 2600 km [16].

9.5.2.1 Security on Distributed Computing

6G is intended to involve immense heterogeneous technologies and a
massive number of users. Moreover, datasets that use through the net-
works become more complex and giant in size, which demands intelligent
processing methods over traditional approaches. Therefore, distributed
computing introduces the concepts of parallelizing the computation in a
distributed manner by dividing the tasks into many machines in a net-
work to ensure large-scale data processing. However, the modern design
of the distributed computing system is still concerned with security is-
sues. The system is compromised by various types of attacks including
data tampering, DoS, malicious attacks, etc.

The distributed networking system requires a significant security so-
lution that will be less complex as well as capable of delivering the
security updates among distributed nodes/devices with extremely low
latency. To ensure intensive security for this kind of distributed archi-
tecture, softwarization and cloudization-based security solutions are in-
tended to implement [72]. In a distributed computing environment, a
coding strategy is adopted to resist message tampering attacks and ma-
licious activity from collaborative attackers. The coding strategy also
provides some advantages such as reducing the impact of the attacks,
alleviating the communication cost and frequency range, and providing
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data confidentiality. Another strategy called group strategy is presented
to efficiently detect a set of malicious activities in distributed networks.
However, a probabilistic mechanism is proposed to successfully detect
malicious nodes in a distributed environment where the attackers are
non-communicating/non-colluding [94].

9.5.2.2 Security on Terminals or Consumer End

Advanced portable communication still depends on the physical engage-
ment of symmetric keys in the Subscriber Identity Module (SIM). Un-
doubtedly, the nanoscale technology of SIM cards has replaced the con-
ventional ones, but they still require to be inserted in physical devices
or gadgets, which resists the flexibility of Internet of Everything (IoE)
architecture and introduces security vulnerabilities such as unauthorized
access and fake node insertion in 5G beyond networks. Therefore, the
emerging technology of eSIMs and iSIMs are injected as a part of system-
on-chip in upcoming devices. However, the conventional symmetric key
is not adequate for the advanced end-user identity (SIM). So, asymmet-
ric public/private keys and post-quantum keys, TLS and elliptic curve
cryptography are significantly used to ensure user and device authenti-
cation.

9.6 CONCLUSION

Since 6G will potentially offer new services with enabling technologies,
challenges will, therefore, be unique in nature. The chapter provides a
thorough and comprehensive overview of security and privacy issues in
6G networks. The security and privacy issues related to individual lay-
ers of a communication systems such as physical layer, link and network
layer, application layer, etc., are analyzed. Potential solutions to those
security and privacy challenges are also discussed in detail. Challenges re-
lated to new technologies including but not limited to mmWave, NOMA,
cell-free massive MIMO, DLT, NFV, quantum communications and com-
puting are discussed in detail. Special consideration is given to processing
and service layer techniques such as security issues in zero-touch orches-
tration and container-based virtualization. Although a broad range of
security challenges for emerging technologies are discussed, new applica-
tions and technologies will certainly emerge in the coming years that are
unthinkable now. Those new technologies will also come with their own
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unique security and privacy challenges. Therefore, sustained effort and
new solutions will be needed to tackle those future security challenges.
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10.1 INTRODUCTION

The proliferation of data and wireless devices promotes the demand
on higher capacity of wireless communication networks. Multiple-input
multiple-output (MIMO) becomes a prevailing technology to signifi-
cantly strengthen the channel capacity by employing multiple antennas
at both transmitter (Tx) and receiver (Rx) to explore multipath radio
propagation channels. This high dimension of Tx and Rx propagation
pairs creates an extra multiplexing domain, namely spatial multiplexing,
in addition to those in the conventional time and frequency domains.
MIMO systems can be used to achieve spatial diversity gain and/or
spatial multiplexing gain through different precoding techniques in vari-
ous network architecture and wireless channel conditions. As for the 6G
cellular system, higher millimeter wave (mmWave) and even Terahertz
(THz) communication are reckoned to be a key technology, which pro-
vide abundant unused vacant spectrum. The expected huge path losses
will be compensated by more antenna elements which can provide suf-
ficiently high beamforming and multiplexing gain [1, 2]. Therefore, the
massive-MIMO (m-MIMO) [3], where hundreds of antenna elements are
equipped at Tx and/or Rx ends, is becoming a reality to increase Rx
signal power and extend the communication distance.

A major challenge of traditional m-MIMO transmitter architecture,
as depicted in Figure 10.1(a), is its high cost and complexity since every
antenna is equipped with a full radio frequency (RF) chain consisting
of power-hungry power amplifiers, mixers, digital-to-analogue converters
(DACs), etc. Furthermore, channel estimation, equalization, pre-coding,
and baseband processing are all heavily burdened because of channel ma-
trices of large dimensions. For practical implementations, RF amplifiers
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Figure 10.1 Diagrams of different m-MIMO transmitter architectures.
(a) Fully digital m-MIMO, (b) fully connected hybrid m-MIMO, (c)
fixed subarray m-MIMO, (d) fully dynamic subarray m-MIMO, and (e)
partially dynamic subarray m-MIMO.

may not be readily integrated and implemented to be equipped before
each antenna element, let alone the complexity involved in biasing and
heat dissipation [4]. In order to alleviate these issues, various simpli-
fied m-MIMO architectures have been proposed and extensively studied
[5–7]. They can be categorized into:

• Fully connected (FC) m-MIMO, studied in Section 10.3,

• Fixed subarray m-MIMO, studied in Section 10.4, and

• Dynamic subarray m-MIMO, studied in Sections 10.5 and 10.6.

These three architectures all follow the same concept, i.e., employing
analog RF precoding networks so as to reduce the number of RF chains
and thus the dimension of equivalent baseband channels. Hence, they
are also labeled as analog-digital hybrid m-MIMO.



262 � 6G Wireless: The Communication Paradigm Beyond 2030

10.2 THREE HYBRID m-MIMO TRANSMITTER VARIANTS

In this section, the system model of hybrid m-MIMO is first presented,
which followed with a discussion on the three hybrid m-MIMO archi-
tectures and their associated design algorithms for seeking optimized
hybrid precoders. Recently, reported implementations are particularly
highlighted.

10.2.1 System Model of Hybrid m-MIMO

Consider a hybrid m-MIMO system in which the transmitter employs N t

Tx antennas, served by NRF RF chains, to communicate N s data streams
s to a single receiver equipped with N r Rx antennas. To guarantee the
multi-stream propagation, N s ≤ NRF ≤min(N t, N r} has to be satisfied.
To pre-process data streams, the transmitter first applies an NRF ×
N s baseband precoder PB, followed by an analog precoder PA with a
dimension of N t × NRF . As for the architecture of the receiver, some of
the works employ the hybrid combining structure [5, 8] and the others
use a fully digital or analog combiner [9]. To facilitate the discussion and
place emphasis on the works on a hybrid precoder at the transmitter end,
the combiner is generically represented as W , which can be a hybrid
combiner or a fully digital/analog combiner.

Under a multi-path massive MIMO channel, and assuming it can be
represented as a matrix H , the received signal y after combining can be
mathematically expressed as

y = √
ρWHPAPBs+Wn, (10.1)

where ρ is the average received power and n refers to the channel noise
vector.

10.3 FULLY CONNECTED m-MIMO

In [5], the FC hybrid m-MIMO structure, reproduced in Figure 10.1 (b),
was introduced. Here, each RF chain, the number of which is less than
the number of Tx antennas, is routed to all antennas via RF beamforming
networks consisting of power dividers (PDs), power combiners, and phase
shifters (PSs). This is commonly categorized as FC m-MIMO, which has
been extensively investigated.
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10.3.1 Hybrid Beamformer Design Algorithm

When designing a conventional fully digital m-MIMO transmitter, the
optimal precoder Popt and combiner W opt can be calculated using Sin-
gular Vector Decomposition (SVD) method, as shown in (2).

H = UΣV H

P opt = V

W opt = UH (10.2)

Here, (•)H is the conjugate transpose operation and the matrix Σ
contains eigenvalues, determining gains of each virtual parallel channels,
in its trace.

In the FC hybrid m-MIMO, when analog precoders are implemented
using analog PSs, each element of the analog precoder matrix PA is
constrained to have an equal norm [5] and be non-zero. And for the
scenario where the PSs can only have discrete values, e.g., digital PSs
of finite bits, the phases of PA elements are constrained and belong to
a certain set A according to the resolution of PSs. By taking analog
precoder constraints into consideration, some useful methods to design
an FC m-MIMO in reported literatures are summarized as below:

• Maximizing the mutual information of the m-MIMO
channel: In [5], the m-MIMO system is studied for mmWave prop-
agations. By leveraging the sparse property of mmWave channels,
the design of the FC hybrid precoder and combiner is formulated
as a sparse reconstruction problem to obtain maximum mutual
information of the channel. Based on the optimal precoder Popt,
orthogonal matching pursuit (OMP) algorithm is exploited to con-
struct optimal digital and FC analog precoders by iterating NRF

times. Whereby the proposed hybrid precoders are able to achieve
spectral efficiency performance that is close to the theoretical limit.

• Maximizing the spectral efficiency: Beamsteering codebook is
used in this method. It is a set of pre-defined analog beamforming
vectors spatially matched for a selected single path channel. As a
result, each of them has the same form of the array response vec-
tor and can be parameterized by a simple spatial direction [9]. By
properly selecting the analog precoder and combiner from the RF
codebook, the FC m-MIMO system can obtain an acceptable per-
formance in terms of spectral efficiency. A further extension to the



264 � 6G Wireless: The Communication Paradigm Beyond 2030

fixed codebook-based method, the proposed iteration methods in
[6, 10] are able to achieve higher spectral efficiency. The codebook-
based method is limited in the scenarios where there is a dominant
beam in the wireless channel. The case of multiple beams will lead
to low efficiency due to the low beamforming gain.

• Minimizing the Euclidean distance between FC precoder
PAPB and optimal precoder Popt: When the channel state in-
formation (CSI) is assumed to be perfectly known, the optimal pre-
coder Popt in a corresponding fully digital m-MIMO system can be
calculated using (2). FC precoder PAPB can thus be optimized by
finding a solution that minimizes the problem formulation in (3):

min
PA,PB

∥∥P opt − PAPB
∥∥
F . (10.3)

In [11], the authors proposed a manifold optimization-based effective
alternating minimization (MO-AltMin) algorithm and a low-complexity
PE-AltMin algorithm to solve the objective function and calculate the
FC hybrid precoder. The essence of the MO-AltMin algorithm is that by
inputting the optimal precoder Popt and constructing the analog pre-
coder with random phases, the analog precoder PA is iteratively opti-
mized using manifold optimization-based Conjugate Gradient Algorithm
[11] and keep digital precoder PB updated by multiplying the complex
conjugate of PA with Popt. While the PE-AltMin algorithm employs
two closed-form solutions for the analog and digital precoders with low
complexity. The resulting FC precoders can approach the performance
of the fully digital precoder for NRF > N s. Besides, a coordinate de-
scent method (CMD)-based algorithm is proposed in [12], and has bet-
ter performance than the AltMin algorithm and shows good tolerance
to low-resolution PSs.

10.3.2 Implementations

The FC analog precoder is commonly implemented with the analog high-
precision PSs, PDs, and power combiners. And it is proven that the
performance of this FC m-MIMO system is capable of approaching the
unconstrained fully digital m-MIMO system [5, 11]. On the other hand,
a vast array of high-resolution PSs to realize the analog beamformer
will be prohibitively costly and they demand highly complicated control
and biasing networks. Consequently, some works are investigating FC
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m-MIMO transmitters which employ more efficient low-resolution B-bit
PSs, for example B = 1 in [8].

A work attempting to replace PSs of infinite resolution with the ones
of finite and low resolution was presented in [9]. The authors found out
that the codebook-based FC precoder only shows a slight degradation
in system performance when using 4-bit or 5-bit PSs. While the gap
between the optimal fully digital precoder is quite large. Subsequently,
the author Jung-Chieh presented a study on FC m-MIMO with low-
resolution PSs (for B = 2, 3, 5) and proposed a CMD-based algorithm
to design the hybrid beamformer in [12]. It was corroborated that the
FC precoder implemented by low-resolution PSs is able to get a similar
performance as the FC precoder based on infinite-resolution PSs. And
the gap between the optimal fully digital precoder becomes negligible.
Furthermore, authors in [10] investigated the design of FC beamformers
with low-resolution (B = 1, 2) PSs and proposed an efficient iterative
algorithm. In the single-user m-MIMO system, FC beamformers with
binary PSs (B = 1) deliver the same spectral efficiency as a fully digi-
tal one and obtain excellent performance in multi-user m-MIMO when
B = 2.

Some other works employ lens-based analog beamforming networks
in order to remove a large number of power splitting, power combin-
ing, and phase shifting devices. In [13, 14], a Fourier Rotman lens,
see Figure 10.2(a), is used to realize the beam codebooks. Its planar

Figure 10.2 (a) Photograph of the fabricated 13-by-13 Fourier Rotman
lens [13]. (b) Two-stage stacked Rotman lens and uniform rectangular
array (URA) based beamformer for azimuth and elevation zone coverage
[14].
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structure and its scalability to any N t and NRF greatly simplify the
analog beamform network designs. For 2-dimensional beam codebook,
the cascaded Rotman lenses were proposed and implemented, see Figure
10.2(b).

10.4 FIXED SUBARRAY m-MIMO

The beamforming networks that enable FC m-MIMO, however, are still
extremely complicated and costly when hardware implementation is con-
sidered, even with a reduced resolution of PSs. To further simplify re-
quired RF beamforming hardware, another hybrid structure in Figure
10.1(c) was proposed [6, 15], named the fixed subarray m-MIMO, in
which each RF chain is connected to a fixed subset of Tx antenna el-
ements, referred to as the subarray. For simplicity of exposition, N t is
assumed as a multiple of NRF and each RF chain serves the same di-
mension of subarray N sub= N t/NRF .

An example of an adjacent-positioned subarray is given here. Let the
antenna indices be {1, . . . , N t} and S r denotes the partitioned subset of
antenna indices connected to the rth RF chain such as [7]

S1 = {1, . . . ,Nsub} ,

S2 = {Nsub + 1, . . . , 2Nsub} ,
...

S
NRF

= {(NRF − 1)Nsub + 1, . . . , NRFNsub} . (10.4)

With this architecture, the analog precoder PA has a form of block
diagonal matrix as

PA =


pA,S1 . . . 0

... . . . ...
0 · · · pA,SNRF

 , (10.5)

where pA,Sr is an N sub × 1 analog precoding vector associated with the
rth RF chain. This is a distinct property compared to the FC case whose
analog precoding matrix takes the form PA= [PA,1, PA,2, . . . , PA,NRF ],
with PA,r an N t × 1 vector for the rth RF chain.
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10.4.1 Fixed Subarray Beamformer Design Algorithm

Fixed subarray m-MIMO aims to maximize energy efficiency with re-
duced hardware complexity while suffering lower spectral efficiency. The
fixed subarray structure is perdominantly applied to the transmitter
(e.g. base stations), and the receiver (e.g. mobile devices) is assumed to
employ the fully digital structure. To optimize the design, Gao et al.
[15] propose an efficient successive interference cancellation (SIC)-based
algorithm to find a hybrid precoder by maximizing the sum-rate of the
system. The optimization is iteratively conducted for each subarray with
the help of an auxiliary matrix T , which is optimized to maximize the
sum-rate of each subarray and update the resulting auxiliary matrix T
for the next subarray. The auxiliary matrix T is defined as

T = INr + ρ

Nrσ2HPAPB(PAPB)HHH (10.6)

where σ2 is the average noise power. It is proved that the system sum-rate
maximization problem can be decomposed into N sub sum-rate optimiza-
tion problems of each subarray system. This method avoids the need for
the complex SVD and matrix inversion operation, raising the prospect
of high energy efficiency in processing. Nevertheless, the SIC hybrid pre-
coder performs poorly with regard to spectral efficiency Yu et al. [11]
make a comparison between their proposed Altmin algorithm and the
SIC-based algorithm. Under the same scenario, Altmin algorithm out-
performs the SIC algorithm for about 4 bits/s/Hz in spectral efficiency
simulation.

10.4.2 Implementations

The aforementioned works on fixed subarray m-MIMO only present a
prototype of the system where analog PSs are deployed to implement the
analog precoding network and emphasise more on the hybrid precoder
design algorithm.

The work in [16] demonstrated that the fabrication complexity of
the beam-steerable-phased 80-element array systems can be drastically
reduced by using fixed subarray techniques. Using a multitude of inno-
vative approaches, a simple two-layer realization is obtained, as depicted
in Figure 10.3(a),(b), where the top layer is the antenna array and the
bottom is the phase shifting and feeding network layer. Grouping the
elements of a phased array into a number of partially overlapped sub-
arrays and using a single PS for each subarray, generally results in a
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Figure 10.3 Layout of the two-layer phased array: (a) antenna layer
and (b) feed layer. And (c) X band prototype of the 80-element array
[16]. ( c© 2003 IEEE. Reprinted with permission from [16].)

considerable reduction in array size and manufacturing costs, as depicted
in Figure 10.3(c). This design uses a combination of series and parallel
feeding schemes to achieve the desired array coefficients in three beam-
steering with a scanning width of ±10◦. This can be used in applications
where a narrow scanning range is required.

Another work in [17] presents an implementation of a fixed subar-
ray analog beamformer using simple phase over-samplers (POSs) and a
switch (SW) network, as illustrated in Figure 10.4. In this architecture,
each RF chain is associated with one POS, and all the antennas are con-
nected with these POSs through a switch network. POS can generate
several signals, simultaneously, with different phases, depending on the
resolution. For example, a 2-bit POS can generate signals with phase
shifting (0, π/2, π, 3π/2). By controlling the switches, this structure can
provide the function the same as the traditional PS structure in an ideal
situation, but with low hardware complexity. On the contrary, there ex-
ist phase nonlinearity issues, potentially more serious to multi-carrier
signals. At the output port of the POS, a variable amplifier is com-
monly employed to compensate for signal strength variation for different
phases. Finally, the simulation results in [17] show that the performance
gap between a traditional structure with high-resolution PSs is small by
exploring a low-resolution POS, and the gap tends to be ignorable when
the PS resolution increases to 8 bits.
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Figure 10.4 (a) Partially connected structure with N t switches, (b)
partially connected structure with more than N t switches, and (c) an
example of a dynamic connected structure with a quaternary POS [17].

10.5 DYNAMIC SUBARRAY m-MIMO

In order to recover some of the performance (i.e., spectral efficiency) loss
suffered in the fixed subarray m-MIMO, the dynamic subarray struc-
ture is study which adapts the subarray configuration to better ‘match’
wireless channel environments [7]. It aims to strike a better trade-off
between energy efficiency and spectral efficiency. The dynamic subarray
can be constructed with various degrees of reconfigurability of connecting
RF chains and Tx antenna elements/subarrays. For example, in Figure
10.1(d), a fully dynamic subarray [7, 18, 19] permits each RF chain to
be adaptively linked to an arbitrary subset of the array antennas. On
the other hand, a partially dynamic subarray [20] allows RF chains to
dynamically connect to any subarrays where the antenna partition is
fixed in each subarray, as illustrated in Figure 10.1(e). Inspired by these
two structures, we propose a novel practical dynamic subarray m-MIMO
based on RPDs, which is elaborated later in this section.
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10.5.1 Fully Dynamic Subarray m-MIMO

Fully dynamic subarray m-MIMO allows each RF chain to be adap-
tively connected to an arbitrary subset of the array antennas where a
mapper is required to achieve the dynamic mapping. In [7], a dynamic-
mapper-based dynamic subarray m-MIMO, shown in Figure 10.1(d), is
implemented using a switch network. The use of switches at mmWave
and m-MIMO has been motivated by the work in [21], which have much
less power consumption at the cost of greater insertion loss. Authors in
[22] showed that the switch-based hybrid architecture can be a promising
solution for large MIMO systems. When designing the optimal dynamic
subarray precoder, the authors find that the performance of the hybrid
precoding in a fully dynamic subarray case depends on how to configure
the subarray structure based on the spatial channel covariance matrix
R. Therefore, the largest singular value of covariance matrix R is opti-
mized using an algorithm by changing the configuration of the subarray.
On the other hand, a low-complexity approximation of the largest singu-
lar value of R is used to reduce the computational complexity which is
normalized Minkowski L1-norm. This chapter first developed a criterion
for constructing these subarrays, and it is used to design an antenna
partitioning algorithm. The simulation results showed that the achiev-
able spectral efficiency in dynamic subarrays outperforms that of fixed
subarray architecture [7]. One limitation of this covariance matrix-based
method is its high computation complexity, which requires a lot of iter-
ations in order to find the optimal dynamic subarray beamformer.

A further development in [19] presents a simple criterion and a cor-
responding low-complexity algorithm to design the optimal partition of
antennas using statistical CSI. It derives the lower bound and its ap-
proximation for the average mutual information as hybrid precoder de-
sign criterion. With these treatments, the computational complexity is
greatly reduced. In addition, it also shows that the lower bound with a
constant shift offers a very accurate approximation to the average mutual
information. This chapter further proposes utilizing the lower bound ap-
proximation as a low-complexity and accurate alternative for developing
a manifold-based gradient ascent algorithm to find near-optimal ana-
log and digital precoders. It was proved that their proposed algorithm
performs very effectively and efficiently.

In [18], the fully dynamic subarray beamformer is applied to a
wideband mmWave MIMO orthogonal frequency division multiplexing
(MIMO-OFDM) system. The hybrid precoder and combiner are jointly
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designed to maximize the average spectral efficiency of the mmWave
MIMO-OFDM system. When designing the hybrid precoder and com-
biner, the spectral efficiency maximization problem is first converted to
a mean square error (MSE) minimization problem. Then, an efficient
iterative hybrid beamformer algorithm is developed based on classical
block coordination descent (BCD) methods. Extensive simulation re-
sults demonstrate the superiority of the proposed hybrid beamforming
algorithm with dynamic subarrays and low-resolution PSs.

10.5.1.1 Partially Dynamic Subarray m-MIMO

In [20], Park et al. propose a partially dynamic subarray m-MIMO sys-
tem where the adaptive connection between RF chains and antennas
in the hybrid precoding architecture has been investigated, as repro-
duced in Figure 10.1(e). RF chains are permitted to dynamically con-
nect to any subarrays where the antenna partition is fixed. However,
these studies [7, 18, 19] consider inserting a switch between each RF
chain and each antenna, which requires the use of thousands of switches
and imposes prohibitively high hardware and computational complexity.
To solve the intractable partially dynamic subarray hybrid precoding
problem, the element-by-element (EBE) and vectorization-based (VEC)
algorithms are derived. In addition, various algorithms were developed
and tested, e.g., near-optimal progressive stage-by-stage (PSBS), low-
complexity alternating-selection (AS), and block-diagonal-search (BDS)
algorithms, so that the connections of switches can be determined.

10.6 RECONFIGURABLE POWER DIVIDER (RPD)-BASED
DYNAMIC SUBARRAY m-MIMO

A practical dynamic subarray hybrid m-MIMO constructed is proposed
here using low-complexity RPDs and low-resolution (3-bit) PSs, taking
into account all RF hardware constraints. Following the antenna struc-
ture in [23], we study a transmitter employing a planar antenna panel
consisting of 12 rows and 8 columns of antenna elements. Each antenna
element has two input ports exciting signals of two orthogonal linear po-
larizations, see the illustration of right and left tilted lines in the panel
in Figure 10.5(a). The analog beamforming network of the proposed dy-
namic subarray is depicted in Figure 10.5(b), where the RF signals for
each subarray are fed into two low-resolution 3-bit PSs via a 2-way PD.
Each PS is then connected, via a port-selectable 3-way PDs, to a fixed
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Figure 10.5 Typical m-MIMO Tx antenna [23]: (a) full antenna panel
and (b) subarray.

sub-array consisting of three adjacent antenna elements of each polariza-
tion, see Figure 10.5(b). It is pointed out that the RF chain connections
for only one column and one polarization are depicted for illustration
purpose. Besides, the dimension of the antenna panel is extended to 16
rows and each subarray consists of four adjacent antenna elements of
each polarization, where a 4-way RPD is implemented and discussed in
Section 10.6.1.

10.6.1 Hardware Implementation of N-Way (4-Way as an Example)
RPDs

An N -way RPD proposed in [24] is considered as practicable reconfig-
urable beamforming network to be applied in this dynamic subarray
hybrid m-MIMO architecture. This N -way RPD has two key features
which enables the dynamic connection between RF chains and anten-
nas in the preselected subarray. First, an N -way RPD, consisting of N
different output ports, can be configured to N transmission modes. All
output ports combinations can be achieved in mode n (n = 1, 2, . . . , N )
when n out of N output ports are selected. It is then clear that there are
CN
n configurations/states in the mode n, and (2N−1) configurations can

be achieved with an N -way RPD, indicating that each antenna in the
subarray can be activated/deactivated by correctly configuring the PD.
Second, the RPD introduced in [24] can achieve low insertion loss at ‘ON’
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Figure 10.6 Sketch of an N -way RPD.

state ports and high isolation at ‘OFF’ state ports in all transmission
states. This is preferred as the antennas can be well matched/isolated as
expected in all transmission states, and low insertion loss will be achieved
in the system.

The structure of an RPD proposed in [24] is redrawn in Figure
10.6. The p-i-n diode-based switching element with matching network
(SEMN) is designed for controlling the ‘ON/OFF’ state, where the cor-
responding output ports will be activated in ‘ON’ state, while in ‘OFF’
state, the corresponding output ports will be deactivated and the sig-
nal will be reflected then can be recycled and rerouted to the acti-
vated ports. The reconfigurable multiple-impedance transformer network
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Figure 10.7 Photographs of a fabricated 4-way RPD operating at 3.7
GHz.

(RMITN) shown in Figure 10.6 is for impedance matching purpose, in
order to alleviate the mismatching issue caused by the transmission mode
change. Thanks to p-i-n diodes, the SEMN and RMITN could provide
different configurations, and RPD modes and states act as switches and
impedance converters.

One 4-way RPD following the principle in [24] for 3.7 GHz operation
was designed and fabricated, as shown in Figure 10.7. It is used as an ex-
ample to evaluate its performance and verify its feasibility of employing
it in the dynamic subarray hybrid m-MIMO architecture. The measured
S-parameter results are listed in Table 10.1.

The numerical values in the shaded cells in Table 10.1 indicate that
the insertion loss for Mode 1 is no more than 1.5 dB, and is about 1.6
dB for both Mode 2 and Mode 3, and is about 1.65 dB for Mode 4. The
ports in ‘OFF’ conditions are well isolated, with isolations all below –23
dB and the return loss at the input port (Port5) are no larger than –9.80
dB.

The measured results again verified that the aforementioned N -way
RPDs could provide the flexible connection/disconnection between an-
tennas and RF chains by adaptively configuring RPDs to desired trans-
mission modes and states, and it is a suitable beamforming network for
dynamic connections to the antennas in the subarray.
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TABLE 10.1 Measured S-Parameters of the 4-Way RPD Shown in Fig-
ure 10.7 at 3.7 GHz

States S15 (dB) S25 (dB) S35 (dB) S45 (dB) S55 (dB)
(1) –1.50 –26.99 –23.72 –25.78 –17.94
(2) –23.46 –1.54 –23.85 –25.35 –17.77

Mode 1 (3) –23.97 –26.28 –1.55 –26.95 –16.88
(4) –23.81 –25.80 –23.51 –1.55 –16.83

(1,2) –4.59 –4.74 –26.85 –27.50 –18.42
(1,3) –4.66 –28.46 –4.47 –28.10 –17.40
(1,4) –4.53 –28.17 –26.41 –4.58 –19.49

Mode 2 (2,3) –26.78 –4.78 –4.40 –27.80 –18.67
(2,4) –27.12 –4.68 –26.92 –4.54 –20.86
(3,4) –26.98 –27.57 –4.48 –4.75 –19.29

(1,2,3) –6.45 –6.62 –6.05 –30.82 –10.27
(1,2,4) –6.27 –6.58 –27.65 –6.23 –10.87

Mode 3 (1,3,4) –6.30 –30.84 –6.20 –6.43 –10.54
(2,3,4) –28.39 –6.47 –6.06 –6.49 –10.83

Mode 4 (1,2,3,4) –7.60 –7.86 –7.52 –7.71 –9.80

10.6.2 System Simulation Results

The proposed practical dynamic subarray hybrid m-MIMO system is
illustrated in Figure 10.8, where a 0.5-ns-delayed clustered delay line
(CDL)-B channel [25] with 15 clusters and 20 rays per cluster is con-
sidered. The system is simulated in wideband scenario and orthogo-
nal frequency division multiplexing (OFDM) signals with 64 subcarriers
are employed whose subcarrier spacing is 15 kHz. Each subcarrier is
quadrature phase shift keying (QPSK) modulated. To evaluate the
performance of the proposed dynamic subarray hybrid m-MIMO sys-
tem, another three m-MIMO systems are simulated for comparison
purpose.

• Fully digital m-MIMO: In this structure, the 2-way PDs between
RF chains and Tx antenna panels are removed in Figure 10.5(b).
Instead, each RF chain connects to a {3, 4}-element antenna sub-
array via a {3, 4}-way RPD.
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Figure 10.8 The diagram of a hybrid m-MIMO system.

• Real fully digital m-MIMO: Differ from the fully digital m-MIMO,
each RF chain is routed to one antenna array in the real fully
digital m-MIMO system.

• Fixed subarray hybrid m-MIMO: Here, the Tx structure is similar
to that in Figure 10.5, but all the PDs are fixed, not reconfigurable.

The bit error rate (BER) results are plotted in Figure 10.9. In ad-
dition, the 4-way RPDs are adapted to the dynamic subarray hybrid

Figure 10.9 BER simulation results of the 3-way RPD-based dynamic
subarray m-MIMO. (Sim. refers to simulated; Meas. represents mea-
sured.)
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Figure 10.10 BER simulation results of the 4-way RPD-based dynamic
subarray m-MIMO. (Sim. refers to simulated, Meas. Represents mea-
sured.)

m-MIMO and the results are shown in Figure 10.10. The performances
or SNR gaps among the curves are summarized in Table 10.2.

The implementation of the RPDs improves the performance of the
fixed subarray. In particularly, a 3-way RPD-based dynamic subarray
improves the system performance significantly by about 9 dB and it
achieves even better performance than the fully digital system by about
2.5 dB. In contrast, a 3-way RPD-based dynamic subarray m-MIMO
system offers less gain. Compared with the real fully digital m-MIMO
system, these two dynamic subarray systems suffer around 8 dB.

TABLE 10.2 A Summary of the Performance Gaps

Gap 1 Gap 2 Gap 3
3-way RPD-based dynamic subarray +9 dB –7 dB +2.5 dB
4-way RPD-based dynamic subarray +1 dB –8 dB –2.5 dB

(Gap 1: between dynamic subarray and fixed subarray; Gap 2: between dynamic
subarray and real fully digital; Gap 3: between dynamic subarray and fully digital.)
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10.7 CONCLUSION AND FUTURE WORKS

This chapter reviewed three types of hybrid m-MIMO up to date. Sec-
tions 10.3, 10.4, and 10.5 elaborated the FC m-MIMO, fixed subarray
m-MIMO, and dynamic subarray m-MIMO, respectively. Section 10.6
described a practical dynamic subarray m-MIMO implemented using
RPDs.

Although the hybrid m-MIMO has been extensively studied, some
challenges remain to be solved in order to pave the way for their practical
field applications:

• Some efforts have been made on finding a better trade-off between
the system performances and algorithm complexity based on the
three hybrid m-MIMO structures. There exist no best solutions
for all wireless channel conditions. In this sense, a generic evalua-
tion metric should be developed in order for fair and meaningful
comparison across different systems in various channel scenarios.

• Most previous works were theoretical models and simulation-based
analysis, where the insertion loss and phase errors introduced by
the beamforming networks were largely ignored. However, it is es-
sential to consider the applications and their practical hardware
implementation. For example, the low loss and low-cost hybrid
beamformer architecture for dynamic subarrays and low-resolution
PSs could be a direction to be devoted to.

• The current hybrid m-MIMO system was mainly explored in the
mmWave band. Higher frequency communication, like THz in 6G
communication, with higher propagation losses should be further
studied.
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The forthcoming sixth-generation (6G) [39] era will empower
the massive deployment of the intelligent and autonomous Internet

of Things (IoT) applications, by integrated use of many emerging tech-
nologies including integrated sensing and communications (ISC), space-
air-ground-sea communications, Terahertz (THz) communications, edge
artificial intelligence (AI), and reconfigurable intelligent surfaces (RIS).
However, 6G-oriented IoT systems still face many critical challenges.
Due to the inevitable use of distributed data in IoT applications, data
privacy and protection, secure data sharing and storage, and massive de-
vice management have become more important. Blockchain technology
is among the most promising solutions to address the related challenges,
which has been gradually applied to information and communication
technology (ICT) systems since the fifth-generation (5G) era. Specifi-
cally, a blockchain is a decentralized database that can record and vali-
date all the peer-to-peer (P2P) transactions without central authority or
third-party verification. The decentralized, secure, and autonomous char-
acteristics of blockchain technology make it possible to improve the per-
formance of 6G-oriented IoT systems, by introducing many new mecha-
nisms including data privacy and security management, distributed data
sharing and storage, smart contracts, asset tracking, and mobile manage-
ment. This chapter provides a comprehensive overview of how blockchain
technology could boost 6G-oriented IoT systems. The fundamental prin-
ciple of blockchain technology is first presented. Existing applications of
blockchain technology on enhancing the performance of the 6G-oriented
IoT systems are then surveyed. Finally, the main challenges of applying
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blockchain technology to the 6G-oriented IoT systems and future re-
search directions are highlighted.

11.1 FUNDAMENTALS OF BLOCKCHAIN

In 2008, Satoshi Nakamoto published a paper entitled “Bitcoin: A Peer-
to-Peer Electronic Cash System [31]”, where the concept of blockchain
was proposed for the first time. Specifically, in the paper, Satoshi
Nakamoto conceived a purely peer-to-peer (P2P) digital-encrypted cur-
rency “Bitcoin”. Bitcoin allowed online payments to be made directly
from one participant to another without the operation or supervision of
a third-party financial institution. The participant involved in the online
payment was termed a node in the Bitcoin network.

In the Bitcoin network, the blockchain was proposed as the public
ledger to record all the executed transactions. As the public ledger, the
blockchain autonomously shares the recorded transactions among all the
nodes in the network for decentralized consensus. Thus in blockchain
technology, the decentralized consensus mechanism was used to verify
and authorize the recorded transactions instead of the central authority
or third-party verification.

After rapid development for around 10 years, blockchain technology
has been extensively investigated and applied to many different areas
beyond the original Bitcoin. According to Statista [37], the size of the
blockchain technology market worldwide has grown from 1.2 to 7 billion
US dollars from 2018 to 2021, expected to reach 39.7 billion in 2025.
Except for the usage as the public ledgers for cryptocurrencies similar to
the originated Bitcoin, blockchain technology has also been exploited as
a secure and distributed database to overcome the technical challenges
in many evolving non-financial applications, such as decentralized proof
of the existence of documents in Proof-of-Existence, distributed data
storage in Storj, anti-counterfeit product verification in BlockVerify, and
digital identity verification in Internet of Vehicles (IoV) blockchain [7].

Due to its decentralized, secure, and autonomous advantages,
blockchain technology has been applied to distributed information and
communication technology (ICT) systems, particularly, the IoT systems,
since the era of the fifth generation (5G). For instance, IBM has built
a blockchain platform offering blockchain solutions for different IoT ap-
plications such as smart healthcare, intelligent manufacturing, and the
telecommunications industry [47].
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Figure 11.1 Structure of blockchain.

With a brief overview of the history of blockchain technology and
related applications, one can see that the essence of blockchain is a de-
centralized database duplicated and shared among all distributed nodes
in a network. To elaborate more on its principle, the general structure
of blockchain is sketched in Figure 11.1. It can be seen that each block
in the chain comprises a block header and a set of transactions. Both
the block header and transaction are particularly predefined data struc-
tures. The block header is the descriptive information of the block. As
depicted in Figure 11.1, the block header includes a block version indicat-
ing the validation rule, the hash value of its previous block, timestamp,
the difficulty of generating the block, the number of transactions, and
Merkle root concatenating the hash values of all the transactions in the
block. Transactions are the executed records of the data exchanges that
occurred in the network.

Figure 11.1 further unveils that the blocks are chained in chronolog-
ical order by referring to the hash value of its previous block. Due to
the chaining structure, when a block has been added to the chain, there
will be a growing number of new blocks chained after it as time goes
on. Under such a situation, the block would be impractical to be mod-
ified because the adversaries need to regenerate all the blocks chained
after it with overwhelming effort. Thus, the transactions recorded on the
blockchain can be protected from tampering.

More details of blockchain technology are further provided in Section
11.1. In Section 11.1.1, the structure of the blockchain is presented
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in detail with the overall block structure, block header, and transac-
tion. Consensus mechanisms are further introduced in Subsection 11.1.2,
where the approach of generating a new block and adding it to the
blockchain is analyzed. Finally, the technical advantages of blockchain
technology are comprehensively summarized in Section 11.1.3.

11.1.1 Structure of Blockchain

The structure of the blockchain is presented here from the perspective
of a fundamental block, including the overview of block structure, block
header, and transaction.

11.1.1.1 Overview of Block Structure

Block is the fundamental component of a blockchain, which is generally
consisted of a block header and a set of transactions, as depicted in
Figure 11.1. In practical applications, a block is normally defined as a
container type of data structure, and the structure of the block is tailored
according to the requirements of certain systems.

The specific structures of blocks tailored for the originated Bitcoin
network and an IoT-enabled smart home system are depicted in Table
11.1 [2] and Figure 11.2 [13], respectively.

As shown in Table 11.1, the block structure in the Bitcoin network
consists of four main fields. The first field is the block size assigned with
4 bytes. The second field is the block header with a fixed size of 80 bytes.
The third and fourth fields are transaction counter and transactions and
refer to the number and records of transactions comprised in the current
block, respectively. The size of the transaction counter field varies from
1 to 9 bytes, while the size of a transaction is a variable with an average
value of 400 bytes. The size of different fields infers that the records of
transactions occupy most of the memory in a block.

In Figure 11.2, blockchain technology is applied to an IoT-enabled
smart home system for secure access control of IoT devices and data. As
shown in Figure 11.2, a block comprises a block header, a policy header,
and a set of transactions. The block header contains the hash value of its

TABLE 11.1 Structure of Block in Bitcoin Network

Field Block Size Block Header Transaction Counter Transactions
Size (bytes) 4 80 1–9 (Variant) Variable
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Figure 11.2 Structure of blockchain in a IoT-enabled smart home sys-
tem.

previous block to maintain the chain. The policy header is designed for
the control of IoT devices. In this example of a IoT-enabled smart home
system, the transactions are the records of communications between IoT
devices.

11.1.1.2 Block Header

A block header contains the descriptive information of the block, which is
consisted of the hash value of its previous block and optional self-defined
fields.

The hash value of the previous block is used to establish the chain of
blocks. Specifically, each block is identified by its block height and hash
value as depicted in Figure 11.3.

Every time when a new block is generated and added to the chain,
the block height is incremented by one automatically. The blocks are
chained in chronological order. Particularly, the first block is termed as
genesis block and the height of the genesis block is 0. In terms of the hash
value, it is generated by hashing either the block header or the whole
block, which depends on the specific design. For example, the 256-bit
hash value in Figure 11.3 is generated by hashing the block header with
SHA256, namely, hash value = SHA256 (block header); SHA256 is the
secrete hash algorithm.
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Figure 11.3 Identifications of a block: block height and hash value.

The self-defined fields are optional. If necessary, the fields are defined
according to the specific requirements of applications. In the IoT-enabled
smart home system, the block header merely contains the hash value of
the previous block. While in the Bitcoin network, in addition to the hash
value of the previous block, some other fields are defined in the block
header as well, to identify the timestamp and contributions of generating
such a block.

11.1.1.3 Transaction

The essence of a transaction in blockchain is transferring the ownership
of a certain amount of property from one participant to another. The
property can be Bitcoins in the Bitcoin network, sensing and communica-
tion data in IoT systems, and any other actual or virtual commodities. In
blockchain technology, a transaction is defined as a data structure with
a stereotype. Identities of the and the trading between the nodes are
recorded in the transaction. A transaction can be created by any node,
not necessarily the ones that exactly participate in the transaction. The
created transaction is then openly broadcast throughout the network so
that every node in the network can witness the transaction. Only the
nodes that participated in the transaction can transfer the property by
providing their private keys, due to that the ownership of property is
locked by the digital signatures generated from the private keys.

The structure of transactions defined in the Bitcoin network is shown
in Table 11.2 [2] and Figure 11.4. The field of version is used to track the
upgrade of software. The input counter and output counter illustrate the
number of inputs and outputs included in the transaction, respectively.
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TABLE 11.2 Structure of Transaction in Bitcoin Network

Field Version Input Counter Input Output Counter
Size (bytes) 4 1–9 (Variant) Variable 1–9 (Variant)

Field Output Lock Time
Size (bytes) Variable 4

The fields of input and output identify the nodes involved in the transac-
tion with their Bitcoin addresses and also clarify the number of Bitcoins
transferred between the nodes. The lock time refers to the earliest time
that a transaction can be added to the blockchain.

Another example is the structure of transactions defined in the IoT-
enabled smart home system, which is presented in Table 11.3 [13]. Trans-
actions are the records of communications between IoT devices. Four
types of transactions are designed, i.e., genesis, access, store, and moni-
tor. A genesis transaction is generated when a new device joins the sys-
tem. Store transactions are generated by IoT devices to store data. An
access transaction is generated when the data storage is accessed. Mon-
itor transactions are periodically generated to monitor the information
of IoT devices. In addition, the transaction number is used to identify
the current transaction, and the field of the previous transaction refers
to the transaction number of the previous transaction generated by the
same IoT device. Particularly, for a genesis transaction, the field of the

Figure 11.4 Diagram of transactions in the Bitcoin network.
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TABLE 11.3 Structure of Transaction in Smart Home

Corresponding
Previous Transaction Device Transaction Multisig

Transaction Number ID Type Transaction
if any

(for keeping
N = Genesis Genesis: 0; Access: 1; signature)
Transaction Store: 2; Monitor: 3 of requester)

previous transaction is filled out with “N”. Device ID is the system iden-
tification of the IoT device generating the current transaction. The last
field is used to collect the signature of the requester if the transaction is
generated out of the local blockchain network.

11.1.2 Decentralized Consensus Mechanism for Blockchain

The general structure of a block has been presented in Section 11.1.1.
This section introduces how to generate a new block and add it to the
chain through the decentralized consensus mechanisms.

A decentralized consensus mechanism defines the conditions needed
to be reached to make an agreement among all the networking nodes
on validating the blocks to be added to the chain. Thus, the decentral-
ized consensus mechanism is the exact mechanism in blockchain technol-
ogy that validates and secures the transactions and blocks in substitu-
tion of the traditional central authority and third-party verification. In
blockchain technology, the process of generating a new block and adding
it to the chain is termed as “mining”, which means that mining is the
process of reaching the conditions predefined in the decentralized con-
sensus mechanism to validate and add a new block to the chain. The
nodes participating in the block mining are termed as “miners”.

In blockchain technology, the design of decentralized consensus mech-
anisms should meet the fundamental requirements listed as follows [15].

• Termination: For each node in the blockchain network, a block
holding a set of new transactions in its transaction pool should be
either discarded or accepted into the chain.

• Agreement: A block holding a set of new transactions should be
either accepted or discarded by all the nodes in the blockchain
network.
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• Validity: If a block passes the verification of all the nodes in the
blockchain network, it should be accepted into the chain.

• Integrity: In the blockchain network, all accepted transactions
should be consistent, and all accepted blocks should be hashed
and chained in chronological order.

Several decentralized consensus mechanisms have been proposed,
such as proof-of-work (PoW), proof-of-stake (PoS), proof-of-activity
(PoA), and practical Byzantine fault tolerance (PBFT) [52]. Due to the
different predefined conditions of consensus, the related approaches of
mining in these algorithms are different.

In the originated Bitcoin network, the PoW is used as the decentral-
ized consensus mechanism, which is analyzed here as an instance [2]. In
the PoW, a cryptographic puzzle is defined as finding a certain integer,
nonce, that can make the hash value of the block header less than or equal
to a predefined threshold, difficulty target, namely, Hash (nonce+other
contents in the block header) ≤ difficulty target. During the process of
mining, the miners have to spend their computational power on repeat-
ing the hashing calculations with different values of nonce until the result
meets the difficulty target. The nonce and difficulty target are included
in the block header of the newly mined block as proof, so that other
nodes can verify the work of the miner.

As introduced in Section 11.1.1.3, transactions are broadcast over
the Bitcoin network for tamper resistance. A miner adds transparent
transactions to its transaction pool. By the time of the generation of the
last block, a new round of mining competition among the miners starts.
The miner encapsulates the transactions collected in its transaction pool
into a new block and spares its computational power on solving the
cryptographic puzzle. The miner who solves the puzzle in the shortest
time wins the competition and subsequently broadcasts the newly mined
block to the network. When a peer node in the network receives the new
block, verification of the block is executed locally, namely, the work
of the miner identified in the block is verified. If the block passes the
verification, the node further propagates the block to other peers in the
network. In the meantime, the node adds the verified block to its own
copy of the blockchain, where the longest chain accumulated with the
largest amount of computational power is selected. If the node is also a
competing miner, it stops the mining efforts on the same block height
and begins the next round of mining regarding the received block as the
previous block.



Blockchain Technology for 6G-Oriented IoT Systems � 293

Owing to the chaining structure and the decentralized consensus
mechanism, when a block has been added to the chain for a while, there
will be a number of blocks chained after it. Under such a situation, the
block would be impractical to be modified because the adversaries need
to regenerate all the blocks chained after it with overwhelming expenses.
Therefore, the transactions recorded on the blockchain can be protected
from being altered or removed by unauthorized parties.

11.1.3 Technical Advantages of Blockchain

The well-designed structure of blockchain and decentralized consensus
mechanism have brought the following technical advantages [8]:

• Decentralization: As investigated in Section 11.1.2, the exploita-
tion of decentralized consensus mechanisms allows the decentral-
ized validation of transactions between any two participants in the
blockchain network, without referring to any central authority or
third-party authentication. The service cost, performance bottle-
neck, and the risk of single-point failure brought by the centralized
validation can be thus mitigated.

• Transparency: For the public blockchain, users can access and
participate in the blockchain network with equal rights. Within the
blockchain network, the newly generated transactions are globally
broadcast and validated, which implies that the transactions stored
on the blockchain are transparent to all the authenticated users.

• Anonymity: Although the recorded transactions are transparent,
the privacy of the participants in the blockchain network can be
partially protected by anonymizing their blockchain addresses. It is
emphasized as partial protection, due to that blockchain addresses
are essentially traceable by inference.

• Immutability: Owing to the chaining structure and the decen-
tralized consensus mechanism, when a block has been added to the
chain for a while, there will be a number of blocks chained after
it. Under such a situation, the block would be impractical to be
modified because the adversaries need to regenerate all the blocks
chained after it with overwhelming expenses.

• Cryptographically Security: Asymmetric cryptographic tech-
niques can be applied to the practical applications of blockchain
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technology. Public and private keys generated by a certain asym-
metric cryptographic algorithm can be used for transaction encryp-
tion. A transaction is encrypted by the private key. It can only be
accessed and verified by the authenticated participants with the
public key, which further enhances the security of the blockchain.

11.2 APPLICATIONS OF BLOCKCHAIN TECHNOLOGY
IN 6G-ORIENTED IOT SYSTEMS

With the technical advantages investigated in Section 11.1, blockchain
technology has already been developed and applied in many other fields
beyond the originated cryptocurrency. The decentralized and secure
characteristics of blockchain have made it a natural and promising so-
lution to the technical issues in IoT systems as well. The leading tech-
nology companies and startups have spared no efforts on empowering
future IoT with blockchain technology. Furthermore, a large number of
scientific papers from academic institutions have been published on the
investigation of applying blockchain technology to IoT systems.

Therefore, a comprehensive survey on the applications of blockchain
technology in sixth-generation (6G)-oriented IoT systems is conducted in
this section, where research efforts from both the industry and academia
are investigated. According to the different usages of the blockchain in
the IoT systems, applications are classified into the following categories,
data privacy and security management, distributed data sharing and
storage, smart contract and property trading, intelligent manufacturing
and asset tracking, and intelligent and autonomous vehicular IoT. The
statement of each category comprises both the theoretical principle and
the application instances.

11.2.1 Data Privacy and Security Management

Privacy and security are critical issues in IoT systems all the time, due to
that IoT devices not only register user’s personal data but also monitor
user’s activities. In the current IoT system, privacy and security are
normally managed by centralized authority or third-party verification,
which unveils the whole system to the potential risk of central failure.
The decentralized and secure characteristics of blockchain technology
can facilitate privacy and security management in IoT systems from the
following aspects.
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• Data Integrity: In the context of security, data integrity means
that the data collected from IoT devices should be protected from
being altered or removed by unauthorized parties. By taking ad-
vantage of the tamper-proof feature of blockchain technology, IoT
data integrity can be guaranteed.

• Identity Management: In traditional IoT systems, the identi-
fication of an IoT device is normally managed by the centralized
authentication server. The potential risk is that if the authority
is compromised, the legal IoT devices would possibly be blocked
away while the adversaries would be able to obtain the access.
By utilizing blockchain technology, a user’s identity can be eas-
ily established by its unique cryptographic address, and the iden-
tity is managed by tailored transactions, identity verification, and
identity revocation without the third-party authority. Blockchain-
based identity management has already been applied in [51], where
Pretty Good Privacy (PGP) is built on a Distributed Web of Trust,
in which a user’s trustworthiness is established by others who could
vouch through a digital signature for that user’s identity and no
central certification or third-party authority is involved.

• Dynamic Key Management: Public and private key pairs are
critical for an individual user in an IoT system, since personal
identity, data, and all belongings are encrypted and managed by
the key pairs. By utilizing the inherent cryptographic mechanism,
blockchain technology can provide a more efficient solution to dy-
namic key management. For instance, an IoT device management
scheme has been developed together with the Ethereum-based
smart home system [19]. In the scheme, the key is managed by the
Rivest–Shamir–Adleman (RSA) public key cryptosystems, where
public keys are stored on the blockchain and private keys are saved
on individual IoT devices. Data exchanges within the system are
secured by certain keys.

Guardtime [46] is a company working on keyless signature infras-
tructure (KSI) using blockchain technology for customers with the ne-
cessity of data integrity and security, where all data requests are hashed
and recorded into a time-stamped Merkle tree. Merkle tree is a binary
hash tree for storing and searching data elements, as depicted in Figure
11.5. By the exploitation of timestamps, the Merkle tree is managed in
chronological order and data can be further secured from being altered.
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Figure 11.5 Diagram of Merkle tree.

KSI blockchain has already been developed to overcome the loss of data
control and protect the integrity of digital data in IoT systems [54].

11.2.2 Distributed Data Sharing and Storage

In traditional centralized IoT systems, the cloud server is the centralized
data storage and processing center. Due to that, most IoT users cannot
afford the cost of building their own cloud server, so data collected from
the IoT devices are normally uploaded to a third-party cloud server.
Failure or compromise of the centralized cloud server can make the whole
system exposed to various malicious cyber-attacks.

With the development of blockchain technology, the blockchain-
enabled distributed data sharing and storage is becoming a substitution
for the cloud server-based centralized data center, as depicted in Figure
11.6, so that the risks of single-point failure and privacy exposure can
be mitigated [56].

The technical advantages of distributed data sharing and storage are
summarized as follows [18].

• Decentralization and Robustness: In a cloud-orchestrated IoT
system, the cloud platform is the centralized data center. If the
data center is compromised, all the data of the IoT system are
unveiled to different kinds of attacks. By using the blockchain-
enabled distributed data storage, the data are stored on individual
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Figure 11.6 Migration from centralized cloud storage to blockchain-
based decentralized data sharing and storage.

and distributed nodes, which makes the whole network more robust
to central failure.

• Privacy and Security: All the data are encrypted and stored
in distributed storage spaces. No third party, such as the owner
or manager in the centralized cloud platform, can access the dis-
tributed stored data. Hence, the privacy and security of data are
enhanced.

• Price: As compared to Amazon’s centralized cloud server which
costs $25 per TB per month, blockchain storage provided by Storj
costs only $4 per TB per month.

Filecoin [45] is a decentralized data sharing and storage provider. The
decentralized storage network of Filecoin is developed based on the com-
bination of blockchain technology and IPFS (interplanetary file system,
a distributed web-based file sharing platform [49]).

Storj [50] is also a company working on blockchain-based decentral-
ized data storage. In the Storj network, each user shares his/her own
spare disk space. All the distributed disk spaces are jointly utilized as
the decentralized cloud platform. Data uploaded by users are sliced, en-
crypted, and stored in the distributed spaces. In this way, single-point
failure occurring on the traditional centralized cloud platform can be pre-
vented. The data are then secured and managed by the cryptographic
keys that are privately owned by the users. Moreover, to ensure the data
download speed, data are generally stored in the neighborhood spots.
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TABLE 11.4 Comparison between Traditional and Smart Contracts

Traditional Contract Smart Contract
1–3 Days Minutes
Paper record Code-based transaction
Manual remittance Automatic remittance
Pay by currency Pay by cryptocurrency
Escrow necessary Escrow may not be necessary
Lawyers are necessary Lawyers may not be necessary
Physical presence (wet signature) Virtual presence (digital signature)
Expensive Fraction of the cost
No safety guarantee Transaction security guarantee

11.2.3 Smart Contract-Based Property Trading

With the advent of blockchain technology, a related technique termed
smart contract has been further developed, which makes it a suitable
solution to decentralized smart property trading in IoT systems. The
concept of a smart contract was initially defined as a set of promises
recorded in digital form, namely, converting papery contracts into code
and embedding it into hardware so that the transactions could be secured
without the necessity of a trusted third party [38]. With the exploitation
of the blockchain as the public ledger, the concept of smart contracts has
come to reality [59].

Specifically, a potential contract is jointly created and coded by the
traders, and the code is encrypted and recorded on the public ledger. The
public ledger is shared among all the participants in the network, which
ensures that the contract is transparent and hard to tamper with. The
contract is automatically executed when all the predefined conditions
are met. Only the participants involved can decrypt the contract so that
the trading property can be protected. The comparison between the
traditional contract and smart contract is listed in Table 11.4 [5, 29].

A general smart contract-based property trading model for IoT sys-
tems is depicted in Figure 11.7. The seller and buyer as trading entities
conduct the transaction through smart contracts without third-party
authority. While for IoT systems, the trading commodities can be any
kind of property, including virtual properties such as IoT data and ser-
vices [21, 32]. In terms of payment, it can be equivalent properties or
cryptocurrencies such as Bitcoin and IoTcoin.
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Figure 11.7 Smart contract-based property trading model for IoT sys-
tems.

Filament [44] has built a Blocklet Mobility Platform, where smart
contracts enable automation on everything from trusted wallets for
usage-based pricing to trusted vehicle history for the increased resid-
ual value.

11.2.4 Intelligent Manufacturing and Asset Tracking

IoT technology has already been applied to the manufacturing industry
for logistics tracking and quality assurance. By integrating blockchain
technology into IoT systems, not only the procedure of logistics but
also the whole life cycle and information of a product can be tracked.
Blockchain and IoT jointly enabled systems can potentially facilitate the
manufacturing industry in the following aspects.

• Asset Tracking: By using blockchain-enabled smart contracts as
public ledgers, all the information about a product in its life cycle is
traceable. Specifically, materials, manufacturing date, and factory
information of a product are recorded on the blockchain by man-
ufacturers. Information on the logistics and retailers is recorded
on the blockchain as well. Thus, the information of a product is
accessible to customers, and certifications for products are more
trustworthy, so that the customers can be protected from counter-
feits.

• On-demand Manufacturing: In the blockchain and IoT-enabled
intelligent manufacturing, manufacturers and customers are con-
sidered peer participants in the P2P blockchain network and keep
updating their local copies of the blockchain. Products can be
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Figure 11.8 Blockchain and IoT-enabled supply chain and asset track-
ing.

manufactured according to the demands of customers recorded on
the blockchain.

Figure 11.8 shows a diagram of blockchain and IoT-enabled manu-
facturing supply chain and asset tracking [34]. The manufacturing in-
formation on a product is recorded on the blockchain. The product is
then delivered from the manufacturer to the retailer and later to the cus-
tomer. The trading of this product is enabled by smart contracts, and
the information on the whole procedure of logistics is recorded on the
blockchain. Therefore, all the manufacturing and logistic information of
the product is traceable.

Everledger [43] is a blockchain-enabled company that provides the
certification of diamonds. Through the exploitation of blockchain, a per-
manent ledger was built for recording the production and transaction
history of diamonds. The unique identifications of the diamond such as
weight, size, and color are hashed and recorded on the permanent ledger
as well.

11.2.5 Intelligent and Autonomous Vehicular IoT

Intelligent and autonomous vehicular IoT, also renowned as the IoV,
is an emerging and promising branch of IoT in the coming 6G era. As
reported at World Intelligent Vehicle Conference 2020, the number of
intelligence-connected vehicles (ICVs) worldwide is expected to reach 74
million in 2025. IoV security is directly related to the privacy of drivers
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and passengers and road safety. Thus, IoV security is one of the most
significant issues that must be resolved before the pervasive deployment
of IoV. Blockchain technology with its intrinsic advantages in security
and privacy may enhance the performance of IoV from the following
aspects [35]:

• Spectrum Sharing: The number of mobile users meets explosive
growth in the 6G era. Thus, the efficient utilization of the radio
spectrum is a necessity. Spectrum sharing enables the access of the
same frequency band by multiple users. In traditional spectrum
sharing, there is an administrator who leases out the spectrum
to users, where the tampering of lease records is a major security
concern. The technical advantage of blockchain on immutability
makes it promising to protect the records from being tampered
with, which can secure the spectrum sharing in IoV systems with
a large number of ICVs.

• Network Function Virtualization (NFV): With the develop-
ment of NFV, the efficiency of a network can be improved by the
virtualization of the network resources, due to that the resources
of the cloud server, edge servers, and users can be virtualized and
reallocated to meet the ultra-reliable and low-latency requirements
of the tasks in IoV. The technical advantages of blockchain on im-
mutability and anonymity can protect the security and privacy of
virtual network slices.

• Network Architecture: The introduction of artificial intelligence
(AI) technology to IoV brings the potential of enabling intelligent
services for moving vehicles. However, traditional centralized AI
model training suffers from high latency for cloud server access
and data privacy leakage of vehicle clients. To address these issues,
federated learning (FL) has been introduced to IoV for distributed
privacy-preserving model training. The intrinsic decentralization
characteristic of blockchain has made it a solution to the network
architecture for IoV in support of the FL and distributed AI. Fig-
ure 11.9 depicts the hierarchical blockchain framework for IoV [4].

IoV blockchain [48] is a blockchain underlying infrastructure that
provides the foundation for the IoV. The infrastructure chain provides
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Figure 11.9 Hierarchical blockchain framework for IoV.

the automotive industry and customers with decentralized application
services and extends to travel-related multi-scenario applications, such
as the digital identity system, e-commerce system, data flow system, and
software development kit (SDK) interface. Moreover, the IoV Token is
released as the encrypted digital currency and also the certification of
partnership. It provides such services to the user groups of 2 billion vehi-
cles worldwide and the trillion-dollar scale automobile consumer market.
For now, IoV blockchain has attracted many smart IoV ecological part-
ners including automobile manufacturers BYD, Mercedes-Benz, BMW,
and Tesla, mobility server provider Uber, oil industry company Mobil,
and so on.

In addition to data privacy and security management, distributed
data sharing and storage, smart contract-based property trading, intelli-
gent manufacturing, and intelligent and autonomous vehicular IoT sum-
marized in this section, there are many other applications of blockchain
technology in IoT systems, such as smart agriculture [41, 53], smart
healthcare [40], and crowdsourcing [57]. The applications of blockchain
technology in IoT systems still meet explosive growth in the coming 6G
era [23].
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11.3 FUTURE RESEARCH DIRECTIONS

As surveyed in Section 11.2, blockchain technology has been gradually
applied to IoT systems. However, for the integration of blockchain tech-
nology into 6G-oriented IoT systems, several technical concerns still need
to be further addressed, so as to enhance the system’s performance. In
this section, future research directions are investigated.

11.3.1 Malicious Attacks

Although it has been applied to IoT systems for data privacy and se-
curity management, as analyzed in Section 11.2.1, blockchain technol-
ogy has met some malicious attacks. These attacks subsequently make
blockchain-enabled IoT systems vulnerable to the risks of privacy leakage
and network breakdown. Thus, the following malicious attacks need to be
addressed to enhance the innate privacy and security of the blockchain:

• Anonymity Cracking: In blockchain technology, transparent
transactions are openly broadcast and can be visualized and
recorded by all the participants. The technical advantage of trans-
parency brings the risk of anonymity cracking. Based on the obser-
vation of transparent transactions, adversaries can infer the actual
identities behind the anonymous participants by pattern recogni-
tion. In blockchain-enabled IoT systems, malicious attackers can
easily grab the information of users, as IoT data are highly related
to the personal identities and daily activities of users. Therefore,
anonymity protection is a fundamental necessity for privacy preser-
vation in the blockchain.

• Authentication Risk: In blockchain-enabled systems, a private
key held by the users is used for authentication. However, the
renowned attacking event occurring to Mt.Gox, a Bitcoin wallet
company, where all the private keys of customers were stolen,
reminds the fact that the elliptic curve cryptography used in
blockchain technology is not strong enough to protect the private
keys [25]. Therefore, the private key protection or even a novel
authentication mechanism needs to be seriously investigated while
applying blockchain technology to the 6G-oriented IoT systems.

• Fifty-One Percent Attack: The security of the blockchain
is built on the decentralized consensus mechanism. The decen-
tralized consensus mechanism brings the technical advantage of
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decentralization while potentially leading to a risk of a 51% at-
tack in the meantime. When a malicious attacker controls over
51% of the computational power, it may be able to manipulate the
blockchain and almost guarantees its successfulness [16]. Fifty-one
percent attack is a critical challenge since the advent of blockchain
technology. For Bitcoin, with the boosting difficulty of mining, it is
almost impossible for a single or few malicious attackers to manip-
ulate over 51% computational power of the Bitcoin network and
launch the attack. However, for blockchain-enabled IoT systems,
the small scale of the system cannot guarantee its security, and the
51% attack is still a critical consensus risk.

• Malleability Attack: The aim of data integrity protection in
the blockchain is to guarantee that all the transactions recorded
in the blocks are not altered or tampered with by unauthorized
parties. However, a malleability attack severely challenges the data
integrity protection in the blockchain [9]. In a malleability attack,
malicious attackers cheat the transaction issuer by intercepting,
modifying, and rebroadcasting a transaction, which can finally lead
to the termination of all new transactions.

With the development of blockchain technology, malicious attacks
have attracted research efforts from both industry and academic institu-
tions. For anonymity protection, the following categories of approaches
have been proposed: (i) mixing services, such as centralized mixing ser-
vice providers [17] and decentralized multi-party computation [58], (ii)
ring signature, such as CryptoNote [42], and (iii) non-interactive zero-
knowledge proof, such as ZeroCoin [33]. To resolve the issue of authen-
tication risk, research works have been done by proposing novel identity
management schemes such as rotating asymmetric keys [22] and novel
authentication mechanisms such as automatic authentication [12]. In
terms of the 51% attack, there are only a few contributors working on
tailoring the mechanisms for IoT systems against such an attack [28, 36].
To resolve the malleability attack in blockchain-enabled IoT systems, an
improved ElGamal cryptosystem has been proposed [26]. Malicious at-
tacks on blockchain-enabled IoT systems have attracted wide attention
and achieved great progress. However, investigations on the 51% attack
and malleability attack are not as many as the other attacks, which still
need to be further studied.
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11.3.2 Heterogeneous Devices and Scalability

The advent of 5G beyond (B5G) and 6G wireless communication tech-
nologies drastically empowers the intelligent connections of human be-
ings, physical objects, and even virtual objects. Under such a situation,
the number and heterogeneity of IoT devices increase dramatically. The
capabilities of IoT devices are different in computation, communications,
storage, power supply, etc. For some IoT devices, the computational
power and memory space are limited, which cannot support a complex
mining mechanism or record a full version of the blockchain. Therefore,
the different capabilities of IoT devices need to be considered while in-
tegrating blockchain technology into 6G-oriented IoT systems.

Besides the inherently limited resources of IoT devices, the size of
the blockchain keeps growing all the time, and due to that, transac-
tions are kept generated, packed into a block, and added to the chain.
The insistently growing blockchain size leads to the overwhelming cost
of time and memory on the initial download and synchronization of
blockchain, which makes many more IoT devices cannot afford the re-
sources of communication bandwidth, memory space, and even power
supply. The explosive growth of blockchain size has brought a critical
technical challenge of scalability to IoT systems.

Considering the heterogeneity of IoT devices and the issue of scalabil-
ity, the development of lightweight versions of blockchain for IoT systems
is a necessity. In recent years, the lightweight blockchain for IoT systems
has already attracted wide attention. Research efforts have been spared
on IoT applications and IoT system performance enhancement, such as
lightweight blockchain for IoT-enabled smart healthcare [20], lightweight
blockchain for industrial IoT, and lightweight blockchain-enabled perfor-
mance enhancement for resource-constraint IoT [3], [24]. In the coming
6G era, the number of connected objects and the blockchain size expect
to meet explosive growth, which undoubtedly makes the issues of hetero-
geneity and scalability more critical and needs more investigations from
both industry and academic institutions.

11.3.3 Parallel Transactions and Side-Chains

With the pervasive deployment of IoT systems, the number of IoT de-
vices and the corresponding data generated by these devices meet ex-
plosive growth. The traditional blockchain with a single main chain can
hardly support the highly distributed and heterogeneous IoT devices
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Figure 11.10 Hierarchical blockchain-enabled IoT system architecture.

and data. Under such a situation, the development of a hierarchical
blockchain with parallel transactions and side-chains is a necessity.

In the hierarchical blockchain, there is a main chain for the collec-
tion of the essential infrequent global events across the whole system,
and side-chains are developed for local events of the local sub-networks
in the system. For instance, as shown in Figure 11.10, the hierarchical
blockchain-enabled IoT system architecture consists of two layers, the
P2P network of edge computing devices as the main chain layer and
the hybrid network consisting of edge and IoT end devices as the side-
chain layer. Edge devices function as the interface between main and
side-chains.

• Edge Computing Device: The main chain in the hierarchical
architecture is managed by the edge computing devices, where the
full records of the blockchain are synchronized among the edge
devices.

• IoT End Device: The edge device and the IoT end devices are
formed up as a local sub-network. The side-chain is managed
among these devices and interacts with the main chain through
the edge device.
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In terms of the performance of the hierarchical blockchain, to ensure
data integrity, the main chain and side-chains must be interconnected,
and the hash values of side-chains need to be synchronized to the main
chain through tailored transactions. To reduce the capacity requirements
and preserve consistency across the system, the main chain should be
synchronized at a lower frequency than the side-chains.

11.3.4 System Performance and Overhead

As investigated in Section 11.2, blockchain technology can facilitate IoT
systems from different aspects. However, the workload of mining and
storage of blockchain have brought an extra burden to IoT systems and
directly affect the system performance.

• Latency: The latency of task processing is critical for IoT ap-
plications with the requirement of real-time data analytics, such
as smart healthcare, smart city, and industrial IoT [55]. However,
the traditional decentralized consensus mechanism and the related
mining method can lead to long latency for the generation and
addition of a new block, which can hardly meet the real-time re-
quirements of the time-critical IoT applications [1].

• Energy Consumption: The low-cost IoT devices are normally
built with limited resources on computation and power supply.
However, the maintenance of a blockchain is energy-consuming,
particularly in mining and communications. In the mining process,
all the volunteer participants compete to solve the cryptographic
puzzle, which occupies a high proportion of the local computa-
tional power and consumes a large amount of energy. For com-
munications, in P2P-based blockchain-enabled IoT systems, the
IoT devices have to keep awake all the time for listing, transmit-
ting, and receiving messages, where the energy leakage is fast [6].
Therefore, the high energy consumption brought by blockchain is
a critical challenge for resource-constrained IoT systems.

• Throughput: With the explosive increment in the number of IoT
devices, the number of transactions to be processed in IoT systems
increases in an exponential trend. However, in the traditional de-
centralized consensus mechanism, PoW, only a maximum of seven
transactions can be processed per second, which can hardly meet
the throughput in the enlarging IoT systems [15].
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A promising solution to improve the performance of blockchain-based
IoT systems is to develop consensus algorithms with lower cost and
higher efficiency. In recent three years, lightweight blockchain for IoT
applications and system performance enhancement have been investi-
gated [10, 11, 14, 27, 30]. While meeting the ultra-reliable and low-
latency requirements of 6G-oriented IoT systems, lightweight consensus
algorithms and lightweight versions of blockchain still need to be further
studied in the future.

11.4 SUMMARY

In this chapter, blockchain technology for 6G-oriented IoT systems has
been presented from the perspectives of principle, applications, and fu-
ture research directions. First of all, the principle of blockchain technol-
ogy is introduced with the structure of blockchain, related decentralized
consensus mechanisms, and its technical advantages. Afterwards, appli-
cations of blockchain technology to 6G-oriented IoT systems are sur-
veyed, where data privacy and security management, distributed data
sharing and storage, smart contract-based property trading, intelligent
manufacturing and asset tracking, and intelligent and autonomous vehic-
ular IoT are summarized with both theoretical principle and application
instances. Lastly, the future research directions of applying blockchain
technology to 6G-oriented IoT systems have been well analyzed as fol-
lows, namely, heterogeneous devices, malicious attacks, blockchain size
and scalability, parallel transactions and side-chains, and the network
performance including throughput, latency, and energy efficiency.
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Ever since the inception of wireless communication, networks are
undergoing substantial changes from time to time, determined by

the unprecedented growth in data traffic and ever-increasing demand
for fast, sustainable, and reliable exchange of information. Enormous
amount of data traffic is generated from the Internet every day, particu-
larly driven by the ever-increasing popularity of smart devices. Over the
years, different generation networks have come into existence to meet
the ever-increasing traffic demands. Lately, sixth generation (6G) wire-
less communication networks based on Internet of Things (IOT) are ex-
pected to transform consumer services and applications. The underlying
technology for IOT to exist everywhere will be artificial intelligence (AI).
A comprehensive study on the inception and co-existence of 6G and IOT
is performed to investigate the rising potential of 6G technologies in IOT
networks.

12.1 INTRODUCTION

Internet of Things (IoT) is a kind of network in which sensor devices
sense the information and transmit it for processing through gateways.
Advancement in wireless communications has aided the expansion of IoT
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capabilities to interconnect millions of devices [1, 2]. To connect a phys-
ical environment with Internet, IoT plays an important role by enabling
innovative software solutions which have improved the quality of living
for human beings. These applications necessitate high data rates, cover-
age, latency, and so on in terms of performance. They are computation-
ally demanding and more data intensive, well exceeding the capabilities
of super-reliable low-latency network (sRLLN) and massive machine-
type communication (mMTC). Where it becomes difficult to manage a
vast number of IoT devices efficiently. Also, serious security issues arise
due to the generation of a huge amount of data. With the advancement
in IoT, fifth-generation (5G) will gradually reach its limits and be unable
to support the majority of technical criteria’s of innovative applications
such as highly dynamic, autonomous and fully intelligent services, as
previous generations have [3, 4]. The rapid expansion of automated and
intelligent IoT networks is likely to outpace the capabilities of 5G, so we
need to extend the capabilities of 5G to 6G, to enable massive IoT.

The technology of wireless communication has advanced every
decade, resulting in new-generation systems. Figure 12.1 shows how tech-
nology has changed from first generation to fifth generation and future

Figure 12.1 Innovation in technology and services toward 6G-IoT.
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6G. It is focused to furnish an unbelievable service quality and will im-
prove the experience of users in existing IoT networks due to its excep-
tional capabilities over previous network generations, like extremely high
throughput, ultra-low-latency communication, satellite-based customer
service, autonomous and massive networks [5, 6].

12.2 COMPARISON OF 5G AND 6G

We will discuss the need for 6G on the basis of use cases and technological
trends

12.2.1 On the Basis of Use Cases

5G represented a tremendous step toward evolving a delay-sensitive tac-
tile access network, by redesigning the core network through the usage
and management of millimeter wave in NR (new radio). The exponen-
tially increasing demand for data rates by data centric, autonomous
applications, fully connected, intelligent digital world may surpass the
limits of 5G network. So in order to meet these demands fundamentally
new communication technology and network architecture will be needed.
6G might very significantly benefit from a still higher spectrum such as
through Terahertz and optical communication [4, 7].

Even though 5G developments are toward the more improved wireless
network, the diversity of future intelligent network applications and the
need for 3D connectivity push for innovative cell-less architecture and
design framework. By 2030, we anticipate 6G to transmit intelligence
from centrally controlled computing facilities to end terminals. Improved
services, integration of new and existing different use cases, acceleration
of data analysis, and the evolution of integrated devices will be required
[1, 8].

5G provides various solutions to many of the high-speed low-latency
social problems that include distance education, telemedicine and au-
tonomous operation of various devices. In the 2030s, more widespread
adoption of solutions and more advanced interaction will necessitate
comprehensive problem addressing and development. Everything will be
required to access an ultra-real interaction from anywhere at any time.
This will significantly reduce social and cultural differences between dif-
ferent habituations, rural or urban, thereby prevent urbanization and
support local development [2, 9].
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Wearable device advanced functionalities, such as extended reality
(XR) (virtual reality [VR], mixed reality [MR], augmented reality [AR])
devices, pictures and holograms with extremely high-resolution, five-
sense communications, will proliferate, and communications among peo-
ple and between humans and different objects will become a reality [6].

Due to the requirements of numerous sensor networks, autonomous
objects, and autonomous construction sites, a communication space in
an environment void of humans is also required. Therefore, every location
on the land, in the sky, and at undersea will be a communication zone.

In comparison to its 5G counterpart, sixth generation (6G) is an-
ticipated to offer detrimental communication technology and advanced
networking infrastructures to realize millions of innovative IoT appli-
cations by introducing stringent and strict network requirements in a
holistic manner. 6G communication systems evolve toward a more pow-
erful and stronger IoT environment that builds a fully connected and
smart cyber world toward the foreseen social, economic, and environ-
mental ecosystems in near future, 2030 [4].

In the future, the transition from VR/AR, wearable devices, and tac-
tile networking to five-sense communications, holographic interactions,
will result in a spike of large amounts of IoT data being generated in
near real-time; more computing power will be required for data process-
ing and analysis. The innovative IoT-enabled applications in 6G will also
demand more rigorous latency requirements. As more data will be in-
volved, there will be a greater requirement for data security and privacy
protection [2].

By communicating and processing vast amounts of data without de-
lay between digital and physical space, a tighter collaboration between
the two spaces will be created, and eventually, fusion without a gap
between the places would be realized [10]

12.2.2 Technology Trends

One of the most important technical metrics for the change of communi-
cation generation from 1G to 6G has been the peak data rate. Without a
doubt, 6G will increase the peak data rate attained, which is estimated to
exceed Tb/s. Since low latency is critical in many wireless applications,
6G is expected to provide ultra-low-latency requirement. 6G will pro-
vide unprecedented energy consumption difficulties due to its ultra-high
throughput, ultra-wide bandwidth, and ultra-massive universal wireless
access points (APs). Various sensors will become increasingly common in
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people’s lives, necessitating a large amount of energy to run and maintain
these sensor networks. As a result, green communication is especially
important for 6G. Potential applications involving complicated opera-
tions, such as autonomous driving, autonomous factories, and remote
surgery, necessitate a 6G localization requirement to ensure user safety
and protect values and people. The reliability requirements of various 6G
systems are expected to vary, with the most severe example being one
billion bits sent with a only one-bit mistake and a 0.1 ms latency. Human
activities are being stretched to more severe environments as knowledge
and technology improve, such as higher altitudes, outer space, seas, and
deep beneath the sea. Communication nodes, particularly IoT devices,
will be dispersed across a larger region. So 6G is expected to have ex-
treme coverage environment. 6G should provide an extra level of privacy
and security compared to 5G as more and more personal information
will be involved in future with new applications emerging [6].

12.3 6G WIRELESS COMMUNICATION TECHNOLOGY FOR
IOT

The underlying technologies that will ensure future 6G-IoT systems and
applications are shown in Figure 12.2.

12.3.1 Edge Intelligence

In intelligent systems, AI is expected to be extended to the edge nodes,
which includes the co-existence of AI, communications, and edge com-
putation, resulting in an entirely new technology known as edge intel-
ligence. Edge intelligence leads to dynamic spectrum access, thereby
allowing for rapid and reliable intelligence processing of data at edge
nodes such as platoons, street vehicles, and roadside units (RUSs). Edge
intelligence’s benefits are also being considered for industrial robotics in
industrial automation. Furthermore, AI functions may be executed on
pervasive edge devices to provide large-scale intelligence services powered
by big data analytics. Based on sophisticated communication technolo-
gies, the 6G-based big data analysis solution may considerably improve
large-scale data transfer and data processing speeds. In the future 6G
era, fog computing may be integrated with AI approaches to create fog
intelligence, offering low-latency IoT services. Distributed IoT devices
can further collaborate with a data collector to execute neural network
training in the framework of intelligent IoT networks, where devices sim-
ply communicate parameters and raw data sharing is not required. One
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Figure 12.2 Understanding aspects of 6G for IoT.

of the potential technologies in edge intelligence is AI on chips, which
can speed the growth of IoT systems in the upcoming 6G technology.
The advancement of edge intelligence is heavily reliant on edge nodes,
which play most important roles in the learning of tasks, which includes
categorization and prediction. For a secure and trustworthy edge intelli-
gence environment, a more secure solution is to be developed in 6G-IoT
networks [11].

12.3.2 Super Reliable and Ultra-low-Latency Network (SRULLN)

Wireless connections that interconnect AI and gadgets in cyber-physical
integration are analogous to the communication of data by the human
nervous system. An always consistent end-to-end (E2E) low latency ap-
pears to be a basic condition for actualizing services in real time and
is highly interactive. The desired E2E latency for 6G is about 1 ms or
less. With SRULLN, autonomous vehicular systems will be able to com-
municate information reliably among cars, infrastructure, and people.
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Integration of SRULLN into the smart grid is also a current application,
with the goal of replacing cable/fiber-based systems for real-time protec-
tion and management of dispersed grid lines and stations. Furthermore,
recent advances in AI that include deep learning and fast network control
using deep reinforcement learning algorithms make it the perfect tool for
analyzing latency and reliability to enable SRULLN in 6G-IoT [10, 12].

12.3.3 Extreme Coverage Communication Environment

In order to effectively enable future IoT applications, we need to have
incredibly broad coverage and ubiquitous connection. 6G is expected to
have an extreme coverage communication environment that can cover
space, air, ground, and underwater. The widespan coverage area helps
in the expansion of activity environments for humans and things, as well
as the development of innovative industries.

As a result, a cell-free, four major connectivity for 6G-IoT may be
constructed, with four tiers: space, air, underwater, and land. The areas
that can’t be served by terrestrial networks, space communication, pro-
vides wireless service via low earth orbit (LEO), geostationary earth or-
bit (GEO), and medium-earth orbit (MEO), or satellites, with an added
advantage that it is used to enable large-bandwidth space networks for
satellite–ground connectivity. Unmanned aerial vehicles (UAVs) serve as
mobile base stations, providing coverage and connection for inaccessi-
ble areas and simultaneously assisting public safety networks and emer-
gency circumstances where ultra-reliable and low-latency communication
(URLLC) is necessary. UAVs can also establish direct air–ground link-
ages for cooperative sensing and data transfer in 6G-IoT by integrating
with terrestrial base stations. Terrestrial communication seeks to pro-
vide wireless coverage and connection for human activities on the ground
by interconnecting physical base stations, computer servers, and mobile
devices. The THz band will be used in 6G-IoT to improve bandwidth ef-
ficiency and increase data rates, particularly in ultra-dense manets with
millions of users. Underwater IoT devices such as submarines participat-
ing in broad-sea and deep-sea operations provide underwater communi-
cation. The communication between the control hubs and underwater
IoT devices necessitates communication from both sides [9, 13].
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12.3.4 Ambient and Backscattered Communication

Wireless networks powered by ambient waves are potent to change
the IoT world, enabling unprecedented device downsizing and low-
maintenance distributions even in harsh locations. Recent improvements
in backscatter connectivity (BC) have enabled the use of electromagnetic
(EM) waves in IoT devices, generated by the plethora of wireless net-
works around us. BC decouples the creation of carrier signals from the
process of communication. As a result, the carrier may be produced by
an external device, and BC-enabled devices may absorb a portion of it
to become active, as well as regulate it on the fly, allowing data to be
attached to it. This significantly simplifies the BC-device hardware by
eliminating the requirement for a battery as well as the carrier-generating
circuitry. Ambient BC (aBC) offers great deployment adaptability by us-
ing ambient EM waves generated by various devices. Despite this, aBC
must contend with the intrinsically incoherent and chaotic nature of
ambient waves, resulting in inconsistent and unpredictable functioning.
Programmable wireless environments (PWEs), which were recently pro-
posed, may operate as natural enablers for stable aBC systems. PWEs
are E2E systems that turn the propagation of EM waves in space into a
software-defined and even a predictable process. An aBC device does not
generate radio frequency (RF) signals, according to the backscattering
paradigm. Rather, aBC networks are based on modified reflection of RF
waves arriving at the aBC device from external sources. The external RF
signal itself serves as the aBC device’s power source, which even the de-
vice simultaneously receives, harvests, and modifies for retransmission.
The lack of batteries and RF transmitters reduces the hardware of aBC
devices, allowing them to operate in extremely low-power conditions,
such as sub-10 mW [14, 15].

12.3.5 Highly Secure and Reliable Communication

6G systems are expected to face increased risks of assaults and threats
and achieving a high level of security in IoT networks is of great con-
cern. Maintaining data privacy in open systems, with the primary ex-
ample being vehicular data sharing, is a major concern. As an emerging
technology, blockchain is capable of providing novel solutions to success-
fully address privacy and security issues. The blockchain, in its most
basic form, is a distributed, immutable, and public database in which no
central authority is required to handle the data. Blockchains are charac-
terized as either public or private. A public blockchain enables anybody
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to conduct transactions and participate in decision-making. However,
private blockchains, on the other hand, are the approved networks main-
tained by a central institution. The approval to join a blockchain network
passes through a defined validation method. The blockchain has a variety
of desirable properties enabled by its working idea, including decentral-
ization, traceability, reliability, and integrity. These characteristics make
blockchain an attractive contender for security and privacy provision in
6G-IoT networks [11].

12.3.6 Terahertz Communication

The FCC of the United States suggests that frequencies higher than 5G,
such as 95 GHz to 3 THz, be examined for 6G. Even, in compared to
5G, a surprisingly large frequency bandwidth may be employed in such
high-frequency bands ranging from the top portion of the millimeter
wave band to the “terahertz wave” band, and extreme high data speeds
surpassing 100 Gbps are being investigated. It should be noted that, in
addition to cellular, WiFi, and Bluetooth, phones will incorporate other
modes of operation from numerous frequencies, with a vast quantity of
accessible bandwidth of up to many THz and a data rate of up to Tbps.
The technological study is required, such as advancements in RF device
technology and use based on the aforementioned new network topology.
Furthermore, when additional frequency bands, such as millimeter wave
and terahertz wave bands, are added to the present frequency band, very
large frequency bands will be used, in contrast to the past. As a result,
there appear to be many related study fields, such as optimizing the
selected application of multiple bands based on the application, reexam-
ining the frequency reuse method between cells, upgrading the duplexing
method in the uplink and downlink, and reexamining the low-frequency
band utilization method [3, 16].

12.4 IOT USE CASES AND LIKELIHOOD OF 6G WIRELESS
COMMUNICATION

Applications of 6G will be more diverse; few of the applications of 6G
for IoT are discussed below.

12.4.1 Extremely Low-Latency Healthcare System

6G will transform the healthcare industry by removing time and space
barriers through remote surgery and ensuring healthcare workflow
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optimizations. Aside from the high cost, the main limitation at the mo-
ment is the lack of real-time tactile feedback. Furthermore, the prolifera-
tion of eHealth services will put the ability to meet their stringent quality
of service (QoS) requirements, such as continuous connection availabil-
ity (99.99999 percent reliability), ultra-low latency (sub-ms), and mobil-
ity support, to the test. These key performance indicators (KPIs) will
be guaranteed by improved spectrum availability, paired with the ad-
vanced intelligence of 6G networks, as well as 5–10× gains in spectral
efficiency [9, 17].

12.4.2 Smart City

The enhanced characteristics of 6G will result in a considerable improve-
ment in life quality, intelligent monitoring, and automation, enabling
the faster construction of super-smart cities and households. A city is
considered smart when it is capable of operating intelligently and au-
tonomously by gathering and examining large amounts of data from a
variety of industries, ranging from urban planning to garbage collection,
in order to make effective use of public resources, improve the quality of
services provided to citizens, and reduce the operational costs of govern-
ment agencies. Cities will emerge smarter in 6G due to the use of smart
mobile devices, self-driving cars, and other technology. A smart home is
not only a residential or commercial structure outfitted with Internet-
connected smart devices that enable people to handle and track a variety
of appliances and systems from their smartphones, but it is also an intel-
lectual entity capable of making instantaneous and collective decisions.
People can also use their brains to handle light, heat, or multimedia en-
tertainment (brain–computer interfaces, BCI), or they can leave it all to
AI, which can study their activities and make their life safer and eas-
ier. Because of 6G, the smart home will become a reality. Given a large
number of sensors and intelligent terminals, building a smart city/home
offers substantial obstacles to 6G connectivity and coverage [6].

12.4.3 Enhanced Smart Industry

The Industry 4.0 revolution, which began with 5G and comprises the
digital transformation of manufacturing via cyber physical systems and
IoT services, will be realized fully with 6G. By removing the boundaries
that exist between the actual factory and the cyber computational envi-
ronment, Internet-based diagnostics, maintenance, operation, and direct
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machine communications will become more cost-effective, adaptable, and
efficient. Automation has unique communication requirements in terms
of consistency and isochronous connectivity, which 6G is well suited to
meet with its disruptive combination of technologies. For example, in-
dustrial control necessitates real-time operations with guaranteed s delay
jitter and Gbps peak data rates for AR/VR industrial applications (e.g.,
for training, inspection) [18, 19].

12.4.4 Enhanced Vehicular Internet of Things (VIoT) and Autonomous
Driving

6G technology advancements have greatly transformed VIoT networks,
revolutionizing intelligent transportation systems (ITSs). In 6G-based
VIoT networks, the research employs mMTCs to enable vehicle-to-
everything (V2X) connectivity for the communication of short vehicular
information payloads by a large number of vehicles without human in-
teraction. To do so, the peculiarities of V2X are exploited to achieve a
balance of reliability, latency, and scalability via a vehicle discovery ap-
proach in which a discovery entity at the sink collects information about
the vehicles’ proximity. As a result, signature properties such as time
slots and hash functions are tuned to optimize the discovery scheme,
with the goal of minimizing the false-positive probability when schedul-
ing radio resources for V2X data communications within the limited
spectrum budget. Data rate prediction in future 6G-based VIoT is a dif-
ficult task owing to the complex interdependencies between factors like
mobility, channels, and networking. Machine learning (ML) can be an
effective approach to mimicking the possible behavior of network-aided
throughput prediction in future 6G vehicular networks. To fully realize
the potential of vehicular intelligence in VIoT, edge intelligence func-
tions based on ML are integrated into road RUSs, which are capable of
estimating traffic volume and weather forecasts based on the aggregation
of local observations from vehicles.

Autonomous driving (AV) will play a crucial role in enhancing auto-
mobile quality, fuel efficiency, and the safety of roads in future intelligent
vehicular networks. 6G technologies are expected to open up new oppor-
tunities for addressing the stringent service requirements of AV appli-
cations for reliability and high-speed connectivity. Because each vehicle
is viewed as an entity with full control and recognition in the inter-
connected transport system, it is critical to explore the communication
performances of the vehicle-to-vehicle (V2V) networks in order to fully
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implement AV in the 6G. In this context, collaborative driving is enabled
through information sharing and vehicle coordination, and deep learning
(DL) can be a suitable solution for performing fast prediction of V2V
communication performance constraints for intelligent regulation of in-
tervehicle distances. Edge intelligence is also critical for delivering smart
functions at the network edge, such as RSUs for AV system control.
AV controllers, for example, can be hosted at edge servers coupled with
DL processors to process vehicular data for self-driving decision-making
and high-definition (HD) mapping for navigation. In addition, federated
learning (FL) can be utilized to provide coordinated learning and cen-
tralized vehicular communications between automobiles and edge servers
while maintaining user privacy and reducing network overheads incurred
by sharing raw data [20, 21].

12.4.5 Satellite Internet of Things (SIoT)

In the 6G technology for compressive IoT coverage, it is necessary to in-
tegrate satellite communications into existing wireless networks, offering
rise to a new domain known as SIoT. Satellites are partitioned into three
network tiers to provide worldwide services to terrestrial IoT consumers:
LEO, MEO and GEO. In comparison to LEO and MEO, the LEO system
has attracted more attention in 5G network generation research because
of its lower orbit height and ideal characteristics for IoT connections,
such as shorter communication delay and lower path loss. However, in
the 6G era, numerous satellites can be launched at hundreds of orbits
above the earth, allowing LEO systems authentically realize wide cov-
erage and greater efficiency through frequency reuse. Furthermore, it is
planned to establish intersatellite links to assure intersatellite communi-
cations based on THz bands, which can accommodate more satellites and
achieve higher link performances due to their much wider bandwidth, in
comparison to current spectrum resources in mmWave communication
and optical communication counterparts in the 5G era [22, 23]. Figure
12.3 shows how 6G-based satellite communication for IoT helps in full
coverage.

12.4.6 Haptic Communication

Currently, rehabilitation exercises do not have the capability of observ-
ing the patient’s motion and ensuring that they are completed correctly.
The use of a device with IoT capabilities enables the analysis of the



328 � 6G Wireless: The Communication Paradigm Beyond 2030

Figure 12.3 6G-based satellite communication.

reach of the motions, the force used, and the exercise completion. Us-
ing a range of procedures and assistive equipment, the major goal of
rehabilitation and therapy is to improve the extremities and prevent ad-
ditional disability. The inclusion of touch in the visual perception of an
object has a significant impact on how that object is perceived. Hap-
tics is an area of technology that interacts with computer applications
through touch and control. In a virtual environment, a person can sense
and move three-dimensional objects by utilizing a haptic controller. This
technology can detect texture, shape, and weight among other things.
Robotic-assisted therapy provides benefits such as a combo of visual
and tactile cues, the opportunity to track the patient’s development,
and better engagement and repetition of certain actions. Haptic devices
can provide tactile and kinetic sensations. Sensor and motor advances
have enabled the development of tiny, low-cost, high-performance devices
for human–machine interactions. For remote operations, we can employ
haptic devices to generate kinetic sense and faux experience in a virtual
world. Because they broaden the opportunity and target for remote pal-
pation or surgery in the medical area, as well as remote inspection for
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infrastructure maintenance, these services are effective in addressing a
number of societal challenges, such as rural depopulation [24, 25].

12.4.7 Robotics

Mobile robots can be included as entities in the new IoT paradigm, and
they can be beneficial for expanding sensing and manipulating capa-
bilities to remote regions where sensor networks are impractical. Much
research has been conducted in the field of indoor localization using in-
frastructure that is not internal to the navigating robot, such as wireless
networks, visible light communication (VLC), ultra-wideband (UWB)
technology, V2V communications, and infrastructure-to-vehicle (I2V)
communications. Outdoor localization is straightforward and can be per-
formed with high precision utilizing Global Positioning Systems (GPSs)
or independent cellular systems. Creating a navigation system that can
move smoothly between outside and interior locales, on the other hand, is
far more complex. It needs the deployment of a sophisticated perception
system made up of sensors of several modalities that work well in specific
situations, as well as the capability to discern which sensors provide the
most important information in the current circumstance [26, 27].

12.4.8 Internet of Bio-Nano-Things

Bio-Nano Things index: Bio-Nano Things are described as uniquely iden-
tifiable basic structural and functional units that operate and interact
in the biological environment within the purview of the Internet of Bio-
NanoThings (IoBNT). Bio-Nano Things are designed to perform behav-
iors and functions typical of embedded computer devices in the IoT,
such as actuation, processing, sensing, and interacting with one another.
Because they are formed from biological cells and enabled by synthetic
biology and nano technology. Intra-body sensing and actuation, in which
Bio-Nano Things within the human body work together to collect health-
related data, transfer it to an external healthcare provider over the Inter-
net, and execute commands from the same source, such as pharmaceu-
tical production and release. In Intra-body connection control Bio-Nano
Things would heal or prevent connectivity breakdowns between our in-
ternal organs, such as those based on the endocrine and neurological
systems, which are at the basis of many disorders. Environmental con-
trol and cleaning, in which Bio-Nano Things put in the environment,
such as a natural ecosystem, detect hazardous and polluting agents and
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work together to change these agents through bioremediation, such as
bacteria employed to clean up oil spills [28]

12.4.9 Augmented Reality and Virtual Reality

The ability of video-over-wireless, one of the highest data-hungry appli-
cations at the time, was unleashed by 4G networks. The growing pop-
ularity of multimedia services and streaming now justifies the deploy-
ment of the additional spectrum (mmWaves) to ensure greater capacity
in 5G. This multi-Gbps opportunity, on the other hand, is bringing in
new data-heavy applications rather than bi-dimensional audiovisual con-
tent: AR/VR development will be accelerated by 5G. The proliferation
of AR/VR applications, similar to video-over-wireless absorbed 4G net-
works, will deplete the 5G spectrum and necessitate a system capacity
greater than 1 Tbps, rather than the 20 Gbps target defined for 5G. Fur-
thermore, because AR/VR cannot be compressed to fulfill the latency
demands that enable real-time user engagement in the immersive envi-
ronment (coding and decoding take time), the per-user data throughput
must surpass Gbps, rather than the more relaxed 100 Mbps 5G target [7].

12.4.10 Holographic Telepresence (Teleportation)

The human urge to connect globally with increasing fidelity will face
considerable communication issues in 6G networks. The data rate re-
quirements for a 3D holographic display are as follows: 4.32 Tbps would
be required for a raw hologram with no compression, colors, full paral-
lax, and 30 frames per second. The required latency will be in the sub-
millisecond range, necessitating thousands of synchronized view angles
rather than the few required for VR/AR. Furthermore, to completely re-
alize a realistic remote experience, all five human senses will be digitized
and transported through future networks, raising the entire desired data
rate [29].

12.4.11 Smart Education/Training

6G wireless networks will enhance smart education/training because
breakthroughs like holographic communications, five-sense communica-
tions, high-quality VR/AR, mobile-edge computing, and AI will assist in
the development of smart education/training systems. Using the afore-
mentioned methodologies allows students to study buildings and designs
in 3-D form and even be lectured by a famous teacher from a remote
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location, resulting in immersive and interactive online education. Tra-
ditional training methods enable students to recall more information,
decrease costs, and avoid being in risky locations by demonstrating pro-
cesses (live) through holography and engaging with objects or other
teachers. 6G can also aid in the development of smart classes, in which
data is gathered by sensors and delivered to clouds or edge clouds for
analysis. The findings can then be used to improve educational quality
and interact with students more effectively [6].

12.5 SECURITY AND PRIVACY IN 6G FOR IOT

Enterprises and communities will benefit from 6G technology in the
2030s by providing high-secure and reliable network connectivity. Mobile
data is expected to expand to 5016 EBpm by 2030, as per a research done
by the International Telecommunication Union (ITU). Also the number
of worldwide mobile users is expected to reach 13.8 billion by 2025 and
17.1 billion by 2030, according to estimates. Big data is created by enor-
mous IoT devices, which may include sensitive or private information.
It is vital to use data from IoT devices in an adequate way to avoid the
disclosure of user personal data without the users’ permission. Current
techniques for guaranteeing privacy, security, and information manage-
ment rely significantly on the supervision of third-party entities, several
of which end users can entirely believe. 6G wireless communication is
thought to enhance the future of a highly linked data-dependent society
through the full automation of all forms of wireless networks extended
over space, ground, air, and undersea. The key advantage of 6G tech-
nology is its ability to handle enormous amounts of data effectively and
give exceptional bandwidth per device. Blockchain is ideal for enormous
IoT because it improves interoperability, dependability, security, privacy,
and scalability with its inherent superior qualities, such as cryptographic
security, decentralized consensus, trust-less system, distributed nature,
and nonrepudiation.

There are various benefits of combining blockchain with IoT. All net-
work activities may be recorded as blockchain transactions, resulting in
distributed system management. All activities will be verified without
the need for a third party, which is more cost effective. A chronologi-
cal timestamp in each data block preserved in a blockchain will ensure
data traceability. The security of IoT data is ensured by blockchains’ in-
built asymmetric encryption techniques, hash functions, and digital sig-
natures. The privacy and security of enormous IoT will be maintained in
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this way. Interoperability across different IoT platforms can be achieved
by having a blockchain-composite layer on the top of an overlay point-
to-point network with uniform access to different systems by providing
a unified authorization mechanism, authentication, and billing system.
However, blockchain requires a lot of resources in terms of processing,
transmission, and caching for block formation, verification, ledger stor-
age, and node consensus. It is necessary to examine how to assure the
benefits of implementing blockchain into IoT [30].

12.6 RESEARCH CHALLENGES AND FUTURE DIRECTION

Main research challenges for the implementation of 6G are discussed
below.

12.6.1 Energy Efficiency in 6G-IoT

How to attain high energy efficiency in future 6G-based IoT systems
will be a major challenge. To ensure network operations, data commu-
nications and service delivery services, such as vehicular data sharing
in autonomous vehicles and packet delivery in space with UAV com-
munications, necessitate large energy resources. Furthermore, each base
station in wireless cellular networks typically uses 2.5 kW to 4 kW, im-
plying that the establishment of vast 6G-IoT networks with hundreds
of stations leads in massive energy consumption, which increases carbon
emissions. To achieve green 6G-IoT networks, it is necessary to design
energy-efficient communication protocols through optimization.

IoT systems may harvest power from atmospheric environments, such
as thermal power, vibration, wind, and sun, to provide their transmis-
sions and processing services, and energy harvesting approaches to har-
ness renewable energy resources would be highly valuable to construct
green 6G-IoT systems. A solar energy harvesting solution, for example,
is being considered for harvesting Internet of Things (HIoT) networks,
in which implantable sensors can harvest solar power from sunlight to
serve sensory data transmissions via a Bluetooth low-energy module in
a translucent silicon housing for HIoT-based healthcare monitoring. Ex-
periments are carried out using a wireless-embedded sensor prototype
with a solar panel and AP that runs for 10 minutes, demonstrating
steady energy harvesting while extending the lifetime of the HIoT-based
healthcare system. Future researchers should look at energy efficiency is-
sues in 6G-IoT networks at higher elevations, such as satellite networks
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with base stations and flying devices, where energy harvesting is reliant
on device trajectories and ambient surroundings [31, 32].

12.6.2 Hardware Constraints of IoT Devices

Another potential problem in communications and computations in 6G-
based IoT networks is the hardware constraint of IoT devices. Embedded
sensors and mobile devices, for example, should be able to simultaneously
run smart AI functions to achieve edge intelligence and implement data
transfer with URLLC in intelligent 6G-based healthcare. Certain IoT
sensors are unable to match the required computational needs due to
hardware, memory, and power limits. Communication overhead is also
incurred when data is exchanged between IoT sensors and the network
server, which increases as task sizes grow. As a result, new hardware
design for future smart and powerful IoT devices is required. A software-
based DL accelerator, for example, might be used to enable data training
on mobile sensor devices. The basic concept is to leverage a collection
of diverse processors (e.g., graphic processing units (GPUs)), with each
computing unit utilizing various computational resources for handling
different evaluation phases of DL models. Using different approaches,
deep architectural decomposition and layer compression tried to opti-
mize the hardware utilization for data training without losing accuracy.
Further research is required to deliver hardware-based AI training solu-
tions on nano IoT devices and integrated wearables in future intelligent
6G IoT networks, such as intelligently enhanced life assistance services.

As a result, risk mitigation must be taken into account in particular
to provide high levels of security and privacy for 6G-IoT. By creating
composition theorems with advanced mathematical answers, perturba-
tion techniques such as differential privacy or dummy can be used to
protect training datasets against data breaches in edge intelligence-based
6G-IoT networks. Differential privacy, for example, is achieved by intro-
ducing artificial noise (e.g., Gaussian noise) to the gradients of neural
network (NN) layers in order to shield training data and buried per-
sonal information from external attacks while ensuring convergence. An
innovative privacy-preserving data aggregation mechanism is also imple-
mented into the fog computing architecture to meet differential privacy
in the sense that the aggregation results are near to the actual find-
ings, but attackers cannot extract the ground truth in the shared gradi-
ents. Under various privacy budget settings, differential privacy aids in
achieving a six percent higher information security degree than standard
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Laplace differential privacy approaches, according to implementation re-
sults. However, the use of differential privacy comes at the cost of a
reduction in training quality. It is suggested that in the future, accuracy-
aware differential privacy designs will be developed to achieve a balance
between privacy protection and training quality [33, 34].

12.6.3 Security and Privacy Challenges in 6G-IoT

The 6G technology implementation will transform IoT networks and ser-
vices with various network advantages such as huge wireless coverage,
ultra-low latency and extreme reliability. Furthermore, vulnerabilities
associated with wireless interface attacks, such as integrity at comput-
ing units/servers, threats to access network architectural integrity, and
denial of service (DoS) to software and data centers, may make 6G incor-
poration into IoT networks troublesome. In massive IoT access networks,
such as the heterogeneity of IoT devices and access mechanisms, as well
as massive device connectivity, provide additional security problems, as
handover from one technology to another increase the risk of attacks. As
the number of connections between devices and computational nodes in
the network periphery expands, eavesdropping attacks, spoofing attacks,
and DoS attacks become viable in data transmission and management
systems. Additionally, AI capabilities can be implemented at dispersed
edge nodes to actualize smart 6G-IoT networks, where data training in
a spectrum access system can be controlled by adding fake signals or
adjusting parameters. As a result, a hostile attack can use a large por-
tion of the spectrum illegally by denying it to other users. Attackers can
also take advantage of AI functions’ dispersed information training na-
ture and dependency on edge computing to launch various assaults, such
as malicious data injection, spoofing, and data poisoning, which have a
detrimental influence on AI function training outputs in intelligent 6G-
IoT systems. Edge intelligence may also be vulnerable to security threats
since AI functions are distributed at the network edge, where assaults
can deploy data breaches or alterations, while remote 6G core network
controller management is constrained. Furthermore, data privacy leakage
induced by other parties and adversaries during information communi-
cation between satellite base stations, UAVs, and terrestrial IoT users
can obstruct the implementation of satellite-UAV-IoT communications
over untrustworthy settings in air [35, 36].
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12.6.4 Standard Specifications for 6G-IoT

With sophisticated wireless networking features, 6G technologies have
the ability to change the picture of IoT markets and reinvent IoT ecosys-
tems. The creation of 6G-IoT systems, on the other hand, necessitates
the engagement of all interested parties, including customers, service
providers, and network operators. The shortage of quality system may
impede the implementation of 6G features and technologies in client IoT
systems. Furthermore, the advent of vertical 6G-IoT use cases in future
intelligent networks necessitates considerable design changes to exist-
ing mobile networks in order to handle a varied range of rigorous needs
at the same time (e.g., e-healthcare, self-driving, etc.). Due to the de-
pendency on other critical services such as computing and 6G server-IoT
unit communication protocols in such a scenario, network standards play
a vital role in deploying 6G-IoT ecosystems on a broad scale. MODBUS
is a popular protocol that is used to connect computer servers, indus-
trial electrical devices, and sensor devices in IoT contexts. MODBUS is
built on a number of enabling protocols, including TCP/IP, UDP, and
remote terminal unit (RTU). It is based on mesh networking topolo-
gies and can provide corporate communications as well as supervisory
control over industrial radio bands The European Telecommunications
Standards Institute’s Industry Specification Group recently released the
campaign called ETSI Multi-access Edge Computing, which aims to en-
hance seamlessly edge computing and communication frameworks for
incorporating different edge-based IoT applications originating from ex-
ternal and service providers in future WiFi networks. This would make
it easier to provide IoT services like video analytics, AR, data caching,
and content distribution. In the nearish future, interested parties should
focus their efforts on developing new standard specifications for new
space-air-ground-underwater communications, such as new IoT satellite
IoT communications, which will be critical for the future deployment
of new commercial IoT applications such as space travel and deep-sea
marine services [37, 38].

12.7 CONCLUSION

Due to the appealing features of 6G compared to previous generations
of wireless networks, it has recently ignited a considerable interest in
both academics and industry. We begin by introducing some of the most
basic 6G technologies that will power future IOT networks. Further, we
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will discuss the possibility and scope of 6G for IOT use cases for several
key domains that include healthcare, smart city, smart industry, smart
transport that includes unmanned and autonomous driving and SIoT. In
healthcare IoT, it will enable remote monitoring, evaluation, and treat-
ment of patients. In industrial IoT, manufacturing and industrial pro-
cesses are enhanced using smart sensors and actuators. AV enables users
to perceive the surroundings using on-board sensors. SIoT gives remote
access to all those objects and things which are virtually inaccessible.
The security and privacy concerns in 6G will be viewed vis-à-vis the
5G security protocols. Finally, we highlight research challenges and the
potential directions for future research in this promising area. 6G-IoT
systems and services are still in their early stages of development. As a
result, 6G is expected to change present IoT network systems and deliver
a new quality of service and user experience in future developments.
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