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Editorial
Denis CALETA! and Vesela RADOVI(C?

The world in which we live today is becoming more and more complex, both from
the viewpoint of ensuring security as well as of the strong dependence of the social
community on technology, which is represented by so-called critical infrastructure.
We are surrounded by a dynamic security environment in which we witness various
security threats and risks - which even yesterday still seemed marginal. International
terrorism is much overlooked and represents one of the most important threats for a
normal functioning of the modern democratic society and its values. In the period after
the terrorist attack in the United States of America (USA) we have witnessed the so-
called anti-terrorism war, which has not managed to eliminate or lessen the reasons for
emerging and establishing new terrorist networks.

When these factors are put into the context of the development of modern
technology, we can see that the provision of security against terrorist threats is
extremely difficult. Despite the efforts of national security entities in the national and
international context, terrorist threats are not completely preventable. This means that
it is necessary to prepare the functioning of the system, starting from the wider social
community response to the occurrence of a terrorist attack, to an extent that it will
quickly and effectively operate even in this type of crisis.

The coordination of authorities and services responsible for the first response in the
event of a terrorist act is one basic requirement, which can significantly contribute to a
more effective response and reduction of adverse effects. Of course, the economic and
financial crisis puts us all in the position that would in the long term entail a reduction
of resources for the functioning of the national security system and thus less efficient
functioning of those parts of the system that are designed to respond to crisis first. On
the other hand, every crisis can be an opportunity to achieve a more rational look at the
system as a whole and critically define the role of each individual segment. Through
a thorough analysis of national security systems, conducted after 11 September 2001,
the main findings were primarily focused on the lack of coordination, duplication of
responsibilities, non-systemic approaches and the capability development in the field
of countering complex threats, which certainly include international terrorism. A few
steps towards improving coordination and concerted action have definitely been done,
but still not enough.

Due to rapidly changing environment and related forms of individual threats, which
are increasingly moving into the cyber environment, the national security systems,
which in many cases are burdened with bureaucratic approaches to changes, face great
difficulties in monitoring this dynamics. In this respect, the largest problem lies in the
countries which have luckily not yet been submitted to major terrorist threats, but are,
due to this virtual safety, responding to terrorist risk much slower than other countries.
In a mutually interdependent environment this can become a serious problem, since

'Dr. Denis Caleta, Institute for Corporative Security Studies, Ljubljana, Slovenia, e-mail:
denis.caleta@ics-institut.si.

2Dr. Vesela Radovi¢, Faculty of Applied Security, University Educons, Serbia, e-mail:
veselaradovic@yahoo.com.
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international terrorism knows no borders and in such environments, it benefits from
exploiting the lack of system control measures. In the international community, it has
long been recognized that an effective system of international response to terrorist
threats can only be successful as much as individual countries, including those less
well prepared. From this perspective, the above-mentioned crisis can be considered
an advantage, in the sense that we are forced to respond more rationally to the
structuring of the national security system and thus eliminate barriers of cooperation
between line ministries, which just yesterday seemed insurmountable. The realization
that the bodies of national security system are no longer a sufficient condition for a
successful functioning of the counter-terrorism system is also strongly enforced. This
process certainly requires the inclusion and participation of other non-state actors,
which are developed in the framework of private and corporate security sector. To
respond effectively to terrorist threats, it is important to mobilize a comprehensive
range of levers, not necessarily of state character. The development of public and
private partnerships is increasingly penetrating even to the area of security, thus these
processes need to be seriously taken into account in building a stronger and more
efficient system. If, however, this framework includes threats by individual terrorist
groups to use the means of mass destruction, we see that effective participation of
the full range of bodies and organizations is the key factor, which in the phase after a
terrorist act, sufficiently maintains the effects of such an act at an acceptable level. Of
course, there is always a dilemma, which is the acceptable level of risk management,
because every human life is invaluable. However, as a suitable level one should look
for a critical point that has to be attained for the society to establish normal functioning
as soon as possible, despite a crisis situation.

Terrorist attacks do not only cause material damage; their effect is especially
problematic from a psychological perspective. From this perspective, an effective
system of responding to terrorist threats should not only include initial emergency
measures to reduce damage to property and protect human lives, but should continue
through later stages of managing post-traumatic disorders of individuals in a wider
social environment. With the development of information and other technologies,
the society has become complex and vulnerable. We live in an increasingly high-risk
society. The positive aspects of development also bring several strongly negative
consequences that can, in their extreme form, present an increasing threat to individual,
national or international security. The remarkable development of technology has
certainly facilitated progress in all segments of the functioning of the society. However,
on the other hand, the dependence of the society on the functioning of technological
systems is strong; a minor system malfunction might have important consequences for
the functioning of the society. For this reason, the reliance on the functioning of this
infrastructure has obvious direct and indirect impacts on its threat and represents a
tempting target for international terrorist operations.

Due to the obvious interdependence, terrorist operations, which used to have
local dimensions in the past, are now taking on new regional and global dimensions.
The complexity of international relations and the functioning of the international
system make national security systems interact with the regional and international
environment. In fact, contemporary terrorism has helped the regional community
recognize it as a regional phenomenon that requires regional response at different
levels. Since terrorist activities are not confined to national borders, the international
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community can fight terrorism effectively only with the improvement of measures
in the area of cooperation, organisation, solidarity between countries, initiatives
combining different strategies and mechanisms, and specifically with an increased
exchange of information that are important for countering this regional problem. That
was one of the main goals of this NATO Advanced Research Workshop ”"Managing
Terrorism Threats to Critical Infrastructure — Challenges for South Eastern Europe®,
which was held in Belgrade, Serbia in 2014. The participants from fifteen NATO and
partner countries and three international organisations had the opportunity to share
their knowledge and experiences on the future improvement of critical infrastructure
protection from various terrorist threats. At the same time a collaborative link between
scientists and specialists in the region was created. This network of stakeholders will
foster further collaborations and the exchange of ideas regarding critical infrastructure
protection from terrorist attacks.

In this book, we presented and pointed out authors’ main dilemmas and challenges
that might influence the process of managing terrorist threats in the region of SEE. It
also helps uncover a part of challenges which the complex security environment with
its threats brings to the subjects of national, regional, as well as international security
in South Eastern Europe.

In the end Editors, on their behalf and on the behalf of all authors, express their deep
gratitude to NATO Emerging Security Challenges Division for the moral professional
and financial support, which made possible organization of this event. The Editors
wish to acknowledge with appreciation the assistance of Dr. Iztok Podbregar and Dr.
Anita Peresin in reviewing the manuscripts for this publication.

Dr. Denis Caleta
Institute for Corporative Security Studies

Dr. Vesela Radovié¢
Faculty of Applied Security, University Educons
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Contemporary Aspects in Critical
Infrastructure Protection and
Combating Terrorism
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@ Military Service for Security and Intelligence,
Ministry of Defense, Republic of Macedonia
b Military Academy, “General Mihailo Apostolski”, Skopje, Associated
member of the University “Goce Delcev”-Stip, Republic of Macedonia

Abstract. The paper points out the specific challenges of possible appearances,
threats, risks and dangers to critical infrastructure caused by the activities of modern
terrorism. Sensitivity and protection of networks and systems at the national level
is priority for national security and the basics on prevention and coordination of
measures and activities between the security services. Modern terrorism knows no
borders, regions, states. It is focused on critical infrastructure, whose damage or
destruction accelerates the motivation for achieving goals. Targets are: pipelines,
telecommunications, information technology, financial systems, social, economic,
industrial, medical and other important segments of the society, where important
preventive roles have not only national, but also international actors and institutions,
the European Union, NATO, OSCE, INTERPOL. The new millenium has shown
that there is no country that is completely safe and protected from modern forms
of asymmetrical threats. The World is “bombarded” with information on a daily
basis about events that create feelings of insecurity, fear, threat and danger. Critical
infrastructure have become the target of new forms of terrorist threats, known as
cyber-terrorism, bio-terrorism, eco-terrorism, nuclear-terrorism and others. This
suggests opportunities and the increasing effects of terrorist threats that are more
difficultly controlled and managed. Republic of Macedonia follows the efforts of the
international community in preventing and countering activities of modern terrorism.
Besides participation in NATO operations for the establishment and provision of
peace and security in crisis regions worldwide, national security structures have an
important role in protecting national critical infrastructure. Contemporary aspects
of prevention and protection in society are the basis for establishing, monitoring,
detecting, preventing and managing the potential threats directed against critical
infrastructure. Besides this, the paper contributes to defining the measures, activities
and functions of state authorities in preventive action and combating modern
terrorism aimed at social goods, critical infrastructure and security of society as a
whole.

Keywords. critical infrastructure, terrorism, threats, prevention, security, risk
managing

Introduction

This paper is a research of the organization and protection of system for crisis management
of Republic of Macedonia, regarding the protection of critical infrastructure and the

! Corresponding Author: Dr. Ferdinand Odzakov, Military Service for Security and Intelligence, Ministry
of Defense, Republic of Macedonia, e-mail: odzakov@hotmail.com
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comparison of it with crisis management in European countries and the European Union
in general. The publication gives instructions and directs experts to perception, access,
prevention, legal norms, measures and activities, development and perspectives on
organization and functioning of the system under the existing conditions and opportunities.
The authors’ basic assumptions of the research are conducted using scientific methods
from different areas, gaining model that could meet the challenges, risks and threats
aimed at critical infrastructure, thus improving national security. The results of the
research methods and techniques, suggest the need for a combined approach to critical
infrastructure protection and countering terrorism, with precisely defined measures for
prevention and early detection, with rational deployment of the available forces and
means of security and protection of crisis management system departmentally created
primarily by government institutions, with the support of non-governmental and private
organizations self-organized society entities. This paper aims to identify the security
dilemmas that arise in the realization of the multi-disciplinary implementation of security
measures and activities, through identifying the impact of global security events and
challenges and their implications for achieving internal security policy. The model of the
contemporary aspects of the critical infrastructure’s protection and countering terrorism
is based on positions and settings of the Constitution of the Republic of Macedonia, as
well as strategic documents that guide the national security and defense, and analyzed
throughout the research process.

1. “Critical infrastructure" — divergences, dilemmas and multi-discipline

The term “critical infrastructure” is basis for discussion development at many scientific
conferences, expert meetings, even international governmental and non-governmental
organizations. The challenge of the term complexity is challenge of time, threats,
endangering and violence of security and peace worldwide. One can barely find
intelligence or security assessments, reports, analysis or attempts to define terrorism,
where there is no connection to infrastructure. There are many dilemmas, and it is the
complexity of critical infrastructure protection that makes the problem multi-discipline.
What does “critical infrastructure” mean? When approaching the problem at national
level, contemporary democracies under “critical infrastructure” understand:

»  Germany: organization or facilities of high importance, that if damaged would
cause lack of material, disorders and other consequences [1];

*  United Kingdom: assets, services and systems that support economical, political
and social life of the UK, that if damaged would cause loss of lives, violation
of economic stability, important consequences in social life and concerned
national government [2];

*  USA: systems and assets of vital importance for the USA, that if damaged would
have weakening effects on security, economy, public health, or combination of
the aforementioned [3];

*  Netherlands: products, services and processes that if threatened or failed would
cause serious social violations (casualties, economic damage etc.) [4];

e Canada: physical and information technology, assets, networks and services ,
that if cut or destroyed would cause serious consequences on health, security or
economic well — being , and functioning on government and its institutions [5];



F. Odzakov and M. Dojcinovski / Contemporary Aspects in Critical Infrastructure Protection 5

*  Australia: physical capacities, supply chains, information technologies and
communications network, that if damaged, degraded or became unavailable
for use for a longer period, would substantially interfere social and economic
wee-being and would cause alert for activation of national defense, in order to
establish national security [6].

“Critical infrastructure” refers to networks and systems that a nation demands to
function properly, and actually, figuratively stated represent economic, social, and political
“backbone of the state” [7]. This critical infrastructure includes first of all electricity
production systems and its transfer, water and sanitary capacities, financial systems,
information networks and systems, capacities for the production and transportation of
food, industrial capacities, medical facilities, not to neglect trade and transportation
facilities, since they represent blood systems of a state [8].

Divergence in critical infrastructure concepts differs from many aspects, first of all
from national interest, security policy objectives, security and defense development,
approach towards the implementation of international interest, cooperation at bilateral
and multilateral levels, etc. By defining the concept within national security institutions
and their governments, they attempt identify and align national recourses that could
represent critical infrastructure, or part of it. In the USA and Europe, there is tendency
to differentiate systems and processes in different areas. One of the group resources that
is critical infrastructure upon which societies and existence are based, refer to: financial
system (including banking); energy system, telecommunications; oil and oil products
(their logistics and transportation); industrial and transportation branch; governmental
services and systems and emergency services systems; security and fire services [9].
Another group of resources that completes the implementation of the national interest
and security policy is: agricultural sector (agriculture, water, and food), public health,
chemical and other hazard substances, postal services and deliveries, supply of materials
[10]. In general, the term “critical infrastructure” is used to describe assets of importance
for essential functioning of a state [11].

The rapid development of information science and technology (communication
and information systems and the Internet) is extremely important aspect for critical
infrastructure protection). Criticality in information technology is challenge of interest
in data transferring, financial transfers, electronic payments and banking, at national,
regional and global level. In a time of turbulent development of information technology,
more attention is paid to fourth generation threats (asymmetric threats), cyber—terrorism
threats or the “infection” of computing networks with viruses to disable normal functioning
and unauthorized access for use of sensitive, secret and confidential information [12].

The number of “information experts” hired for needs of terrorist, criminal
organizations and intelligence services worldwide is increasing, aiming penetration in
computing system of financial institutions (banks first of all) and state institution sites
(ministries of interior, defense, security and intelligence services) and others.

Protection of social and economic elements of infrastructure of systems and their
functions are not only important to state institutions and their installations. Security
dilemmas in critical infrastructure protection may appear in private sector that enables
partnership in accomplishing missions and tasks. Significant outages, damage or
destruction of systems supporting critical infrastructure, may bring to huge scale
consequences and damages in different zones of interest. Such crises can lead to a
reduction of power inefficiency and critical infrastructure [13].
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2. Impact of global changes and terrorism against critical infrastructure

It is considered that there is no society that can fully protect its infrastructure from
fourth generation wars. In the US National Strategy for Physical Protection of Critical
Infrastructure and Key Assets [14], new key elements are being identified and state
bodies that belong to the program for infrastructure protection, including the department
of national security, departments of defense and the interior, the department of energy,
the department of justice and governmental agencies that implement national security
policy (USA Ceritical Infrastructure as follows: Sector for food and agriculture 1,912,000,
farms 87,000 and plantations , water supply covers 1,800 and 1,600 federal reservoirs
water supply local facilities, public health concerns of 5,800 registered hospitals . The
base industry, participating in defense system 250,000 companies and 215 industries,
and telecommunications uses 2 billion miles different cables. The energy sector holds
around 2,800 power stations and about 300,000 buildings in the area of production of oil
and gas. In the area of transport there are 5,000 public airports, 120,000 miles of roads,
590,000 bridges, pipeline 2,000,000 miles, 300 ports and so on. Financial institutions
cover about 26,000 institutions; insurance, chemical industry uses 66,000 facilities.
National icons and monuments, total 5,800. Nuclear facilities counted about 104, with
about 80,000 dams).

Guided by assessments of security threat and vulnerability, the EU in 2003 passed a
security strategy which required member states to introduce crisis management systems,
while in 2004 developed a strategy for critical infrastructure protection that further
produced a document “Protection of critical infrastructure in combating terrorism”. This
publication improved European security in the domain of prevention, preparedness and
response to terrorist attacks against capacities and infrastructure of EU member states.
Applying the principle that treats preventive measures as efficient to extent that provides
protection to the weakest recourses [15], the EU defined critical infrastructure in terms
of energy, information and communication technologies, water, food, finances, civil
government, public and legal systems, security, transportation system, chemical and
nuclear facilities cosmos and scientific research.
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Tablel. Country, facilities and strategic documents regarding infrastructure

Country Critical infrastructure (facilities) Type of document
Energy, financial and banking system,
USA telecommunications, gas, water supply, Strategy
transportation, industry, government bodies
Energy, information and communication
technologies, water, food, finances, civil
EU government, public and legal systems, security, Strategy
transportation system, chemical and nuclear
facilities cosmos and scientific research
Power supply, public health, food, information and
communication technologies, emergency cases and
Germany rescue, transportation, government organizations, Strategy
water supply, finance, insurance business, media
and cultural heritage
Emergency services, communications, energy Separate strategic
United Kingdom sector, finance, government institutions, water, (sectoral)
food, transportation, health legislation
Petroleum, petroleum products and gas, water,
Serbia electricity, radio active and othfzr dangerous and Law on emergency
hazard substances, transport, science, culture and situations
arts, public facilities
Critical National Infrastructure (trade, energy,
Croatia communication and information systems, ﬁn.ance, Strategy
banking system, health care, food, water), climate
changes and environmental disruption
Slovenia Economy, health, security, social welfare Resolution

Throughout the literature, one can see that countries approach critical infrastructure
protection differently. To the largest extent this depends on threat assessments and their
intensity, but it also depends on state sustainable and vital interests. In Review number 1
(countries, facilities, and strategic documents), one can see that a large part of European
countries and the USA, even the Balkan states, consider energy and energy system or
facility/area of national interest related to economy, telecommunication systems, trade,
power etc, to be object of critical infrastructure [16]. This comparative review of critical
infrastructure identifies the major areas in the field of social and economic life. Basically,
different approaches to the definition of critical infrastructure reveal elements belonging
to the protection of vital and important interests of national security.

Global change consequences. Protection of critical infrastructure goes along with
development of societies that as part of international community depend on global
changes and their consequences. The last two decades have been a period of transition
in many societies that came to manifest the internal and external forms of threat, and
asymmetric threats (modern terrorism, extremism, organized crime, proliferation
of weapons and the threat of weapons of mass destruction) and others. They caused
economic and military crises in several continents and regions. As a consequence of
scientific and technological development and advancement of the modern world, global
changes have contributed to the dreadful disorder of planetary peace and stability and
the polarization of the world. Many international governmental and non-governmental
organizations, humanitarian organizations, scholars, experts and many others point out
threats to critical infrastructure from natural disasters such as earthquakes, volcanoes,
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floods, fires, typhoons and other natural phenomena, thought to be result global
disturbances caused by humans [17]. Human activity does not end with announcements
of self-destruction caused by the violation of natural laws, exploitation and destruction
of the environment, the ruthless exploitation of natural resources, the development of
new technological breakthroughs, global development in the field of economy, industry,
computer science, electrical engineering, scientific experiments, the spread of infectious
diseases and so on. It emphasized a desire for economic prosperity, rapid enrichment
and providing long-term life existence, the emergence of economic crimes, changing the
ideological matrix, inter-cultural and mass emigration, the fragmentation of nations and
ethnic groups, religious and national confrontation, corruption, urban crime, murders,
and societies’ criminalization [18].

The effects of globalization have led to a global economic crisis, felt most among
middle-income and developing countries and regions. As a result of the slow and
ineffective response to global threats and already existing regional and global crises,
5,000,000 people each year are in exile, over 600,000 people die, 10-11,000,000 become
poor, about 25 million people are displaced through world for different reasons and about
5,000 people are killed each year with weapons [19], not counting the daily suicide
attacks around the world, recognized as the “new face of terrorism™ [20]. There are
concerning findings that according Persons Peace Center [21], pointing that every 15th
person in the world is in possession of illegal weapons and the younger control seniors
in behavior, money, weapons and more. Global changes and developments since 2001,
when U.S. security was threatened, symbolically marked the period of modern terrorism
and the threats of weapons of mass destruction, as threats against critical infrastructure
of countries, and new internal problems expressed in the region of the Soviet Union,
Central and Eastern Europe, the crisis in the Gulf and Middle East [22].

The impact of terrorism on critical infrastructure. Internal problems of societies are
influenced by many factors such as poverty; economic stagnation; the unequal distribution
of resources; discrimination; oppression of smaller ethnic groups; refugee crises; social
injustice and other [23]. Such systems’ dissolution, dragged backwards certain countries,
which on other hand generates larger volumes of crises, and the idea of global terrorism
gets their potential allies in terms of recruiting people for terrorism, terrorist logistics,
facilitating transit through certain areas, funding paramilitary formations and so on, by
which weakened regions allowed separatist movements to get growing. Terrorism has
not only become a serious threat, but contributed to the emergence of new challenges
and threats. It is estimated that a large percentage of the transition countries in Southeast
Europe does not fully control its territories, allowing exactly those areas to carry out
activities in support of terrorism (preparation for firing, illegal border crossing, creating
corridors and routes, smuggling of people, drugs and weapons, and others).

Certain forms of terrorism (blackmail, attacks, abductions, organized crime, murder,
arson, suicide attacks), result from the practice of “aristocratic rule,” which is associated
with corrupted behavior by disabling or avoiding acceptance of democratic processes and
observance of fundamental human rights without respecting the basic principles of civil
society. This becomes a recognizable and synonymous way of maintaining their own
positions. Ineffective governance is still the main culprit for inducing affairs, spreading
misinformation, misjudgment, conspiracy against individuals or groups, the support of
individuals and criminal uncontrolled armed groups and even paramilitary formations.
Thearistocratic mode of operation affects the creation of “controlled instability” in order
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to accomplish its goals, creating profit, obtaining wealth and utilization of their own
position.

One of the goals of modern terrorism is the desire to create new (one-nation-states).
Armed forces sometimes are used not to disable a potential opponent, but to crowd people
into a state or the region [24]. In this context, the impact of terrorism on the development
of certain regions brings to divergences in the behavior of religions, and acceptance
of extreme behavior. Terrorism as deviance is dispersed in various directions, with or
without the possibility of his opposition. The cconnection of terrorism with threats from
the proliferation of weapons of mass destruction is the greatest threat to the world and
challenge for national and collective security systems. The presence of suspected weapons
is mostly with unconfirmed origin. It is often pointed out that the black market offers the
most sophisticated military equipment and material and technical devices with origin
and characteristics of world class manufacturers. Revolution in military potential “gains
importance,” with the rapid expansion of the desire of possessing weapons, which in
turn reduces safety and peace. Thus enabling the creation and support of armed conflicts
feeling threat to their own survival. Threats come from the desire for appropriation of
territories “taking destiny into their own hands”, motivated by nationalistic motives,
the desire for “proof” and many worldwide unacceptable and insufficiently explained
reasons.

The international community sometimes loses the connection and collaboration with
the limited capabilities of government institutions, as a result of the activities of the
criminal-terrorist organizations and groups [25]. In all this untimely intervention leads
to the emergence of the law of force, weapons, theory of groups, social-sociological
syndrome and loss of consciousness, degradation of state mechanisms, losing confidence,
continuing with “business” smuggling of arms, drugs, people and alike. The wide range
of current and political crises at the global level is a risk or threat to initiate a larger
war. Military conflicts and crises around the world create lasting regional crises with
uncertainty over the possible consequences. The new millennium is marked by bloodshed
and the international community requires appropriate solutions.

3. »Critical infrastructure« in the national documents of the Republic of Macedonia

Assessments of states’ national security come from various forms of threat (internal,
external, armed, unarmed, and combined) and are aided by political, security, economic,
social, environmental, military, educational and other reasons. Threats to critical
infrastructure, impacts or consequences are derived from a position of strength, combined
with other actions, potentially disturbing the peace and safety. Determining the critical
infrastructure is regulated differently in different states. Republic of Macedonia in several
strategic documents, laws and regulations, specifies the subjects, objects, processes and
infrastructure important to national security.

The Concept of National Security and Defense of the Republic of Macedonia
is a strategic document that implements the basics of the Constitution of Republic
of Macedonia [26], defines the purposes of managing national security policy, and
implements the provisions of the documents and settings that treat areas of security
and defense [27]. Through defining the objectives of the National Security Policy, the
National Concept on Security and Defense, defines interests, highlighting permanent
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as most important, by protecting sovereignty, territorial integrity and safeguarding the
independence of the Republic of Macedonia.

The protection of “vital infrastructure” and the resources of the Republic of
Macedonia are part of the vital interests that develop the security situation and create
better living conditions for the citizens, the state and society. The importance of critical
infrastructure protection is present through other settings of the National Concept on
Security and Defense in the area of vital interests, especially in the protection and
promotion of peace and security, life, health, property and personal safety of the citizens
of the Republic of Macedonia.

Important interests determined in this strategic document give a clear commitment
of the Republic of Macedonia to critical infrastructure protection, through the realization
of security and development of the country and its neighbors, the preservation and
promotion of peace and security in Southeast Europe, the prevention and building of
instruments for the early warning of tensions and crises, providing conditions for internal
political stability, improving security awareness, the conservation and protection of
environment in cooperation with the environment.

Security features are important for the critical infrastructure of the Republic of
Macedonia, defined by the concept of National Security and Defense, and are seen
in increasing opportunities and capacities for prevention and crisis management,
participation in the Euro-Atlantic security structures, regional cooperation in order to
improve the security situation, political and economic stability and progress, promotion
of scientific, scientific-technological and infrastructural base of the country, creating the
conditions for use of own resources of the state for the purpose of security and defense.

Republic of Macedonia identifies risks and threats that can adversely affect the
protection of critical infrastructure including: extreme nationalism, racial and religious
intolerance, terrorism, organized crime, migration, trafficking in drugs, people and weapons,
transition issues, activities of foreign intelligence services, the emergence of cyber-crime
and abuse of information technology, degradation and destruction of the environment. Of
course, the critical infrastructure in the country can be threatened by elementary and other
disasters, technical and technological disasters, infectious diseases and so on.

The Defense White Paper is an overview of the strategic orientation of the Republic
of Macedonia in terms of building a system for national security and defense of the
Republic of Macedonia. The settings in the document define key segments in terms of
performing security and defense functions that relate to demonstrating the importance
of inter-institutional cooperation and coordination to achieve better security; the
indication of the capacities and capabilities of the Macedonian Army (ARM); having
appropriate facilities and capabilities and emphasizing the commitment of the country
to undertake all obligations and responsibilities arising from membership in NATO and
the EU. Regarding the protection of critical infrastructure, the Defense White Paper sets
conditions for the realization of the vital interests through strengthening the internal
security of the state as a precondition for sustainable political, economic and social
development, and implementation of effective tools and methods for collecting data and
information vital to the security; quality expert analysis of the security environment and
effective international cooperation; dealing with transnational organized crime in all its
forms, terrorism and corruption.

The long-term plan on development and defense is a document that traces the
vision for the development of the defense policy of the Republic of Macedonia. The
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long-term plan defines the development goals of defense including: the modernization of
defense capabilities for command, control, communications, computers and intelligence
(C4I); contribution to the Common Security and Defense Policy; the adjustment and
improvement of training to meet the missions, goals and objectives of the Army and
improve defense infrastructure [28]. The achievement of these goals will ensure the
protection of national interests.

Law on crisis management is the regulation that governs the system for crisis
management in the Republic of Macedonia in the organization and functioning; decision-
making and the use of resources; communication, coordination and cooperation;
assessment of threats to the security of the Republic of Macedonia; planning and
financing and other issue in the field of crisis management. The ssystem for crisis
management is organized and performed for prevention, early warning and dealing with
crisis situations and humanitarian disasters caused by hazards and risks to the security of
the Republic Macedonia [29]. The law defines several terms that have a critical impact to

EEINT3

infrastructure including “threat to the security of the Republic of Macedonia”, “risks and
dangers”, “resources”, “crisis”, “crisis situation” [30].

National Platform of Republic of Macedonia to reduce the risks of accidents
and disasters is a document based on the Framework for Action Hyogo 2005, which
prescribes the mechanism for initial networking of subjects of importance to the
prevention and dealing with accidents and disasters and it established cooperation among
all stakeholders in the country of importance for crisis management. By March 2009,
memorandums of cooperation were signed with all ministries, administrative bodies,
local authorities, public utilities and public services, NGOs, academic institutions,
universities, research centers and laboratories, the business community and religious
communities. As a result, the National Network of Laboratories and the National Expert
Network were established as part of National platform. In the period January-March 2010
the process of establishing seven separate platforms that make up the National platform
was completed. A special part of National Platform imposes to three separate platforms
(for security risks against terrorism, organized crime and proliferation, economic crises
and risks and financial risks and crises).

Facilities and areas of importance to the defense are determined by Decision of
the Government of Republic of Macedonia [31]. As objects of particular interest
are considered facilities and zones that are specially arranged for needs of defense or
requires their arrangement, the disclosure of which could have harmful consequences for
the defense and security of the country and its citizens. Facilities and zones of special
importance are: organs of state authority for accommodation and work in a state of war;
operation of radio-television network in state of war; storage of material reserves to
supply the armed forces; operations and production of weapons and military equipment;
the dispersion and displacement of cultural and historical monuments and treasures,
gold, money and securities; the needs of the Army of Republic of Macedonia.

4. Confronting terrorism as a threat against critical infrastructure
Republic of Macedonia in the 21st century is facing completely new challenges. The

National Concept on Security and defense provides that threats to its sovereignty and
integrity are mostly unconventional. In other words, terrorism is the most constant, real
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and serious threat that jeopardizes peace and security of the state. The current situation
in the country does not indicate safety indicators for possible endangerment of individual
acts of terrorism. But we must emphasize that there are still certain criminal groups
operating in northern and northwestern parts of its territory. Also, we cannot forget the
fact that there are certain groups with low level (for now) of religious radicalism. Despite
the limited activities of these groups, they pose a potential threat to security and stability.
Macedonia is a transit zone, and also an area for the possible recruitment of prospective
members/members of terrorist organizations and groups. And, most important of all
is that Macedonia is one of the most active members of the international anti-terrorist
coalition, which makes it a possible target of radical religious groups for terrorist attacks
on institutions, citizens or interests of the Republic of Macedonia, in and out of the
country. Having In mind the favorable geographical position of states on the Balkan
Peninsula, which make a kind crossing between three continents (Europe, Asia and
Africa), they represent a kind of way in and out gate in this part of the world. That is
the reason that determines our region as a natural crossroads and transit corridor where
Macedonia has a strategic position.

Macedonia in combating terrorism. 1t is known that there is a significant relationship
and interweaving of terrorist and criminal structures, especially in terms of providing funds
for terrorist activities. Terrorist groups use networks and structure of organized crime to
provide or fund its terrorist activities. Organized crime groups favor a state of disruption in
functioning of the institutions in the system, allowing them to smoothly accomplish their
goals. Realizing the danger of the symbiosis that exists between terrorism and organized
crime (especially in terms of financial benefit that terrorists and criminals have), we come to
a conclusion is that if we want the successful prevention against these two modern threats, it
is necessary to prevent the flow of funds to terrorist activities in the country. Also, changes
in the legislative regulation provided sanctions for financing of terrorism. In accordance
with the legal definition, financing terrorism [32] is the provision or collection of funds in
any way, directly or indirectly, unlawfully and knowingly, with the intent that they be used
or in the knowledge that they will be used wholly or partly for the purpose of committing a
crime hijacking an aircraft (Article 302), endangering the safety of air traffic (Article 303),
terrorist threat to the constitutional order (Article 313), a terrorist organization (Article
394-a), terrorism (394-b), a crime against humanity (Article 403-a), international terrorism
(Article 419), taking hostages (Article 421) and other act of homicide or serious bodily
injury caused to create a sense of insecurity and fear with people. The mmultidimensional
problem of terrorism and its financing necessarily presupposes multidimensional access in
its address. In this sense, Republic of Macedonia directs its activity on two fronts: taking
legislative measures that suit altered circumstances; measures and activities of state organs
within established powers.

Legislative measures. In Republic of Macedonia there is still no specific law on
terrorism. However, the existing legislation relating to this area provides sufficient basis
for successful combat against terrorism. Macedonia up to now has taken actions aimed
at supplementing and harmonization of legislation with the relevant regulations of the
European Union. In terms of changes to the legislation, which in a certain way have impact
onthe further building of the legal mechanisms to combat terrorism in all its manifestations,
we should indicate the adoption of some regulations. With the adoption of the amendment
to the Criminal Code [33], which with the proper substitution of forms “terrorist threat
to the constitutional order” in Article 313, “terrorist organization” under Article 394-A,



F. Odzakov and M. Dojcinovski / Contemporary Aspects in Critical Infrastructure Protection 13

“Terrorism “Article 394-B, and standardization of a new crime of” terrorism financing
“of Article 394-B, together with the existing provisions of the Criminal Code, to provide
the legal framework for sanctioning all forms of modern terrorism, and at the same time
is thecompliance of national legislation with EU regulations and requirements arising
from international agreements. These changes mean the harmonization of legislation
of the Republic of Macedonia to the Framework Decision on combating terrorism in
the Council of Europe. In this respect, the amendments made to the Criminal Code of
the Republic of Macedonia with already existing regulations implement the obligations
relating to the harmonization of national legislation. The new Law on the Prevention
of Money Laundering and Proceeds from crime and financing terrorism [34] identifies
the need for a more energetic and intensified struggle in view of preventing terrorism
financing. In terms of countering terrorism as a form of threat to critical infrastructure,
it is important to mention the passing of the Law on monitoring communications, which
regulated the conditions and procedures for the interception of communications in order
to prevent or detect a crime, for purpose of a criminal investigation or when needed for
interests of security and defense [35]. This set is a very important legal mechanism in
the area of prevention of terrorist activities and terrorist threats. The amendments to the
Act of 2008, overcame the problems and inconsistencies that were observed during its
implementation in order to facilitate effective implementation.

5. Authorities and measures to combat terrorism

Directorate for Security and Counterintelligence (UBK). UBK is one of the main leaders
of the fight against terrorism and organized crime in the country. In accordance with the
Law on Internal Affairs of 2009, Article 15 and Article 24, under the Ministry of Interior
there is Directorate for Security and Counterintelligence (UBK), as one of the key areas of
organization in the Ministry of Interior (MVR) [36]. Under that Law of Interior, UBK is
responsible for research, prevention and surveillance of all violent acts aimed to undermine
the constitutionally-fixed state order of the Republic of Macedonia, and especially to
prevent terrorist activities and of organized crime, counterintelligence activity, and other
attacks on democratic institutions of the Republic of Macedonia. UBK claims through
constant activity and the building of their professional structure to raise its operational
capability and also to respond to any threats regarding the security of the Republic of
Macedonia, especially when it comes to the threat of terrorism. The convergence of
several different aspects of confronting and combating terrorism, or operational activity
and anti-terrorist protection within the UBK (as a body within the Ministry of Interior)
and the ability to quickly and effectively use the capacity of special forces units of the
Interior Ministry to conduct special actions in case of terrorist attacks, allows for a quick
and efficient response to security authorities in countering terrorist attacks.

Intelligence Agency. The Intelligence Agency, as a specialized intelligence
institution within the state administration, was established under the Law on Intelligence
Agency from 1995 [37]. The Intelligence Agency works closely with the Ministry of
Defense and the Ministry of Interior. In accordance with Article 2 of the Intelligence
Agency, which entered into force in 1995, the Agency is authorized “to collect data and
information relevant to the security and defense of the Republic of Macedonia and the
economic, political and other interests of the state.” The Agency performs research and
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analysis of data and information referred to in paragraph 1 of this article (concerning
security and defense of the state and the most important state interests, and must notify
the President of the Republic of Macedonia, the Government and other public bodies on
issues of importance to their scope). The aagency cooperates with the other two pillars
of the security and intelligence system of the Republic of Macedonia on a daily basis,
UBK in MVR and the Military Service for Security and Intelligence (VSBIR) in the
Ministry of Defense. Within the Intelligence Agency, there is the Intelligence Directorate
for international terrorism and organized crime. In accordance with its responsibilities,
the Intelligence Agency collects, documents and analyzes intelligence information
relevant to the security and defense of the Republic, as well as economic, political and
other interests of the state. Terrorism and organized crime are threats (unconventional,
asymmetrical), that nowadays pose serious threats to the national interests of many
powerful countries as Macedonia.

Military Service for Security and Intelligence. The Military Service for Security
and Intelligence (VSBiR) is one of the key organizational units within the Ministry of
Defense. VSBIR unites as separate components - security (where counterintelligence
is dominant activity) and intelligence. VSBiR legal competences are defined in Law
on Defense, published in the Official Gazette of the Republic of Macedonia no.58/06
from 11.05.2006. These competencies are covered in detail in Chapter XI of the Law,
starting with Article 133, to Article 141. Article 133 of this Law, “intelligence covers
measures, procedures and activities undertaken for collection, documentation and
analysis intelligence important for the defense of the Republic.” Paragraph 2 of the same
Article (133) states that work in the previous paragraph shall be performed by authorized
officials of the Ministry of Defense designated by the Minister of Defense. Given the
fact that conditions are significantly changed or rather the socio-political landscape of
the region in which the Republic of Macedonia occupies a central position, gathering
intelligence from the immediate environment (neighboring countries) is no longer the
primary task of the intelligence services of the Republic of Macedonia, regardless of
whether it is the Intelligence Agency or Military Service for Security and Intelligence.
In accordance with Article 134 of the Law on Defense of the Republic of Macedonia,
“counterintelligence covers measures, actions and procedures taken for the detection and
prevention of all forms of terrorist activity aimed at the defense of the Republic.

Ministry of Interior. In accordance with Article 2 of the Law on Internal Affairs
(Official Gazette, no. 92 from 24.07.2009), the scope of work of the Ministry of Interior
includes: performing the system of public and state security; preventing undermining of
democratic institutions established by the Constitution of the Republic of Macedonia;
protect the life, personal safety and property of citizens; prevention of incitement to
national, racial or religious hatred and intolerance and others.

Directorate for Financial Intelligence. The Financial Intelligence (formerly
the Directorate for the Prevention of Money Laundering and until February 2012 the
Directorate for Prevention of Money Laundering and Terrorism Financing) for the first
time began to exist in March 2002. The establishment of such a specialized institution
is done immediately after a legal issue was regulated to prevent money laundering by
adopting the Law on the Prevention of Money Laundering in August 2001. The main
objective of this institution is the financial monitoring, i.e. monitoring of money and
preventing the financing of terrorism. In January 2008, the institution was granted the
status of a legal entity within the Ministry of Finance of the Republic of Macedonia, and
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changed its name from the Directorate for Prevention of Money Laundering to Directorate
for Prevention of Money Laundering and Financing terrorism. The Directorate functions
as an administrative model of the Financial Intelligence Unit (FIU). This type of FIU acts
as an intermediary between the private sector, on the one hand and law enforcement on
the other. Simply said, it functions as a body that proves the trust upon which responsible
entities submit their classified information [38].

Directorate for Financial Police. The Financial Police is a body within the Ministry
of Finance of the Republic of Macedonia as a legal entity. Established on June 26, 2003
by Law on Financial Police [39]. This Directorate has its special powers according to
the Criminal Procedure Code, and ensures the consistent application of regulations,
particularly in the area of financial, tax and customs work [40]. The new Law on
Financial Police precisely defines the responsibilities and powers of the Financial Police
in the detection and prosecution of complex forms of organized financial crime in the
Republic of Macedonia.

6. Cooperation at the national level

In order to be successful in combating terrorism, cooperation is required between all
state organs and institutions in our country that have responsibilities in this area. In
terms of cooperation between the three security-intelligence services (UBK, AR and
VSBiR), it is primarily the result of »lessons learned« from the well-known events of
2001 and the events of September 11, 2001 in the United States. The good, continuous
and complete cooperation among all institutions that make up the security-intelligence
apparatus at the national, regional and global levels, ensure success in the fight against
terrorism and organized crime. For this cooperation to be more successful, not only these
three institutions (UBK, AR and VSBiR) must cooperate at the bilateral and multilateral
level, but each of them is necessary to have cooperation with Customs and the Financial
Intelligence in Ministry of Finance. The fruitful cooperation between the Ministry of
Interior and the Ministry of Finance (in particular Customs Directorate and the Financial
Intelligence) on its course finds the obligations arising from the Law on prevention of
Money Laundering and Proceeds of Crime and Terrorism Financing. This cooperation
was formalized with the signing of the Memorandum of Understanding and Cooperation
and the Protocol on cooperation and understanding, which greatly facilitated the exchange
of information and conducting joint actions between Ministry of Interior and the two
mentioned Directorates of the Ministry of Finance. The Military Service for Security and
Intelligence, as an organizational unit of the Ministry of Defense at national level, in 2009
signed a memorandum of cooperation with the Public Security Bureau in the Ministry
of Interior, and with Directorate for Financial Intelligence (at that time Directorate for
prevention of money laundering and financing of terrorism) in the Ministry of Finance.
Certainly VSBIR so far had very good cooperation with these two institutions, but by
signing this memorandum, the cooperation received additional quality.

The aim of the above mentioned is, by daily and regular communication of
institutions that have specific responsibilities in combating terrorism and organized
crime, and adequate exchange of information in this area, to act in a preventive manner
in order to avoid what happened on 11 September 2001, and was a result of insufficient
communication within the security and intelligence community of the United States.
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7. Conclusions

Commitment to democratic development has prompted a number of newly created
States to accede to the collective security systems, alliances or regional unification. The
recent history of many Balkan countries shows that the cost of security depends on the
importance of history and geopolitical position and without this knowledge the Balkan
world cannot be understood [41]. The inevitability of the need to modernize the national
security services is a result of the enhanced occurrence of terrorism and asymmetric
threats, the use of outdated security techniques, global, slow and ineffective security
apparatus, the incompatibility of modern challenges, slowness of scientific thought,
research and research technologies, inefficient organizational and formational structure
of the security and defense systems, and the world is still feeling the effects of shifting
security structures [42]. Countries in transition still feel transitional problems such as
corruption, urban terrorism, serious crime, blackmail, racketeering, murder, economic
crimes, etc., that we can say to apply to security environment and space of the Republic
of Macedonia.

Clearly determined transformed states of Central and Eastern Europe that accepted
concepts of participation in collective security systems began implementation of the policy
for the full Euro-Atlantic orientation of security systems. The presence and influence of
NATO in the region of the “new” member states of NATO, contribute to achieving the
necessary security processes. The need and essence of equal security contributes to overall
stability in Europe and creating conditions for increased cooperation with other countries.
Expanding cooperation between the member states of NATO contributed to stability in
Europe and increased cooperation towards building a common political, economic, social
and cultural destiny. The pprotection of critical infrastructure is an important segment
for achieving national security, and lack of appropriate security treatment, measures and
activities, could not provide the smooth functioning of government, the private and public
sector and society in general. Terrorism is an act of violence which is a form of threaten to
national security. The seriousness of the threat is the fact that the security institutions of the
international community and collective security systems are not fully able to see, discover,
hinder its implementation and threat. The mmanifestations of threats and hazards, remind
us of the obligations to protect the critical infrastructure that EU countries have identified
and established in national strategies, documents and laws.

Republic of Macedonia follows the efforts of the international community in
combatting terrorism, but there is a need for continuous definition of critical infrastructure,
according to the guidelines of the European Union in order to perceive, change and
harmonize national documents regarding threat assessments, identifying threats and
measures and activities for appropriate countering. In this context, we are to mention
the significant efforts of the state authorities to establish a coherent system for crisis
management, in which an important place and role despite the measures and activities
for protection against natural disasters, accidents and catastrophes will have security
challenges and especially asymmetric threats.

The contribution of the research in the paper determines threats and risks, authorities
and services, documents, laws and their interaction in the process of the implementation
of critical infrastructure protection and specificities in early detection, prevention and
countering of terrorism in the Republic of Macedonia. Of course, there are no absolute
models which can guarantee security and full realization of national interests through
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the protection of critical infrastructure. Pointing to the necessity of determining the next
steps, the authors propose the following:

* Adoption of the Law on the protection of critical infrastructure, allowing
adjustment of the national subsystem to protect and rescue the European system
for the protection of critical infrastructure, and critical infrastructure protection
of the European Union,

e Completion of the »National Platform of Macedonia to reduce the risks of
accidents and disasters,« Document based on Framework for Action Hyogo 2005,
which stipulates mechanisms for initial networking of subjects of importance
to prevent and deal with disasters and catastrophes, in which cooperation was
established between all stakeholders in the country of importance for crisis
management. In this section there is a need to prepare sub-platforms for security
risks from terrorism, organized crime and proliferation; economic crises and
risks and financial risks and crises.

*  Determining institution at the national level that will see the system for crisis
management (including critical infrastructure protection), that will coordinately
propose measures and activities to overcome the identified weaknesses and
limitations, and will bring closer the model to collective security systems
towards which Republic of Macedonia is aiming.

An important role in strengthening the crisis management system, especially in
the area of critical infrastructure protection, will be given by the private sector (private
military and security companies), who would have to participate respective capabilities,
their role, importance and support of national security systems.

The accomplishments and perspectives of »critical infrastructure protection« lie in
the respective development, placement and organization of state institutions responsible
for the implementation of security measures and activities, as well as professional
security authorities. The creation of a modern model is reduction of risks and threats
and eliminating the possible in coordination at national level. Reality in Republic of
Macedonia confirms that institutions can contribute to the complete elimination of
possible challenges, threats and risks in the area of critical infrastructure protection, as
seen in the proposals of the authors. The application of such perceptions and management
in critical infrastructure protection will enable achieving European standards and norms
and stepping closer to collective security systems.
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Abstract. The dimeansions of global business acting together with the broad issue
of cultural differentiation suggest that there may be no standardized answer as to
whether corruption is necessarily bad for a national economy or if, on the contrary, it
can even be found to inhibit economic growth to a certain level. However, there is no
doubt it has been agreed that corruption as such is an example of unethical behavior.
As such, also its impact on the possible disruption of the critical infrastructure may
not be clearly identified. This paper, based on the theoretical grounds and findings
of other researchers, aims to embed the question of corruptive business practices
and behavior within the different frameworks and scopes of business dealing with
public and critical infrastructure. Leaning on the findings from different pieces of
investigation from around the world it finally concludes that there is no dichotomous
solution to the dilemma whether a certain level of corruptive practices, when they
are an integral part of a national business environment, would necessarily be bad for
future economic growth.

Keywords. corruption, critical infrastructure, economic growth, economic
development, ethical standards

Introduction

There is widespread agreement that corruption has become one of today’s most pressing
economic problems [1]. Corruption distorts standards of merit and erodes the respect
of law, resulting in higher public spending and increased cost and a lower quality of
infrastructure. Corruption is thus one aspect of governance which also relates to matters
of transparency, accountability, political stability, social order, the rule of law and the like
[2]. These factors are likely to be interdependent [3]. Corruption has a significant impact
on the growth rate of real per capita income [4]. The most important channel through
which corruption influences economic growth is political instability. Corruption reduces
the level of human capital and the share of private investment [5]. It has an additional
negative impact on growth independently from its impact on investment [6].

In a broad definition, managing and leading can be regarded as ethically driven tasks
because every managerial decision affects either people or the natural environment and
society. Those effects or impacts need to be taken into consideration when decisions are
made. A narrower construction of the role of the manager is that managers should serve
only the interests of the shareholder. Their only task is to maximize shareholder wealth.
That point of view is increasingly accepted in some parts of the world where capitalism
is accepted as the economic framework [7].
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Governmental corruption is a pervasive element of the international business
environment and has damaging effects on governments, companies, and the whole
society where it takes place. However, the impact of governmental corruption on foreign
investment has so far received limited attention both in trials of legal investigations and
pieces of academic research. There has been an ongoing debate how multinational firms
respond to corruption when investing in foreign markets. There are direct and indirect
costs of corruption to business and there is corruption’s impact on firms that invest or
still are in the decision-making process for investments in foreign markets. Corruption
involves costs that firms investing abroad are likely to misjudge or ignore. A clear
understanding of corruption’s nature creates value for decision makers and allows for a
strategic analysis of responses to corruption pressures [8].

The main objective of the chapter is to compile an overview of the research which has
been in progress in order to evaluate the negative impact and influence of the corruptive
malpractices in the processes of designing, developing, building and maintaining
critical infrastructure. The main theoretical and ideological framework for assessing the
corruptive behavior of managers and other decision-makers is based on the paradigm of
business ethics with its own written codes and individual human beings’ standards, values
and virtues. The main proposition of the present study, which is assessed mainly through
the methodology of compilation and synthesis, goes as follows: Corruption which may
be observed as a direct consequence of the unethical behavior of managers and other
(also political) decision-makers impose a substantially direct and indirect social cost
which seriously decreases the general welfare of a particular economy.

1. Decision-making frameworks of the critical infrastructure

Disruptions to critical national infrastructures (e.g., power, telecom, transportation, and
emergency services) are an area of increasing national concern. Each of the infrastructures
is highly dependent on telecommunications and each of the infrastructures is subject to
disruptions, examples of which are shown in Table 1.

Table 1. Typical disruptions to critical infrastructure

Critical infrastructure Typical disruptions

Telecommunications Disruption of key communications nodes by fire, wind, water, or external
sabotage

Power (electricity, gas) Blackouts caused by insufficient generation to meet demand,
transmission bottlenecks, or equipment outages

Emergency services Demand greater than response capacity, as during a disaster

Water supply Contamination with toxic substances

Agriculture and food Contamination of food supply

Chemical industry Explosions, release of toxic gas clouds

Defense industry Supply line interruptions

Banking and finance Disruption to electronic payment systems that cause bank liquidity
problems

Public health Infectious diseases

Government Disruptions in operation
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The critical infrastructure is a complex “system of systems.” The interdependencies
are generally not well understood and disruptions in one infrastructure can spread into
other infrastructures. Infrastructure studies are becoming more and more prevalent. Risk-
informed decisions are needed to help identify investment strategies and other options
that best reduce overall risk [9]. Decisions almost always involve ethical considerations.
A moral decision-making person sticks to her or his core values, tries to be objective and
fair, has concerns for society and the welfare of everybody involved, and follows the rules
of ethical decision-making. A manager should serve as a role model for other employees
in all of his or her duties. Rewards and discipline concerning the ethical and unethical
decisions made by others should be provided, so that a clear message is sent about which
behaviors are and are not acceptable in the organization or in different situations [10].
Thus, it is very crucial to include the highest level of conduct in the matters connected
with decision-making regarding the critical infrastructure because every other mode of
behavior directly contributes to a higher level of risk.

The importance of social trust has been generally accepted in the social sciences.
As surveyed on several occasions, it correlates with a number of other variables that
are in most cases very much desirable. People who usually believe that most other
people can be trusted are also more committed (i) to having a positive opinion about
their democratic institutions, (ii) to participating more actively in politics, and (iii) to
being more proactive in civic organizations. They give more attention and contribution
to charity and are much more tolerant of people who think differently and are not like
themselves. People who trust also tend to be more optimistic about their own ability
to influence their own life chances and to be happier with their lives [11]. Thus, a well
operating critical infrastructure would directly contribute to the level of social trust in a
society.

Managers face difficult situations on a daily basis while doing their jobs. Since
management decisions almost always involve ethical considerations, it is important that
they recognize the ethical elements that are embedded in their day-to-day job functions.
Many times, situations involve issues that are clearly right or wrong when judged by the
managers’ or organization’s values or code of conduct. Furthermore, most managerial
decisions and actions are legal, although there are occasions when a certain decision
would clearly go beyond legal boundaries and be illegal. In these cases, making a
decision to break the law or to do something that disagrees with a code of conduct or set
of values is clearly unethical and increases the level of risk [7].

An example of such practice is facilitating payments. The use of facilitating
payments is a very common form of corruption and an excellent example of a dilemma
in ethical decision-making. These consist of small payments or gifts made to a person, in
most cases paid or given to a public official or an employee of a state-owned company, to
obtain a favor, such as speeding up an administrative process, obtaining a permit, license
or service, or avoiding an abuse of power. Public opinion very often tends to tolerate such
payments and regards it as a part of the system that somehow does function. They are
assumed to be unavoidable and are excused with low wages and a lack of professionalism
among public employees and a general disorder in government offices. Many companies
see these payments as the grease that makes the wheels of the bureaucratic machine
turn more smoothly and are even calculated in project costs. Despite this, facilitating
payments have a negative effect on the working of public and private administrations.
All too often they progress to more serious forms of corruption. They impose additional
costs on companies and citizens and, therefore, the entire society [12].
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Political competition and the achieved level of democracy have an impact on
the density and intensity of corruption, which is typically lower in dictatorships than
in countries that have partial democracy. But once they pass a certain threshold,
democratic practices inhibit corruption. Government size does not systematically affect
the corruption which is more evident in low-income countries which tend to underpay
public sector employees who then take their rights in their own hands and provide their
additional income through corrupt activities [13].

The most devastating forms of corruption include the diversion and outright theft
of funds for public programs and the damage caused by firms and individuals that pay
bribes to avoid health and safety regulations intended to benefit the public. A conservative
estimate is that the former President of Zaire, Mobutu Sese Seko, looted the treasury of
some $5 billion, an amount equal to the country’s entire external debt at the time he was
ousted in 1997. The funds allegedly embezzled by the former presidents of Indonesia and
the Philippines, Mohamed Suharto and Ferdinand Marcos, are estimated to be two and
seven times higher. In the Goldenberg scam in Kenya in the early 1990s, the Goldenberg
firm received as much as $1 billion from the government as part of an export compensation
scheme for the fictitious exports of commodities of which Kenya either produced little
(gold) or nothing at all (diamonds). Nearly $1 billion of oil revenues, or $77 per capita,
vanished from Angolan state coffers in 2001 alone. This amount was about three times
the value of the humanitarian aid received by Angola in 2001—a country where three-
quarters of the population survives on less than $1 a day and where one in three children
dies before the age of five. In Turkey, the effect of the earthquake that took thousands of
lives in 2004 would have been much less severe, according to the government of Turkey,
if contractors had not been able to pay bribes to build homes with substandard materials.
Extrapolating from firm and household survey data, the World Bank Institute estimates
that total bribes in a year are about $1 trillion. While the margin of error in this estimate is
large, anything of even that general magnitude ($1 trillion was about 3 percent of world
GDP in 2004) would qualify as an enormous issue [14].

2. Corruption through principles of business ethics

The extent of use of the three principles of ethics: utility, morality, and justice in
managerial ethical decision-making is subject to quite extensive research. Morality tends
to be the most used ethical principle. Utility is the least used. There are also expected
relations between personal attitudes toward the three ethical principles and the intentional
behavior when faced with ethical dilemmas [15].

The very usual research question is whether corruption may be beneficial for an
economy. It has not been clearly researched so far whether and to what extent the
impact of regulations on entrepreneurship depends on the intensity of corruption.
Regulations make firm entry into markets more difficult. If there are a larger number
of procedures needed to start a business and larger minimum capital requirements, then
this is detrimental to entrepreneurship. Corruption may reduce the negative impact of
regulations on entrepreneurship in highly regulated economies and facilitate firm entry,
which means support for the ‘grease the wheels’ concept [16].

There has been a widespread opinion that bribery greases the wheel of commerce,
while others believe that bribery sands the wheel of growth. It has been argued that firms
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autonomously choose their level of bribery according to their environments and that the
benefits and costs may differ for different types of bribery. Specifically, small firms are
more likely to be forced to engage in bribery, while big firms may strategically engage
in bribery. However, bribery hurts small- and medium-sized firm growth, but not large
firms [17]. This finding turns the situation of bribery as being more against justice for
smaller firms compared to larger ones.

Countries are perceived by business people and their citizens to be less corrupt if
they are highly developed, long-established liberal democracies, with a free and widely
read press, a high share of women in government, and a long record of openness to
international trade [18]. More educated countries and, to a smaller degree, richer
countries, generally have less corruption which is also correlated with the level of
income and racial inequality but not correlated with the size of government. There is a
weak negative relationship between corruption and economic development in a country.
There is correlation between development and the fact that good political outcomes occur
because education improves political institutions [19]. Growing economic prosperity in
transition countries leads to lower corruption, and contrary to findings for other nations,
a bigger government size seems to reduce corruption. Larger countries generally have
more difficulties controlling corruption. Transition reforms might be the best solution for
corruption reduction [20]. Multinational enterprises often run into government corruption
when operating in different countries. Interestingly, in the international management
literature, this issue is typically strictly neglected [21].

3. Direct cost of corruption
Bribes, kickbacks, “grease,” and “speed” money are the most conspicuous types of
corrupt activity. The direct costs of corruption are those costs that result from direct
interaction between the firm and the government. Hence, bribes, bureaucratic red tape,
and various categories of transaction costs are considered direct costs since they can be
identified with a direct interaction or transaction between a particular firm and corrupt
officials. Similarly, resources expended in an effort to avoid extortion by corrupt officials
of a given firm are also a direct cost.

3.1. Bribes

Bribes cost firms and other stakeholders through monetary and non-monetary payments
to those with public power. Examples of bribery are numerous. However, only a small
proportion of bribes are exposed, suggesting that bribery is much more pervasive than
what is revealed and reported. In September 2002, Michael Woerfel, a senior employee
of the European Aeronautic Defense and Space Company (EADS), was charged with
corruption in connection with a 1999 $5 billion arms deal with South Africa. EADS
conceded that it had “helped” 30 South Africans with hefty discounts on luxury cars.
In related developments, chief whip of the ruling African National Congress (ANC)
Tony Yengeni was charged with corruption, fraud, and perjury. Also in September of
2002, a Lesotho court found Acres International, a Toronto-based firm, guilty of passing
$260,000 as a bribe to the chief executive of the project. The executive was convicted of
13 counts of bribery and of accepting more than $2 million in total bribes. In July 2002,
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Xerox admitted in a regulatory filing that it had made improper payments of more than
$500,000 “over a period of years” to government officials in India to push sales [8].
All these case studies show that the critical infrastructure, being in most cases a matter
of public investment and public money spending, is very sensitive to corrupt activities
which may consequently increase its vulnerability.

3.2. Red tape and bureaucratic delays

Red tape and bureaucratic delays are examples of non-monetary costs that result from
dealing with corrupt officials or complying with the requirements of corrupt regimes.
To avoid red tape and delays in facilitating project approvals, firms often use bribes
to grease the wheels. This was the case when Robert King, a leading investor in Owl
Securities (OSI), was convicted on five counts of conspiracy and for violating the
Foreign Corrupt Practices Act by planning to bribe Costa Rican officials. The bribery
was related to OSI’s plan to build a new Caribbean super-port and a 124-mile dry canal
through Costa Rica, designed to rival the Panama Canal [22]. Lockheed Martin agreed to
a consent decree (neither admitting nor denying allegations) in which it paid nearly $25
million in fines after it was accused in 1995 of paying $1 million to an Egyptian member
of parliament in order to facilitate the sale of Lockheed aircraft to the Egyptian Air Force
[23]. Tehelka, an Internet news portal, caught several government officials taking bribes
from undercover reporters in India. The reporters were posing as arms dealers peddling
“fourth-generation” thermal hand-held cameras on behalf of a British company. Again,
these case studies show that the critical infrastructure is also very sensitive to corrupt
activities which may consequently increase the risk of its vulnerability.

3.3. Avoidance

Firms may be forced to engage in expensive efforts to avoid and limit their exposure
to extortion by corrupt officials, including hiding output and opting out of the official
economy. Avoiding corruption can be costly. For example, Procter & Gamble, as part of
its broader exit strategy from Nigeria, decided to close a Pampers plant rather than pay
a bribe to a customs official [24], which may be a good example of ethical behavior of
the corporation.

3.4. Directly unproductive behavior

Corruption may force firms to engage in a range of costly and unproductive behavior.
This may include investment in channels of influence of the decision-makers and power-
holders to gain advantage in dividing up the benefits of economic activity through
lobbying, direct vote solicitations, and influence peddling. In China, various forms of
obligatory “profit sharing” with city officials in Hainan Province have been reported. The
employment of relatives, donations, and other “favors” are apparently an expected cost
of doing business in that region. One private firm in Hainan Province reported having a
formal profit-sharing plan with the city officials. Firms report hiring key officials or their
relatives as a way of developing political or social influence. Owners of local private
firms in Wenzhous in eastern China have been known to give firm shares to senior cadres
in exchange for protection from government interference [6].
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3.5. Foregoing market-supporting institutions and engaging in organized crime

Firms bear additional costs when, because of corruption, they are unable to use institutions
such as courts for the enforcement of contracts. Costs increase when firms are willing (or
unwilling) to engage in organized crime by paying for “protection” and other security
services that would otherwise be unnecessary. For example, many firms doing business
in Russia in the post-Soviet era have been forced to take part in the underground market
for “protection” by paying high fees for “security” services because the state cannot
provide adequate public protection. The Canadian International Development Agency
has spent $130 million to help generate Canadian business in Russia; however, many
companies have claimed that projects have been stolen out from under them because
of government corruption. As a result, Canadian investment in Russia has practically
stopped all together, and the CIDA has virtually nothing to show for its investment [25].
This example shows how specific acts of corruption result in multiple costs; in this case,
efforts to build institutions were thwarted through organized crime, which contributed to
other unproductive and costly behavior [8].

4. Indirect costs of corruption

Many of the destructive costs of corruption affect firms indirectly through public-
sector failure that results from weak or non-existent institutions, government failure to
effectively use public resources, and government policies that prevent the economy from
growing. The indirect costs of corruption are those costs imposed on firms that cannot
be specifically identified with a particular interaction between a firm and the government
or its officials. These costs may result in higher prices for resources, lowered prospects
for profitability, and macroeconomic instability. The indirect costs of corruption have
been relatively well documented in terms of system-wide effects. However, individual
firms may overlook these costs because they don’t recognize how such costs affect them.
These indirect costs limit investment returns because they increase operating costs and
decrease growth potential. Moreover, such costs may fall more heavily on some firms
than others [26].

4.1. Reduced investment and distorted public expenditures

Corruption has been proved to reduce the ratio of investment to GDP. Corruption may
also reduce public expenditures because tax revenues drop when business activity goes
on outside of the official economy. Moreover, the expenditures that remain are often
skewed from the most pressing needs towards projects that benefit privileged insiders.
Some time ago, Nicaragua resorted to a national tax audit lottery to combat the problem
of low tax revenues due to rampant corruption. Each month the government chose 100
professionals at random, audited them, and publicized the results. The government
estimated that 40 per cent of all professionals were tax dodgers. The inefficient and
proportionally small tax collections resulted in inadequate investment in infrastructure
and education [27].
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4.2. Macroeconomic weakness and instability

More generally, corruption weakens institutions like courts and regulatory agencies,
slowing economic growth [28]. Corruption also reduces aggregate investment through
reduction in public and private investment, increasing poverty and the social ills that go
along with it [29].

4.3. Weak infrastructure

Corruption weakens public infrastructure including the critical one, resulting in
inadequate, expensive, and intermittently supplied services such as telephony, electricity,
and transportation [30]. Weak infrastructure offers opportunities for small bribes and
thereby increases the direct costs of corruption. Corruption has even been shown to
increase an economy’s susceptibility to financial crises, such as those that occurred in
Russia in the mid-1990s, Southeast Asia and Korea during 1997-1998, and in Latin
America in the early 1980s and again in the mid- and late-1990s [31].

4.4. Misdirected entrepreneurial talent

Corruption leads to squandered and misdirected entreprencurial talent because
individuals are drawn to socially unproductive avenues for advancement afforded by
corrupt environments. Hence, corruption stymies the very entrepreneurial activities that
could offset or mitigate some of its harshest effects [8].

4.5. Socio-economic failure

Finally, weaker economies, poor infrastructure, and squandered investment contribute
to general socioeconomic misery. Results include increased poverty, income inequality
and slow income growth for the poorest in society, increasing demands on already weak
central governments and the retarding of developmental goals such as education, literacy,
and life expectancy. This is perhaps the most tragic cost of corruption [32].

5. Conclusions

Managers use several ways of moral reasoning based on rights, justice, utility, and care
when they face a moral conflict and when these different ways of reasoning conflict.
They need to take several factors into consideration as they weigh decisions based on
the principles of rights, justice, utility, or care. They have to consider whether there are
possible overriding factors in the decision. If a decision might result in the death of a
person made one way and the unemployment of a group of persons made another way,
then the overriding factor might be the life-and-death decision [33].

The problem within the ethics of care is not the isolated individual act of corruption,
but the systematic system of corruption that can exist across historical periods, geographic
areas, and political-economic systems. It is important to first understand how corrupt and
unethical subsystems operate, particularly their network nature, in order to reform and
change them while not becoming what we are trying to change. A key operating feature
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of corruption systems is that they are relatively stable networks rather than exceptional,
independent, individual events [34].

Recognizing that management is an inherently ethical task and that the practices of
the company embody a set of values or ethics, there is a set of ethically-based management
practices that can help managers lead their companies effectively. The ethics of effective
and competitive business practices include creating a shared sense of meaning, vision,
and purpose that connect the employees to the organization and are underpinned by
valuing the community without subordinating the individual and seeing the community’s
purpose as flowing from the individuals involved. A second characteristic that ethical
leadership can provide is developing in employees a systems perspective, which is linked
to the post-conventional stages of cognitive and moral reasoning discussed above, so
that a value of serving other community members and related entities in the broader
ecosystem emerges. Another theme is that of emphasizing business processes rather than
hierarchy and structure, which is based on valuing work itself intrinsically and focusing
on both the ends and means in decision-making, not just the ends. Localized decision
making, particularly around work processes, provides a value of responsibility for
individual actions, and using information within the system is supported by the values
of truth telling, integrity and honesty, the characteristics of moral persons, as well as
transparency about and access to needed information [35].

Corruption is hard to study empirically. Its many likely determinants interrelate
in complicated ways. Some can change quickly and may be caused by corruption
as well as the opposite. As with other types of criminal activity, it is hard to observe
directly, and so researchers must rely on surveys of corruption’s victims, the accuracy
of which is often difficult to assess. On this last score, recent years have seen some
major advances. A range of different business consultancies, economic research firms,
and polling organizations have surveyed domestic and expatriate business people as
well as ordinary inhabitants on the degree of corruption in the countries where they
live or work. The comparative evidence accumulating from these surveys is surprisingly
consistent. Different ratings correlate highly. Domestic and foreign business people,
country experts from consultancy firms, and residents of particular countries basically
agree about which countries have more corrupt governments. Ratings prepared in the
1980s also correlate closely with those from the 1990s. At the same time, such ratings
of comparative corruption correlate as one would expect with lower investment, both
foreign and domestic, and lower growth [36].

Corruption has direct and indirect effects on aggregate FDI into a given economy and
influences firm-level decisions about entry mode and project structure. First, the nature
of corruption is not fully appreciated and incorporated in managerial decision-making.
Failure to comprehend differing types of corruption may hinder the effective operation
of international businesses, where resource commitments are substantial and difficult
to reverse and reputation effects are long lasting. Second, while firms fully recognize
the costs related to the pervasiveness of corruption, arbitrariness is often disregarded
in the development of proactive strategies. Whereas firms appear to adjust their entry
modes when confronted by high arbitrariness, they may forego other strategies due to
a mistaken perception that arbitrariness affects all firms the same, when in fact it can
have significantly disproportionate impacts on firms. Third, firms adjust and adapt their
market-entry approaches to minimize exposure to partners who may attempt to exploit
the corrupt environment for their own gains, yet maximize relationships with partners
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that can facilitate project development. Fourth, firms often don’t fully recognize the
range of strategic alternatives to acquiescing to corrupt pressures. These strategies can
help reduce costs, and some may help in deterring corruption more broadly. Fifth, some
strategies may be pursued by individual firms, collectives of companies, or in conjunction
with governments. For example, a number of the companies mentioned above support
broad, government- or industry-driven efforts to reduce corruption through membership
in organizations such as the International Chamber of Commerce, while at the same time
focusing on shorter-term and transaction-specific challenges that affect their day-to-day
business opportunities. Governments, independently and through international consortia,
continue to struggle in their efforts to identify effective solutions to the destructive practices
of corruption. At the same time, companies seeking new markets and opportunities
continue to explore options that minimize the most pronounced impacts of corruption.
Both governments and companies have made important steps in their efforts to stem the
spread of corruption, but much more needs to be done. We considered five strategies that
show how firms can deal with corruption in a manner that preserves their strategic choices
in international market entry, while protecting themselves from the costs of corruption.
None of the strategies we propose comprehensively addresses corruption. At best, each
reflects a partial solution. Taken together, they may provide a more comprehensive
approach, particularly given the interactive and mutually reinforcing nature of firm- and
government- sponsored strategies. Just as firms pursue multiple business strategies to
address their objectives in international markets, so too should they consider the range of
options to combat corruption. In the interim, firms should be aware—and be wary—of
their dealings in countries where corrupt practices are common. Firms would be wise
to work cooperatively with each other and with government organizations to realize
the substantial benefits of reduced corruption: improved firm and aggregate business
performance, more effective host-nation governance, and greater and more widespread
social and economic development [8].

The main proposition of the present study, namely that the corruption which may
be observed as a direct consequence of the unethical behavior of managers and other
(also political) decision makers imposes substantial direct and indirect social costs which
seriously decreases the general welfare of a particular economy, can be regarded as
confirmed. Several authors proved that both the direct and indirect costs of corruption are
actually nothing but an unavoidable consequence of the unethical behavior of managers
and other decision-makers. As far as short-term future research is concerned, there is the
urge for better quantitative estimation of the cost of corruption. It is believed that only
a direct number comparison of what can be achieved with all the amounts of economic
loss will start a systematic change in the cognitive frameworks and concrete activities of
those who may have future influence and the power to change those corrupt systems in
the direction of the standards of modern democracies.
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Abstract. This paper critically deals with outsourcing as a more complex source
of risk in the system for ensuring corporate security, especially when talking about
subjects that are part of the critical infrastructure of the country. The Republic of
Slovenia has become an integral part of the global market, which is why it is essential
to recognize that the outsourcing entities that work in the Slovenian market operate
more and more globally, but on the other hand global corporations are entering the
market. When addressing the risks of outsourcing it is therefore essential to take into
account a broader global perspective, especially if these risks are discussed in terms
of the risk of terrorist attacks. Globalization requires the integration and aggregation
of organizations from different geographical and cultural backgrounds, which is why
there is a growing openness of the labor market and an increase in the free passage
of the workforce and as a result new risks are brought by outsourcing entities.
Regarding this in particular I mean the risks associated with human resources and
humans as individuals. In the future, a comprehensive approach to risk management
outsourcing needs to provide a different perception of outsourcing and its impact on
the organization‘s risk and social environment. Therefore in the future, corporate
security mechanisms must significantly pay more attention to outsourcing risk in
so far as they would like to fulfill their basic mission, which is to allow continuous
operation under normal as well as emergency situations (natural disasters, accidents,
large-scale, international organized crime, terrorist acts, etc.). Therefore, there is a
need for a broader discussion including more scientific research dealing with the
risks of outsourcing. The real world has revealed that too little attention or even no
attention has been given to establishing systems of risk management and building
comprehensive integrated security systems for outsourcing risk since there is a lack
of awareness of what constitutes outsourcing risk for the organization and the wider
local community. The purpose of this paper is to show the importance and the role
of the outsourcing in ensuring corporate security at both the operational as well as
the strategic level and to indicate the risks associated with the integration process of
outsourcing in the provision of corporate security.

Keywords. outsourcing, corporate security, critical infrastructure, threat assessment,
terrorism, security risks, integrated security system

1. Introduction

The fundamental objective of the organization’s performance (of a company) is creating
(maximizing) profits and increasing the value of capital in a maximum period. By
realizing these fundamental objectives, management and owners also try to achieve
the optimum utilization of resources and time that they have available by introducing
modern managerial tools and best practices in business processes and thus achieve the
maximum effects of the operation of business processes and the organization as a whole.
Basically, it is therefore a realization of the basic “mini-max” principle of economics,
that is, with minimum inputs to achieve maximum effects.
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